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FastWind Ransomware

(wndppoBanbLMK-BbIMOraTesb) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WUAPYET AaHHble Nonb3oBaTenen ¢ nomowbio AES+RSA, HO
AOBOSIbHO CTpaHHbIM obpa3om, 6riokamm no 16 6anT, a 3atem TpebyeT HanucaTb Ha email
BbIMoOratenemn, Ytobbl y3HaTb Kak 3annatutb Bbikyn B # BTC, nonyuntb AewmdpoBLLMK 1
BEpPHyYTb cBou dpannbl. OpurmHaneHoe HasBaHue: FastWind. Ha cpanne HanucaHo: HeT
AaHHbIX.

O6HapyxeHus:

DrWeb ->

BitDefender ->

AlLYac ->

Avira (no cloud) ->

ESET-NOD32 ->

Malwarebytes ->

Rising ->

Symantec ->

TrendMicro ->

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHpopam! XotuTte ObiTb B 3TOM CnMCKe perynsapHo nnu noebiwe? CoobwuTte mHe!

© NeHeanorusa: ??? >> FastWind
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N306pakeHne — norotmn ctatby
K 3awmndpoBaHHbIM dharinam gobaensietcs pacwmpenune: .FastWind

OBl-mmane! HoBble pacwmnpeHus, email u TEKCTbI O BblKyNe MOXHO HalTh B KOHLE

cTtatbu, B 0OHOBMNEHUsAX. Tam MOryT ObITb pa3nnynga c nepBoHa4valribHbIM BapnaHTOM.

AKTUBHOCTb 3TOro KpUnTo-BbiMOraTens npuwnack Ha cepeauHy uions 2020 r. OpueHTupoBaH
Ha aHrMosA3bI4YHbIX MOSb30BaTENEN, YTO HE MeLLAET PacnpPOCTPaHATbL €ro No BCEMY MUPY.

3anucka ¢ TpeboBaHneM Bbikyna HasbiBaeTCcs: ransomware.txt

CopepxxaHue 3annCKuU O BbiKyne:

Your personal ID

[redacted 0x2FO0 bytes in base64, chunked per 2 chars]
English #Your files are encrypted!®

1+ To decrypt, follow the instructions below.

To recover data you need decrypt tool.

To get the decrypt tool you should:

Send 1 crypted test image or text file or document to fastwindGlobe@protonmail.com

Or alternate mail fastwindGlobe@mail.ee

In the letter include your personal ID (look at the beginning of this document). Send me this
ID in your first email to me.
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We will give you free test for decrypt few files (NOT VALUE) and assign the price for
decryption all files.

After we send you instruction how to pay for decrypt tool and after payment you will receive a
decrypt tool and instructions how to use it We can decrypt few files in quality the evidence
that we have the decoder.

MOST IMPORTANT!!!

Do not contact other services that promise to decrypt your files, this is fraud on their part!
They will buy a decoder from us, and you will pay more for his services. No one, except
fastwindGlobe@protonmail.com(fastwindGlobe@mail.e€), will decrypt your files.

Only fastwindGlobe@protonmail.com(fastwindGlobe@mail.ee) can decrypt your files
Do not trust anyone besides fastwindGlobe@protonmail.com(fastwindGlobe@mail.ee)
Antivirus programs can delete this document and you can not contact us later.
Attempts to self-decrypting files will result in the loss of your data

Decoders other users are not compatible with your data, because each user's unique
encryption key

MNMepeBoA 3anNCKN Ha PYCCKUN A3bIK:

Baw nuyHbIn ID

[3oecb 0x2F0 6anT B base64, pasgeneHbl No 2 3Haka]
English #Bawwn dannbl 3awmdposaHb!! &

1 [1na pacwmndpoBke crnegymnte MHCTPYKUUAM HUXe. ¥

[1ns BoCcCTaHOBNEHUSA JaHHbIX BaM HY)XE€H UHCTPYMEHT pacLUMdpPOBKN.

UT06bI NONYYNTb UHCTPYMEHT PacLUMAPOBKM BaM HYXXHO:

OTtnpaBuTb 1 3aWwMdpoBaHHOE TECTOBOE N306paeHne, TEKCTOBbIV hann nnm OKYMEHT Ha
fastwindGlobe@protonmail.com

Wnun anstepHaTtuBHyto nouTy fastwindGlobe@mail.ee

B nucbme ykaxute cson nuyHbin ID (cmoTpuTe B Havane gokymeHTa). OTnpasbTe MHE 3TOT
ID B cBOEM NEPBOM MUCHME.

Mol caenaem Bam 6ecnnaTtHyto TecT-paclumdpoBKy Heckonbkux cdannos (HELLEHHbBIX) n
Ha3Ha4yMM LeHy Ons paclmngpoBKM BCex hanmnos.

[Mocrne Toro, Kak Mbl OTMPaBMM BaM UHCTPYKUUIO O TOM, Kak onfaTuTb UHCTPYMEHT
pacwmngpoBkn, a nocne onnatbl Bbl NOAY4YUTE UHCTPYMEHT ANSA paclUM@POBKN N MHCTPYKLNN
Nno ero ucnonb3oBaHnMio. Mbl MOXeM paclumdpoBaTb HECKONBKO daniioB B KA4eCTBE
AokasaTenbCTBa TOro, YTO Y Hac ecTb Aekoaep.

CAMOE BAXXHOE!!!

He cBasbIiBanTeCh C Apyrnmu cny>kbamm, Kotopble obellatoT paclumdpoBaTb Balum dannsbl,
3TO MOLUEHHNYECTBO C nX CTOPOHbI! OHKM KYNAT y HAac aekoaep, a Bbl 3annatuTte donblle 3a
nx ycnyru. Hukto, kpome fastwindGlobe@protonmail.com (fastwindGlobe@mail.ee), He
paclmndpyeT Bawum hannol.
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Tonbko fastwindGlobe@protonmail.com (fastwindGlobe@mail.ee) moryT pacwmndposatb
Bawwwu hannol

He posepsante Hukomy, kpome fastwindGlobe@protonmail.com (fastwindGlobe@mail.ee)
AHTMBUPYCHbIE NPOrpamMMbl MOTYT yAanNUTb 3TOT LOKYMEHT, U Bbl HE MOXETE CBA3aTbCS C
HaMK No3xe.

[MonbITKM caMOCTOATENBHO paclungpoBaTb annbl NPUBEAYT K NOTEPE BalUMX AAaHHbIX
[ekoaepbl opyrMx nonb3oBaTenen He COBMECTUMbI C BalUMMWN JAHHBbIMW, MOTOMY YTO Y
KaXkgoro nonb3oBaTtens yHUKanbHbIN KIToY WMGPOBaHWS

TexHn4yeckune petanu

MoxeT pacnpocTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXEeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIIONTOB, BPEAOHOCHOW peKnambl, BEB-UHXEKTOB, dhanbLUMBbIX OOHOBMEHUN,
nepenakoBaHHbIX N 3apaXéHHbIX MHCTannATopoB. CM. Takke "OcHOBHblE cnocobbI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuue 6nora.

OHy»(Ho BCeraa ucnonb3oBatb AKTyalbHY aHTUBMPYCHYH 3awmTty!!!

Ecnu Bbl npeHebperaete KOMMNNEKCHON aHTUBUPYCHOW 3alumTon knacca Internet Security nnm
Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaAHNE BaXKHbIX dannoB No metoay. 3-
21.

» BbinonHseT wudpoBaHus 6rnoka n3 16-6anT ¢ Takumm xxe nponyckamu.

Cnuncok cannoBbix pacluMpeHui, nogBepraromxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Myabika, BUAeo, annsl o6pasos, apxmebl 1 Mp.

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:
ransomware.txt - HazBaHue parina c TpeboBaHMeM BbiKyna
<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro canna
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PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITHOYEHUSA U CBA3M:

Email: fastwindGlobe@protonmail.com, fastwindGlobe@mail.ee
BTC:

CM. Hxe B OOHOBNEHMAX Apyrne agpeca U KOHTaKTbI.

CM. HWxe pesynbraTbl aHann3oB.

PesynbraTbl aHann3oB:

@ Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBeaeHust cobupatotea perynsipHo. Npucbinante obpasupbl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHWW === BLOCK OF UPDATES ===

Ewé He 6bino oOHOBNEHMIN 3TOr0 BapmnaHTa.

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

5/6



Thanks:

Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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