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SilentDeath Ransomware

(wndppoBanbLMK-BbIMOraTesb) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WKApPYeT AaHHble Nonb3oBaTenen ¢ nomouwbio AES+RSA, a
3aTem TpebyeT Bbikyn B # BTC, 4to6bI BepHYTb hannbl. OpurnHanbHOe Ha3BaHWe: B 3anuncke
He ykasaHo. Ha dhanne HanncaHo: HeT AaHHbIX.

O6HapyxeHuA:

DrWeb ->

BitDefender ->

AlLYac ->

Avira (no cloud) ->

ESET-NOD32 ->

Malwarebytes ->

Rising ->

Symantec ->

TrendMicro ->

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 9TOM CNUCKE PerynsapHo unm nosbiwe? Coobwmnte mHe!

© lNeHeanorusa: ??? >> SilentDeath
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N306pakeHne — norotmn ctatby

K 3awmndpoBaHHbIM daninam gobaensietcs pacwmpenue: .SilentDeath

ATMonorna Ha3BaHuA:
Silent Death ("Tuxasa cmepTb") — 3TO Ha3BaHWe n3sectHou urpbl oT lron Crown Enterprise ¢
KOCMUYeCKUMM BuTBamu.

BHumaHue! HoBble paclumpeHus, email n TeKCTbI O BbIKyne MOXHO HanTU B KOHUE CTaTby, B
obHoBNeHnax. Tam MoryT 6bITb pa3nuynsi C NepBoHaYaribHbIM BapMaHTOM.

AKTUBHOCTb 3TOro KpUNTOo-BbIMOraTens npuwnack Ha Havano uonsa 2020 r. OpneHTupoBaH
Ha aHrMos3bI4YHbIX MOSib30BaTeENen, YTO He MeLLaeT PacnpPoCTPaHATbL ero No BCEMY MUPY.

3anucka c TpeboBaHueM Bbikyna HasbiBaeTcs: !!! Read Me Carefully !!l.txt

CopepxaHue 3anucKu o BbiKyne:

Hello dear friend,

All your files include videos, photos, documents and databases have been encrypted due to
a security problem.

You have only one choice to recover your files and that is:

"Ask us for help."
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Recovery of our secure encryption is only possible with a secret key.

You can only obtain this secret key from us.

All your files will be irreversible forever if you share this with any third party!
Now, write an email to our address include your Recover-Code:
SilentDeathDecryptor@protonmail.com

---Recover-Code---

h=[redacted uppercase 0x20 hex]&

k=[redacted uppercase 0x100 hex]

---Recover-Code---

MNMepeBoA 3anMCKN Ha PYCCKUN A3bIK:

30paBcTBYM, AOPOron Apyr,

Bce 1BOM (hannbl, BkNtovasa Buaeo, potorpadun, 4OKYyMeHTbl U 6a3bl AaHHbIX,
3awmnpoBaHbl n3-3a Npobnem ¢ 6e30MacHOCTbIO.

Y 1ebs eCTb TONbKO OA4MH LUAaHC BOCCTAHOBUTb TBOW dhannbi:

"lNpocuTe y Hac nomoLb".

BocctaHoBuTb Hawe 6e3onacHoe WndpoBaHNE MOXHO TOSTbKO C CEKPETHBIM KIHOYOM.
Bbl MOXeTe nony4nTb 3TOT CEKPETHBLIN KINOY TOMbKO OT Hac.

Bce Bawwm gannbel 6yayT HeobpaTuMbIMK HaBcerga, eCnu Bbl NOAENUTECH 3TUM C Kakon-nnbo
TpeTben cTopoHomn!

Tenepb HaNULWMTE NMMCbMO Ha Hall agpec, BKNOYMB CBOW KO BOCCTAHOBMNEHMS:
SilentDeathDecryptor@protonmail.com

---Recover-Code---

h=[3Hakun B BepxHeM perncTtpe 0x20 hex]&

k=[3Hakn B BepxHemM perucTtpe 0x100 hex]

---Recover-Code---

TexHn4yeckune petanu

MoxeT pacnpocTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXEHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIONTOB, BPEAOHOCHOM peKnambl, BEB-UHXEKTOB, danbLUMBbIX OOHOBMEHUN,
nepenakoBaHHbIX N 3apaXXéHHbIX MHCTannATopoB. CM. Takke "OcHOBHbIE cnocobbI
pacrnpocTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuLe bnora.

Hy>HO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3amTy!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.
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Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,

doTorpadun, Myabika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBA3aHHbIe ¢ 3TUM Ransomware:
Il Read Me Carefully !l.txt - Ha3BaHue danna c TpeboBaHMeM Bbikyna
<random>.exe - criyManHoe Ha3BaHue BpegoHOCHOro canna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaTbl aHanmn3os.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanm3oB.

CeTeBble NOAKMNIOYEHUS U CBA3N:

Email: SilentDeathDecryptor@protonmail.com

BTC: -

CM. HMXKe B OBHOBNEHUAX OpYyrMe agpeca n KOHTaKTbI.
CM. HMXe pesynbTaThl aHanM3oB.

Pe3synbTaThbl aHanu3oB:

® Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

"1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble ceeaeHust cobupatotea perynspHo. [Npuckinante obpasupbl.

=== \CTOPUSA CEMEWNCTBA === HISTORY OF FAMILY ===
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=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT o1 7 ceHTAbOpA 2020:
Pacwupenue: .SilentDeath

3ancuka: READ-CAREFULLY-C09C3B.txt
Email: raoox5y12date@protonmail.com

O Oy 5 BEADLCARE A L

» CogepxaeHue 3anucku:

You have only one choice to recover your files and that is:

"Ask us for help."

Recovery of our secure encryption is only possible with a secret key.

You can only obtain this secret key from us.

All your files will be irreversible forever if you share this with any third party!
Now, write an email to our address include your Recover-Code:
raoox5y12date@protonmail.com

---Recover-Code---

h=FE4DE10BB77E77E5E6F6BAA9A54D1BED&
k=7551CEB3F9FBE2D4261EEQEBCDAO081AC4174E602

*k%k

---Recover-Code---

=== BJIOK CCbIJTIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===
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Thanks:

Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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