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Reverse Engineering the Mustang Panda PlugX RAT — Extracting the
Config

Hello everyone! This is a continuation on the series of blog posts focused on reverse
engineering a new-ish variant of PlugX malware gaining traction around the Asia Pacific
region.

On my previous post, we reverse engineered the loader to determine how it decrypts, load,
and execute the actual RAT component of PlugX. For this post, we will continue from where
we left off and focus on one thing — extracting the malware configuration.

Introduction

Extracting malware configuration is one of the sub-tasks we can focus on when reverse
engineering malware. By accomplishing this, we can obtain information used by the malware
during execution such as hardcoded C2 addresses, bot IDs, mutexes, file paths, and registry
keys among others.

More often than not, a malware configuration is stored within the malware binary itself as an
encoded or encrypted blob to prevent easy detection and analysis. We have to do some
reverse engineering in order to figure out where it is located, how it is encoded or encrypted,
and how to reverse the algorithm to see the plain text configuration. After successfully
extracting the configuration, we can create an automation scrip to facilitate extraction to a
huge number of samples. This is extremely useful for a number of use cases such as
tracking C2 addresses for a specific malware family, blacklisting C2 addresses on network
security devices, hunting for indicators-of-compromise within an environment, assisting
incident responders during an investigation, and so on.

Let’s continue with the analysis.

Extracting the configuration
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On my previous post, we were able to figure out that the payload is decrypted by the loader
using XOR with multi-byte key. We also created an automation script to decrypt the payload
and save it to disk. We’'ll use this script to save a copy of the decrypted payload to disk and
start from there.

Looking at the payload in DIiE, we can see that it is a DLL file with a DLL name of HT.dII, 1
Export function named Loader, and a bunch of Import functions from kernel32.dll and
user32.dIl.

ID&| Detect It Easy 2.05 o B (k.

Type: Size: 160763 Entropy
Export Impaort Resource
EntryPoint: 00016040 > ImageBase: 10000000
MumberQfSections: 0005 = Size0fImage: 000356000

limker Microsoft Linker (12.0)[DLL3Z 5 7

Options
Detect It Easy Signatures Info About

93 ms

¥ Read only

DIl name: HT.dll Ordinak VA Function Mame
0001 00D01d40  Loader
Characterstcs 00000000

TimeDateStamp 5dfi5dae
Majoryersion DODD
MinorYersion QoDD

Hame 00024872
Base 0000000 1

Mumber OfFunctions 0000000 1
NumberCftiames 0000000 1
AddressOffunctions 00024853
Address0fNames 0002486¢
AddressOfNameCrdinals 000248

Cancel
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D& Import

Dl Name
KERNEL3Z2.dl
UseER32.dl

Thunk
000249d4

0002496
00024376
00023a04
00024322
00024238
D0024a46

OrigmalFirstThunk

TimeDateStamp ForwarderChain
e eSS
00000000 0000000

Q0000000 00000000

GetProcAddress
LoadLibraryA

BExitProcess

SetUnhandedE xceptionFilter
SetFileAttributesW
CloseHandie

Sleep

100%

==

Name FirstThunk
]

Q0020000
00024ace 00020 10c

Interestingly enough, the Import functions for this sample are not that many and doesn’t
include typical functions you see for a RAT. Furthermore, the presence of GetProcAddress
and LoadLibraryA potentially indicates that this sample dynamically resolves Win32 API
functions at run time just like the loader.

Running FLOSS at the sample will give us a bunch of interesting strings to pivot from at IDA
for a deeper analysis, but one interesting thing that immediately struck me was this blob with

repeating pattern of “123456789".

By this time, some of you may already have an idea of what this is potentially and why the
repeating pattern of 123456789 is so interesting for us. But to be sure, let’s take a closer look
at the disassembly in IDA.

Clicking this on the Strings window of IDA will show us that this blob starts at offset O of the

data section.
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.data:
.data:
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.data:
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.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

lea258e8a
lea258ee
lealsaee
lea258ee
leaisaae
lea2saea

leaiseee ;

lea2s5eee
lea25ee0
lea2s5eee
lea2seae
18625868
lea256881
laa25882
lea256683
laa25a8e84
lea25885
lea25886
lea2sea7
lea258as
lea25889
laa25aas
lea25886
laa258aC
lea258el
lea258eE
lea25ear
lea25ale
lee25ell
lea25el2
laa2sels
leaz25e14
18825815
leaz2s5ele6
lea25@17
18825818
lea25@19
laa2581A
lea2581B6
lea25@1Cc
lea2581D
lea25@1E
lea2581F
lea25828

e fwms

[

r

»

Section 3. (virtual address 2eez58ee)

virtpal size : 80000960 ( 55643.)
Section size in file : e@eelsee ( 6144.)
Offset to raw data for section: 20824480

Flags (@eeee48: Data Readable Writable

Alignment : default

Segment type: Pure data
Segment permissions: Read/Write

_data segment para public 'DATA' use32

assume cs:_data
;org lee2seeeh

unk_10@25000  db @09h ; U ; DATA XREF: sub_1@@0BE90+Bto

db 31h ;
db 33h ;
db 34h
db 74h
db 36h
db 76h
db 38h
db 74h
db 31h
db 1Zh
db 33h
db 61h
db 35h
db 4sh
db 37h
db 5Ch
db 35h
db 58h
db 32h
db 47h ;
db 34h ;
db Seh ;
db 36h ;
db 44h ;
db 38h ;
db 7Ch ;
db 31h ;

o 00 € ok e W

TR TR IR IR TR IR T

W e e we e me e mae e

db  43h ;
db 33h ;
db 54h ;
db 35h ;
db 36h ;

G AR WA E—00 00 T G MMDTW.~ = TTWHow

Checking the x-refs of unk_10025000, will bring us to a function at sub_1000BE90.
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HKMNIMI 1 BAAE 30

HKKHKH L BAE S0 push
BBDBBDBO1BBBBESE push
180A0EER push
BODOBDEE LBBBBEAS call
DODSRDS L BRR00L add
NN LMIRE AN puih
1BB8BEAF push

EMEHMEMI LIMKIBE 8BS puih
BEBBBDBR1BBARERY call
MHMEHEM L ANEBE add
BEDBBDEA1BBBREC]L teit
DR 1MR00CT ing

sub_1BBBBESE proc near

PRHHIHIHT L BN 20
BEGBBDBH1BDBEERE var_LE= byte ptr - 189
POBRDROLBOADESE var s byte ptr -8Fh
DSODSOBN1B0BEEDE var _E= byRe pir -@th
BEODBDBELBBBBESE var D= byte ptr -80h
HNNMHNNI L 3N E S0 . A .' byte ptr -@&h
BEDBODBELBOBBESE var_B= byte ptr -BEh
HHENHNM L MR0E S var dm byte pir -@ah
BESBBDBH1BBBBESE var_S= byte ptr -9
DEDDINILDANERN var B byte ptr -0
BEOBBDBE1BDBBERE var_T= byte ptr -7
BEGDDDOH1BDR0ESE var 4= dword pir -4
DEHRNMHRNI 1 IE E
BEOODDSH1BBRBESE push ebp

LHMIBER] mav ebp, eip
BEBDBESE1BBREESY sub e3p, 1Bk

affien unk_lBal5eea

offset dword_1
sub_1BB8IEE
exp, BOH

]

offset aluwwmunn |

affuet dward_1
siily_1B681558
eip, 0CH

eax, ean

short loc loaaoren

BazrCaa

sazrOsa

i

N LR E LS
RN LINREECT Ry
WRREDE e

dword_L00IFENS, 1

[ebptvar_a], @
short loc_tSMBEEL

i¥

[l =

Baaa0aad | BaaREE L

00000001 MBEEL cup
BOOSOGSN1RDLES ige
—

PRORORROLMRNLE] loc_1Ree0LEl:

[ebpruar_a], &
short loc_lB0aorsa

1

[ o 2

™I

E.E

NN L RBEET iwul
B0G00AG1BERNEEE Wor
it L HRARE Fit
Bo00ABE1BOAREFT Leul
L MMEFE xor
Boeoad LBSSRFH Ry
PONIMRILINRNF T jup

ecx, [ebpivar_a], Bl&h
edu, edu
word_1802FD84[ecx], dx
ean; [ebp+var_£], 8Lk
ecE, BCX
word_1B838818] eax], cx
short loc_18080008

A L T
R B TR 10t
il b P e

10Raaras:
short los_LEFS]

e Eaii i 1 0B F BB

DODSB0S0 LBDREFED loc _1BDaDFaD:
iHNRHRN] AP R moy [ebpty
DODOBDRE LBDREFEF soyv [ebp+v
i B [ebptv
DODBBOEE LBDBEF1Y sov [ Ebapt
HMMHEHILB0B0T 10 =y [ebptv
DEDOBOEE LBDBBF 1F sayv [ et
DRDSRDNE LBDREF 2] moy [ebp+y
b0 1 BOGEF 1T wov [ebpiva
DEDOBDOE LBDREF 2D mov [ ebip+y
NN L MMIBF 2F moy [etapv

ar
L1
mr
ar
Br
ar
wr

#:-.

I
-]
o).
I.
I
]
.

As you can see, unk_10025000 is pushed onto the stack along with 724h and another

memory offset dword_1002FC00 as parameters for a function located at sub_10002E20.

000000001000BE90
880000001088BE9L
eeees0001088BE93
280000001080BE%
©00000001000BE9E
©00000001000BEAR
200000001 0BBBEAS

push
mow

sub

push
push
push
call

ebp
ebp, esp
esp, 1@h
724h

offset unk_10025000

offset dword 1002FC00

sub_100882E20

Looking closer at sub_10002E20, we can immediately figure out that this is a wrapper
function that dynamically resolves the address of memcpy from msvcrt (sub_100018B0)
via GetProcAddress and LoadLibrary (sub_100018B0) and then calls it with the
parameters passed to the function.
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e

BOBOBE0a1 a2 E28
BORORROR1Mea2E28
PORPOODAO1BRZE2R ; Attributes: bp-based frame
BORORROR1Mea2E28
GEAOB00R10002E2e sub_1B082E28 proc near
BORORROR1Mea2E28
G000 10002E28 ProcName= byte ptr -8
PEREeORALBARZEZA var 7= byte ptr -7
POROOORALBARZEZA var 6= byte ptr -6
PEROeORALBARZEZA var S= byte ptr -5
PORROORALBAEZEIR var 4= byte ptr -4
PEREePRALBARZEZA var 3= byte ptr -3
POREOORALBAEZEIA var J= byte ptr -2
GEOOR00RLB002E20 arg_B= dword ptr B
GEAOROOR1G0A2E2e arg 4= dword ptr 8Ch
GEOOR0ORLB002E20 arg 8= dword ptr 18h
BOBOBE0a1 a2 E28
DeROeORALBABZEZe push  ebp
GOS0l 2E2] mov ebp, esp
GEOOR0ORLB082E23 sub esp, B
GEAOBO0RLBAA2E2E mov [ebp+Prochame], 'm’
GEOSR00RLB082E2A mov [ebptvar_7], ‘e’
GRAORO001BA02E2E mov [ebp+var_6], 'm’
GEOSR0ORLB082E3IZ mov [ebptvar 5], 'c’
GRAOBO0R1BA02EIE mov [ebp+var_4], 'p’
GEOSR0ORLB082EIA mov [ebptvar_3], 'y’
GRAORO001BA02EIE mov [ebp+var_2], @
BOReRRoR1Mea2E42 cmp dword_18826858, @
GEAOR0001B002E4D Jnz short loc_10@@2E6e
Ii 1
(] 1 [

0000000010082E48 lea
00000000 18082E4E push
0000000818082E4F call
G000000818082ESE push
0000000818082E55 call
BO000E001BBA2ESE mov

eax, [ebpt+ProcHame]

cax 3 lpProcHame
sub_ 16881888
cax 3 hModule

ds :GetProcAddress
dword 18826858, cax

Y4

"=

BOREREoR1bea 2 ECR

GOBHOO016002E68 loc_1B882ESH:
BE0OROORLB082EGE mov ecx, [ebptarg 8]
GOBHOEGA1BBEZEES push ecx
BE0OROOR1B082E6S mov edx, [ebptarg_4]
GOBOGBGALBBEZEET push edx

G000 1B082E6E mov cax, [ebptarg_@]
GOBOGEGA1BBEZEEE push eax

G000 1e082E6C call dword 180826858
GEOO0EOB1BER2ET2 add esp, &Ch
BOReREoRLBBE2ETS mov esp, ebp
GpAGBOOALABBIETT pop ebp
BOReREoR1BBa2ETE retn

BOMO0B0a1B82ETE sub_l@B@2E28 endp
BoReRBoR1Bea2ETE
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ol o) =

BEEEE666186861 886

BEEEE6E18801 886

PPEAAREA1PBA18E8 ; Attributes: bp-based fram
BEEBB06E 18881508

geeepaaA1EBELlEEe sub_18BBLlEER proc near
gaeaaeaaleaalsbe

Geeaeeea1800138@ LibFileName= byte ptr -3
Geeaeea180881888 var 7= byte ptr -7
GERAEERE1BA818E8 var &= byte ptr -5
GeRAeERE1BA818B8 var_S5= byte ptr -5
GEE0RBRE10BBLEED var_4= byte ptr -4
Gee00Baa10B81EE0 var_3= byte ptr -3
geeepaaaleBaLlEEe var 2= byte ptr -2

1]

peaaapalenalsce
PERERRE01P08188E push ebp |
gaaeaeealaaa1881 mov ebp, esp
BEEERBEE10B81EE3 sub esp, 8
BEEAEERE1RA813B6 mov [ebp+LibFileName], 'm'
BEE0BEBEE1BBALEEA mov [ebpt+var_7], 's'
PEREREE0100018BE mov [ebp+var 6], 'v'
Beeeaaaa1BEaLlEC2 mov [ebp+var_5], 'c’
PEREAREA100A18C6 mov [ebp+var 4], 'r'
PEREREE0100018CA mov [ebp+var 3], 't
eREREERA16BA1ECE mov [ebp+var 2], @
gaaEaaealeaalsd? cmp dword_ 18826814, @
BEEA22681868818D9 jnz short loc_l1e@@l8EA
s
G20e0088100818DE lea eax, [ebp+LibFileName]
ae0e0Baa188815DE push eax ; lpLibFileName
apeaaERa1aea180F call ds:Loadlibrarys
AEREEEEE1ABR1EES mov dword_18826814, eax
il s =
BaaoapealaaelsEA
Geaae000100818EA loc 18G813EA:
GeREeERE1BRA813EA mov eax, dword 18826314
gaapReealaaalsEF mav esp, ebp
PEREARER1BRALEF1 pop ebp
gaaaapealeaalsr2 retn
GepepaaRleBalEF2 sub 18881868 endp
gaaaaeealepalar2

In simpler terms, this function copies the first 1828 bytes of the data section (unk_10025000)
to another memory location (dword_1002FC00).

After that, dword_1002FCO00 is pushed onto the stack along with 8 and another memory
offset aXxxxxxxx as parameters for a function located at sub_10001950. This function is
quite similar with the previous one but dynamically resolves the address of memcmp from
msvcrt and then calls it with the parameters passed to the function.
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GeEReERE1E881958 push ebp
gEaeaeea18881951 mov ebp, esp
Geeeeaaa18881953 sub esp, @
aeeapaaa1eaa1956 mov [ebp+ProcName], 'm'
geeapaael1eaalass mov [ebp+var_7], 'e’
Geeee001888195E mov [ebptvar_&], 'm’
Ge0a0800160881962 mov [ebptvar_ 5], 'c’
GEREEERE1EAR1966 mov [ebptvar_4], 'm’
GEEREERE1E81964A mov [ebptvar_3], 'p’
PERERAEE1BBA196E mov [ebp+var 2], @
gaaaaeealaealsy2 cmp dword_188268368, @
geeapaaa1e8a81979 jnz short loc_l@e819598
Y
FIZE
geeapaae1eeal9v7E lea eax, [ebp+Prociame]
Geeee01888197E push eax ; lpProcName
Gaoe00aa1008197F call sub_1eae13B8
GEREEERE1EA81954 push eax ; hModule
GepReeRe1Rae19585 call ds:GetProcAddress
880063610881 98E mov dword_18826838, eax
L 4
FIZE
aaaaaapalaaalase
fgepepaaeeleaa1998 loc_ 18881998:
epEaae818881998 mov ecx, [ebpt+arg_B]
eaee02018001993 push 20K
aeae802010001994 mov edx, [ebptarg_ 4]
feaeeaae18801997 push edx
2E2202218821998 mov eax, [ebptarg_8]

GeREaE80188681998 push eax
a00Eaa8018868199C call dword_18826338

feaaeaaelReelaA2 add esp, @Ch
gpaaaaealeaalass mov esp, ebp
aegeaaeeleeelaAT pop ebp

gegaaaeeleaal9A8 retn
EEEEE0188819A8 sub 18881958 endp
gpaaaaeeleaalass

Again in simpler terms, this function compares the first 8 bytes of dword_1002FCO00 to
XXXXXXXX . The result of the comparison determines the execution path of the malware.

Note: The malware uses a lot of wrapper functions like this to dynamically resolve the
address of various Win32 API functions from different DLLs via GetProcAddress and
LoadLibrary and then execute it. This is one of the anti-detection measures implemented by
this specific PlugX variant and is common through out the whole binary.

Let’s focus on the execution path where it doesn’t match “XXXXXXXX". As you can see, it
pushes the string “123456789” onto the stack and calls a function at sub_10002DCO0.
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il s

BEARRAGE1PBAEFAE
BEARRAER1PRAEFEE loc_1@RABFAE:
6EARRAE01PEABFAE mov [ebp+var_1@], '1°
GEARRAE01ABABFAF mov [ebp+var_F], "2’
@EARRAER10BABF13 mov [ebp+var_E], '3’
GE0PEA001P0ABF17 mov [ebp+var_D], '4'
BEAREAE01ABABF1E mov [ebp+var C], 'S5’
BEARRAER1EBABF1F mov [ebp+var B], '6'
BEARRAER1EBABF23 mov [ebp+var A], "7
BEARRAEE1EBABF2T mov [ebp+var 9], '8’
GEARRAER100ABF2E mov [ebp+var_8], '9’
GEARRAE0100ABF2F mov [ebp+var_7], @
@EARRAER1PRABF33 lea edx, [ebp+var 18]

GeeeeeR01888BF36 push edx

8800000810088 F37 call sub_ 1eae2DCe
GEREEERE1BABEBF3C push eax

GeEe2081888BF3D lea eax, [ebptvar_18]
6800062810888 F4R push eax

B88000a810888F41 push 724h

GeeapaaaleBaEF4s push offset dword_lee2FCes
geeepaaaleBaBr4E call sub_leeees4ae
Geee8001868BF58 add esp, 1@h

This is another wrapper function but this time, for IstrlenA to find the length of the string
passed as a parameter. The resulting string length is stored in EAX and is pushed onto the
stack along with the string “123456789°, 724h, and dword_1002FC00 which contains the
blob we noted earlier before a call to sub_1000B840 is made.

bl et 5=

gpeeoeealeeaBrag

62000088 1008BFEE loc_10BBEFEE:
PEREARER1BBABFEE mov [ebp+var 18], "1°
PEREARER1RBABFEF mov [ebp+var F], '2°
PEREAEER1ABABF13 mov [ebp+var E], '3°
PEREARER1ARBABF17 mov [ebp+var D], '4°
@OREOEER1000BF1E mov [ebp+var C], 'S’
BREAEREA10BABF1F mov [ebp+var B], '&'
eREAEREA10BABF23 mov [ebptvar A], '7'
eREAEREA10BABF27 mov [ebp+var 9], '8’
GERAARER1ARABF2E mov [ebp+var 8], '9°
POREARER1BBABF2F mov [ebp+var 7], @
PERAARER1ABABF33 lea edx, [ebp+var 18]
aepepRealeBaBrF36 push edx
eeae8201800BF37 call sub_1@@820Ce
Gaea800881888BF3C push eax
GeREeea81888BF3D lea eax, [ebptvar_ 18]
2apa02081888BF42 push eax
G20e008810868BF41 push 724h
a80e008810088F46 push offset dword_1882FCe8
aeeeRRae1eRaEF4E call Sub_]bBBES4B
aeeepaaeleRaEFse add esp, 1l@h

Looks familiar right? Yes, this is the same format of parameters we noted on the loader
before the call to the decryption function — the key length, the key, the length of the
encrypted data, and the address of the encrypted data.
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Looking closer at sub_1000B840 and due to the fact that there are repeating patterns of
123456789 on the encrypted blob, we can immediately recognize that the algorithm used to
encrypt it is XOR with multi-byte key as well.

aaaapaaalaaats4e
Ge200000100886349 push ebp
aaaapaealeaaBs4l mov ebp, esp
8e200000818886343 push eCH
8200800010086344 mov [ebp+var_ctr], @
880000001008534E jmp short loc_l1@@8B356
‘9
bl e =
aapaaBaalaBeEE56
8e0aeRRa1BB863856 loc_leBBBESE:
8e0Be0081BB86356 mov ecx, [ebpt+var_ctr]
8eeae0081808863859 cmp ecx, [ebp+arg_data_size]
8e0Be00a1888B35C jge short loc_leeBBssl
L J
ol e = il e =
gpeaaaEalaeaB85E mowv edx, [ebpt+arg_data] aaaapaealaaaBsal
G2epERE81888E861 add edx, [ebp+var_ctr] aepaeepaleaesidsl loc_leeaBESL:
gepaREREa1EABEE64 movsx  ecx, byte ptr [edx] epaeeaa18886381 mov esp, ebp
eepaeEae1ReRE3ET mov eax, [ebptvar_ctr] aeppeepaleaaBss3 pop ebp
eepaRERe1EABBEE6A cdg aaaapaaaleaabssd retn
@00PERRR1OBABEEE idiv  [ebp+arg key length] POAREE0010ABE84 sub_ 10088348 endp
P00PERRO10BAESEE mov eax, [ebp+arg key] PRABEE0016EREE54
eepaeEaelReeBaY1l movsx  edx, byte ptr [eaxtedx]
BeRaReaRlaeeBEs75s xor ecx, edx
eepaeRae1ReeBEs77 mov eax, [ebpt+arg_data]
eepaRERe1EREBEETA add eax, [ebp+var_ctr]
eepaeEae1eeeB37D mov [eax], cl
eepaeeRe1BaeBEYF jmp short loc_leesBs4l
aaeepaealeaassal
e00000010006340 loc_1e88E34D:
e000000100806340 mov eax, [ebptvar_ctr]
Ge00000010006358 add ean, 1
e00000010806353 mov [ebp+var_ctr], eax
I

So by extracting the first 1828 bytes of the data section and performing a multi-byte XOR on
it with the key 123456789, we can decrypt the blob and see if it really contains the malware
configuration.

Let’s try it with a quick Cyberchef recipe:
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As you can see, there are a few interesting information in here such as:
* An Adobe themed unicode string “AAM UpdatesEqn”

* A random looking unicode string “cHtWZJzVclxydatCXSUA”

* |P addresses that are likely the C2 addresses

Each IP address entry looks like it starts with 01 00, then followed by two bytes which are
likely port numbers in hex, and then finally the IP address itself.

If we convert the port numbers in hex to decimal (little endian) and the IP addresses in hex to
ascii we will get the following addresses:

103.200.97[.]189:965

103.200.97[.]189:110

185.239.226[.]17:965
185.239.226[.]17:110

Let’s try to confirm our findings by running the sample on a VM and monitoring for any
interesting events using some dynamic analysis tools.

File, registry, and process events captured by Procmon:

11/13



Tima of Diary
4315 PM
M

Procasy MName PID  Oypesration
[ tdobeinstall mos 3464 ng:':'eaienz:.'
[l Adobeinstall mce 3464 Sk WiteFile
1464 kWt File
M4 b WiibeFile
3464 ok Wirbe Rl
464 =k WirbeFils
464 =k Witshis

M [l Adobeinstall exe
M E=lAdobeinstall esce
M Bl Adobainstall axe

Adubainetall s 3
M E%‘J:l'.l-.- el e 4G
M [EAdobeinstall sxe 346
[%]adobeinstall mce 3464 B RegiCrestekey
[l fdoneinstall mos 1464 B FegCreateKey
12:25:47.8264 M fElAdobeinstall e 3464 B RegCreateXey
12:25:47.826 M EElidobeinstall e 3464 B RegCreatetay
1226478264720 P [l Adobainetall sve 3464 B ReoCrealekay

M (&l Adobeinstall exe

122547 32045 Edanainelall sxce 1464 @ ReoCrealabiay
12:25:47 828 M [#]adabeinsal exe 3464 B FeoCreaieKey
122547 M [l Adobeinstall sxs 3464 #Fe-: St Vil
12:25:4 M [ElAdobeinstallexe 3464 Sk WikeFile

1464 QF Process Creabe

Pathi
HECR'ms-pu
C\Programlista ' A5M UpdatesEqm' AAM Updsbes s
C\ProgramliatatAAM UpdatesEqn'AAM Updates exe

-~

C\Progamlata' AAM UpdabesEgn' AAM Updabes e

C\Progras{ata’ AAM Lipdates B has di

CiPragaslatatAAM Updales Banadobe pdate dat

ChPragaslatat AAM Updales b adobe pdata dal

Co\Programlista ' A5M Updates Eqntadobeupdsts dat

HELM Softwars wisd 1ZNode" Microsolt ' Windows \Cument Version\Fun

HEL M Softwans

Hode
HELMYSOFTY 2

Hode'Micrscft

HELMS0OFTY o4 2Mode Microsolt " Windows

HELMYSOFTY Ihiode’ Micrnsoh \Windows\Cument \amsion
HELMMNSOFTY vt X Mada W

HEC L Sottwars asoh Windows \Cumend Version'Fun

Wirdorme Cusan Versior \Fun

HEZ L Softwars'Sicrosoft " Windows Cumsnt Version FunAAM UpdatesEogn SUCCESS
C\Programlista' A5M UpdatesEqm' AN Updabes s SUCCESS
C\Progamlata’AAM UpdatesEqnAAM Updates exe SUCCESS

From the Procmon output, we can see that the malware:
* Created a new folder named AAM UpdatesEqn on the Program Data directory and copied

the PlugX components to it

* Attempted to access HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\Current
Version\Run for registry write operation but failed
* Succeeded in accessing HKCU\SOFTWARE\Microsoft\Windows\Current Version\Run

for registry write operation

* Created a new value named AAM UpdatesEqn. This is a persistence mechanism which
will execute “C:\ProgramData\AAM UpdatesEqn\AAM Updates.exe” 701 across system

reboots

* Created a new process for C:\ProgramData\AAM UpdatesEqn\AAM Updates.exe
passing the value 701 as parameter

HTTP request captured by fakenet:

12:
1
1
1
1
1
|
|
1
|
|
1
1
1

ing HITPF POET headersz an
‘update Twd =86 384hbe H

to http_ 22

. Ccompatihle; MEIE 6.8; Windows WT 5.1:5U13
[ K

p~Alive
I no—cache

From the Fakenet output, we can see that the malware communicated to one of the IP
address and port combinations we noted earlier.

Searching for cHtWZJzVcixydatCXSUA handle in Procexp:

- Process Explorer Search

Handle or DLL substring:

Process F‘IE Type

AAM Updates.exe 3588 Mutart

MName
“Sessions™ 1 BaseMNamedObjects cHEW Z)zVebodat TS LA

cHEWZ 1z dwydatCrSUA

|. Search |
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Lastly, we can see that cHtWZJzVclIxydatCXSUA is a mutex object used by the malware.

These observations confirm that we were successful in extracting the configuration of the
malware.

Automating the config extraction

To make our lives easier, | created this quick-and-dirty python script to automatically extract
the configuration information for this variant:

I’'ve tested this script on a bunch of samples and it seems to work fine. However, there can
be instances where it won’t work if the config is structured differently.

That’s it guys! | really hope you learned something new today and as always, thank you for
reading my blog.
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