Ransomware on the Rise: Buran’s transformation into
Zeppelin

‘@ gdatasoftware.com/blog/2020/06/35946-burans-transformation-into-zeppelin

Ransomware is still evolving. Evidence for this can be seen every day. Our analysts have
taken a look at Buran and Zeppelin, a particularly devastating exhibit of this evolution.

Ransomware made a strong comeback in 2019 after its hiatus in 2018. Many high-profile
attacks were reported by the end of 2019!"]. According to Emsisoft, in U.S. alone, the victims
of ransomware include at least 113 government agencies, 89 educational establishments
and 764 healthcare providers. The total amount of ransom demands tallies over $7.5 billion .
[l In a report by Coveware, the average cost of ransom payment increased by 104% from
third to fourth quarter of 201953, It is therefore hardly surprising that cybercriminals are
enticed once again into developing and creating new ransomware variants. Amongst the
prevalent ransomware last year was the Buran ransomware that emerged early May 2019
and continues to proliferate until now. In a matter of just 9 months, this ransomware released
over 5 updates by changing its code and attack vectors in order to stay stealthy and cause
more damage. By the end of last year, a new variant of ransomware known as Zeppelin was
released. Upon initial analysis of Zeppelin, certain behaviors and parts of its source code
have been found to have similarities with Buran. This led us to identify Zeppelin as a new
variant of Buran.
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Buran and Zeppelin ransomware Overview

Zeppelin is reaching its target networks primarily through phishing emails. These emails
contain macro-enabled documents that will initiate the download and execution of the
ransomware file on the victim’s machine. Moreover, other Zeppelin samples were also
distributed through malicious advertisements (malvertising) that are designed to trick its
victims into clicking fake advertisements which will trigger the download of the malicious file.
Lastly, Zeppelin, like other ransomware, utilizes the use of public remote desktop software
via web interfaces to remotely control a victim’s machine and execute the ransomware.

Installation

Like Buran, Zeppelin will allocate a space in memory. When executed, it will perform its
decryption routine. However, compared to Buran’s straight forward routine, Zeppelin has
some changes to its code. For instance, it now harvests application programming
interface(APIs) that it will use later by loading it in the stack. After decrypting, it will re-write
the decrypted code to the base address of the file and execute it. It uses this obfuscation

technique to make the analysis and signature detection of the file difficult.
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DllyDbg - 1cefe918ae56ebd3c2de309efbdd3a99808c823615al 1a58bf144d3de699f69b.exe - [*G.P.U* - main thread]
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DllyDbag

lcefed18ae56ebd3c?de 309efbdd3a99808c82361 5a1 1a58bf1 44d3d6699f69b.exe - [*G.P.U*

[C] File view Debug Plugns Options Window Help

main thread, module 1cef

®ix| »ln| v+ 1 9| 4 L|E|m|T|W H|c|/|K[BIR]..|5]

Fild

J 8BEC HOU EBP.ESP
88446867 B3C4 FB ADD ESP.-Bx18
FA44686A | B 183F4408 HOU EAX.1cefe918.0A8443F18
#A44686F| ER 18@BFCFF CALL 1cefe918.08406088C
BB446874| E8 A3CIFFFF CALL 1cefe?18.0844321C
PR446879 | EB 22DDFBFF CALL icefe918.08404508
B844687VE| B8BCA HOU EAX.ERX
A446880| A0BA ADD BYTE PIR DS:[EAX].AL
08446882 | 2088 ADD BYTE PIR DS:LEAX].AL
AA446884 | 8800 ADD BYTE FTR DS:L[EAX].AL
PA446886 | 9AR0A ADD BYTE PTR DS:[EAX1.AL
PB446888 | 9068 ADD BYTE PTR DS:[EAX]1.AL
PA44688A | AARA ADD BYTE FIR DS:[EAX]1.AL
BA446B8C| 2008 ADD BYTE PIR DE:LEAX].AL
AA44688E| 880A ADD BYTE FTR DS:[EARX].AL
HA446898| 9088 ADD BYTE PTIR DS:[EAX].AL
FB4468922 | 8068 ADD BYTE PTIR DS:L[EAX]1.AL
PA446874| AARA ADD BYTE FTR DS:[EAX1.AL
HA446896 | ABAA ADD BYTE PTR DS:[EAX].AL
PR446828 | AARA ADD BYTE PTIR DS:=LEAX].AL
H8446890 | 2088 ADD BYTE PIR DS:[L[EAX].AL
AA44682C| 8PRA ADD BYTE PTR DS:=[EAX]1.AL
FA44682E| 90RO ADD BYTE FTIR DS:[EAX1.AL
AA4468n0| 8000 ADD BYTE PTR DS:[EAX]1.AL
AR446802 | AARA ADD BYTE PTR DS:=[EAX1.AL
BA4468n4| A0B8 ADD BYTE FPIR DS:LEAX].AL
AA446806 | BABA ADD BYTE PTIR DS:[EAX]1.AL
084468A8 | 2088 ADD BYTE PIR DS:L[EAX].AL
AA4468AA | BAGBA ADD BYTE FIR DS:LEAX]1.AL
AA4468AC| SARA ADD BYTE PTR DS:[EAX1.AL
B84468AE| 9088 ADD BYTE FTR DS:L[EAX]1.AL
AA4468E80| AARA ADD BYTE PTR DS:[EAX]1.AL
V8446882 | 8088 ADD BYTE PIR DS:LEAX].AL
AA446884 | 8ARA ADD BYTE FIR DS:[EAX].AL
HA446886 | 9008 ADD BYTE PTIR DS:[EAX1.AL
AR44-208 | AAGA AT _BYTE PTR NS -[EAY1 O
Address |Hex ASCII
HH146864 i 1 ﬂlma—:qr?D.ET.“
AA446874 | E8 A3 C9 FF FF EB 22 DD FB FF 8B CO 8@ 88 80 80 |Iar ")y il....
AA4466884 | A8 AR A AR AA AR AA A A0 AD AA AB AA BB | ......ccccennnna
BA446E94 08 B0 B0 B0 BO BO B0 BB BB PO PO B B8 BB BB B8 | ... ... ... -..-...
AA446804 (98 BB AR PO AR BA AR AR AP B BB PA BA AA BB BB |.......... ...
HA446884 A8 AR PO BA 9P A AB B A0 B0 BA BA AA PA BB B8 | .. ... ... ..-..-.
AA4468C4 (D8 BA AR BO BB BA AR BA AP BB BA BA BA AA BB BB |................
AR446ED4 (A0 AR AR PO AR AA AR AA PR A0 AA AA AR AR B | ......ccccennnaa
AA4468E4 (A8 AR AR B0 BB AR AR AR AR BB AR BA B@ BB BB BB .. ... ...........
AA44668F4 (98 BA AR B0 A AR AR AR AP B AP AA AR AR BB BA |..........cccune
HA446994 98 A0 PO B0 B B A0 AR BB B B B B8 BAA B BB | ... ... - eceaa
AA446914 (98 BA A0 B0 AR AR OA BA P B0 AB B BB AA BB | .. ......-...c.--
AA446924 (00 B B0 A0 AA B AR AR AP B0 BA OO AA AR BA BB |..........ccecene
AA446934 (98 BA AR BO BB AR AR BA AP BB AR 9A BA BB BB BB | .. ... .. .........
AA446944 (98 B8 B0 PO AR B AR AR AP BP AP A AR AR BA BA |..... ... venene
PR446954 |B8 BB PP BD DR BB OO BB BB PO BB BB O BB BB BB | ........ Tt =t
AA446964 (A8 BB A0 B0 AR AR A8 BAA PG B0 AA B BB BB B8 | ... ...........--
BB446974 98 B0 B B0 B BD A0 BD BB B B B B8 BB BB BB | ... ..-ccccccaceaa
AA446784 (A8 BA AR BO AR AA AR AR AP B BA AA BA AA AB BB |................
FA4469%4 (A8 B B0 A0 AR B AR AR AP B B A AA AR BA BA |.......c..cveeene
AA446704 (B8 BB AR B0 BB BA AR AR AD BB BB BA BA BB BB B8 | ................
AP446784 A8 PR BA BA 9P A0 AR A A0 B0 BA A0 A8 BB BB BA | .. ... ... .. ....-.
BE4469C4 98 B0 BO B0 BO BO A0 BB BB PO PO PO B BB BB PO | .....-cccccrmmaaa
AA4467D4 (A8 BB AR 90 AR AR AR BAA PR A0 AB AA BB AA BB | .. .....--cc.0caa-
FA4469E4 (98 B B0 B0 BA B AR AR A0 B0 B B0 AG AR BB BB |............c....
AA4467F4 (B8 BB AR B0 BB BA AR BA AB BB BB BA BA BB BB B8 |................
AA446nA4 (A8 BA AR PO AR AA AR AA PR A0 AA AA AA AA BA | ......ccccnnnnna
BA446014 98 B0 BD BO BO BO BB BB BB PO PP PO OO BB BB BB | . ....--cc-ccceceas

The main similarities of Zeppelin with Buran are its several system checks. It will first attempt
to connect to the internet to make a query to hxxp://geoiptool.com. This isa valid web service
that checks the geolocation of a system with the use of an IP address,to verify where the file
is currently being executed. If found to be running in either Ukraine, Belarus, Kazakhstan or
Russian Federation, it won’t proceed with its infection and terminate instantly. The malware
authors did this to make sure that the ransomware won'’t infect any user living at the
mentioned countries. This could be a hint that the ransomware originated from any of these

countries.
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Bé PPFPPFFP)
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S

<PBARREEA)

E:
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242530138398 +18
244039473658e +18

85
2]5979155]55:-19
ESPUOZDI
l Err 888000688 (LI
4 Mask 119818

o [ T
Ba4i310s | a a8 Fﬂ?ﬂ &a Foi
23 1 :
#B844238B| 6A 00 PUSH Bx@ Eg; Egsggg;
@#844238D| 6R B8 PUSH Bx@ EBX 81454DCB ASCII
08442367 | 68 C424448 PUSH 1cefe918.@04424C4 ESP @B12EDFC
99442394 | E8 @3EBFCFF cefed18.8841839C JME to wininet.InternetOpenR EBP @B12F24C
69442399 | 8945 FC §8: [EBP-8541, EAX ESI @B12F31C
80442396/ 33 HOR: EDXEDK EDI B@BBB2C
foaiiiny | S5.gptgeame | Plsh fostaris massies
@8442307 | 64:8922 MOU DUORD PTR FS:LEDX 1, ES 5 ? Eﬁ Sﬂfﬂ jjﬂ;z
B84423AR | 6A 98 PUSH Bx#@ A @ SS P823 32bit
B94423AC| 6A @9 PUSH Bx@ Z @ DS 8823 32bit
A844230E | R 88 PUSH 60 ofs @ Fs o3k 32nic
A8442386 | 60 08 PUSH 00 T @ GS @608 NULL
ga442112 | 88C3 HOU EAX,EBK b8
8 FB27FCFF 1cefe918.88484BB4 s
B#B442389 | S8 PUSH_Ei OU 80 L
68442300 | BB4S FC HOU EAX.DMORD PTR §82[EBP-8x41
98442380 | 58 FUSH EA% S10 enpty 8
CALL 1cefe91d.00410304 JHP to wininet.InternetOpenUrlA ST1 enpty 8.8
3 PR SS: [EBP-8x81, EAX STZ ompty 0.8
#8442 33, ROR EDX, EDX S13 enpty 0.8
8844238 | 55 PUSH EBP §12 enpty 3.823148
08442309 | 68 708244408 PUSH 1cefesis .ead12470 S15 enpty 7.813586
AB4423CE | 4:FF32 PUSH_DUOI [EDK1 STC ombty 7.43531343
9442301 | 64:8922 HOU nuonn rrn PS:[ED)H.BI’ ST?7 empty ?.88563@852
88442304 F X, = [EBP-@xC1 onpty A,
#84423D7 | S PUSH ER:
69442308 | 68 0@B40DAA PUSH_8x408 Fou 1377 beoe NEA
99442300 | 8D8S FAFBFFEF__ LEA EAX l hd
1 Tcefeit.
Address |Hex N BB12EDFC
doress T 81454DCA | ASCII “http://geoiptool.com
A1454CF@ (08 5 vt
@1454D88 | B8
@1454D18 | B8 ﬂﬂﬂﬂﬂﬂﬁﬁ
91454026 [ E@ gananann | B
TR 00Y98E98 | Pointer to next SEN record
Ecrste b 8844248E | SE handler
(] - BO12F 354 | Pointer to next SEH record
A aen e 8844243 [SE handler
91454088 (22 28 ? BaL2FasC
@1454D98 | B8 a0 gzc
@1454DA8 |51 smm
81454DB6 8 1] LEee. .0 R
B1454DC8 |68 3 2 E | hitp r/an]ptnnl o)
81454DD8 (2E 63 6F 6D|00 G0 88 0a 00 -con. e,
91454DE6 (@6 0@ 96 68 6@ 60 66 69 6a Sa0a0ec T,
#1454DF8 (98 @90 89 @8 B\ B8 89 BA B8 Saoesszi
81454560 |98 69 66 60|69 00 68 B4 69 Foeeil]

A1 A4 R

Harveustlng of API

Py )

IB4I4B4C

80484852

B812EE4C| BA0BAR1D

CMP EAX.EDX

JE SHORI 1cefe?18.80404B80
TEST EAX.EDX

JE SHORI icefe?18.80404B94
MOUZX ECH.BYIE PTR DS:L[EAX]
SUB CL.BYTE PIR DS:LEDX1]
JNZ SHORT 1cefe?18.P0404B8QA

Country Protection Check
Zeppelin also creates a registry key that will be used to store data. In the early variants of
Zeppelin, it still creates a “Buran” registry key which was later changed to Zeppelin. This is
one of the links between Buran and Zeppelin. Compared to Buran, which just creates several
instances of itself, Zeppelin drops an executable file inside the %APPDATA% directory with a
filename randomly chosen from a list of possible names. To ensure its persistence, it adds an
autorun key to the registry that points to the path of the dropped file.

TFG T8
I LYY
)

N IEsFTrT
B

« | Registers (FPU)>

B1479768 ASCIT “"Philippines™

ECX BRARABER

EDX @146A788 ASCIT “Bussian Federation™

EBX BRARABEA
ESP BA12F28C
FRP AA12F350

-
-

HE L
B52EsEe
R

Lald ';IEI"!LI

1JAF te adwapiXl . Neatrest sl wba

HL
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L
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Creation of a copy of itself in a different Iocatlon

Compared to Buran, which just creates several instances of itself, Zeppelin drops an
executable file inside the %APPDATA% directory with a filename randomly chosen from a list
of possible names. To ensure its persistence, it adds an autorun key to the registry that
points to the path of the dropped file. The dropped file is a copy of itself which will be
executed by using the “Shell Execute” API with “-start” argument.

58bf144d3d6699169b.exe - [*GP.U* -

main thread, module 1cefe918]

s| &z Al
ES 60BUFDFF ALL (icefe?18.decr: strings> - m isters CFPUY < < < < < < < < <
= EHR R 8855 EC PO D NGB EER “lﬂ“u-lagg

BB442698| BD LEA_EAX . DHORD = [EBP-Bx1. B 00447901 1cefe918.0044700
00442695 E3 l,.nmuu GALL 1cefe918.DB405600 op poizrige oo !
00442603 HOU EAX.DHORD PIR S§:[EBP-8x181 EBP BHIZFUM
20442606 ca s arrarr AL 1m£ﬂns 88405010 ESI B812F5Da
Po3i2enc] Eh B8 H .
[IITVILIE F8 §1DDRCHE Iﬁ“ Tceray1s. aB41AIBA JHP to shell32.ShellExecuteV EIP PA4426RE 1cefe918.004426RE
V9442683 | BIF8 20 020 € @ ES BB23 32bit BCFFFFFFFE)
B0442606 |72 B4 JB_SHORT 1cefe918.804426BC P 1 CS BBIB 32hit BCFPFFFFPEY
BB442688 | 84DB TEST B A8 & BAz3 32hic BCFEFFFFFFY
BB4426BA |75 49 |no‘m lcefed18 60442705 Z8 DS 6023 FFFFFFFF)
BB4426BC| 64 BL Pl $8 DS Dagd Ihic FErbraBRCCRGR>
004426 BE| 6A 80 PUSH 02 T @ CS BEAA NULL
BB442600| BD45 ER LER' EAX. DHORD BIR qpve
B84426C3 | BBSS FB K. DWORD PTR nlu.'“l 0 @ LastErr ERROR_SUCCESS (BO@080OA>
BB4426C6 [ E8 3529FCFF m l.sef-!u 80485608
BR445608| 8B45 £R U ‘En% DUORD PTR 552 [EBP-@xif1 EFL POBBBZA6 <NO.NB.NE.A.NS.PE.GE.G)
BO4426CE| E3 3D29FCPP uu. 1cefe?18.08405010 STA enpty 8.8
804426D4| BBAS FC PIR S5:[EBP-8x41 $15 onccy 8.8
98442607 E8 3429FCFF m ngfuna 08485610 §13 Snpty 1701629484489837998080 414

2 - ST3 anpty £.7617736858942967780e +18
884426DD| 8D55 E@ LG EDX DWORD PIR S§:[EBP-8x201 ST5 enmpty —6.642888233968929949@e +18
DB4426E0| BE 74274480 MU EAK . icefe918.0B442794 ST enpty 8.26588383982613217880+18
P04426E5| ES AEBOFDFF SAKL closfe?ls decrypt strin ST7 enpty -8.6588198706247351110¢ +18
BB4426EA EEER rm HOU EDX. IIIE-IJ':I PUOZDI
B@4426ED LEA_EAX. DUORD Pl u-m—mz FST 3888 Cond n n w w Eri ﬂ n BBBBBE G
Do1426re| £ @D29PCPE GALL Lcefc918.08405600 FCW 1372 Prec NEAR.64 Mask 118818
PB4426F5 | BB45 E4 rioU ‘EAY . DUORD PIR 8= [ERP=BX1C1
BB4426F8| E8 1329FCFF CALL Lcofe?ls.ep4aseia

D| :n PUSH =

WIN7ULT 32\AppDataRoaning\Nicrosof t \Windows\taskeng . exe"

cord

;_:_"E*__i—:u—_ =

Discovery of victim’s IP address using iplogger.org

Ubon execution of the dropped copy, it will decrypt the contents of its ransom note, then
store it in an allocated memory space for later use. Meanwhile, it will connect once again to
the Internet and make a query to geoiptools.com to recheck where it was executed. After
that, it will initiate a connection to iplogger.org, once again a legitimate web service used to
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track IP addresses, with the user-agent field id set to “ZEPPELIN” and the referrer field
containing the unique ID of the victim. The malware author can use the IPLogger service to
view the list of victims Zeppelin ransomware has.

The processes running in the victim’s system will be checked against a list of applications
associated with monitoring system processes and services, database, backups and web
services. If the name of the process can be found in the list, Zeppelin will force terminate the
said processes, to ensure that maximum number of important data files will be encrypted.

agntsvc.exe

msaccess.exe

sql.exe

agntsvc.exeagntsvc.exe

msftesqgl.exe

sqlagent.exe

agntsvc.exeencsvc.exe

mspub.exe

sqlbrowser.exe

agntsvc.exeisqlplussvc.exe

mydesktopqos.exe

sqlserver.exe

anvir.exe mydesktopservice.exe sqlservr.exe
anvir64.exe mysqld-nt.exe sqlwriter.exe
apache.exe mysqld-opt.exe synctime.exe
backup.exe mysqld.exe taskkill.exe
ccleaner.exe ncsvc.exe tasklist.exe
ccleaner64.exe ocautoupds.exe taskmgr.exe

dbeng50.exe ocomm.exe tbirdconfig.exe
dbsnmp.exe ocssd.exe tomcat.exe
encsvc.exe oracle.exe tomcat6.exe
far.exe u8.exe firefoxconfig.exe
procexp.exe ufida.exe infopath.exe
regedit.exe visio.exe isqlplussvc.exe

sqbcoreservice.exe

xfssvccon.exe

kingdee.exe
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Monitors cllpboard for cryptocurrency address
The second instance of Zeppelin enables the malware author to drop a version of Clipbanker
in the %appdata%\local\temp directory and execute it as “winupas.exe”. This clipbanker is
responsible for monitoring the system’s clipboard for any strings that matches a
cryptocurrency address. If a match is identified, clipbanker will replace the string to that of
the malware author’s cryptocurrency address so that any amount of cryptocurrency to be
transferred will be redirected to the malware author’s address. After that, Zeppelin will create
another instance of itself with “-agent 0” argument.

Third instance
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The third instance of Zeppelin is mainly for file encryption. First it will check available drives

in the system by iterating drives from Z:\ to A:\. It only looks for certain drive types which are:
unknown, removable, fixed, remote and RAM disk drives.

Then, all directories except Windows Operating System-related, Internet browsers and
among other folders, will be traversed to encrypt all files in it. These whitelisted folders and
its files are avoided to ensure the proper execution of the malware.

A\SWindows.~bt\

\Application Data\

\Internet Explorer\

\Windows Security\

:\System Volumelnformation\

\Boot\

\Windows Defender\

\Embedded Lockdown Manager\

\Windows.old\ \Google\ \Windows Mail\ \Windows Journal\

\Windows\ \Google\Chrome\ \Windows Media Player\ \MSBuild\

Aintel\ \Mozilla Firefox\ \Windows Multimedia Platform\ |\Reference Assemblies\

\nvidia\ \Mozilla\ \Windows NT\ \Windows Sidebar\

\inetpub\logs\ \Opera Software)\ \Windows Photo Viewer\ \Windows Defender Advanced Threat Protection\
\All Users\ \Opera\ \Windows Portable Devices\ \Microsoft\

\AppData\ \Tor Browser\ \WindowsPowerShell\ \Package Cache\

\Apple Computer\Safari\

\Common Files\

\Windows Photo Viewer\

\Microsoft Help\

Whitelisted File Paths

Eiait Boot. ini
.cmad bootfomtbin
LCOHT boctsect. bak
.cpl dieshtop.ink
dll lconcache.db
_msC ritdetect.oom
.msp miidr

pif nituser.dat
£l rituser.dat.log
ays rituser.ini
ag thumbs.db
Ik

|.zeppelin

One of the evident changes in Zeppelin is that the infection coverage is wider as it infects
more filetypes than Buran. For instance, Zeppelin not only infects document files but also

executable files with “.exe” extension. This makes Zeppelin more destructive than Buran as it

renders the victim’s machine pretty much unusable by encrypting all software installed,
unless the installation path is included in the whitelisted file paths. Every Zeppelin encrypted
file can easily be distinguished by an infection marker “ZEPPELIN” that can be seen at the
beginning of the file’s content. This infection marker makes it distinct from Buran, but at the
same time an indication that they are from the same family as they both leave infection
markers at the start of each file using the same encryption routine. After all files in the

directory are encrypted, a ransom note in text file format will be dropped. Lastly, it will open a

ransom note using notepad.exe to inform the victim of the infection.
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Buran Encryption
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411 your files, documents, photos, databases and other dimportant files are encrypted.

vou are not able to decrypt it by yourself! The only method of recovering files is to purchase an unique private key.
only we can give you this key and only we can recover your files.
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gut this filz should be of not valuable!

Do you really want to restore your Tiles?
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lattention!

* Do onot rename encrypted files.

* Do onot try to decrypt your data usin? third party software, it may cause permanent data Joss.

# pecryption of your files with the heTp of third parties may cause increased price (they add their fee to our).
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< | v

Ransom Note displayed by Zeppelin

Conclusion

In this day where we create faster solutions and detections, malware authors also adapt to
this by creating and releasing more malware updates to make sure that it stays relevant. This
is evident in ransomware campaigns as malware authors get an extra motivation by gaining
huge sums of money in exchange for file recovery. Normally, ransomware only infects
document files which is also the case with Buran. However, Zeppelin takes things a step
further by targeting not only document related files but also applications and tools installed in
the victim’s system . This extent of damage gives Zeppelin more leverage for the victim to
pay the ransom. With this, delivering more advanced detections and solutions that will
withstand fast-paced changes of ransomware is needed. Just like G Data’s DeepRay
technology that uses artificial intelligence and machine learning to protect its user from such
sophisticated tactics of criminal hackers.

Information for fellow researchers

G DATA Detections:

Buran: Win32.Trojan-Ransom.Buran.A
Zeppelin: Win32.Trojan-Ransom.Zeppelin.A

10C

Buran:
7f0dcd4b9d8881fd0c42a6d605f843c496b7ed1fc3ae3a29d0bd37e851eaadfb
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Zeppelin:
1cefe918ae56ebd3c2de309efbdd3a99808c823615a11a58bf144d3d6699f69b
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