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Light S.A., a Brazilian based electrical energy company was recently affected by
ransomware where the cybercriminals demanded a payment of 14 million U.S. dollars.

The company issued comments to a local newspaper confirming the attack, however, technical
details were not disclosed by the company.
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Light © Vv
@lightclientes

A Light informa que na madrugada de 16 de
junho sofreu um ataque cibernético em seus
computadores, agindo imediatamente para
conté-lo. Estamos trabalhando de forma
intensiva na resposta ao incidente. Nossos
canais de atendimento permanecem abertos da
seguinte forma: (Continua)

Tran _-| ate Tweet
Twitter Post from Light SA Official Account, Confirming the Attack

Our malware analysis team had access to the binary that was likely used in the attack and we
were able to confirm that the sample is from a family known as Sodinokibi (aka REvil). Althought
we can't confirm that this was the exact same file used in the attack, the evidence points to being
connected to the Light SA breach, such as the ransom price, for example. The sample was
automatically collected by AppGate Labs on June 17, 2020 through our live hunting process, and
as the binary was sent to a public sandbox, this suggests someone from the company submitted
that file attempting to understand how it works.

All of your files are encrypted!

Find 9nv0y622t-readme.txt and follow instuctions

Machine Infected with Sodinokibi Sample.

The sample is packed and works the same as other binaries that we have already identified from
this family, and once unpacked, we were able to decrypt its configuration and access relevant data
about the threat, such as the actor / campaign ID, and the URL in which the victim must access to
get instructions.

Current price 215882.8 XMR
~ 14,000,000 USD

Ransomware Attack Asking 14,000,000 USD.

According to the page that is hosted in the deep web, the ransom amount must be paid using the
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virtual currency Monero, and prior to June 19, the total was 106,870.19 XMR, which is equivalent
to 7 million USD. However, since the deadline has passed, the price has doubled to 14 million US
dollars. The whole attack looks very professional, the web page even includes a chat support,
where the victim can speak directly with the attacker. Sodinokibi works as a RaaS (Ransomware
as a Service) model, and the group behind the operation seems to be affiliated to "Pinchy Spider",
which is the same group behind GandCrab ransomware[1].

Deep Web Panel
With the URL collected from the binary, we were able to access the webpage (hosted on deep

web) and confirm details about the attack. First thing of notice is the ransom price, which is
extremely high and likely due to the affected company belonging to an important sector.

ol

Your documents, photos To decrypt your files you need to Follow the instructions below.
databases and other important files by our special software - But remember that vou do not
encrypted General-Decryptor have much times
General-Decryptor price

the price is for all PCs of your infected network

You have 20:07:14 Current price 106870.19 xMR
*|If you do not pay on time, the price will e doubled = 7,000,000 USD
* Time ends on Jun 19, 14:44:47 After time ends 213740.38 xMR

= 4,000,000 UsD
Monero address: (D » %MR will be recalculated in 2 hours with an actual rate

Ransomware Asking for 7,000,000 USD Before Deadline.

There is an ‘About Us’ which contains a small overview about the Sodinokibi family.
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INSTRUCTIONS CHAT SUPPORT ABOUTUS

Sodinokibi

You probably already knowr about us, Many publications call us Sodinokibi
If you've read them, you know that our Ransomware is different in its technology and reliability.

We've developed the best data encryption and decryption system available today.

Our competitors allow themselves to lose and destroy their victims' data during the encryption or decryption

process, making it impossible to recover the data.
We don't allow ourselves to do that

5o you should be glad you were infected by our guys. not our competitors. This means that when you pay for
the decryption. you can be sure that all your data will be decrypted.

Sodinokibi Description According to the Web Page.

Also, it provides an online chat support, where the victim can interact with the attackers. In the
images below, we can see that someone reached out to the attacker. We decided to censor the
images to reduce the exposure of the person involved.

INSTRUCTIONS CHAT SUPPORT ABOUTUS

22 hours ago

22 hours T s}

22 hours ago

speak english

22 hours ago
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Sodinokibi Chat Support.

At the end of the chat we can see that the attacker sends a file that is supposedly confidential,
proving to the victim that the data can be decrypted and also suggesting that file was probably
stolen from the company's network.

NSTRUCTIOMS CHAT SUPPORT ABOUTUS

the price is 106k XMR for full network

22 hours 2g0

test decrypt

_Confidencialxlsx
= 145T& EB

Browse files for attach (maximum 3 files, less than 1C0MB) m

Decrypted “ Confidencial.xIsx” File Sent by Attacker.

Technical Details

The main file is packed and it uses two shellcodes streams for unpacking and execution process.
First, it allocates a memory space using “LocalAlloc[2]” API, writes an encrypted shellcode to it,
and transfers execution once decrypted.
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Encrypted Shellcode Decrypted Shellcode

Sodinokibi Decrypting First Shellcode.

This shellcode unpacks Sodinokibi along with a second shellcode, which will eventually load the
final binary to memory.
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Unpacked Sodinokibi
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Second Shellcode Along with Unpacked Sodinokibi.

Finally, the shellcode injects the unpacked Sodinokibi binary into the same process space, by
wiping the original PE file from memory and writing the new PE.

Address SCIT Address

00400000 00 00 00|00 00 00 00 (00 00 00 00[00 00 00 OORu. .. eeeresene.s 00400000|

004000108 00 00 00 00|00 OO0 OO0 00|00 00 OO0 00|00 0O 00 00 004000101

004000208 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00f. 00400020

004000304 00 00 00 00|00 OO0 OO0 00|00 00 00 00|00 00 0O 00 00400030

004000408 0O 00 OO0 00|00 00 00 OO0 (00 OO0 OO 00|00 OO0 00 OO Q040004 0]

004000508 00 00 OO0 00|00 00 00 00|00 00 OO0 00|00 00 00 0O 00400050 is program canno

004000604 0O 00 OO OO|00 00D OO 00|00 0O OO0 0O|00 OO0 0O OO0 004000608 74 20 62 65 (20 72 75 GE|20 69 6E 20 (44 4F 53 200t be run in DOS

004000709 00 Q0 Q0 Q0|00 00 00 Q0|00 00 QO 0Q(00 Q0 00 QOf. 00400070) 60 6F 64 65 (2E OD OD 0A|24 OO0 OO0 OO |00 00 OO OO0 mnde T

004000808 00 Q0 00 00|00 00 QO Q0|00 00 OO DO (00 Q0 OO0 QO . 00400080469 92 76 AB (FD F3 18 FE|FD F3 18 FE|FD F3 18 F8| v«!-o wya EYD B
Q0 00 Q0 00 00|00 00 OO0 00 (0D Q0 00 00|00 00 00 O0Of. . 004000908 C6 aD 1D F9 |FC F3 18 FB|C6 AD 1B F9 FF F3 18 F8|£..uud. ok

004000400 00 00 00 00|00 00 OO 00|00 00 00 00|00 00 00 OO0f. . 004000A00C6 aD 1C F9|FC F3 1B F8|20 OC D6 F8 FC F3 18 FB|&. .00d.0 Dﬂuo o

004000800 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 0O - 004000804 20 OC D3 FE|FE F3 1B F8|FD F3 19 FE |E5 F3 18 FB .dubu w}fu vad. o

004000CCH 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00f. . °oonuoor_o 20 0C €8 FB|FC F3 18 F8|6A AD 1€ FO|E7 F3 18 F8| .Eoud.wej..0cd.e

00400000 00 00 00 00|00 00 00 0000 00 00 00|00 00 00 00 - 004000001 64 AD 1A FO(FC F3 1B FB|52 §9 63 68 . 006, eRichyd. &

0040000y 00 OO 00 00|00 00 00 00 (00 00 OO 0000 00 00 OO s 004000e0] 00 00 OO0 00 (00 00 OO0 00|00 OO0 00 OO0

004000F 4 00 OO0 OO0 00|00 00 00 00 (00 00 OO 0000 OO0 00 OO 0040000 00 00 OO0 00 (00 OO0 00 00|50 45 00 QO

004001009 00 00 00 00|00 00 00 00|00 00 OO0 00(00 00 00 QOf. 004001000C6 3E BE SE (00 OO0 00 00|00 OO0 00 00

004001109 00 00 OO0 00|00 00 OO0 00|00 00 OO0 00|00 00 00 OO0 00400110408 01 OE 00|00 AE OO 00|0Q 1C 01 00

004001208 00 OO0 OO 00|00 00 00 00|00 00 OO0 00|00 00 00 OO0 004001200 7E 3E OO0 00|00 10 00 00|00 CO 0O 00

004001304 00 00 OO0 00|00 00 OO0 Q0|00 OO OO0 00|00 0D 00 OO 00400130400 10 00 00|00 02 00 00|05 00 01 00

004001408 00 OO0 OO0 00|00 OO0 00 OO0 (00 00 OO 00|00 OO 00 OO0 00400140405 00 01 00 (00 OO0 OO0 00

004001508 00 00 00 00|00 00 00 00|00 00 00 00|00 0D 00 00 004001500 00 00 00 00|02 00 40 BO|00 OU 10 0O

004001608 00 00 00 00|00 00 00 00|00 00 00 00|00 0D 00 00 004001600 00 00 10 00|00 10 00 00|00 00 0O 00

004001708 00 00 OO0 00|00 OO0 00 00|00 00 OO0 00|00 0D 0O 00 004001700 00 00 00 00|00 00 00 00|ER EA 0O OO

004001808 00 00 OO0 Q0|00 00 00 Q0|00 00 OO0 00|00 OO 00 QOQ. 004001804 00 00 00 OO (00 00 00 00|00 OO 00 00

004001908 00 00 OO0 00|00 00 00 00|00 00 OO 00|00 00 00 QOf. 004001908 00 00 OO 00 (00 00 00 00|00 FO O1 OO0

004001A08 00 00 OO0 00|00 00 00 OO |00 00 OO0 00|00 OO0 00 OO 004001408 00 00 00 00 (00 00 00 00|00 00 00 00

004001808 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 OOf. ....cvcuuununns 004001B0§ 00 00 00 00 (00 00 00 00|00 00 00 00

Original PE wiped from image base

Sodinokibi Self-Injection.

Unpacked Sodin allocated to image base



The binary is highly configurable, the setting is encrypted with RC4 and it’s usually stored in a

randomly named section, and in this case the section name is “.cfg”.

///Elpqmdmdjntﬁn

Mame Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers
00000268 00000270 00000274 00000278 0000027C 00000280 00000284
Byte[8] Dword Dword Dword Dword Dword Dword

et 0D00ACF4 00001000 0O000AEQD 00000400 00000000 00000000
rdata 00002B46 0000CO00 00002C00 .ﬂlﬂﬂﬂm 00000000 00000000
.data 00002018 0000F000 00001EOD I{]DDUDE{)D 00000000 00000000

This section contains:

Qf fset

0 1 2

B D o= P

3

4 5 & 7

5§ 9

a#a B C D E F

gooogooo
goooooio
gooooozo
aooooo3o
gooono4o
ooooooso
aoooooen
oooooo?o
gooogoso

71 58 43
6E 44 &2
C7 04 03
46 95 AE
61 52 E7
3E 7E 3D
EF D3 EC
E& 79 &C
24 E4 82

37
EE
ED
tE
99
Bt
oan
F3
EE

67 4AC
74 438
87 732
61 3B
2B A6
41 FC
b6 ES
94 Ad
F3 &E

b2 43
77 4AC
00 00
2B 29
7E DF
10 OF
DE 36
90 Al
AD 4E

35 51
67 35
4B CF
16 75
S5E E&
FO 84
5B 94
AB 3B
DF FE

&D
42
BC
C3
79
64
25
44
AC

31
65
94
17
g2
CF
09
20
E3

36
4D
03
45
0oF
1E
82
83
97

Sodinokibi Encrypted Configuration Stored on PE Section.

76
79
45
oF
Fo
Do
94
D2
Bl

B3
62
AB
72
Al
76
c2
07
67

54
75
BE
1
c2
8B
71
Fa
F2

aRcl+|~R"ayRl 53 4
>*=Maiin0 3131 Bwl
10% fe@6 [ 1114
gylel® j«:J. 1000
$51%un NBb-, 1+go

Upon execution, it will decrypt the content of this section into an allocated memory space.
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OQBE21508 5A
00BEZ1G0Y BB

QOBE2170§ES
—

0|71 35 71 41|56 40 4B 62| ILgexm+d SqAVIHE
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Encrypted Config 73

61 22 2C 22|24 77 69 GEftion data Swin
22 2C 22 70 o

€9 6E|7C 73 FE B9 (10
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m 61.W. 9 ha 1..A1 o o s
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Sodinokibi Decrypting its Configuration.

The decrypted configuration is presented in a JSON format and contains several options used by
the Malware.

Key

Type

Description

dbg

Boolean

If true, ignores keyboard layout check

dmn List of strings  List of domains for communication (C2 servers)

exp Boolean If true, enables privilege escalation using CVE-2018-8453 as exploit
fast Boolean If true, it encrypts just a part of the file

img String Message displayed on desktop background

nbody

String

Contents of the “readme” file (base64 encoded)

net

Boolean

If true, sends POST requests to the C2 servers

nname

String

Name of “readme” file

pid

String

Actor ID

String

Public encryption key (base64 encoded)

prc

List of strings

Process to terminate
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sub String

Campaign ID

wfld List of strings

List of folders to wipe

wht Dictionary

Contains information about whitelist (to skip encryption)

wht.ext List of strings

Whitelisted extensions

wht.fld List of strings

Whitelisted folders

wht.fls  List of strings

Whitelisted files

wipe Boolean

If true, wipes the folders specified in “wfld”

An interesting capability not utilized by this specific sample is if “exp” is “true”, it tries to escalate
privileges by exploiting a vulnerability in “win32k.sys” (CVE-2018-8453[3]) with both 32-bit and 64-
bit versions of the exploit, using a technique known as “Heaven’s Gate[4]” to execute 64 bit code
in a 32 bit process, located in the “.rdata” section of the PE file.

—
call sodin.F6E3C46
push edi
push esi
push edi

call sodin.F6E59C2
add esp,20

call edi

Copies encrypted shellcode to a recently allocated memory

push dword ptr ss:|[ebp-4]
push dword ptr ss:[ebp-8]

pDecrypts the shellcode

push dword ptr ss:[ebp+8]

|calls the entry point of the shellcode

Code Decrypting and Executing the Shellcode.

Also, if the “dbg” option is set to “false”, the malware will check the Ul language and the keyboard
layout of the infected machine.
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mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mow
mov
mov
mov
mov
mov
mov
mowv

dword ptr 55:[ebp—48 ,419 Russian
dword ptr ss:[ebp-44],422 vkrainian
dword ptr ss:febp-40},423 Belarusian
dword ptr ss:febp-3c],428 Tajik
dword ptr ss:[ebp-38 ,425 Armenian
dword ptr ss:febp-34§,42C Azeri

dword ptr ss:febp-30§,437 Georgian
dword ptr ss:febp-2c},43F Kazakh
dword ptr ss:[ebp-28],440 Kygyz
dword ptr ss: [ebp 240,442 Turkmen
dword ptr ss:febp-20],443 uzbek
dword ptr ss:[ebp-1cC 444 Tatar
dword ptr ss:febp-18 ,518 Romanian
dword ptr ss:flebp-14§,819 Russian
dword ptr ss:lebp-10§,82C Azerbaijani
dword ptr ss:[ebp- C],843 uzbek
dword ptr ss:[febp-83,45A Syriac
dword ptr ss:[ebp-4J,2801 Arabic syria

call dword ptr ds: [{&Getu:-'.ernefamtUILanguage:-]|
Keyboard Layout Verification.

Above, we can see that this Ransomware has a whitelist based on location, if the return value[5]
matches any value of the list, it will not encrypt files in the machine.

Furthermore, it uses PowerShell to delete Windows shadow copies.

EAX 0019EDGS
EBX 00000000
ECX 106EBB92
EDX 00000000
EEP 0019EF30
ESP 0019eD38
ESI 00000000
EDI 00000001
EIP F3DB4510
= new 1 B3

L"powershell -e RwB]1AHQALQBXAGOAAQBPAGIAAQBI1AGMAdAAQAF

<kernel32.CreateProcessws>

Sodinokibi Deleting Windows Shadow Copies.

Once encrypting all the files, it changes the background with the following image:
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All of your files are encrypted!

Find 9nvOyb22t-readme.txt and follow instuctions

Sodinokibi Background.

Lastly, it appends a ransom note to every folder where encrypted files can be found.
-=== Welcome. Again.
[+] Whats Happen? [+]
Your Til r crypted, and currently unavailable. You can check it: all files on your system

:r (restore), but you need to follow our

data (NEVER).
[+] What guarantees?

Its just a bus s. We absol y do n ur d pt getting

benefits. IT we d it do our w ¢ and 1i: i : will ) [ ate with us. Its not

in our inte

To check e ab ty of returning files, You should go to our website. There you can decrypt one
ee. That .

If you will r ice - for us, its does not matter. But you will lose your

tim C , cause vate key. In practice - time is much more valuable than

money

[+] How to get access
You have two wa Y5
Using a TOR brow !
i1stall - from this site: hitps://torproject

ite:
oyd.onion;

2) IT TOR blocked in your country, try to use VPN! But you can use our secondary website. For
this:

a) Open your any [ . Fire i i IE, Edge)

b) Open o )

Unfortunately, there is no global decryptor for the family, which means that the attacker's private
key is required to decrypt the files.

During the period of the attack, we noticed that the company’s website was offline, presenting an
error message related to the database, which could be related to the attack.
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l @ www.light.com.br X _

< C (@ Notsecure | light.com.br

Cannot connect to the configuration database.

Light WebSite Offline During Ransomware Attack.

I0OCs
SHA1:

f09e5e72b433d11a32efe2e5d63db0bc7b8def59

SHA256:

140f831ddd180861481c9531aa6859¢c56503e77d29d00439c1e71c5b93e01e1a

SSDEEP:

3072:0Cc99moUMXv84IHesgkSx+oN/7KzTKDyOX6wKamrJPIM8dj09br:oCcOwWHRtg9xkNq6wK7dg40

Mutex:
Global\57E6EAOF-4648-EF95-9F98-C3221B4D31F9
Registry Keys:
HKLM\SOFTWARE\Facebook_Assistant\s17
HKLM\SOFTWARE\Facebook Assistant\JYhB
HKLM\SOFTWARE\Facebook_Assistant\jH5dJ
HKLM\SOFTWARE\Facebook_Assistant\nsWSeU
HKLM\SOFTWARE\Facebook Assistant\CSGtvzp
HKLM\SOFTWARE\Facebook_Assistant\cDQ1QZoS
Sodinokibi Actor ID
$2a$10$D/hOr8pZfTXyeVodyREcseBOIXf2dcLmgmQJTady2uSfGKhEZXq62
Sodinokibi Campaign ID

4430

Public Encryption Key (base64 encoded)
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50fIM/v+EILgBXm+0q5qAVIHbpAd3zVkD2aFdBKJeOg=
C2 Servers:
Please find a list here:

ttps://pastebin.com/nf0i13zc

[1] https://malpedia.caad.fkie.fra...

[2] https://docs.microsoft.com/en-...

[3] https.//www.cvedetails.com/cve...

[4] http.//www.alex-ionescu.com/?p...

[5] https://docs.microsoft.com/en-...
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https://pastebin.com/nf0i13zc
https://malpedia.caad.fkie.fraunhofer.de/actor/pinchy_spider
https://docs.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-localalloc
https://www.cvedetails.com/cve/CVE-2018-8453
http://www.alex-ionescu.com/?p=300
https://docs.microsoft.com/en-us/windows/win32/intl/language-identifier-constants-and-strings

