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Recently, I've supported a foreign friend on Twitter during the analysis one of GuLoader (or
CloudEyE) variant sample. Although, he have read these articles (1, 2) but still stuck and |
know that feeling.

HOLY SHIT

| don't know about you, but I'm getting the fuck out!!!

The discussion between us was quite long, finally | sent him my quick analysis so that he can
read and follow. Now, | put the analysis that we discussed on this blog hoping it will help
others like him.

thanks. anyway, If u ever come to singapore....
give me a text. i can bring u for a meal if u do
not mind.

\ &

1. Get the GulLoader’s shellcode

GulLoader uses VirtualAlloc api for allocating a new memory section and drop shellcode to
the allocated memory.
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https://kienmanowar.wordpress.com/2020/06/27/quick-analysis-note-about-guloader-or-cloudeye/
https://research.checkpoint.com/2020/guloader-cloudeye/
https://blog.vincss.net/2020/03/re011-unpack-crypter-cua-malware-netwire-bang-x64dbg.html
https://blog.vincss.net/2020/05/re014-guloader-antivm-techniques.html

Call to VirtualAlloc:

all
i) short O0406FSF

Conti.ue trace, iII jump to the shele. TIS heloe fna _var_with each sample:
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Address |Hex dump Dizassenbly i omment

01220080

Address

2. Debug shellcode for finding the next payload URL

This shellcode uses Heaven’s Gate technique to execute on x64 environment. You can
read more about this technique that | wrote here. Preferably, you should debug GuLoader on
32bit Windows VM.

Patch to bypass anti-VM:

D'j 63 patch here if debug on YMWare virtual machine

| Brak call to EnumWindows (patch if need to bypass call to TerminateProcess):
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https://blog.vincss.net/2020/06/re015-heavens-gate-mot-ki-thuat-cu-nhung-hieu-qua.html

useriZ, Enum¥indows

short 013301C1

oty +0x 3

01330150 _

ES 03020000 |eall  013329CD

Lalil oY

013328CD

-
2]

Break on call to ZwSetinformationThread for hidding thread (need to patch 0xC3
when trace into this call or nop this call):

eax |c111 ZwoetInformationThread

01351439

01331335

Directly, below will usually be the sub function that call to the CPUID command, nop
this call:




nop
call 01331335

INICODE
E ﬂ'l.l . .
; _é[] ASCIT "RegSetValusExd”

to shellcode_main_proc

B Thls shellcode aln proc WI|| do:
_ Get RegAsm'’s path (ex: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe)

_ Call to kernel32.CreateProcessinternalW to create RegAsm.exe in suspended state:

4 :‘ Pseudapo.exe 2364 453417 ME |
_ Get msvbvm60.dll's path (ex: C:\Windows\system32\msvbvm®60.dll) and then replace to
\?2\C:\Windows\system32\msvbvm®60.dll

_ Call to ntdll.ZwOpenFile

_ Call to ntdll.ZwCreateSection with FileHandle of msvbvm60.dll (ex: File,
C:\Windows\System32\msvbvm®60.dll, 0x190)

_ Call to ntdll.ZwMapViewOfSection with SectionHandle of msvbvm60.dll and
ProcessHandle of RegAsm.exe suspended process. For mapping msvbvm60.dlI:
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_ Fagfsmexe (3544) PFroparises

Gereral | Stalstcs | Performance | Tvesds | Toomn | Modues Memo'y  Ereiroement | Handes | Job | GPU | Dk hetwark | Cor

o e free regons

Pane pddress Trpe s

e A00000 et 1 it G paien 10 wvireni) 8

Iy Srrage i P oas i NET ook
Prevats
oo
Pravaie 8 RW Seach (Fresd 1440]
Magget
[Ep—. A8 A8
Provas L]
raps LA4E W C: Windoms Gyriem 1 1nadl. ol
Mg 4 R el
Previie PER Ll

Lo FES (read I44) Ll

Private USER_SHASED DATA

_ Allocate RWX memory section on RegAsm.exe suspended process:

Base address Type Gire Protect... Use
O S00000 Irrsage 1,356k WCX C:Windows'\System 32 \msvbomed. 0l
Do 0000 Image: £468 WX C: Wiindowes PicrosoftNET Framework w20, 5.,
OxES0000 Private 1238 RW
OncBa0000 Peapped S0KE R
O<BE0000 Private 1,048 AW Stack (thread 1440)
OncSb0000 Peapped 68 R
O Se0000 Mapped 48 R
OncSc0000 Prevate 2k RW
O Se0000 Private 102468 RWX
O 7 Aora0 00 Irunge 142468 WX 2 Windows System 32 \nbal.cll
O 730000 Mapped 140 R
O 7354000 Private 48 RW PEB
Do TEIEF000 Private 468 AW TEB (thread 1440)
O 70000 Private 648 R USER_SHARED DATA

_ Then call ZwWriteVirtualMemory for writing the 2" shellcode to the allocated buffer at
RegAsm process. The 2" shellcode same as the 15t shellcode, but its main task is to
decode the URL and download the final payload.
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. RegAsm.exe (3544) (0x9e0000 - Ox20000) - o IEN

Q0000000 Ek TE 85 5B 9c cf Ta 7B 39 L6 Tc ea 2B Ge 13 69 .v.X..zxD.l.(n.i ”
24 38 b7 7d 70 52 ac %& D& 79 £2 0f fc 36 45 EBe §FE.JpR...¥...6E. a
£8 £f 2d Se 44 d5 23 7L e2 41 25 f1 24 b% be b3 ..-*D.#..Ak..... ]
cc B2 60 B3 19 59 55 a4 b6 cd b 16 €L 3c ee 95 " WWeseaa €.
ald D& 92 a% ed 20 87 c2 Ba 47 cd 3b 35 bf 64 ba ..... ...G.25.d.
TS B9 08 Se <l ad Id el 55 ca 43 1c 09 43 96 df weooenoo_ChuCes 1
49 De 3b af 95 26 30 40 33 4& 76 42 d& 0 0d 04 I.;..E0.30vB....
1d 8f bl d4 Ga aa af £5 eb 2o 4% Je be 99 49 Je ..o deeen DX IR
Be 99 40 3& ba 90 49 32 ba 99 49 3& &2 09 49 38 I3 IR I LI
9% 49 3& be 99 4% 3J& be 99 49 3Je be 58 49 3e LIk Ik ORI
Q000008 be 99 49 3e be 99 f£c B1 ec 00 02 00 00 fc
QoO0C00B0 fo 49 d0 E9 &5 f8 d% 40 =& 00 OO0 OO OD fE
000000ch 44 30 ££ 75 44 £2 ef 10 12 00 00 8% 45 44 90 b
Q0000040 £2 fc =B 15 29 00 00 £E =3 73 la 00 00D 59
G00000ed 1o £8 d9 do &a £f 90 68 1lc 75 14 b3 fB &8 01
Q000000 <5 a7 £8 &8 Sb 18 21 7L 6B &6 ad 17 3e &E
Q0000100 Lf £2 f£c 6B BB 31 ma 27 68 12 BEf cb df 6B & I
00000110 5c 2d e To 23 00 00 83 o4 24 £2 o8 5f 25 00 ¢

_ After that it calls ZwGetContextThread, ZwSetContextThread and then
ZwResumeThread. So RegAsm process will return to the normal state and execute the 2"
shellcode to download the final payload.

For debugging the 2™ shellcode, use ProcessHacker to change bytes of 2" shellcode
to OXEB OxFE (must restore to orginal bytes later. The original bytes is OxFC 0x81):

00000080 ke 99 49 3e ke 99 49 3e ke 99 49 3e ke 99 49 3e ..I}j.I} .I} LI
000000590 ke 99 49 3e be 99 49 3e ke 99 49 3e be 99 49 3e ..I»..I>..I>..I>

000000a0 be 99 49 3e be 99 [Mifidlec 00 02 00 00 fc 55 £8 ..I»..0 l...... T.
000000b0 £o d3 dO 29 e5 B d9 d0 e 00 00 00 00 28 845 ............... E
LAt alalataal ] A4 = =C SO A0 1A 1T AN on ALC AA an £o ™ AT T

Let’'s trace over ZwResumeThread

4 37 Pseudapo.exe 2364 45417 MB
i RegAsm.exe 3544 4942  387TMB

Open new debugger and attach RegAsm F9 then F12, stop at the EB FE. Change
back to the original bytes:

Debug the 2nd shelicode will locate the code decode the URL. For example: Stack ss:
[0056F848]=008D1A2C, (ASCII
‘hxxps://www.mediafire.com/file/kgwo4t43b5831fj/origin_geyiApZvCe4.bin/file”)
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manually download and save it. Then let’s the shellcode resolve the wininet_api
funcs, use these apis for downloading the CloudFlare’s content. It will check the size of
downloaded content is equal to 0x4B600 (in this case). Must patch to let’s it think you
have downloaded the right binary. Then you trace into the func that will decrypt
payload. My trick is replace the CloudFlare content with the content of encrypted
payload. Here is the loop it try to find 2 bytes that decrypt 2 bytes of payload to MZ
signature
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After d ryptloop, ge the final paylad.lt can be a Tojns (RAT) or malware that
steals information such as Agent Tesla, FormBook, NanoCore RAT, Netwire RAT,
Remcos RAT, ...

9/10



Address |Hex dump ASCII
( 1)

m4n0w4r

actually.. i must really thank you. my statement
still holds... iIf u come singapore, let me buy u a
meal when we meet ;)

HJbéfu/ly, in the future, if I have the opportunity to go to Singapore, | will meet him !!
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