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Introduction

Large malware campaigns with the potential to cause severe damage and operational problems on a
nationwide scale often attract the attention of government institutions like the FBI, DHS and similar
organizations. To help prevent further malicious activity and reduce the malware’s damage potential, these
institutions produce technical reports that describe the malware in detail.

While those threat reports can have varying levels of detail and technical complexity, they almost always
have a list of IOCs (Indicators of Compromise) with information about file samples and infrastructure used in
malicious campaigns. Those I0Cs are then used by defenders to detect malicious activity in their networks.
Even though using the IOC lists is a good way to strengthen the company network security, it is hard to tell
how comprehensive they are and how many sample and infrastructure variants they cover.

If a malicious campaign is highly targeted, the malware samples will most likely be adapted and configured
to use different infrastructure for different targets. In those cases, there is a big chance that the company
network will get infected by a malware sample that isn’t detectable based on the 10C list provided in the
related report. Even if such modifications slightly change the program logic, there are a few ways to detect
similar malware samples based on metadata extracted during static analysis.

This blog will demonstrate how our Titanium Platform can be used for that purpose on a real-world scenario
of the Hidden Cobra APT group. You will learn how to find similar malware samples targeting your

organization that aren’t covered by released 10C lists.
Hidden Cobra

Hidden Cobra (often referred to as Lazarus) is an APT group linked to North Korea. Most researchers
estimate it has been active for the last 10 years. During that time, this group has conducted several
malicious campaigns and used different toolsets in most of them. Their malicious activity was continuously
investigated by the US government institutions. As a result of those investigations, several malware analysis
reports were released, containing IOC lists that can be used to detect malicious activity. On May 12th, 2020,
three new reports were released describing the COPPERHEDGE, TAINTEDSCRIBE and PEBBLEDASH
threats. We selected them for demonstration purposes, since they describe ongoing campaigns.

Copperhedge
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The first malware tool we will analyze is Copperhedge. As described in the threat report, this tool is a full-
featured RAT that comes in six variants. Each variant is accompanied by a list of IOCs, which we will use as
a starting point. We will try to find more samples that are not mentioned in the report, extract their
configurations, and add them to the IOC list. Technical descriptions of all variants are provided in the report,
so there’s no need to go into more detail here.

There are three things to look for during sample analysis:

¢ Import decryption and loading at execution startup
¢ Commands supported by the RAT
e C2 domains

Variant A

The two samples mentioned in the report will be used as the starting point for our threat search. Samples
from this variant load RC4-encrypted imports at the beginning of the execution. Supported commands start
at the 0x7123459 index. The three domains stored in plaintext are used for C2 communication.

Titanium Platform can group processed files based on the RHA1 file similarity algorithm. During file
processing, Titanium Platform also performs metadata extraction. Extracted metadata fields can be used to

find related samples that aren’t similar enough to be put into the same RHA1 group, but still have something
in common.

Processing these two samples with Titanium Platform and looking at their RHA1 buckets reveals 3 new
samples that weren’t mentioned in the report.

?fiﬁﬁfigigiﬁbBObbEhbS(Q?QESSBBEEEdG..‘ N v @D el Tidoud Fetch Al

Time Threat Name Format Files Size

hreat: @ Win32 Trojan Nukesped & o lyearago Win32 Trojan Nukesped  17e5eSfcd31ba8df50ef5474c27121615d704b8f PE/DII 1 161KB =
First seen (cloud): 2y o -
Last seen (local): 1 hour ago B & @ 3yearsago Win32 Trojan.Nukesped  186f448b56678a3caB845bb204c2cf92a881af607 PE/DII 1 161KB =
User uploads: 1 F S

& e yearsago Win32.Trojan.Nukesped  ece3b758be362180d2065chba45835ae934e96302 PE/DII 1 161KB =

ELRY Malicious Suspicious Knowr

Pivoting 04 0 ®0 B e ihourage Win32.Trojan.Nukesped  a2e966edee45h30bbEbb5c978e55833e2c169098 PE/DII 5 1625kB =

n Summary

Similar files grouped by RHA1 algorithm

The metadata extracted from these new samples uncovers that they use different C2 domains also not
mentioned in the initial report.

T 17e5e9fcd31baBdf50ef5474c2...

£-1 Preview Sample Http S
?':Z;ellﬂsé ODKHB vns1389.com/start.asp
Format: -- www happyhomehk.com/about.asp
Threat: @ Win32.Trojan.Mukesped )
First seen (cloud): 2019-05-1707:40UTC & WWW.MNMSTUS.CoM/SItemap.asp
Lastseen (local): 2020-06-02 13:32 UTC
User uploads: 1 K3 Ipv4d M

Example of a C2 domain list contained in one of the found samples

Besides RHA1 pivoting, different metadata fields can be used for discovering similar files. For PE files, you
can use the following fields:

e Imphash
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Compile timestamp
Section hashes
Resource hashes

These techniques are used on previously discovered samples to hopefully find more potential threats.
Pivoting on the .rsrc section hash of the 17e5e9fcd31ba8df50ef5474c27121615d704b8f sample gives two
more files and uncovers more C2 domains.

ﬂE\L@SING ‘ A1000 Dashboard ~ Submissions ~ Search  Alerts  Yara Tags Feeds Help 1
pe-section-hash:c0860b14db60c020460e15f45156071951285054 al < Y Help n
Local (1) Shareable (4) iz» Export
FirstSeen v Threat Name Format Files Size

& @ lyearago Win32.Trojan.Nukesped 17e5e9fcd31ba8df50ef5474c271216515d704bsf PE/DII 1 161KBE =

& @ Zyearsago Win32.Trojan.Nukesped 6af5858e25d835f543012851cfe83cecfalfad24 PE/DII 1 204KB =

& @ :y=arsago Win32.Trojan.Mukesped cf03cc55e1b5118dc130a484cfe28650d637af95 PE/DII 1 204KB =

& @ 3Sy=arsago Win32.Trojan.Mukesped 1867448b56678583ca8450b204c2cf325881a607 PE/DII 1 161KB =

1 4 results 100 A

Search based on section hash

Whenever a new sample is found, the whole search process is repeated. Think of it as a ball of tangled
ropes where you need to pull the leads until you completely untangle it.

If you don’t have any samples to start with, you can use YARA retro hunt as a starting point. Threat
warnings often provide some YARA rules as a way to detect samples. Sometimes, those rules will be very
specific, and will provide precise hunting results. Other times they will be too generic, and will get triggered
on unrelated samples. The biggest problem with YARA rules provided for Hidden Cobra tools is that a lot of
those tools reuse the same codebase, and it is often hard to clearly distinguish between different variants
used in the past.

In our example, running a YARA retro hunt with the provided rules results in new samples, and disassembler
analysis relates them to Hidden Cobra activities. Some of them were already seen in previous threat reports
about a variant named BANKSHOT.

The next step is to analyze the results and filter the ones similar enough to be marked as variant A. Filtered
results are then used as a starting point for the pivoting process already demonstrated on the initial
samples. For example, the provided YARA rule matched the 588a298b51921f4ee8f6fb7ec837f80039328afe
sample. Searching the imphash extracted from that sample gives 2 new samples, and analyzing them
reveals more previously unknown C2 domains. The process is then repeated again until there are no more
leads to follow.
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oLL 5_83329_8}151921f4998f6fb7e(BE?fSUOEQEZ... Hashes
E-] Preview Sample

Size:142.0KB IMPHASH

Type: PE/ DIl MDS

Format: —

Threat: @ win32.Trojan Nukespec SHAL

First seen (cloud): 3 years ago & SHAZ56

Last seen (local): seconds ago ] .

User uploads: 1 s SHASLZ2

Dashboard

AEVERSING | #1000
LABS

Submissions

1a978742bc2f04629c6bd5af37211654

SfcfeeBc5a90f4deb214a0fde87
588a298b51921f4ee8f6fb7ec837f80039328afe
afbaB105793b635d4ed7febdae4b744826caBb2381c1bB5f5e528bb672edb3c2

f339378925f3ade5f42c568ba7edff3efdfS8S57c7 Sd9icffcc52f430a27bf21c
694f675befe3322f0db0d58e803301275715d7f83158d407c9b58e99231

Search  Alerts Yara Tags Feeds Help 1

imphash:1a978742bc2f04629c6bd5af37211654

Shareable (3)

EirstSeen v Threat Name

Local (1) iz Export

& @ Zyearsago Win32 Trojan.Nukesped 12b8a38cf204570a47cc41c95fa600eeb30243eb

& @ 2y=arsago Win32.Trojan.Nukesped 6dcl2c0688f182775960418c3547261b09de37he

& @ Syearsago Win32.Trojan.Nukesped 588a298b51921fdee8f6fb7ec837f80039328afe

1 Sresults

(T 12bB8a98cf9B845f8a47cc41c99...

E-] Ereview Sample

Size: 142 5KB

Type: PE/ DIl

Format: --

Threat: @ Win32.Trojan.Nukesped

First seen (cloud): 2018-11-22 0318 UTC &
Last seen (local): 2020-06-03 09:00 UTC

User uploads: 1 1

Http

wpm.coastal.com.cn/admin/PBrand/Edit.asp
www.abex.cokr/customer/Top.asp

www.sztqwy.com/xysbags/leftasp

Ipv4

Search based on imphash

< ¥

Hem n

Format Eiles Size

PE/DII 1 1425KB =

PE/DII 1 1425KB =

PE/DII 1 142KB =
100 A

In case you don’t have any input samples and the provided YARA rules didn't match any results, another
good option is to try the Titanium Platform’s search feature. Use the threatname keyword to find your initial
sample set. The great thing is you don't need to know the exact name, as wildcard characters can be used
for partial threat name matching. The threat report refers to this Hidden Cobra tool as Copperhedge, but it
also mentions another name - Manuscrypt. Based on this information, we can search for all samples with

threat names ending in manuscrypt.
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threatname:*manuscrypt AND (filetype:pe/dll OR filetype:pe/exe) al < % Heb n

Local (0) i Export

First Seen v Threat Name Format Files Size
& @ lmonthago Wing4.Trojan.Manuscrypt  3f194d03506e2aabf004dfe70cSfec8c60bage18 PE+/DIl 1 1935k =
& @ 3Smonthsago  Win32.Trojan.Manuscrypt ebf2c5462fed9addde03e02177624b4562d30487 PE/DII 1 233KB =
& @ 3monthsago  Win32.Trojan.Manuscrypt 0d2e5d38f13336d3e72558d66976b0f1dda8dcbad PE/DII 1 2403KE =
& @ I10monthsago Wing4.Trojan.Manuscrypt f2dasedoz5s5ade77d7ebb0c312d298b415bccad PE+/DIl 1 138KB =
& @ 10monthsago Win32.Trojan.Manuscrypt 08bacda419c5c663bd16374ee690e6822af74af0 PE/DI 1 124KB =
& @ I12monthsago Win32.Trojan.Manuscrypt f744f5f97aceladB862e7649714459c28c4b880e8f PE/DII 1 935KB =
& @ lyezrago win3z.Trojan.Manuscrypt  988d07e40fd201cceasesfeb29feazdbl3846d7a PE/DII/UPX 1 5575K8 =
& @ 1lyearago win32.Trojan.Manuscrypt  2902180d57a8aB887bffh637ea3f45e7349¢8acld PE/Exe/UPX 1 108KB =
& @ lyearago Win32.Trojan.Manuscrypt  42bd7779ddcal203a99872255d987e71958¢77a0 PE/DII 1 68KEB =
& @ 2yearsago Win32.Trojan.Manuscrypt  a098fdcaccd0897f529500804acddad0c4ca83fb PE/Exe 1 1745KB =
& @ Zyearsago win3z.Trojan.Manuscrypt  6fe520657cd3fa3a5859efe4b89d14feabB8e2557 PE+/DIl 1 3145K8 =

Search based on manuscrypt threat name

Using wildcard characters enables matching both 32-bit and 64-bit samples in an easy way. Logical clauses
can be used to make the search more targeted, and to eliminate potential false positives. In this case, the
search is refined to PE/DLL and PE/EXE files in order to eliminate a bunch of archive files from which they
were extracted. The construction of logical clauses is a powerful feature that enables fine maneuvering
between different search results, and allows you to find relevant samples faster.

Analyzing the search results gives a few more samples that use domains not found in the reports. One
interesting sample is 14b681e0c9ce9a02f2fb093927f043bbb608afcé. It uses the same
0x78292E4C5DA3B5D067F081B736E5D593 RC4 key for import decryption and has the same hardcoded
string *dJU"JE&!M@UNQ@. Interestingly, these domains were already used in a previous Hidden Cobra
operation named Ghost Puppet described in another malware threat report. Samples from this variant also
look very similar to the ones described in the threat report related to the operation Star Cruiser. This
strengthens our previous conclusion that Hidden Cobra tools reuse code and infrastructure. Just like before,
analyzing other samples in the same RHA1 bucket gives us more domains and a new threat name to use as
a starting point for a new round of searching.

14b681e0c9ceSa02f2fb093927f043bbb608...

iew Sample @ Malicious v @D local TicCloud Fetch All

EZ‘ K'T:“ Time Threat Name Format Files Size
Format: . o
Threat: @ Win32. Trojan.Manuscrypt & o 2 years aga Win32 Trojan. Autophyte  a042ca2251c6316fcd161d4af00eab52fb26d3ed PE+/DI 1 945KB =
First seen (cloud): 2 years ago
Last seen (local): seconds ago B 8 e seconds ago Win32.Trojan.Manuscrypt 14b681e0c9ce9a02f2fb093927f043bbbb08afcd PE+/DI 2 995KB =
Useruploads: 1
 5HA § Malicious Suspicious Knowr
Pivoting e’ 0 e0

Finding new threat names

Searches based on the manuscrypt threat name also returned a few files that use different RC4 keys for
import decryption.
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One such example is the 03138278b603bc120b2cba001a8adb0b2d7d82ea sample. It has the same
command-dispatching routine, and the commands start at the previously mentioned 0x7123459 index.

Graph overview ﬂ
L
e
Loy - §- §-§ ] -——§ . F Illlllllllll.lllll 'I'I
i
[

s =

sub_14@@0E30@ proc near

var_498= dword ptr -498h

var_490= byte ptr -496h

var_488= dword ptr -488h

Dst= byte ptr -478h

var_28= qword ptr -28h

push rbx

push rsi

push rdi

sub rsp, 4Aeh

mov rax, cs:__security_cookie

xor rax, rsp

mov [rsp+4B8h+var_ 28], rax

add edx, @FFEDCBAZh ; HEX negative ©x123459

xor ebx, ebx

mov rdi, r8

cmp edx, 31h ; switch 50 cases

ja loc_14000E71A ; jumptable @@0OBG214000E34C default case

Top level view of command dispatching routine

It also has typical import-loading code in its WinMain function, but the RC4 key used in this case is
0x38D90F98DDOA903CB156499FE3691588.

7/19


https://blog.reversinglabs.com/hubfs/Blog/Hidden%20Cobra/Figure%209.jpg

lea rcx, akKernel32Dll ; "Kernel32.d1l1l"

call ¢s:LloadlibraryA
mov rbx, rax

test rax, rax

jz loc_l4B8083014

|

lea rdx, ProcName ; "GetProcAddress"
mov rcx, rax 3 hModule
call cs:GetProciddress var_38 = word ptr -38h
movzx edx, cs:byte 140602110 var_28 = dword ptr -28h
lea rcx, unk_ 148802111 var_24 = dword ptr -24h
i cs:qword_1400ED958, rax | .. "»q = dword ptr -28h
call import_name_decryption uar:lc = dword ptr -1Ch
ig: :g:’ :::—14BBD2111 var_18 = gword ptr -18h

¥ -
call cs:qword_1480EDI58 arg_10 =doncpEr: TER
movzx  edx, cs:byte_ 140602130 o—— [rsptarg_ 18], rbx
lea rcx, unk_1488D2131 push rdi -
mn;l fs:qwzrd_1493ED9CB;.rax subl rsp, 156h
ca import_name_decryption 2 - :
lea  rdx, unk_140002131 i ﬁ:é-sec”rlty-cookle
N rex, rbx mov [rsp+158h+var_18], rax
call cs:qword_1488ED958 B rdi, rex
movzx edx, cs:byte 148802148 MOV ebx, edx
lea rcx, unk 140602141 lea rex, [rsp+158h+Dst] ; Dst
mov Fs:qwordm14@EEDSFﬁ,_rax - edx, edx 5 val
call import_name_decrypticn 5 r8d, OFFh s Size
lea rdx, unk_l488D2141 e [rsp+158h+var 138], @
mow rcx, rbx call AR o
call cs:qword 1480EDI58 e e

¥

movzx  edx, csibyte_ 140602150 Teo rdx, [rsp+158h+var 28]
lea rcx, unk_140802151 lea rcx, [r5p+153h+var:138]
mow fs:qwnrd_ltIB-BEDQE-E,.rax lan r8d, [rax+18h] RCA k
call import name decryption i [rsp+158htvar 38], ey
lea  rdx, unk 140002151 mov  [rsp+158h+var_28], [98erFDa3sh
g rex, rbx mov [rsp+158h+var_24], | 3C9@8ADDA
call  cs:qword_1400ED958 mov [rsp+158h+var_20], |oFaases1h
movZi edx, S byte J4000G150 mov [rsp+158h+var_1c], |881569E3h
lea rcx, unk 148802161 call sub_140003DA8

Import loading routine

This information can be used to create YARA rules that will serve as a starting point for a new round of
searching. Pivoting around different metadata fields accompanied by YARA retro hunting and threat name
searching can result in a high number of discovered samples in just a few iterations of the described search
process. Search results for variant A are summarized in the appended file at the end of the /OC list section.
Notice how just the two initial samples and a single YARA rule helped in finding all those new 10Cs.

Variant B

The threat report for this variant provides 11 samples and no YARA rules. Analyzing the samples with
Titanium Platform reveals some new ones. For example, searching by imphash from sample
29ddf9baad018518060814a03d424f4e08a0e914 returns 4 more files.
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imphash:2013af63912650171ab98cb2d8b0blale

Local (0) ‘2 Export

FirstSeen v Threat Name

& @ Zyearsago Win54.Trojan Nukesped a1a143705af064d855efdc20016fcal3081b4ce7

& @ Zyearsago Wing4.Trojan.Nukesped de03860dBa43358554¢ee4fab22c3th25caeB992b

& @ Zyearsago Wing4.Trojan Nukesped 47b5d2c3f7413856525823dbbf4a5deec5f2ac53

& @ Zyearsago WinG4.Trojan Mukesped 358e716739547f5d2185841f95f3481f007da9f7

& @ Zyearsago Wing4.Trojan.Nukesped 29ddf9baad018518060814a03d424f4e08a0e914

& @ Zyearsago Win32.Trojan.Mukesped Bc6d92becc487dc0043e446f39f165006aF36d72

1 6 results

Search based on imphash

Pivoting on the .reloc section’s SHA1 hash gives another result. When using section hashes for pivoting, it is

Format

PE+/DIl

PE+/DIl

PE+/Dll

PE+/DIl

PE+/DIl

PE+/DIl

@——"'<:52{Helpn

Files

1

Size

1540KE

154 KB

154 KB

1535KB

153KB

153 KB

20

advisable to avoid all-zero sections, or sections with generic content (for example, a .rsrc section of a file
that has only generic resources like a manifest or some common dialogs). Generic sections are found in

many samples, and they generate unwanted results during the search process.

pe-section-hash:398644f260774a047825686cefel1003e9e79c2f

Local (0) i Export

FirstSeen v  Threat Name

& @ lyearago Win32 Trojanlazarus  d796c833b786cbddB01cb97b1cdccfaf44afGe?l
& @ Zyearsago Win32. Trojan.Mukesped Bc6d92becc487dc0043e446f39f165006aF36d72

1 2 results

Search based on section hash

The search process is the same as for the variant A. Find new samples, pivot on their metadata, and repeat

Format

PE+/DIl

PE+/Dll

on any new results. This time we can use the compilation timestamp from the sample

8c6d92becc487dc0043e446f99f165b06af36d72 found in the first iteration to reveal more samples.

@=||'<:ﬁf?HeIDn

1
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pe-timestamp:[2018-05-31T03:29:527 TO 2018-05-31T03:29:527] Al << % Heb n

Local (0) 2 Export
FirstSeen ~  Threat Name Format Eiles Size
& @ Smonthsago Win32.Trojanlazarus  55d0dcfz2baf0fde327d02e711af9395442bclc4l PE+/DII 1 1288KB =
& @ lyearago Win32 Trojan.Lazarus  d796c833b786cbdd601ch97blcdccfafd4af8e?l PE+/DIl 1 102KE =
& @ 2yearsago Win32. Trojan.Nukesped ScBd32beccd87dc0043e446f39f165006af36d72 PE+/DII 1 153kB =
1 3results 20 A

Search based on timestamp

When using timestamps as the search criteria, keep in mind that they can also be generic and lead you the
wrong way. The best example of this is 0x2A425E19 (1992.06.19 22:22:17), a timestamp that appears in a
wide range of Delphi executables.

Variant C

This variant is an excellent example of why you should always try pivoting using as many metadata fields as
possible. The best pivoting results are usually achieved by looking into files grouped by RHA1, and by
imphash value. However, in this case, processing all four input samples produced only one new result.
Luckily, there are many metadata fields that can be used for pivoting. All input files are DLLs, and looking at
their exported functions reveals interesting library names.

Exports  Exports Exports Exports  Exports

movie64.dll movie64.dll movie32.dll movie64.dll fonab4.dll
drukom TransData DIIProc DIIProc cmnashwkweu

Exported functions and original file names

Taking a closer look, we see there are two samples exporting the DIIProc function, and it seems that the
same malware is compiled in both 32-bit and 64-bit variants. Other samples have similar library names, but
have different exported functions, and come only in 64-bit variants. If there’s a 32-bit variant of a file
exporting the DIlProc function, why doesn't it exist for other samples? The easiest way to confirm this
assumption is by performing a search for the library name used as the original file name.
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pe-original-name:movie32.dll EI——“ <\ ¥¢ Hebp n

Local (0) Gloud = Shareable(5) N Private (0) 2 Export

FirstSeen v Threat Name Format Files Size
& @ 3monthsago Win32.Trojan.Rdn 0faf5540bcb8782dd70bcb31f3aa0baf7e65a043 PE/DI 1 945k =
& @ llmonthsago Win32.Trojan.Rdn b5el34bcsafEedasefdl8a45628eb433c4bcbcls PE/DII 1 96KE =
& @ llmonthsago Win32.Trojan.Ursu B84f3437bbccb514d635c0a6134288261asth457e PE/DII 1 945KE =
& @ llmonthsago Win3z.Trojan.Agentb £211559f3dfc6db100958b8c12220f064111f26a PE/DII 1 S4KE =
& @ 12monthsago Win3z2Trojan.Manuscry.. f74475f87acela4B362e7564971448c2504b8580e87 PE/DI 1 335KB =
1 5results 100 ~
pe-original-name:movie64.dl| @l < Y¢ Help n
Local (3) Cloud N Shareable (5) N[N Private(0) 2 Export
EirstSeen v Threat Name Format Eiles Size
& @ llmonthsago Win54.Trojan.Nukesped felf8a37887c8f8h5eb3eB25258d3950326567 PE+/DII 1 1N7KkB =
& @ llmonthsago Win54.Trojan.Nukesped efQc0ef85b15471843651f4d1fdece583045bala PE+/DII 1 1155KE =
& @ llmonthsago WinS4.Trojan.Nukesped 5692a8fble5c1f0B02c8e552dd043087e2514aa7 PE+/DII 1 1155KE =
& @ llmonthsago Win64.Trojan.Nukesped 49379895f3005f523e55f8daf1db00cf262852da PE+/DII 1 115KB =
& @ 12monthsago Win54.Trojan.Nukesped 7202fea74865e085104f839574cd150613fbcfag PE+/DII 1 14KE =
1 Sresults 100 ~
pe-original-name:fonac4.dll A < % Heb n
FirstSeen ~ Threat Name Format Eiles Size
& @ Zmonthsago WinS4.Trojan Nukesped 3a2509bdBc0995c5a22283a31fe4601218d44272 PE+/DII 1 1175KB =
& @ 7monthsago WinS4.Trojan Nukesped b233b56cd9:2115273df2890958431f1debsab7e12 PE+/DIl 1 11K =
1 2results 100 A

Search based on original file name

A short analysis summary of the newly discovered samples is displayed in the following table. Comparing
compilation timestamps with the time when the samples were first seen in ReversingLabs TitaniumCloud
can reveal how malicious actors operated. It is interesting to notice that sometimes only a few hours passed
from the moment the sample was compiled to the moment when it was used. Samples in each pair use the
same domains for C2 communication, and every pair comes with a new set of domains.

SHA1 Compile First seen Original Exported
timestamp timestamp file name Func
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f744f5f97ace1a4862e764971449c28c4b880e8f 2019-06- 6/20/2019  movie32.dll DlIProc
18T12:03:21 14:26
7202fea74865e085104f839574cd150613fbcf99 2019-06- 6/20/2019  movie64.dll DIIProc
18T12:03:26 12:01
€211559f3dfc6db100958b8c12e20f064111f26a 2019-07- 7/12/2019  movie32.dll DIIEntryPointer
12T700:48:01 19:52
49379896fa096f523e55f8daf1db00cf262852da 2019-07- 7/12/2019  movie64.dll DIIEntryPointer
12T00:48:08 20:00
84f3437bbccb514d639c0a6134298261aefb457e  2019-07- 7/22/2019  movie32.dll TransData
15T13:19:53 16:46
ef0c0ef95b1542184a6a1f4d1f4ece583046bala 2019-07- 7/22/2019  movie64.dll TransData
15T13:20:00 16:46
0faf5540bcb8782dd70bcb31f3aa9baf7e65a043 2019-07- 3/13/2020 movie32.dll drukom
19T00:32:01 20:34
5692a8fb1e5¢c1f0802c8e552dd043087e2914aa7 2019-07- 7/19/2019  movie64.dll drukom
19T00:31:55 3:47
b5e134bc58f8edadefd99a45628eb433c4bcbc19  2019-07- 7/23/2019  movie32.dll drukom
23T06:17:14 14:08
fe0f8a37887c8f8fb5eb3e8252a8df395b3e66e7 2019-07- 7/23/2019  movie64.dll drukom
23T06:17:02 14:08
3a25b9bd8c0995c5a2e2a3a31fe4691a18d44e72 2019-08- 3/25/2020 fona64.dll chamnhs
21T700:49:49 17:00
b233b56cd9a11a273df389b98431f1deb8ab7e12 2019-10- 10/24/2019 fona64.dll cmnashwkweu
22T02:21:16 8:53

Variant C search summary

Variant D, E

The search process was repeated for these variants too, but no new samples were discovered that could be

positively related to them.

Variant F

Analyzing variant F samples showed they all have the original file name WEB_Troj.dll. Searching for this

parameter exposed another sample.
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pe-original-name:WEB_Troy.dll al < Y Hebp n
Local (1) iz Export

FirstSeen ~  Threat Name Format Files Size
& @ 10monthsago Wing4.Trojan.Manuscr... f2da56d6a565ade77d7ebb0c31eda95b415beced PE+/DII 1 138KB =
& @ 10monthsago Win32.Trojan.Manuscry...08bacdad419c5c663bd163742e690e8822af74af0 PE/DI 1 124KB =
& @ 2yearsago Win32.Trojan.Nukesped 930577d155c41ad843beC9a5310a75160eb0ecag PE/DIl/Themida 1 1.7MB =
& @ Zyearsago Wing4. Trojan. Nukesped 3cab62104c982f1d5378a39d4e2a722797d57ab1 PE+/DII 1 21MB =
1 4results 100 ~

Search based on original file name

The Description section of the threat report mentions “multi-part HTTP POST messages” used for the
communication with the C2 server. Those messages contain specific fields and User-Agent strings that can
be used to define a YARA rule for finding more samples.

rule Copperhedge_F {

strings:

$user_agent1 = "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome"
$user_agent2 = "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome"

$form_data1l ="_webident_f"

$form_data2 ="_webident_s"

condition:

($user_agent1 or $user_agent2) and $form_data1 and $form_data2

}

YARA rule for Copperhedge F variant

Titanium Platform’s Retro Hunt results show that Hidden Cobra tools aren’t targeting only Windows systems,
but also Linux and macOS platforms.

- Match Time ~ Threat Mame Fule Format Files Size
& o 1lminutesago  MacOS.Trojan.MNukesped 8c52222d081282240edbc4f303.224135410db4c8  Copperhedgs Unknown 1 3L2KB =
=] 12minutasago  LinwxTrojanMukespeed 303384995608 04dea0295f258720672d8c78cf5  Copperhedgs Unknown 1 =
- o 35minutesago  MacOs.Trojan.Mukesped 4dd501azcd3ada3e8b1b8d50197 b3d51fefd  Copperhedge MachOg84 Li.. 1 31L2KB =
& o 1hour ago Mac0s. Trojan.Nukesped 9bbdcBb0bz0e14bca249282212065db492106d37  Copperhedgs MachOg4 Li.. 1 31.2KB =
& 9 1hour ago ScriptDownloaderLazarus  453350chc976b2482f01a6570da7c47b07227cc Copperhedge Unknown 1 351KB =
& o 1 hour ago Mac0S. Trojzn Mukesped 0bl2e7f0324E8f8ec=f860e206f75d2d20555508c  Copperhedge Unknown 1 371KB =
& 9 1hour ago Document-ExcelDownloz.. b512598e2cc8bds03d022906272107bE7ha5842a42  Copperhedge Unknown 1 15MB =

Retro Hunt results
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Looking at the list of samples grouped by the RHA1 similarity algorithm uncovers a few samples that didn’t
match the provided YARA rule. Disassembler analysis of these files confirms they are also variant F
samples, but they use different User-Agent strings and modified POST message fields
(_media_1/_media_2 instead of _webident_f/_webident_s). None of the samples from this RHA1 bucket
have been seen in ReversingLabs TitaniumCloud before early June 2020, and most of them have a very low
percentage of AV detections.

12¢66db49210..  S_mmary createpor [ Acions |
9bbdcBb0b20e14bcadd9eB2e12c66db492166d37
Mac05.Trojan Nukesoed
- i 'y
=] T chi tile / Exe
L Pt 53
MALICIOUS :
Y #HA | Malicious  Suspicious Known e Byt 160730
ing 5 .2 _ Classifieaby PEVETy ) >
Fiveting i v - Cloud Reputation AV Detections
12c66db4321b...
© All threats v Local  TiCloud Fetch All
Time Threat Name Format Files Size
B e 4nousage Mac0s. Trajan Nukesped Sbbdc3b0b20el4bea 064 Lit 312KB =
-
=] & o 10daysago ach064 Lit 3B2KE =
F 3
& o Mac0S.TrojanNukesped ach064 Lit 312KB =
ETTY Malicious ~ Suspicious Known
Pivoting 5 0 L - o MacOS.TrojanNukesped lach064 Lit 352K8 =
A summary & o Mac0S. TrojanNukesped 4ddS01aacdSadadeBhlbadsn1977d5003d51ff0 ach0B4 Litde/E... 1 312k =
. S & 0 10daysago - 501170e7046db455a5eed20060fadde6b9B807H0 Mach064 Little/E... 1 312KB =
O TitaniumCore
. & o Mac0S.Trojan Nukesped 9550304081 282040e 445332541354 1db 40 MachO64 Little/E... 1 312KB =
& TitaniumCloud
& e lldeysan Mac0s. Trojan Nukesped 338021098c19be05ab53373 7049085 cbaec /el Mach064 Little/E... 1 35.2K8 =
'E' Extracted Files (O

Similar files grouped by RHA1 algorithm

Taintedscribe

The second malware tool we are going to analyze is Taintedscribe. It is described as a full-featured
beaconing implant that downloads additional command execution modules after establishing a successful
landing point. The report provides hashes of one beaconing implant and two command execution modules
that will be used to discover more samples. The report also provides one YARA rule, but it is a very loose
rule that would generate many false-positives, so we won't use it for the search.

rule CISA_3P_10135536_36 : IfsrPolynomials_handshakeBytes
{

meta:
Author = "CISA Trusted Third Party"
Incident="10135536"
Date ="2019-12-20"
Actor ="Hidden Cobra"
Category ="n/a"
Family = "n/a"
Description = "Detects LFSR polynomials used for FakeTLS comms and the bytes exchanged after the FakeTLS handshake"
MD5_1 ="24906e88a757cb535eb17e6c190f371f"
SHA256_1="106d915dh61436b12a686b86980d4af16227776fc2048f2888995326db0541438"

strings:
$p1={01234567}
Sp2={89ABCDEF}
$p3={FEDCBA98}
$p4={76543210}
$h1={44332211}
$h2={45332211}

condition:
(uint16(0) == 0x5A4D and uint16(uint32(0x3c)) == 0x4550) and all of them
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Example of a loose YARA rule

Titanium Platform shows that the downloader module has two similar files, according to the RHA1 similarity
algorithm. These samples use two new IP addresses - 221.161.45.202 and 61.106.174.191. Sample
976553cafd72f8e1908f81f297fbc7dbc04c90cd is identical to the
9ff4836ff1670816995297234cb5f6e326¢16d26, but it has some additional data in the overlay.

bdabc036fe34ddabaea7797551c7853a9891...

Preview Samole @ Malicious v WP Local TiCloud
Time Threat Name Format Files Size
sped o Zyearsaqe Win32.Trojan Bscope 976553¢afd72f8e190881f297fbc7dbc04c90cd PE/Exe 1 58MB =
&
8 B o go Win32.Trojan.Nukespec dabc036fe34ddabaea’79755107853398%1ded6 PE/Exe 27 280KB =
S
B e 22daysago Win32.Trojan.Bscope 9ff4836ff1670816995297234cb5f6e326c16d26 E/Exe 0KB =
f 5HA § Malicic iCi Known
Pivoting L=}

Search based on original file name

Unfortunately, pivoting on previously described metadata fields didn’t return any new samples for neither the
downloader module nor the command execution module. This looks like a dead end, but is it really? The
threat report mentions a list of domains extracted from the downloader that are used for TLS
communication.

github.com www.chase.com www.pinterest.com
imgur.com WWW.coursera.org www.reddit.com
support.mozilla.org www.delta.com WWWw.sans.org
vk.com www.edx.org www.tumblr.com

wordpress.com www.exploit-db.com www.twitter.com

world.linkedin.com
world.taobao.com
www.adobe.com
www.amazon.com
www.apple.com
www.baidu.com

www.facebook.com
www.google.com
www.microsoft.com
www.netflix.com
WwWw.paycom.com
www.paypal.com

List of the domains used for TLS communication

www.united.com
www.whatsapp.com
www.wikipedia.org
www.yahoo.com
www.youtube.com

This same list can be found in the samples grouped by the RHA1 algorithm. There are a few somewhat
uncommon URIs in the list, like world.linkedin.com or vk.com. Search results based on uncommon URIs
uncover even more samples and their C2 IP addresses.
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uri:world.linkedin.com al < ¥ Heb n
Local (3) = Export

First Seen »  Threat Name Format Files Size

& & Adweeksago  Win32TrojanNukesped OcfS4derab35f5760c4684c18a6ad28832200f73 PE/DI 1 1525KB =
& & Adweeksago  Win32TrojanNukesped b24f6ce0fadacyeffcllofree061694aeb21410 PE/DI 1 1525KB =
& © 10monthsago Win32Trojan.Nukesped bdacc036fe34ddabaea7797551c785329891d=06 PE/Exe 1 ZBOKE =
& Q@ Zyearsago WinB4.Trojan.Nukesped 33784feabS0a3065e80943536dedb793fo7fEb4a PE+/DIl 1 236KE =
& @ 3Syearsago Win32.Trojan.Cossta 78925505b265e873ad7h5ec5b28c0f 77cdE5aG28 PE/Exe 1 1535K8 =
& Q dyearsago Wing4.Trojan.Nukesped 4c395c218c5fcaBallasaba696ff59465fc2e251 PE+/DII 1 1775KB =
& © dyearsago wing4.Trojan.Nukesped 3e1d394661d362d03fb0566e2f366ef095c26edf PE+/DII 1 1I77kB =

1 7 results 100 ~

Search based on the extracted URI

A detailed examination shows that these new 64-bit DLL samples are command execution modules. They
execute the same commands described in the report, and the segment of program code responsible for
command dispatching is almost identical to the one in the input samples. The sample
78925505b266€973ad7b5ec5b28c0f77cd65a628 is a PE/EXE file very similar to the main module. The
main difference is that the C2 IPs in this sample are encrypted using a simple encryption. It also uses the
same “FakeTLS” scheme and the same byte sequences (0x7171223344 and 0x11223345) described in the
report.

Repeating the RHA1 pivoting technique on the samples found using URI search gives a few more related
samples. This completes the Taintedscribe tool analysis.

Pebbledash

Pebbledash is the third malware tool we are going to analyze. It is also described as a full-featured
beaconing implant, but doesn’t use additional command execution modules like Taintedscribe. Only one
sample hash is provided in the supplied threat report. As always, the first thing to check is RHA1 file
similarity grouping. It gave us three more samples.

2cB75a1d4b6334c59ac5f11c2038d273d334b...

Preview Sample ® Malicious ~ Local  TiCloud
Time Threat Name Format Files Size

B e Sdaysege Win32.Trojan Nukesped ~ £5d86e885159be0934e73275142fe22662803cc57 PE/Exe 3 154 KB =

ys 34! -
Lastseen (cloud): 5 days ago -» B e Sdaysag Win32.Trojan Nukesped ~ 477b001d17¢7037a3657e548495939b822a3ab8% PE/Exe 3 154 KB =

User uploads: 1 b 8
B e = days ago Win32.TrojanNukesped ~ S7e5c0876d91e78cf7230a2898c5b0fb5f250c6 PE/Exe 1 160KB =

y 5HA | Malicious Suspicious Known

Pivoting L 0 0 B e Sdaysege Win32.TrojanNukesped ~ 2c872a1d4b6334c59ac5f11c2038d273d334befe PE/Exe 4 164.0KE =

n Summary

Similar files grouped by RHA1 algorithm

Unfortunately, the usual pivoting fields didn't return any new results. However, looking at the resources
embedded in the 2c879a1d4b6334c59ac5f11c2038d273d334befe sample, one item stands out: a bitmap
resource with the language field set to Korean.
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Resources

102 (RT_BITMAP)
Type

Language ID Name
Language D

Code Page

Offset

Size

MD5

SHAL

SHAZ56

RT_BITMAP

Korean

0x00000412

0x00000000

0x000280b0

224 bytes
f4fd7ee45cab375b8307e189570ala6f
d2aBa3ea557e593af561c7acf/78b31acf161fdSf

33b0f4ad974cebf3c327363ab37a3cc98215b4e3ec3f18e45
8111f6e24edl73e

Bitmap resource from the 2c879a1d4b6334c59ac5f11¢c2038d273d334befe sample

Resources can sometimes be excellent targets for pivoting purposes. Samples can come with unusual
bitmaps and icons that don’t even have a logical visual representation, but are instead used as a data
container. Malware samples occasionally contain specific binary resources required for some of their
functionalities to work properly. For example, this could be some kind of a decryption key, or a certificate

used for authenticating on a C2 server.

The Titanium Platform Advanced Search feature supports searching based on resource hashes. Search
results for the bitmap resource hash contain the three already mentioned samples, but also an additional
one not found in the previous search queries.

pe-resource-shal.d?aBa3eas57e593af561c7a2f780b31acf161fdaf E—I-—” < % Helo n
Local (3) = Export
First Seen “v  Threat Format Files Size

& @ dweeksago  Win32.Trojan.Nukesped PE/Exe 1 164.0KE =
& @ Zyearsago Win32.Trojan.Mukesped PE/Exe 1 184KE =
& @ Zyearsago Win32.Trojan.Mukesped PE/Exe 1 184KE =
& @ Zysarszgo Win32.Trojan.Nukesped PE/Exe 1 1845KB =

1 4 results 100 ~

Search based on resource hash
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Further pivoting on found samples didn’t result in anything new. YARA retro hunt with the YARA rule
provided in the report did not return any new samples either, apart from the ones already found.

Conclusion

Publicly released threat reports are a great source of information that organizations can use to improve their
threat detection, primarily through IOC lists. Those lists often provide only a small number of samples that
the researchers had at their disposal, and should be enriched by more detailed threat hunting research.

In this case we were able to find 90 additional file samples, 38 domains, and 9 IP addresses. The research
also uncovered samples that target Mac and Linux platforms, which wasn’t mentioned in the original
reports.

The appearance of the discovered samples in ReversingLabs TitaniumCloud, compared to the samples
mentioned in the related threat reports, ranges from a month earlier to even four years earlier in some
cases.

Most of the found samples were first seen in ReversinglLabs TitaniumCloud in the period between 2018 -
2020, but there are also some samples that date all the way back to June 2016. Finding related samples
can be used to discover security incidents that happened a long time ago but were not detected at that
moment. A few of the found samples date back to 2014 and it is very likely that they were used in some of
the previous operations like Bankshot, but they were mentioned in the blog to explain how Titanium Platform
can assist you at discovering potentially undetected relations between different campaigns observed in the
past.

This blog post demonstrated how Titanium Platform can help you take advantage of one such threat report
on the actively used Hidden Cobra tools. Titanium Platform makes it easy to discover additional threat
samples, even without reverse engineering expertise. Repeating simple search queries based on just a few
metadata fields can provide valuable results. The researcher doesn’t even need to understand the details of
the underlying file format - it is enough to know which metadata fields can be useful.

10C list

The following links contain the data extracted from the newly discovered samples related to the analyzed
tools. They are grouped as described in the original threat report. Keep in mind that all the samples are
related to the HiddenCobra activities, and that some of them are quite difficult to distinguish from one
another. Information related to files from the referenced reports was not duplicated.

Copperhedge - A:
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_A_10C.txt

Copperhedge - B:
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge B _10C.txt

Cooperhedge - C:
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge C_10C.ixt

Cooperhedge - F:
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_F_IOC.txt

Pebbledash:
https://blog.reversinglabs.com/hubfs/Blog/Pebbledash_10C.ixt
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https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_A_IOC.txt
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_B_IOC.txt
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_C_IOC.txt
https://blog.reversinglabs.com/hubfs/Blog/Copperhedge_F_IOC.txt
https://blog.reversinglabs.com/hubfs/Blog/Pebbledash_IOC.txt

Taintedscribe:
https://blog.reversinglabs.com/hubfs/Blog/Taintedscribe_[OC.txt

e Download our Titanium Platform Solution Brief
¢ Download our A1000 Advanced Hunting_Options Datasheet

MORE BLOG ARTICLES
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https://blog.reversinglabs.com/hubfs/Blog/Taintedscribe_IOC.txt
https://cdn2.hubspot.net/hubfs/3375217/Solution%20Brief/2020-mofu-titanium-platform-solution-brief.pdf
https://cdn2.hubspot.net/hubfs/3375217/ReversingLabs%20Data%20Sheets/2019-Jan-RL-A1000-Advanced-Hunting-Options-Investigation-Datasheet-EN.pdf

