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Despite the fact that VisualBasic is an age-old programming language, it is still being used to
develop malicious software — specifically packers — to this day. As a result, you will often
encounter VisualBasic based packers used in a lot of “script-kiddie” malware, such as
keyloggers and remote access tools being sold on forums, and more recently, IcedID! For
those of you not aware, IcedID (AKA BokBot) is a banking trojan that has been around for a
couple years now, which was quite infamous in the malware analysis community due to it's
novelty process injection technique of APl hooking certain calls to execute code inside of a
spawned svchost.exe process. If you haven'’t heard of this injection technique before, don’t
worry! We will be covering it in Section 3 of the Zero2Automated course, along with other
injection techniques — but, if you would like to check out a few articles about IcedID to get
some context before reading this one, feel free to! Anyway, let’s jump straight into the
analysis!

Indicator Of Compromise:
MD5 Hash of Packed Sample: 462018be60a69aa89b539¢239761248¢
Initial Analysis:

So, while | do know that this sample is packed as | have looked at it before, let's approach it
as if we had no idea what it was. First things first, we want to open it up in a PE analysis tool,
which in this case | will be using CFF Explorer. One of the good things about CFF Explorer
is the fact that as soon as we open up the malicious executable in it, we can see the File
Info, which is Microsoft Visual Basic 5/6, so automatically we know that VB was used to
create the file.

1/12


https://zero2auto.com/2020/06/22/unpacking-visual-basic-packers/

File Settings 7

e

Property Value
Bl = File: pdoid1 exe N -
[— = Dos Header File Name ChUsers\Windows_User\Desktop\pdoidl.exe
[El Mt Headers File Type Portable Executable 32
2] File Header File Info Microsoft Visual Basic 5/6
(=) Optional Header
(5 Data Dirsctories i] File Size 232,05 KB (237621 bytes)
& Section Headers I PE Size 23200 KB (237568 bytes)
— [E3 Export Directory
|— () mport Directory Created Friclay 20 November 2019, 21.44.03
— DResource Dirsctory Modified Thursday 14 November 2019, 18.32.45
— () Debug Directory
L @, Address Converter Accessed Friclay 20 November 2019, 21.44.03
— ‘4l Dependency Walker MD5 162018BE60ABOAABOBS30C230761248C
— %, Hex Editor
L ) Identifier SHA-L BBIFDFF4102F68256E03BEBACF433DC3CEEFALS
— 4, import Adder
— %&ll:k Disassembler e Value
— @, Rebuilder
- QM Editor Empty Mo additional info available
L— @), UPX Wility

As we don’t want to spend too long analyzing the executable, let's go ahead and open it up
in x32dbg to begin with. The reason we are opening it up in a debugger to begin with rather
than IDA Pro is due to the fact that VB is more commonly used to create malware packers
than malware itself, so we are saving ourselves some time here. What we see in the
debugger can tell us if the executable is packed or not, so let’s check that out first. As you
can see in the image below, the entry point is a lot different to the entry points of most
executables, as all there is is a push instruction and then a call to ThunRTMain().
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~|| Hide FPU

00402CDD EE FOFFFFFF <IMP.&ThurRTMain=
ez [ 0000 ?gdpggflngzggé[e“]-ﬂ [ erx  7zpessss <kernel22.BaseThreadInitThu
00402CE6 0000 add byte ptr ds:[eax],al e oeenon
00402CES xor byte ptr ds:[eax],al - -
00402CEA 0000 add byte ptr dsi[eax],al EDX 00402002 <pdoi4l.EntryPoints
00402CEC jo pdoi4i.402CEE EBP  O018FF3S4
D0D402CEE add byte ptr ds:[eax],al ESP  0018FFBC
00402CF0 inc eax ESI 00000000
00402CF1 0000 add byte ptr ds:[eax],al EDI 00000000
00402CF3 add byte ptr dsi[edx],bh edx: EntryPoint
—————— @ || 00402CF5 b pdoi4i.402D23 EIP  00402CDS <pdoi4l. EntryPoints
® || 0Da02CF7
® || 00402CF8 fimul st(0),word ptr ds:[edx-61]
» || oD402CFE dec eax ' gE"iGSPF 2009‘2234
@ || 00402CFC xchg ebp,eax
o[ nos0zcFD insd CF @ W OF O
»|| ooaozcre 4B dec abx GF& Ww i i
# || 0D402CFF 21FD and ebp,edi
» || 0Da0zD01 53 push ebx LastError 00000000 (ERROR_SUCCESS)
# | 00402002 1578 00 sbb dword ptr ds:[ebx],edi Laststatus CO000008 (STATUS_INVALID_HANDLE)
#|[ 00402005 0000 add byte ptr ds:[eax],a
# | 0002007 0000 add byte ptr ds:[eax],al GS D02B  FS 0053
o|50i0m0s| o000 20 byte prr ds: femd el £% ooee f i
2 e ptr ds:[eax],a s 0023 002E
® | 00402D0D 0000 add byte ptr ds:[eax],al =
[ 00402D0F 0000 add byte ptr ds:[eax],al 00000000000000000000 000001
| jomenon] Lizy add byte ptr dsi[eax],a] ﬁgg 00000000000000000000 ::;:2 :ﬂmy g-mmm
e 00402013 0043 75 add byte ptr ds:[ebx+75],al [FE7 &
(----o|| 00402016 ~ 72 74 jae pdoi4i.402D8C 5T(2) o7 Y e Ty 0000008
i e|o0s02D18 &F outsd Lo ey f
! e[ 00202019 &D insd i —
] K i | v] 5 [ unlodked
B
pdoi41. 0040401

2: [esp+8] 0D018FFD4

3: [esp+C] 77D29ED2 ntdl11.77D29eD2
. . 4: [esp+10] 7EFDEOOOQ
.Text:00402C08 pdoi4l.exe:$2CD8 #2CDB <EntryPoint> 5: [esp+14] 77F04803

Y4y Dump 2 | Y4 Dump 3 | Y Dump 4 | Y44 Dump 5 | @ watch 1 | [x=] Locals | 3’su-uat|

@4 pump 1

0018FF30
Q018FF94
0O018FF38
D018FF3C
D018FFAD

T7EFDEOOO
0018FFD4
77DZ9EDZ
7EFDEODDO|
77F04803

return to ntd11.77D23ED2 from 777

D018FFA4 | 00000000
77000030 0012FFAS | oooooooo
77D00050 D018FFAC || FEFDEDDO|
77000060 oo1arFeo | oooooooo
77D0O00T0 0O018FFE4 || 00000000
DO1EFFEE || 00000000
77000080
0018FFBC
o 0D018FFCO
77Doaod0 0018FFC4 | FFFFFFFF|End_of SEH Chai -
77D000B0 nd_o ain
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When we view the pushed address in the dump, you’ll notice a few strings such as VB5! and
Custom Tabs. This is actually a structure used to tell ThunRTMain() about the program,
including where the entry point of the user code actually is. Here you can see a table
containing information about the different values inside the structure, and the position of
them. The value we want to find is referred to as aSubMain, as that is the address called by
ThunRTMain() once everything has been initialized. The area highlighted in red in the
memory dump should contain the address of aSubMain, however it is completely empty!
This indicates that there is some obfuscation going on, or the authors have altered the
compilation routine. As a result of this, we will have to rely on setting some breakpoints
instead to unpack the sample, rather than statically analyze it.

% pdoidl.exe - PID: BEB - Module: ntdll.dil - Thread: Main Thread 948 - :32dbg =N Ech
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S E Sl v ws taloSePhE nEL RS

. Tl
B v | & Graph | ! Log | [l Notes | ® Breakpoints | ¥ Memary Map | L)) Call Stack | =P SEH | 1o Seript | @) symbols | <2 Source | /- References | ' Threads | & Handles |‘£|
0| oo40 ] &8 104D4000 push pdoi4il.404D10 EntryPoint » | Hide FPU
. E8 FOFFFFFF call <JMP.&ThunRTMain=>
. booo, ﬂdd‘gytﬂ ptr_ds:[eax],al 7| eax 7speszes <kernel3z. saseThreadInitThu
8 [rEEle £ OR{H —|| EBX FEFDEOOOD
0000 add byte ptr ds:[eax],al Ecx 00000000
3000 xor byte ptr ds:[eax],al e - N
0000 add byte ptr ds:[eax] :a1 EDX DD492CD° <pdoi4l. EntryPoint=>
v 70 00 pdo CEE EBP  DO18FF94
D000 add byte pt =: [eax],al ESE  DO018FFSC
40 inc eax ESI 00000000
0000 add byte ptr ds:[eax],al EDI 00000000
003A add byte ptr ds:[edx],bh edx: EntryPoint
- ii 2C I3 pdoi4i.402023 EIP 00402CDE <pdoi4l.EntryPoint>
DE4A 9F fimul st(0),word ptr ds:[edx-61] EFLAGS 00000244
i decgea ZF 1 PF 1 AF 0O
= "Chg SODGER OF 0 SF O DF 0O
a8 ;gi v CFoO TFO IF1
21FD and ebp,edi
53 push ebx LasteError 00000000 (ERROR_SUCCESS)
1978 00 sbb dword ptr ds:[ebx],edi LastStatus COO000008 (STATUS_INVALID_HANDLE)
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al G5 002B FS 0053
0001 add byte ptr ds:[ecx],al ES 002B DS 002B
0000 add byte ptr ds:[eax],al Cs 0023 DO2E
0000 add byte ptr ds:[eax] :a‘l =
i :gg gy‘és Erh EEE:::% -:} ST(0) 00D00DODOOD000000000 XS7r0 EMPTY O.00000
B Sad b;te gtr do: [ehx=351,a1 ST(1) 0D0DO0OOOO00000000000 X87r1 Empty O.00000
52 751,
v 73 74 jas pdoi4l.40208C FF(Z] 00000000000000000000 xg?rs EmpEy 0. 00000
&F outsd 7
(=] insd i g
ol - I , |pefauit stcal) +| 5 2| [ Uniocked
- = 1: [esp+4] 7EFDEDOO
pdoi4l.00404D10 2: [esp+8] O0D1B8FFD4
3: [esp+C] 77D29ED2 ntd11.77D29EDZ
. . 4: [esp+10] 7EFDEQOQ
.TexT:00402CD8 pdoi4l.exe: $2CD8 #2CDE <EntryPoint> 5: [esp+l4] T77F04803
) 5 75D933CA [return to kernel32.750933CA from 777
Woump1 | @yoump2 | @youmps | @oumps | @loumps | @ weth: [ ellocas | 2 stuct | P EED EO0 -
Address | Hex UOTSHEDS —
00404D10 |56 42 35 21|FO 1F 2A 0000 00 00 00|00 00 00 00 77D29ED2 return to ntdl1.77D29ED2 from 277
00404D20| 00 00 00 00O|7E 00 00 00|00 00 00 00 QO 0OQ OO OO0 77FD4803
00404D30| 00 00 OA 00|09 04 00 00|00 00 00 00jQo_po oo odf .... 00000000
00404D40 |78 56 40 OO|FF F2 20 01|00 FF FF FF|08 00 00 00 00000000
00404D50|01 00 00 OO|Q& D0 02 00|E9 00 00 00| A8 52 40 00 7EFDEOOD
00404D60| 88 54 40 00|E4 2C_40 00|78 00 00 00|84 00 0O 00.Te. 00000000
00404D70| 87 00 00 00|88 00 00 00|00 OO0 QO 00 OO OO0 OO OO 00000000
00404D80| 00 00 00 OO|00 OO OO 00|43 75 73 74| 6F 6D 20 54 00000000
00404D90| 61 62 73 00|76 64 00 00|43 75 73 74 6F 6D 54 61 001EFFAD =
00404DA0| 62 73 00 00|01 00 01 00|A4 8C 40 00 00 00 0O OO 00000000 | |
00404DE0| A4 03 41 0D0|FF FF FF FF|00 00 00 00|28 8D 40 00X, FEFFFFEE|End of sEn chain -
00404DCO |54 70 43 00|00 00 00 00|98 79 98 07|00 00 OO 0O S 2N =] L
00404000 |00 00 00 00|00 00 00 00|1C 4E 40 00|01 00 0O 0O o m | +

Command: Default =

| Paused ‘pdoHLexe: 00404010 -= 00404DDF (0x000000D0 bytes) |T|me Wasted Debugging: 0:00:06:04

When unpacking VB based packers, | like to put a breakpoint on 4 main API calls:

¢ VirtualAlloc

¢ VirtualProtect

e IsDebuggerPresent

o CreateProcessinternalW

This allows us to; view any allocated regions of memory that may have an executable written
into it, prevent any processes from being created, as well as stop the most common anti-
debug method from executing, which is quite common in these VB packers. The reason we
want to break on it is so we can alter the value to “hide” the debugger from the process. If a
debugger is detected by the malware, it might not halt execution as many of you may have

3/12


https://www.vb-decompiler.org/pcode_decompiling.htm

thought — it is quite common for the program to continue executing, however it will take a
very different path that does nothing. This can lead you to analyze a program for hours,
trying to figure out why nothing malicious is actually happening.

So, putting a breakpoint on these calls and running the debugger, you can see we hit
IsDebuggerPresent immediately. In order to alter the return value of this call, we want to
Execute To Return and then alter the value in EAX from 1 to 0. Then go ahead and execute
the debugger again, and wait for the next breakpoint to be hit!

¥ pdowl.exe - PID: BES - Module: keelbase.dll - Thread: Main Thread 948 - x32dbg (===
Aug 17 2019

TN ZNEN FEA T TS 20NN 1.
ﬁCPU | ?Graph | | ¢ Log | [l Motes | ® Breakpoints | B Memory Map | [} Call Stack | &% SEH 12| Seript | ‘E]Symbols | <2 Source +~ References 'S¥ Threads | ﬁHaﬂdles h!i
EH: c3 ret

c2 thts « | wide FPuU ]
e« ars EAX 00000001
e = EEX  OO18FE50 .
cc int3 ECX 00000348 L
SEFF mov_ edi,edi outputDebugstringw EDX 00000000
cs push ebp EEP  OO18F618
BEEC mov ebp,esp ESP 0018FE0C
83EC 10 sub esp,10 —| EsT  oooooooi
5E push esi [l epx  oooooooo
57 push edi
FF75 08 push dword ptr ss:[ebp+s] EIP 76ES2811 kernelbase. 766382811
33Co XOr eax,eax
66: 8345 F3 mov word ptr ss:|[lebp-35]J,ax EELAGS 00000202
807D FA lea edi,dword ptr ==:febp-cl] ZE O PF O AF O
AB stosd =
661 A stosw 7 Edit [mEse] 9 @ he
8D45 FO lea eax,dwor CF o TFO IF1
S0 push eax .
FF15 FC116776 call dword p| EXpression: 00000000 LastError 00000000 {ERROR_SUCCESS)
SEFO mov esi,eax LasTSTtatus CO000135 (STATUS_DLL_NOT_FOUND)
B5F& test esi,esi : 00000000
v 7C 16 1 kerneibas| BYEES GS 0028 FS 00532
64 01 push 1 £S5 0028 DS 00ZB
BD45 FO lea eax,dwor| Signed: 0 CS 0023 35 002B
S0 push eax
8D45 F8 lea eax,dwor
bt e Unsigned: 0 ST(0) 00000000000000000000 X87r0 Empty O.00000
EF15 00106776 €2l dword p| ST(1) 00000000000000000000 X87r1 EMPTY O.00D000
sEFO mov esi,cax | peemn ST(z) 000000D00000D00000000 Xx87r2 Empty O.0D0O0
=6 Fos tiles e : | STF3) ANARARANARARARAANANA vETr3 Cmnti A AnAAAL]
~ 7D 07 jge kernelbaj % o
i E - ‘ , |Default stdcaly ] 5 2] [0l Unlocked
! e o0
2: [esp+3] 00000948
3: [esp+C] O0D18F63S
. . 4: [esp+10] 00204598 uxtheme.002D4598
.text:76682811 kernelbase.d11:$12811 #11C11 5: [esp+14] 00000000

002D4F05 | return to uxtheme.002D4F0s Trom 777
00000000
00000948
0018F638
00204598 return to uxtheme.0D0204598 from uxtheme.00:z

Woump1 | gyoump2 | YWoumps [ 4hoump4 | @lpumps | @ watch1 | beliocals | 7 struct |

Address | Hex
00404D10|56 42 35 21|FO0 1F 2A 00|00 OO0 OO0 0O0(00 OO0 OO 0O
00404D20|00 D0 00 OO|7E OO 00 00|00 0O 00 00|00 00 00 0O
00404D30|00 00 DA 00|09 04 00 00|00 00 00 00|00 00 00 00|....
00404D40 |78 56 40 O0|FF F2 30 01|00 FF FF FF|08 00 00 00
00404D50|01 00 00 O0|QE& D0 02 Q0|E9 00 00 00|A8 52 40 00|....
00404D60| 88 54 40 00|E4 2C_40 00|78 00 00 00|84 00 00 00|.

00404D70| 87 00 00 00|88 00 00 00|00 OO 00 00(00 00 00 00
00404D80| 00 00 00 DO|00 OO 00 00|43 75 73 74|6F 6D 20 54|........ Custom

00404D90| 61 62 73 00|76 64 00 00|43 75 73 74|6F 6D 54 61|abs.vd..CustomTa
00404DAD| 62 73 00 00|01 D0 01 00|A4 8C 40 00|00 00 00 00|bs..

75940280 "xiM"
00000000
00000000
00000000 —
DO1BFEES [
7593ACD4| return to user3z.7593ACD4 from 777

00000000

00404DB0| A4 03 41 00|FF FF FF FF|00 00 00 00|28 8D 30 00|H.A. oo (LB e EEcD e
00404DC0O| 524 70 43 00|00 00 00 00|98 79 98 07 |00 00 00 00|TpC...... Yoocooo

00404DD0 |00 0D 0D OO0 |00 OO 0D 00|1C 4E 40 00|01 00 00 00| ......... NE..... 2 n | +
Command: Default =

| Faused |INT3breakpoint at <kernel32.EDehuggerPresent (79D34ASD)! [Time Wasted Debugging: 0:00:08:47
The next breakpoint to be hit is VirtualAlloc, so let’'s execute to return again and follow the
value stored in EAX in the dump — buuut on the first run you'll notice that there is no option to
follow the value in the dump. This is also quite common for some samples — what happens is
it first calls VirtualAlloc in order to reserve the memory location, and then it will allocate it on
the second call. Therefore, go ahead and execute the debugger again and you'll see it
breaks on VirtualAlloc once more — this time when you execute to return, you’ll be able to
follow the value in the dump!
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FF15 DC11&6776

3D 040000C0

<
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w
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w

rEE 10

int3

int3

int3

int3

int3

mov edi,edi

push ebp

mov ebp,esp

push esi

mov esi,dword ptr ssifebp+Cl
test esi,esi

jne kernelbase.7667E39F

push 57

€8l dword ptr ds:[<&RtIRestorelLastWinz.
XOF eax,eax

jmp kernelbase.7667E3D6

lea eax,dword ptr ss:|[[ebp+C)
push eax

€@l dword ptr ds:[<&RtlGetCurrentProce
push esi

push dword ptr ds:[esi]

lea eax,dword ptr ss:[ebp+Cl
push dword ptr ss:|febp+s]

p
€311 dword ptr ds:[<&NtQuerySystemInfor

-

GetLogicalProcessorIni

[

Hide FPU

EAX 00230000

EBX 72A4ED6O msvbvmen. 72A4EDED

ECX 06500000

EDX 0O0D08E3CE

EBP 0018FC18

ESP  001SFED4

EST 75D91856 <kernel3z.virtualAalloc>
EDI 00230000

EIP 7667E3TE kernelbase.7667E37E
EFLAGS 00000246

ZF 1 PF 1 AF O

OF 0 SF 0 DF O

CF 0O TFO IF1

LastError 00000583 (ERROR_CLASS_DOES_NOT_EXIS]

Laststatus CO0D00135 (STATUS_DLL_NOT_FOUND)

GS 002B F5 00532
ES 002B D5 0D0ZB
€5 0022 Z5 002B

m

cmp eax,C0000004
jne kernelbase.7667E3CT
add eax,1iF

test eax,eax

jge kernelbase.7667E3D3

5T(0) 00000000000000000000 X87r0 Empty 0. 00000
5T(1) 00000000000000000000 X87rl Empty O.00000
5T(2) 00000000000000000000 X87r2 Empty O.000004

Default (stdcall) 2 [7] unlocked

: [esp+4] 00230000
: [esp+8] 00001000
: [esp+C] 00001000

4: [esp+10] 00000004
.text:7667E3TE kernelbase.d11:$E37E #D77E : [espt+i4] 7ZA4EDE0 msvbvm&0.7ZA4EDED
5 72944CA0| return to msvbvm&n.72544CA0 from 777
4 Dump 1 | @4 Dump 2 | Wbump3 | WiDump4 | WaDump5 | G watch 1 | =] Locals | & struct ‘ O01EFEDE || 00220000 i
0018FEDC || 00001000

Address | Hex ASCIL * || oo18FEED || DODD100D

0023000000/ 00 00 00[00 00 00 00[00 00 00 0000 00 00 Oo|k. 0013FEE4 || 00000004

00230010| 00 00 OO 00|00 0O 00 00|00 00 OO0 O0O(0Q0 OO 00 0Of.. = a

0023002000 00 00 00|00 OO 00 00|00 OO 00 00|00 00 00 00.. E ggigigé@ gﬁéggﬂgg msvbVmED. 72A4EDE0

002200320 | 00 00 0O 00|00 0O 00 00|00 00 OO0 O0O0(0Q0 OO 00 0Of.. ooisFeFo || ooooo3co

00230040| 00 00 0O 00|00 0O 00 00|00 00 00 O0O(0QD OO 00 0Of.. — || oo18FeF4 || ooooo000

0023005000 00 00 00|00 OO 00 00|00 OO 00 00|00 00 00 00.. 0015FEEE || oo001000

00230060 | 00 00 0O 00|00 00O 00 00|00 00 OO0 O0O(0Q0 OO 00 0Of.. o01gFeFC || ooo10000)

00230070| 00 00 OO 00|00 00O 00 00|00 00 00 O0O0(0Q0 00 00 0O0f.. o0018FCo0 || 7FFEFFFF —
0023008000 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 00.. 0018FC04 || DoDoDODE [
00230090 | 00 00 OO 00|00 00O 00 00|00 00 00 O0O(0Q0 0O 00 0Of.. ooisFcoz || oooooo04

002300A0| 00 00 00 00|00 00 00 00|00 00 00 00(0Q0 00 00 0Of.. n018Fcoc || oooooz4A -
0023008000 00 0O 00|00 00 00 00|00 OO 00 00|00 OO0 00 00|..

002300C0| 00 00 OO 00|00 00 00 00|00 00 00 00|00 00 00 0Of.. B LLLJ 3
Command: Default
| Poawsed  |Dump: 00230000 -> 00230000 (000000001 bytes) | Time Wasted Debugging: 0:00: 15:49

After that last allocate, running the debugger once again, it'll break on VirtualAlloc. At this
point, you’ll notice the previous memory region has been filled in, however it doesn’t seem to
be very useful and it definitely isn’t an executable, so let’s continue running the debugger
and keep an eye on any allocated regions of memory, until something interesting happens!

5/12



* pdoidl.exe - PID: BEE - Module: kernel32.dIl - Thread: Main Thread 948 - x32dbg

File view Debug Trace Favourites

oD E =0

Fluging Options

Help

Aug 17 2019
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B 9 Graph | | 4 Log | [ ") Notes | ® Breakpoints | 8 Memary Map | [ Call Stack | =R SEH
;;;;;- EEEEEE = ceFF mov_edi,edi
5

. 5 push ebp

- B8BEC mov ebp,esp

- 5D pop ebp

. ~ EB 05 jmp <IMP.&virtualalloc>
. 50 nop

. 90 nop

. 30 nop

. 90 nop

. 30 nop

- ~ FF25 0809D375 jmp dword ptr ds:[<&VvirtualAlloc=]
. 90 nop

. 90 nop

. 50 nop

. D9186C 20 nop

®| 75D3186D 30 nop

®| 75D9186 BEFF mov edi,edi

®| 75D91870 4 push ebp

- BBEC mov ebp,esp

- 5D pop ebp

. ~ EB 05 jmp <IMP.&VirtualFrees
. 50 nop

. 20 nop

. 90 nop

. 50 nop

e 75D9137A 20 nop

®| 75D9187E ~ FF25 1009D375 jmp dword ptr ds:[<&VirtualFree=]
. 90 nop

. 90 nop

. 50 nop

. 20 nop

. 30 nop

. BBFF mov edi,edi

e I |

virtualalloc

IMP.&virtualalloc

virtualFree

IMP.&virtualFree

puplicateHandle

-

[

Hide FPU

EAX 00230000

EBX 72A4EDED mswvbvme0. 7 2A4EDED

ECX 00002000

EDX 00001000

EBP  0OO18FC18

ESP 0018FED4

ESI 75091856 <kernelzz.virtualallocs=
EDI 00002000

EIP 75091856 <kernel3z.virtualalloc>
EFLAGS 00000204

ZF 0 PF 1 AF O

OF 0 SF 0 DF O

CFO TF1 IF1

LasteError 00000583 (ERROR_CLASS_DOES_NOT_EXIS|

LastStatus CO000135 (STATUS_DLL_NOT_FOUND]

G5 00ZB FS5 0053
ES 002BE DS 002B
C5 00232 55 002B

ST{0) 00000000000000000000 X87r0 EMPTY O.00000
5T{1) 00000000000000000000 x87r1 Empty O.00000
5T(2) 00000000000000000000 XB7r2 Empty O.00000
cTia 2 c

s + L

Default (stdcal) ~|'5 2] ] Unlocked

edi=z000

.text: 75091856 kernel3z.

d11:%$11856 #1C56 <virtualalloc»

: [esp+4] 00230000

: [esp+8] 00002000

: [esp+C] 00001000

: [esp+10] 00000004

: [esp+14] 72A4EDG0 msvbvmée0.72A4EDED

5 72944CA0| return to msvbvm&0.72344CA0 from 777
@4 Dump 1 ‘ % Dump 2 | W% Dump 3 @Y Dump 4 | B Dump 5 G watch 1 | Ix=| Locals | 2 Struct | OD1E8FEDE || 00230000 i
0015FEDC || 00002000

| Address | Hex o * [l oo18F&E0 || 00001000
00230000 |00 00 00 00|00 00 00 00|68 10 OO 00|00 BB oo1zeec+ || 00000004
00230010 80 44 24 0C|50 B9 37 87|9A 72 FF D1|59 0B e
00230020(0C BE 44 24(04 8B 00 FF|AD 40 00 00|00 SA S gg}gEEEE Eé’é;gﬁgﬁ TSVDVIMGO. 72A4ED 0
00230020(52 C2 00 00(00 00 00 00|68 10 OO 00|00 8B oo1zeero || oooooaco
00230040 80 44 24 0C|50 B9 6% 87|9A 72 FF D1|53 0B ~ || oo1s=eF2 || 0oooooo0
00230050 0C BE 44 24(04 8E 00 FF|AO 40 00 00|00 5A oo1zrers || pooo1000
00230060(52 C3 00 00(00 00 00 00|68 11 OO0 00|00 8B oo1zrerc || 00010000
00230070( 8D 44 24 OC|50 B9 37 87|9A 72 FF D1|53 0B 0018eco0 || 7EFEFEFE -
00230080(0C BE 44 24(04 8E 00 FF|AOD 44 00 00|00 5A on1src04 || oooonooE [
00230090(52 C3 00 00(00 00 00 00|68 11 OO0 00|00 8B oo1sFcos || 00000004
002300A0( 8D 44 24 OC|50 B9 63 87|94 72 FF D1|53 0B oo1secoc || oooooozn -
002300E0|0C BE 44 24(04 8B 00 FF|A0Q 44 00 00|00 5A
002300C0[52 €3 00 00|00 00 00 00|68 12 00 00|00 8B -l n 3
Command: Default
| Paused |INT3breakpoint at <kernel32.VirtualAloc> (75091856)! | Time Wasted Debugging: 0:00:16:22

Finally, after ignoring several more useless VirtualAlloc and VirtualProtect calls, we finally
find a new region being allocated at 0x00770000! Now let’s follow this in the dump and run
the debugger once more to see if anything interesting is copied over.

6/12



» pdoidl.exe - PID: BEB - Module: kernelbase.dll - Thread: Main Thread 948 - x32dbg

File
SO E =0

View

Debug  Trace

%

Flugins

Favourites

Options

Help

Bug 17 2019

&%y tuw@eeoefis L EE

=&

|#3| Seript | qﬂsymbo\s | <7 Source

.~ References 'S Threads | &J Handles 1|!i

ECPU Graph | | .t Log | [} Notes | # Breskpoints | ¥ Memory Map | [L) call Stack | =3 SEH
Y| 7667E37E | CZ 1000 ret 10

<

<

FF15 4C106776
33C0

EE 37

BD4E 0OC

50

FF15 EO116776
56

FF36
8D45 0C
FF75 08
6A 02

50

6A 49

FF15 DC116776
2D 040000C0
75 03

83C0 1F

85C0

7D 08

mov esi,dword ptr ss:|febp+C[])

test esi,esi

jne kernelbase.7667E39F

ush 57

€all dword ptr ds:[<8RtIRestoreLastwWin3,
Xor eax,eax

jmp kernelbase.7667E3D6

lea eax,dword ptr ss:[ebp+C]

push eax

€31l dword ptr ds:[<&RtlGetCurrentProce:
push esi

push dword ptr ds:[esi]

lea eax,dword ptr ss:|[Jebp+C]

push dword ptr ss:|febp+2])

push z

push eax

push 43

€311 dword ptr ds:[<&NtQuerySystemInfor
cmp eax,C0000004

jne kernelbase.7667E3CT7

add eax,1F

test eax,eax
jge kernelbase.7667E3D3

T

GetLogicalProcessorIni

+ || Hide FPU

EAX 00770000
EBX 00000000
ECX 0500000
EDX  OO00SE3CS

__| EBP  DO18F7BS

| |l Ese  ooisFroc

~ | EST  DO04200D0 pdoi41. 00420000
EDI  OO04EED50
EIP  76G7EZTE kernelbase. 7667EITE

EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 S5F 0 DF O
CFO TFO IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 002B F5 0053
ES 0028 D5 0O2B
C5 0023 33 002B

5T(0) 00000000000000000000 X87r0 Empty 0.00000
5T(1) 00000000000000000000 XB87rl Empty 0.00000
ST(2) 00000000000000000000 X87r2 Empty 0O.00000

" [Defauit (stacal) |5 2] [ Unlocked

1: [esp+4] 00000000
2: [esp+8] 00DODOBEOD
3: [esp+C] 00001000
4: [esp+10] 00000040
.TeXT:7667EZTE kernelbase.d11:3E27E 2D77E 5: esg1—14% D01BF7CE
5 '00434529| return to pdoi4l.00434525 from pdoi4l.0040C
#45 Dump 1 | Whoump2 | W4Dump3 | WeDump4 | WuDumps | & watch 1 | [x=] Locals | ' Struct ‘ 001&r710 || 00000000 — — i
0018F714 || DDODOBED
Address | Hex HIIZL * |l on1sF7 18 | onoo1o00
00770000 |{00] 00 00 00|00 0O 00 00|00 Q0 00 00[00 00 00 oo:izr1c | onooooan
00770010| 00 00 OO 00|00 0O OO 00|00 Q0 0D 00|00 OO0 00 L 220/l oo1aFrcs
00770020| 00 00 OO 00|00 OO OO 00|00 0O 0O 00|00 00 00 E A lloaTsEesc
00770030| 00 00 OO0 00|00 0O OO0 00|00 QO OO 00|00 00 0O = | ooooooo1
00770040| 00 00 OO 00|00 0O OO 00|00 Q0 OO 00|00 OO0 00 o - | ooooooon
00770050| 00 00 OO 00|00 OO OO 00|00 0O 0O 00|00 00 00 5 Il65e50000
00770060| 00 00 OO 00|00 0O OO 00|00 QO OO 00|00 00 0O 2| on1grres
00770070| 00 00 OO 00|00 OO OO 00|00 0O 0O 00|00 OO0 0O 8 ~>pCo7 -7oeFar |
& | 77oco706| return to ntd11.770c0706 from ntd11.770BFSC_ |
00770080|00 00 OO 00|00 OO OO 00|00 0O 0O 00|00 00 00 e lea=Reis0) m
00770090| 00 00 OO0 00|00 DO 0D 00|00 00 0D 00|00 00 0O 5 IlGsoac000
007700A0| 00 00 OO 00|00 0O OO 00|00 00 0D 00|00 00 00 o0iar-14 | 0DOOFFFE o
007700E0| 00 00 OO 00|00 OO OO 00|00 0O 0O 00|00 00 00 :
007700C0| 00 00 00 00|00 00 0D 00|00 00 00 00|00 00 00 hl K il | C
Command: Default =
| Peused  |Dump: 00770000 - 00770000 (0x00000001 bytes) [Time Wasted Debugging: 0:00: 1:36

The next breakpoint that is hit is a call to VirtualProtect, which is changing the protection of
the region of memory just allocated — which has also been filled in with what seems to be
shellcode. If you watched the initial video in the section regarding packers, you’ll remember
that packers often use shellcode to decrypt the executable and overwrite the packer (in
memory) with the decrypted executable, so that could be what is happening here. Let’'s go
ahead and run the debugger again, until we see an executable being written to an allocated
region of memory!
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30 pdoidl.exe - PID: BES - Module: kernel32.dIl - Thread: Main Thread 948 - 32dbg =
File View Debug Trace Plugins Favourites Options Help Aug 172012

CDE 0l YR a§g talle =LA s B B
ﬁCFU @Graph | |t Log | [ 1) Motes | ® Breakpoints | [ Memoary Map | [ call Stack | SR 5H l¢2] Seript | ‘E15ymbo\5 | <7 Source | &~ References 'S Threads | ﬂHandIes
Eﬁl-_—

B8EFF mov edi,edi virtualProtect »|[ Hide FPU
55 push ebp
B8BEC mov ebp,esp [l eax O018FECSE
50 pop ebp — | eEex  oooooood
~ E9 SECDFFFF jmp <IMP.&VirtualProtect> s N
2E0E mov ecx,dword ptr ds:[esi] ECX 75D91856 <kernel3z.virtualallocs
3908 mov dword ptr ds:[eax],ecx EDX  75DE0000 kernel3z. 75080000
SB4E 04 mov ecx,dword ptr ds:[esi+4] EBP  OOLEFGED
8948 04 mov dword ptr ds:[eax+4],ecx ESP 0018F6AC
~ E9 F1EAFFFF jmp kernel32.75D92E6A ESI 0077 0AEBD
B8E85 DOFEFFFF mov eax,dword ptr ss:[Jebp-130] EDI 0000025A L'="
~ E9 43EAFFFF jmp kernel32.75D92DCT
ES OBD1FFFF €all <kernel3z.RegkrnGetGlobalstate» EIP 7SD9435F <kernel3z.virtualProtects
— ~ E9 DI1CE0300 jmp kernel3z.7SDDOASF
2 pan EFLAGS 00000344
a0 ZF 1 PF 1 AF O
a0 OF 0O SF O DF O
30 et CFO TF1 IF1
8BFF mov edi,edi FlushInstructionCache
55 push ebp LasteError 00000000 (ERROR_SUCCESS)
8BEC mov ebp,esp Laststatus 00000000 (STATUS_SUCCESS)
56 push esi
FF75 10 push dword ptr ss:|febp+i10 G5 002E FS 0053
33F6 xor esi,esi ES 002E DS 002E
FF75 0C push dword ptr ss:[ebp+Cl CS 0023 5SS 002E
46 nc esi
FE75 08 push dword ptr ss:[[ebp-S] ST(0) 000O0000000000000000 XE7FO Em
=t . pty 0.00000
AED CEE PrA E:;l g:grgagtr ds: | SRR A= ERT= T ST(1) 00000000DDODDOD0000D0 X87rl Empty O.00000
- -~ 0OFB8C DASED200 31 ker‘ne1'32.?5DElE28D 5T(2) 00000000000000000000 X872 Empty O.00000
| SBCE mov eax,esi =
B SE ap esi = —
; - e +  |[Defeuit (stdcal) 5 [0 nlocked
— = 1: [esp+4] 00770ABO
edi=25A L'z 2: [esp+8] 00000005
3: [esp+C] 00000040
4: [esp+10] OO158F6CS
-Text:75D09435F kernel32.d11:$1435F #475F <virtualProtect» 5: 5551—14% D0000Z5A

'00421F18| return to pdoi4l.00421F18 from 777 -~
0077 0ABD
00000005
00000040
O018F6CE
00000254/
00770ABD
00000000
00000000
0000025A
00000000 mL
000D000C [
00000010
00000010

@oump1 | gyoump2 | @oumps | goumps | elpumos | @ weth 1 [ i-locak | P st |

Address | Hex
00770000 |66 33 CO C3(90 90 90 90|30 90 30 90|90 90 90 30
00770010|55 8B EC 83 I6(25 40 00 64|Al 00 0O 0O
00770020 |00 50 &4 89(25 00 00 00|00 B2 EC 20|53 56 57 89|.
0077003065 F8 C7 45(FC 58 1C 40|00 BB 5D 08|C7 45 D8 00
00770040|00 00 00 53(FF 15 04 10(40 00 8B FO(56 6A 00 ES
00770050 |CC CC FE FF(8B F8 FF 15|BC_10 40 00Q|6A 00 6A 00
00770060|56 57 56 53(8D 45 DB GA[00 50 89 7D (EC FF 15 74
00770070|12 40 00 50(E8 7F CD FE(FF FF 15 BC (10 40 00 &8
00770080 | 5E 01 42 00(8D 40 DB FF|15 &C 10 40|00 €3 BB 4D
00770090 |FO 8B 45 EC|5F S5E 64 89(0D 00 00 00|00 5B BB ES
007700A0 | 5D €2 04 00|90 90 90 90|30 90 90 90|90 90 90 30

00770080 81 EC 20 01|00 00 B3 3E|00 00 00 33|CO 53 55 56|.1 .. o F00420FSE| return to pdoi4l.00420FEE Trom pdoi4il.00421
007700C0 |57 8D 7C 24|28 F2 AB B9(0A 00 00 00(8D 7C 24 10 %, Al (R n | 3

Command: Default
‘ Paused |M3brealq:ohtatduamel32.\flmal>rotect>(75|39435ﬂ! ‘TmeWasbeddegghg:O:OO:m:%

Sure enough, after a few more triggered breakpoints, we reach a call to VirtualAlloc that
allocates a memory region, which shortly after has an executable written to it! This isn’t the
whole executable however, if you scroll down you’ll notice only the header has been written,
so we can’t dump it out just yet. The reason why it hasn’t been fully written into memory yet
is due to the fact that the executable must be mapped into memory in order to execute, so
the packer will go ahead and allocate memory at 0x024F1000 and write the .text section to
it, then allocate memory at 0x024F2000 and write the .rdata section to it, and so on.
Therefore, let’'s go ahead and run the debugger until we hit a call to VirtualProtect, as this is
when the packer begins to change the protection of the different regions of memory in the
executable — such as changing the protection on the .text section to RWX (read-write-
execute).
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W pdoidl.exe - PID: BEB - Module: kernel32.dIl - Thread: Main Thread 948 - x32dbg EI
| Ale | view Debug Trace Plugins Favourites Options Help Aug 172019

S IEA SN IIEN Wi-EZS 10N | |

ﬁ CPU Graph | |t Log | [ Notes | # Breakpoints | 8 Memory Map | [ call Stack | &7 SEH 1#3| Seript | & Symbols | <» source | ' References 'S Threads | & Handles 1[!]
Eﬁl EEEEREEE = e ]

. 8EFF mov edi,edi virtualalloc i
®| 75091858 55 push ebﬁ l: Hide FEU
#| 75091859 8BEC mov ebp,esp
o|7baem| = S ) e ozer1000
| 75D09185C ~ EB 05 jmp <IMP.&VirtualAllocs ECX 00000000
¢| 75D3185E 30 nop S
o| 7spo185F a0 nop EDX 00000332 L=
#| 75031860 a0 nop EEF 00000003
e/ 75D31861 30 nop ESP  0018F484
#| 75091862 90 nop ESI 0D4F2EED "L rext”
e 75D51863| ~ FF25 08090975 jmp dword ptr ds:[<&virtualallocs] IMP.&virtualalloc EDI  024F0000
e| 75D31269 30 nop
®| 75D9186A 30 nop EIP TED91856 <kernel3z.virtualallocs
s/ 75D9186E 90 nop
®| 75D9186C J0 nop EFLAGS 00000304
e| 75D5186D 0 nop o e A D
®| 7SD9186E 8BFF mov edi,edi VirtualFree OF D SFO DF O
. o 55 push ebp
. 8BEC mov ebp,esp CFo TF1 IF1
. 5D pop ebp
- ~ EB 05 jmp <IMP.&virtualFrees LastError 00000000 (ERROR_SUCCESS)
. 0 nop LasTsSTatus 00000000 (STATUS_SUCCESS)
. 90 nop
. 20 nop G5 002B FS 0053
= 30 nop ES 0O2E DS 002B
. 90 nop . €S 0023 S5 002B
#| 75091878 ~ FF25 10090375 jmp dword ptr ds:[<8virtualFreex>] IMP.&VirtualFree
. ;;ggi;;}, gg e ST(D) 000000000000D0000000 X87rD Empty 0.00000
o| 72091833 20 mlr_f 5T(1) 00000000000000000000 x87rl1 Empty 0.000001
o| 7spo1882 30 nop g(s) 00000000000000000000 x&7r2 Empty 0.00000
¢| 75D31885 0 nop =
®| 75091886 B8EFF mov edi,edi DuplicateHandle 57 —
ol o ‘ . [pefault (stdcal | 5 [2] ] Unlocked
= 1 [esp+4] 024F1000
edi=024F0000 : [esp+8] 0000033z
3: [esp+C]_ 00001000
- : [esp+10] 00000004
-TexT:75D91856 kernel32.d11:$11856 #1C56 <virtualallocs 5: [esp+14] 00000000
7 00770184| return to 00770184 from 00770AB0
945 pump 1 ‘ Y4 Dump 2 I Y4 Dump 3 | Y Dump 4 I Y4 Dump 5 I ) watch 1 | lx=| Locals | & Struct | Sotarant || ozaF1o00 i
add H ASCTT 0018F 45C [| 00000932
oz-a;?o;o ﬂexsa 20 00[03 00 00 00|04 00 0O OD|FF FF 00 00|MZ | oozaz4=0 | oonozooo
- 0015F 454 | 00000004
024F0010|B8 00 00 00|00 00 00 00|40 00 00 00|00 OO0 00 00| ... | a012r 292 | ooooooo0!
024F0020| 00 00 00 00|00 00 00 00|00 OO 0O 00|00 00 00 00|... Ell 0o1zF 4o | ooarzcan)
024F0030| 00 00 00 00|00 00 00 00|00 00 OO 00|C3 00 00 00 oooltn oo oo1arann | ooteEr1a
024F0040|0E 1F BA OE|00 B4 09 CD (21 BB 01 4C|CD 21 54 63 It .LEtTh | oo1arsns | ootarroc
024F0050| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno 0018F4As || 78657 42E
024F0060|74 20 62 65|20 72 75 GE(20 69 6E 20|44 4F 53 20|t be run in DOs ooizraac | ooooooT4 i
024F0070| 6D 6F 64 65(2E 0D 0D OA|24 00 00 00|00 00 00 00|mode. 0018F 480 || 00000932 [
024F00S0| 89 9B DS 84|CD FA BE D7 (CD FA B6 D7 (CD FA B6 D7 |..B.I0yxIdfxiiyx oTEehEs loocoio00
024F0090(BE 98 BY D6|CO FA BE D7 (CD FA B7 D7 [EE FA B6 D7 |X. -OAOTxIO.xfufx ooiar+ns | oo0DDAOD
024F00AD| 28 9E BE D6|CS FA B6 D7 (2B 9E B4 D6(CC FA B6 D7 |+.MOEQx+. OT(Tx e TEE e | lodooaas) i
024F00B0|52 69 63 68|CD FA B6 D7 (00 00 00 00|00 00 00 00|Richidfx........
024F00CO| 00 DO 00 00|00 00 00 00|50 45 00 00|4C 01 04 00|........ PE. co -4 m +
Command: Default
| Paused | INT3 breakpoint at <kernel32.VirtualAlloc> (75091856)! Time Wasted Debugging: 0:00:22:26
#¥ pdoid1..exe - PID: BES - Module: kemnel32.dll - Thread: Main Thread 948 - x32dbg ==

Fle View Debug Trace Plugins Favourites Options Help Aug 172018
CcOE 0t e§ tallé2eei A BE®
?Graph | | # Log | [} Notes | ® Breakpoints | [#88 Memory Map | DvCa\ISIad( | &R SEH 1| Seript | @Swnbcls | <2 Source | +' References 'S Threads | ﬁHand\es 1[!]

BEFF mov edi,edi virtualProtect [ Hide FPU
55 push ebp -
sgec moy ebp. esp "eax  o024ro000
popge - EEX 00000000
~ E9 SECDFFFF jmp <IMP.&VirtualProtect> scx 00000922 L'at
BEODE mov ecx,dword ptr ds:[esi]
8908 mov dword ptr ds:[eax],ecx EDX 024F1000
BE4E 04 mov ecx,dword ptr ds:[esi+4] EBP  ODOLSFSCE
8948 04 mov dword ptr ds:[eax+4],ecx ESP 0018F43C
~ E9 F1EAFFFF jmp kernel3z.75DIZE6A 1
BEB5 DOFEFFFF mov_eax,dword ptr ss:[[ebp-130) ai -
£ X z SED , |Defaut (tecal) +]'5 [2] [ nlocked
= = = 1: [esp+4] 024F1000
edi=024F01CO “.text 2: [esp+8] 00000932
3: [esp+C] 00000020
4: [esp+10] 0QO018F4AD
-TEXT:75D9435F kernel32.d11:31435F #475F <virtualProtect> 5: esg+14} 00000000
7 '0077041B[return to 0077041B Trom 00770ACO
W4 Dump 1 | Woump2 | Woump3 | ewoump4 | whpumps | B8 watch1 [ bellocas | 7 struct | s Oz 31000 =

0D18F444 | 00000932
0O0D1EF44E | 00000020
0018F44C || 001BF4AQ
00D1E8F450 | 00000000
OD18F454 || 004F2CAD
0OD18F458 || 0018F70C
O01EF45C || 024F0000
0018F460 | 00000003
0OD18F464 | 00000001
DD18F465 || 001BF49C
OD1EF46C || O01BF4EC

Address | Hex
024FOF20| 00 00 00 00|00 00 00 00|00 00 00 00|00 OO0 0D
024FOFAO| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00
024FOFBO| 00 00 00 00|00 00 00 00|00 00 00 00|00 OO0 0D
024FOFCO| 00 00 00 OO|0O0 00 OO 00|00 00 00 00|00 00 00
024FOFDO| OO 00O 00 0O|0O0 00 OO0 00|00 00 00 00|00 OO0 00
024FOFEQ| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O
024FOFFO| 00 00 00 0OO|0OO0 0O OO 00|00 00 00 00|00 00 00
024F1000 51 53 55 56|57 33 DB 8B | EA 53 53 B6A|03 53 53
024F1010 00 00 00 BO|51 8B F3 FF|15 2C 20 4F(02 8B F8 83 ....Q.0y., O..8.

024F1020 FF FF 75 04|22 CO EB &C |52 57 FF 15|28 20 4F 02 WU.BAEIS‘N}’.E_ Q. =

53.55h

024F1030| 8B 5C 24 18|89 03 85 CO|74 51 40 50(6A 08 FF 15|.%3....ATtQ@P].¥, ggigi ;gggg;;i
024F1040| 3¢ 20 4F Q2|50 FF 15 34|20 4F 02 89|45 00 85 CO|< O.P¥.4 O..E.. DD18F 00000932

024F1050| 74 39 6A 00(8D 4C 24 14|51 FF 33 50|57 FF 15 20| t97..L5.QV3PwWY.
024F1060| 20 4F 02 8B|FD 85 F6& 74|08 8B 4C 24|10 3B 0B 74| 0..0.0t..L%.;.tT
024F1070 | 1A 82 7D Q0(00 74 12 FF|75 00 6A QO(FF 15 3C 20|..}..C.VU.J.¥.< ar4n

024F1080| 4F 02 50 FF (15 24 20 4F |02 33 F6 57 |FF 15 30 20|0.Py.§ o.at'my.o ggiggjgg ggggg;gg
024F1090 | 4F 02 BB C&|5F S5E 5D 58|59 C3 55 BB|EC 51 52 56|0. .ﬂ.‘_’\: [vAu.igsv 001g8F4sC || ooooooDO
024F10A0 |57 33 DB BB|F2 53 53 6A|02 53 53 65|00 00 00 40 W3_U. 0557, SSh 2 o01se430 || coooooo0

0018F47C | 00001000
OD1EF420| 00000A00

mn

0Z4F10BO |51 FF 15 2C |20 4F 02 BB |F8 83 FF FF|75 04 33 CO|Qy., O. .B.WU.ZA -
024F10CO|EB 2D 52 8D |45 FC 50 FF|75 08 56 57|FF 15 28 20| &-5,EUPYU. VWy. [ e |
024F10D0 | 4F 02 8B FO|85 F6 7 OE 8B 4D FC 2B|4D 08 F7 D9|0..3. Elt... CMOH . =0 0018F45C || 0018F4BC

024F10EO0|1B C9 F7 D122 F1 57 FF|15 20 20 4F (02 8B
024F10F0|5E 5B 8B E5|5D C3 B3 EC|2C 83 64 24|0C 00
0Z4F1100 | 88 44 24 06|8A 44 Z4 OF | B8 44 24 07 (8A 44
024F1110 |53 88 44 24|0C 8A 44 24|11 55 88 44|24 11
024F1120| 00 00 00 BA |44 24 14 56|57 89 4C 24|24 88
024F1120| 1A OF 21 BB |FD 89 54 24 |1C 22 CO BD|7C 24
024F1140| 33 C3 OF AZ|89 07 BB C7 |89 55 04 83|48 08
0Z4F1150 | 0C OF 21 ZB|CE 1B 54 24 |JC 85 DZ 77 (48 72
024F1160 | FA 00 00 00|73 06 FE 44|24 1A EB 3D |85 D2
024F1170 |72 07 3D F4|01 00 00 73|06 FE 44 24|19 EB
024F1180 D2 77 22 72|07 2D EE 02|00 00 72 06|FE 44
024F1130 | EB 17 85 D2|77 OF 72 07 |3D E8& 03 00|00 73

001E8F4A0 | 00000000
0018F4A4 | 00000008
ODL1EF4AE || D01BF70C F
— | PO18F4AC || 00000000 =

OD18F4E0 || 004F2CAD

O0D1EF4E4 | O01BF714
O0D18F4ES || 024F2034
0018F4eC || 00000000
O0D1EF4C0 | 00004550
0018F4C4 || 0004014C | "PYN™
OD1EF4CE || 5D9C7453

024F11A0| 44 24 17 EE|04 FE 44 24|16 83 ED 01|75 83 LT || Sora s Bay 5
024F11B0|58 8D 74 24|28 33 C9 OF A2 89 06 89[5E 04 [« i v
Command: Default

| Paused  [INT3breakpoint at <kernel32.VirtualProtect> (75D9435F)! [Time Wasted Debuaging: 0:00:26:48

Once we’ve hit VirtualProtect, we can go ahead and dump out the executable from memory,
as this is the fully unpacked IcedID loader! One of my favourite tools to do this is Process
Hacker 2, but you can use whatever tool you like, or even use the inbuilt x32dbg memory
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dump functionality.

[2°] pdloid1.exe (3048) Properties o |[=3 = -
fess Hacker [WIN-H8TDVO)Q7FD\Windows_User] o [B][= = <
General | swtisics | performance | Threads | Token | modues | iew Took Ueere Hel s | 9 Tveads | o Handes | K
Memory | Envionment | Handes | GPU Comment | e
Esh (3 Options | &8 Find handles or DLLs 54 System information | (] [5) % Search Processes (Ctrl+K) O
(7] Hide free regions [ stings.. | [ Refrsh | | Es [ Services | Networc | Disk |
L'a"
PID CPU LOtotal.. Privateb.. Username Description =
Base address Type Size Protect.. Use * = :
- 0770000 orivate Prr— dwm.exe 153 241 MB  WIN-H..\Windows_User Desktop Window Manager i
b 0780000 crivate 64k8 RW Heap [=7 svchost.exe 988 2502 MB Host Process for Windows Ser... ]
b 0x790000 private 1248 RW [=7 svchost.exe 384 1218 MB Host Process for Windows Ser... > |5 (2] [ unlocked
> 0x7a0000 Private sakE W Heap 57 svchost.exe 1056 65.91 MB Host Process for Windows Ser...
> 0x7b0000 Mapped 1,540k8 R =7 spoolsv.exe 1224 629 MB Spooler SubSystem App A
> 0x§40000 Mapped 0,480k R [E7 swchost.exe 1252 1350 M8 Host Process for Windows Ser. o
» 0x1d40000 Private 4,096k RW T [ taskhost.exe —
> 0x2140000 Mapped 2876k8 R c\w [E7 Searchindexer.exe| 1% Save As
> Dx2410000 Mapped 292k R L —
E host. Se.
4 0x240000 Private 068 RWX E mhwﬁm @U'l. Ly D <[4
0x24f0000 Private: Commit k8 RW L Svenostee o _
> Dx2530000 Private 256k8 RW Heap'— & msdic.exe Organize ~ MNew folder - @
b 0x2570000 Mapped 4,0%6k8 RW !ﬂvrﬂﬂdh‘n-m o —
> 0x2970000 Mapped s12k8 RW s [ vmtoolsd.exe i Favorites T EE | braries Homegroup Windows_User
> 0x28f0000 Private s12k8 RW [=7 VGAuthService.ex B Desktop (gl System Folder e System Folder % System Folder
> 0x72940000 Image 1,35k WX ciw &3] dilhost.exe & Downloads -
> Dx74550000 Image 31648 ‘:‘Cx C‘\‘:/ 17 Isass.exe %] Recent Places P | Computer B eorc || Analysis
" Dx74520000 Image 352k8 wex Ciw 1 lsm.exe P 5ctem Folder Ay System Folder {l  Filefolder
> 0x74600000 Image 52k WCX cw 2
b 0x74690000 Image 380kB  WCX c:\w csres.exe 4 Libraries E VM_Tools
> 0x75650000 Image 2K WCX cw - winlogon.exe 3] Documents ! H Shortcut
> 075620000 L —— ' explorer.exe M @& 1726
j@ CFF Explorer.exe —
% ProcessHacker.exe & Pictures
ose
b2dbg.exe H videos
FFLL. T =L Lo =
024F1140| 33 C3 OF
024F1150| 0C OF 31 2| CPUUsage:585% Physicalmel 0@ Homegroup
024F1160
024F1170 7
024F1180 -
024F1190 "8 Computer
024F11A0 83 1
024F1180|58 8 7. s 33 C5 OF|A2 85 06 85 & LocalDisk (€)  ~
Command: File name:  dumped_icedid.bin| -
| Paused  [INT3 breakpoint at <kernel32.virualProtect> (750

Save as type: |Binary files (*.bin)

7]

“ Hide Folders

With the executable dumped' from memory, we now need to unmap it. As | said before, the
packer maps it into memory, and so if we were to open the program up in IDA Pro, it would
try and resolve values as if the executable was unmapped — so instead of finding the .text
section at 0x024F1000, it would look at 0x00040400 (as an example). Therefore, we need to
unmap it. The best tool to do this is PE-Bear, and upon opening the program up in it, we
want to go to the Section Hdrs tab, and change the Raw Addr. tab to match the values
shown in the Virtual Addr. tab, and then change the Raw Size values so they match up as
well (this is the difference between the sections in terms of size) — so let’s go ahead and

change that!
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@ PE-bear 0395
File Settings Compare Info

4 [ dumped_icedid.bin*
DOS Header
DOS stub
4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 BE tet
=y EP = 163D
oy .rdata
oy .data
o .reloc

x

dumped_icedid. bin

= L1 4 n & B
0D 1/2| 3 4/ 5 67 8 % A B C D E) F 012345678 3%ABCDEFTF
43D 00 00 00 00 00 00 OO0 OO0 OO OO0 QOO0 OO0 OO0 OO0 00 00
44n 00 00 00 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00
L5D 00 00 00 00 00 00 OO0 OO0 OO OO0 QOO0 OO0 OO0 OO0 00 00
46D 00 00 00 00 00 00 00 OO0 QOO OO QO OO0 00 0O 0O 00
ATD 00 00 00 00 00 00 OO0 OO0 OO OO0 QOO0 OO0 OO0 OO0 00 00
48D 00 00 00 OO OO 0O OO0 OO OO OO OO0 OO0 OO OO OO0 00
430 00 00 00 OO0 00 00 OO0 OO0 OO OO0 00 OO0 OO0 OO0 00 00
| Disasm: .text I General | DOS Hdr Rich Hdr | File Hdr | Optional Hdr Section Hdrs Imports B
+ 9
MName Raw Addr. Raw size Virtual Addr. Virtual Size  Characteristics  Ptrto Reloc.  Num. of Reloc.
©text 1000 AQD 1000 932 60000020 0 0
> rdata 2000 600 2000 468 40000040 0 0
+ .data 3000 400 3000 250 C0000040 0 0
> reloc 1800 200 4000 8C 42000040 0 0
4 1
Raw I X Virtual
1000
et 163D Ltexd]
2000 : 2000
[-rdata] [.rdata]
3000
[.data]
4000
[-reloc]

Loaded: C\Users\Windows_User\Desktop\dumped_icedid.bin

Check for updates

If everything has gone as planned, you’ll now have something that looks like the image

below! If you check the Imports tab, you’ll notice that they have also been filled in, so now we
can view all the imports that the malware uses at some point in it's execution! Go ahead and

save the fixed dump by right clicking the filename in the top left and choosing to Save
Executable As...and congratulations! You have successfully unpacked this VB packed
sample of an IcedID Loader!
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@ PE-bear 0395

File Settings Compare Info

4 & dumped_icedid.bin*
DOS Header
@ DOS stub
4 NT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 B et
=y EP=163D
o .rdata
of .data
o .reloc

dumped_icedid. bin

= 41 & L] ¥ EL]

01/ 2 3 4| 5/ 6 7|8 %9 A B| C D|E)F 012 3 45678 9% ABCDETF i
A3D 00 00 OO OO0 00 OO OO0 OO 00 00 OO OO OO 00 00 OO0
A4D 00 00 00 00 00 OO OO0 00 OO0 Q0 OO0 OO0 OO0 00 00 OO0
ASD 00 00 00 00 00 OO0 OO0 OO0 00 Q0 OO0 OO0 OO0 00 00 00
AED 00 00 00 00 00 OO0 OO0 OO0 OO0 Q0 OO0 OO0 00 00 00 00
ATD 00 00 00 00 00 OO0 OO0 OO0 00 Q0 OO0 OO0 OO0 00 00 00
ASD 00 00 00 00 00 00 00 QO 00 0O OO0 OO0 OO0 00 00 QO
ASD 00 00 00 00 00 OO0 OO0 00 00 Q0 OO0 OO0 OO0 00 00 00
Disasm: . text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports B m
+
Mame Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc.  Num. of Reloc. Nu
text 1000 1000 1000 932 60000020 0 0 0
rdata 2000 1000 2000 468 40000040 0 0 0
.data 3000 1000 3000 250 C0000040 0 0 0
reloc 4000 1000 4000 ac 42000040 0 0 0
Fl i 3
Raw B X Virtual g x
1000 1000
163D [ text] 163D [texi]
2000 2000
[.rdata] [.rdata]
3000 3000
[.data] [.data]
4000 4000
[-reloc] [.refoc]

Loaded: C:\Users\Windows_User\Desktop\dumped_icedid.bin

@) PE-bear 0395

File Settings Compare Info

4 [ dumped icedid.bin*
DOS Header
@ Dos stub
4 MT Headers
Signature
File Header
Opticnal Header
Section Headers
4 Sections
4 FE text
=y EP =163D
oy .rdata
oy .data
o .reloc

dumped_icedid.bin

Check for updates

=N EoR =

= 4 & n # EL]
01 2 3|4, 5 6|7 8 9% A B CDE|F 012345678 3ABCDETF e
43D 00 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 00 OO0 00
Lan 00 00 00 00 00 OO OO0 00 00 00 00 OO0 OO0 00 OO0 00
45D 00 00 00 00 OO OO OO OO0 OO OO OO OO0 OO OO OO OO
AeD 00 00 00 00 00 OO OO0 00 00 OO0 00 OO0 OO0 00 OO0 00
ATD 00 00 00 00 00 OO0 OO0 00 00 OO0 00 OO0 OO0 00 OO0 00
AED 00 00 00 00 00 OO OO0 QOO0 00 0O OO 00 OO0 OO Q0 00
Lan 00 00 00 00 00 OO OO0 00 00 OO0 00 OO0 OO0 00 OO0 00
Disasm: .text General DOS Hdr Rich Hdr Filz Hdr Optional Hdr Section Hdrs Imports B m
-+ B
Offset MName Func, Count Bound? OriginalFirstThun TimeDateStamp  Forward
210C ADVAPE2.dII 1 FALSE 2184 0 0
2120 SHELL32.dlII 1 FALSE 21D8 0
2134 KERMNEL3Z.dlIl 13 FALSE 218C 0 0
2148 WINHTTR.dII 10 FALSE 2EC 0 0
215C USER32.dII 2 FALSE 21E0 0 0
Pl [T 3
ADVAPIZ2.dI [ 1entry]
Call via Name Ordinal Original Thunk  Thunk Forwarder Hint
2000 GetUserMamed - 2218 Te74A4B4 - 17A

Loaded: Ch\Users\Windows_User\Desktop\dumped_icedid.bin

Check for updates
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