RansomEXX
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RansomEXX Ransomware

(wundppoBanbLMK-BbIMOraTesnb) (NMepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNPYET AaHHbIE KOMMaHWIA, OpraHn3aumii n GusHec-nonb3oBaTenen ¢ noMmoLblo AES-256
(pexxum ECB) + RSA-4096 (ans wudposaHus AES-kntova), a 3atem TpedyeT Bbikyn B # BTC, 4ToObI BEPHYTH
tannbl. OpurmHanbHOe Ha3BaHWe: ransom.exx (ykasaHo B koge). Ha danne HanncaHo: mspusf.exe unm yto
nonano. Micnonb3ayeT oTkpbITyto 6mMbnunoteky mbed TLS (tls.mbed.org). Onsa Windows u Linux cuctem.
OO6HapyxeHuUs:

DrWeb -> Trojan.Encoder.32006, Trojan.Encoder.32587

BitDefender -> Gen:Heur.Ransom.Imps.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OCN

Kaspersky -> Trojan-Ransom.Win32.Encoder.jdq

Malwarebytes -> Ransom.RansomEXX

Microsoft -> Ransom:Win32/FileCoder. TXIMSR

Rising -> Ransom.Encoder!8.FFD4 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Raas.Auto

TrendMicro -> Ransom_Encoder.R0O02COPFE20

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV BeHgopam! XoTuTe BbiTb B 3TOM CMMCKE PerynsipHo unu noebiwe? Coobwute MHe!

RANSOMEXX

N30b6paxxeHne — norotun ctatbu

K 3awmndpoBaHHbIM harinam gobaBnseTcs paclumpeHme no wabnoHy:
.<company_name>
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.<abbreviated_company_name>
.<org_name>

.<domain_name>

WINN YTO-TO OKOJSO TOrO.

B nto6om crnyyae aTo GyaeT cBA3aHO C HasBaHMEM TOW OpraHM3auun UM KOMNaHuM, NPOTUB KOTOPOW 3TO
HanpasneHo.

Mpumepsbl:
.txdot
.dbe

.0s

STMonorns HasBaHUA:

Bugumo ot aHrnminckmnx cnos "ransom" (Bbikyn) un "extension" (pacwumpeHue).

BHumaHue! HoBble paclumpeHus, email n TEKCTbI O BbiKyne MOXHO HaWTU B KOHLIE CTaTbk, B OGHOBNEHMAX. Tam
MOryT GbITb pa3nNMyna ¢ nepBoHaYanbHbIM BapUaHTOM.

AKTMBHOCTb 3TOr0 KpUMNTO-BbIMOraTernsi npuwinack Ha Mam-uioHb 2020 r.
Cwm. Hanpumep: BCnews on May 11. BCnews on May 18.

Torga BbiMoraTenu atakoBanu Texacckyto cynebHyto cuctemy (TxCourts - cant www.txcourts.gov) n Texacckui
TpaHcnopTHbIn genaptameHT (TXDOT - canTt www.txdot.gov). OprMeHTUpPOBaH Ha aHrMos3bI4HbIX NOSIb30BATENEN, YTO
He MeLlaeT pacnpocTpaHsiTb ero no BceMy mupy. Miccnegosatenu coobLumnm o6 3ToM Tonbko B uioHe 2020 T.

3anucka ¢ TpeboBaHneMm Bbikyna Ans Texacckoro TpaHCMOPTHOroO AenapTamMmeHTa HasbiBanachk:
ITXDOT_READ_ME!.txt

Takum 06pasom LabnoH 3anMcku MOXHO 3anmcaThb Tak:
IXXXXX_READ_ME!.txt
I<abbreviated_company_name>_READ_ME!.txt

3aecb XXXXX 6yneT cokpalleHHbIM Ha3BaHWEM aTakoBaHHOW koMnaHuun (abbpesmaTypor) ¢ He0OXOAMMbIM
KONMMYECTBOM 3arnaBHbIX OYKB.

CopepkaHue 3anncku o BbiKyne:

Greetings, Texas Department of Transportation!

Read this message CAREFULLY and contact someone from IT department..
Your files are securely ENCRYPTED.

No third party decryption software EXISTS.

MODIFICATION or RENAMING encrypted files may cause decryption failure.
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You can send us an encrypted file (not greater than 400KB) and we will decrypt it FOR FREE, so you have no doubts
in possibility to restore all Files

From all aFFected systems ANY TIME.

Encrypted File SHOULD NOT contain sensitive inFormation (technical, backups, databases, large documents).
The rest oF data will be available aFter the PAYMENT.

infrastructure rebuild will cost you MUCH more.

Contact us ONLY if you officially represent the whole affected network.

The ONLY attachments we accept are non archived encrypted files For test decryption.

Speak ENGLISH when contacting us.

Mail us: ***@protonmail.com

We kindly ask you not to use GMAIL, YAHOO or LIVE to contact us.

The PRICE depends on how quickly you do it.

lNMepeBop 3anUCKM Ha PYCCKUN A3bIK:

MpueeTtcTBYytO, Texacckuii genapTameHT TpaHcnopTa!

MpounTtanTte ato coobweHne BHUMATEJIbHO u cesxkutech ¢ kem-to n3 VT-otgena.

Bawwwm cpannsl HagexHo 3awmdpoBaHbl.

Huvkakon cTopoHHeW nporpaMMbl 4518 paclunMgpoBKM He CyLLIeCTBYET.

M3MEHEHWME nnn NEPEMMEHOBAHWE 3alumndpoBaHHbIX (hannoB MOXET Bbl3BaTb COOM pacLLuMdpOBKU.

Bbl MOXxeTe oTnpaBuTb Ham 3awwmdpoBaHHbin dann (He 6onee 400 KB), n mbl pacwumdpyem ero

BECTIIIATHO, uTobhbl y Bac He 6bI10 COMHEHUI B BO3MOXHOCTM BOCCTAaHOBUTL BCE (pansbl U3 BCEX 3aTPOHYThIX
cuctem B JIIOBOE BPEMA.

BawmndposaHHbin pain HE OOJTIKEH cogepxaTb KOHGUAEHUMANbHY MHOpMaLmIo (TEXHUYECKYO MHhopMaLmio,
pesepBHble Konuu, 6a3bl AaHHbIX, 6onblMe JOKYMEHTbI).

OctanbHble AaHHble ByayT goctynHbl nocne OMNJIATbI.

MepecTporika nHgppacTpykTypbl o6ongetca sBam HAMHOIO Gonblue.

Cesixutecb ¢ Hamy TOJbKO ecnu Bbl oduumnansHO NpeacTaBnsieTe BCHO 3aTPOHYTYHO CETb.

EOVNHCTBEHHbBIE BnoxeHus, KOTOpble Mbl MPUHMMAaEM, SBMSIOTCA HeapXMBMPOBaHHbIMM 3aLUnPOBaHHBIMU
dannamv ansa TecTtoBon paclmnpoBKu.

[oBOpUTE NO-aHIMUINCKM NPU OOpaLLEHMMN K HaM.

Muwunte Ham: ***@protonmail.com

Mol npocum Bac He ncnonb3oaTe GMAIL, YAHOO unu LIVE ansa cesism ¢ Hamu.

LIEHA 3aBucuT OT TOro, Kak 6bICTpo Bbl 3TO caenaerte.

TexHU4eckue getanu

McnonbayeTcs B LieneBbIX atakax Ha 6ensHec-nonbL3oBaTenen 1 ys3sBrnMble KOpnopaTUBHbIE CETY,
LleHTpanm3oBaHHble CUCTEMbI XpPaHEHUA OaHHbIX, B TOM YUCIe pa60Tarou.|,V|e noa ynpasrneHunem Linux. MoxeTt
pacnpocTpaHATbCH NYTEM B3riOMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢ nomowso email-cnama u
BPEOOHOCHbIX BNOXeHWI, 0OMaHHbIX 3arpy30k, 60THETOB, 3KCMMNOWNTOB, BPEOOHOCHON peknambl, BeG-NHXEKTOB,
anbLuMBbIX OOHOBMNEHUN, NEpPenakoBaHHbLIX U 3apaXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCO6bI
pacnpocTpaHeHUs KpUNToBbIMOraTenen" Ha BBOAHONW CTpaHuLe brora.

Ecnu Bbl npeHebperaeTe KOMMNEKCHON aHTUBMPYCHON 3awmnTon knacca Internet Security nnu Total Security, To xoT4
Obl AenanTe pe3epBHOE KONMPOBaHME BaXHbIX hannos no meroay. 3-2-1.

» YpanseT TeHeBble konuu dannos, 63akanbl CUCTEMbl, MAHUMYNMPYET pa3MepoM TEHEBOIO XpaHUmuLLa, OTKYaeT
dyHKLMM BOCCTaHOBIEHUst U ncnpasneHna Windows Ha atane 3arpysku, ounwiaet xypHansl Windows (Application,
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System, Setup, Security), ncnonb3ys KomaHab!:

cipher /'w %s

wbadmin.exe delete catalog -quiet

bcdedit.exe /set {default} recoveryenabled no

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures
schtasks.exe /Change /TN "\Microsoft\Windows\SystemRestore\SR" /disable
wevtutil.exe cl Application

wevtutil.exe cl System

wevtutil.exe cl Setup

wevtutil.exe cl Security

wevtutil.exe sl Security /e:false

fsutil.exe usn deletejournal /D C:

OTkntoYaeT BOCCTAaHOBMNEHME cucTeMbl Yepes MnaHnpoBLLMK 3aaaHuiA:
"C:\Windows\System32\schtasks.exe" /Change /TN "Microsoft\Windows\SystemRestore\SR" /disable

3aBepLuaeT 289 npoLeccoB, CBsi3aHHbIX € 3alWuUTHbIM 10, cepBepaMu 6a3 AaHHbIX, MPOrpaMMHbIM oGecrneYeHnemM
MSP, MHCTpyMeHTamu yaaneHHoro 4ocTyna y NnoYToBbIMY CEpBEPaMU.

Mogpo6HocTH 0 WwnucdpoBaHuu:

LLincbpoBaHme BbINOMHAETCSA C MOMOLLBIO OTKpbITON 6ubnuotekn mbed TLS. MNocne 3anycka reHepupyeTtcs 256-
OWTHBIN KN, KOTOPLIA UCMONb3yeTCs Ans WndpoBaHusa Bcex (annos, npumeHss 6nodHbin wndgp AES-256 B
pexvme ECB. Kaxayto cekyHay reHepupyeTcs HOBbI AES-kntod, T.e. pasHble dhannbl Wndpyrotcs pasHbimn AES-
kntovamu. Kaxabin AES-kntoy wndppyetca npu nomoLum nyénuyHoro RSA-4096-kntoda, BCTPOEHHOro B KOA
LnppoBanbLLMKa U NPUKPENIISETCA K KaxXAoMY 3alumdpoBaHHOMY hanny.

Cnucok annoBbIX pacliMpeHui, nogeeprarowmxcs WwnudpoBaHuUIo:
3710 gokymeHTbl MS Office, OpenOffice, PDF, TekcTtoBble dharinbl, 6a3bl 4aHHbIX, hoTorpadum, Mysbika, BUOEO,
avinbl 06pasos, apxuBbI 1 Mp.

CnucoK nponycKkaeMbIX pacLUMpPeHUN:
.ani, .cab, .cpl, .cur, .diagcab, .diagpkg, .dll, .drv, .hlp, .icl, .icns, .ico, .iso, .ics, .Ink, .idx, .mod, .mpa, .msc, .msp,
.msstyles, .msu, .nomedia, .ocx, .prf, .rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .exe, .bat, .cmd, .url, .mui,

MponyckaeT cnegytowme pannbl, CUCTEMHbIE U 3arpy304Hble AUPEKTOPUMN:
ITXDOT_READ_ME!.txt

ProgramFiles

Program\We6432

iconcache.db

thumbs.db

ntldr
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bootsect.bak
debug.txt

boot.ini

desktop.ini
autorun.inf
ntuser.dat
ntdetect.com
bootfont.bin
\windows\system32\
\windows\syswow64\
\windows\system\
\windows\winsxs\
\appdata\roaming\
\appdata\local\
\appdata\locallow\
\all users\microsoft\
\inetpub\logs\
\boot\

\perflogs\
\programdata\
\drivers\

n gpyrue...

MponyckaeT Tpy Nanku, KOTopblie eMy, BePOATHO, HYXHbI:
crypt_detect
cryptolocker
ransomware

®dannsbl, cBAi3aHHbIe ¢ 3TMM Ransomware:

ITXDOT_READ_ME!.txt - HasBaHue aiina ¢ TpeboBaHneM Bbikyna

mspusf.exe - ncnonHsiembin ann

cipher.exe - UHCTPYMEHT Ansi CTUpaHMsa cBoOOOHOro MecTa Ha AMcKe, YTODObl C MOMOLLBIO NporpamMmm Anst
BOCCTAHOBIEHMWS JaHHbIX HEMb3si ObINO HAYETO BEPHYTh;
4caed449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458.exe - criydanHoe HasBaHue
BpeaoHOCHOro hanna

ELF-dpann

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\Admin\AppData\Local\Temp\4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458.exe

» VHdopMaumsi 0 Ha3aBaHUW, TEKCT 3amMUCKU U Apyre CTPOKMU U3 Koda.

=
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3anucu peectpa, cBfA3aHHbIe ¢ 3TUM Ransomware:
MogndurunpyeT cneayoLmne Knoyn peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore\DisableConfig
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore\DisableSR
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\SystemRestore\DisableConfig
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\SystemRestore\DisableSR

CMm. Hwxe pe3ynbratbl aHalmM30B.

MbloTeKkcbl:
{6DC7D478-7E59-A370-11D2-2BFOCFE472D4}
CM. HWxXe pesynbTaTbl aHanM3oB.

CeTeBble NOAKMIOYEHUSA U CBA3M:
Email: txdot911@protonmail.com

[ns kaoonm ataky U Kaxkaon HOBOW XXepTBbl email Oyaet Apyrow.
BTC: -

CM. HWxe B OOHOBIEHNSIX ApYyrMe agpeca U KOHTaKTbI.

CM. HMXe pe3ynbTaThl aHanM3os.

Pe3ynbraTbl aHanus3os:

v Triage analysis >>

@ Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

) VirusBay samples >>

[l MalShare samples >>

&¢ AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacrnpoCTpaHEHHOCTU: CpeaHAs.

MoppobHble cBeaeHns cobuparoTcs perynspHo. MNMpucbinate obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

O6HoBneHue ot 30 nona 2020:
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https://tria.ge/reports/200628-v618yhl3an/behavioral1
https://www.hybrid-analysis.com/sample/4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458/5ef8c94e41a80103a733e72e
https://www.virustotal.com/gui/file/4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458/detection
https://analyze.intezer.com/#/analyses/5c46a877-6590-474d-8cac-45a36d1ebd8c
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https://www.vmray.com/analyses/4cae449450c0/report/overview.html

Cratba Ha cante BleepingComputer >>
Pacwunpenune: .KON1M1NO
B3anucka: 'KONICA_MINOLTA_README!. txt

B e

O6HoBneHue ot 2-3 ceHTAGPA 2020:
MocTt B TBUTTEPE >>

Ewe ognH obpased,.

Pesynbratbl aHanuaos: VT

O6HoBneHue ot 27 okTA6pA 2020:

PacwwpeHue: .tjpe911

Banwncka: INEWS_FOR_TJPE!

MocTtpagana cyaebHas cuctema 6pasmnbekoro wrata MNMepHambyky (Tribunal de Justica do Estado de Pernambuco -
TJPE).

Email (BeposTHO): tjpe911@protonmail.com

O6HoBneHue ot 6 HOAGpA 2020:
Cratbsa ot Kaspersky Lab "RansomEXX Trojan attacks Linux systems" >>

O6pasey ons Linux ecTb B cTaTbe.

O6HoBneHue 6e3 ykasaHuA AaTthbl:
CoobuleHune >>
Bbimoratenu cosganu u ctany ucnonb3oBaTb CanT Nybnukaumm ykpageHHbIX AaHHbIX.

O6GHoBneHue oT 8 nekabpsa 2020:
Coo0buieHne >>

PacwwpeHnue: .3mbr43r

3anucka: INEWS_FOR_EMBRAERLTXT
Email (BeposTHO): embraer@protonmail.com
KoHTakT: ccbinka Ha Tor-canT.

=== 2021 ===

O6HoBneHue ot 5 cheBpans 2021:
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https://www.bleepingcomputer.com/news/security/business-technology-giant-konica-minolta-hit-by-new-ransomware/
https://1.bp.blogspot.com/-HykbKa6zZBs/YAHgUgojRRI/AAAAAAAAYEU/k7nIYzXUtJQx7ycrscAK-5jZ0aI5efuFACLcBGAsYHQ/s937/konica-ransom-note.jpg
https://twitter.com/GrujaRS/status/1301244865603395584
https://www.virustotal.com/gui/file/1699dd3b24dd5a405449a60f94b0043731deaa749d4899f2f927d913c624895b/detection
https://1.bp.blogspot.com/-A0tAbQoei_Y/X1UxQkema_I/AAAAAAAAVV8/QuJY6v3n6943ZFax3ztDt9FXwkpAKMPPACLcBGAsYHQ/s1600/note2-9-20.png
https://securelist.com/ransomexx-trojan-attacks-linux-systems/99279/
https://twitter.com/malwrhunterteam/status/1335194544057552898
https://twitter.com/malwrhunterteam/status/1336301477736960009
https://1.bp.blogspot.com/-RIwIgb6n0n4/X8-l2HIf88I/AAAAAAAAXRI/oyET6d1XSnwJXDIaJlwItyTFLcp4tz5mQCLcBGAsYHQ/s882/note-8-12-20.png

Pacwwupenve: .MNH

MocTtpagaBslias komnaHus: ®paHuysckas ctpaxoBas komnaHusa Mutuelle Nationale des Hospitaliers (MNH)
Cratba 06 3TOM MHLIMOEHTE >>

CoobLueHune BbiMoraTtenewn Ha Tor-canTe.

L [ B L A O i 0 A ' Pl M il a0« =
Hallg, MNH - Mutuelle Santé, Prévoyance

Whe w willing 0 a3eak ooy 12 the spemsaniarivn of tho WHOLE atfecind

T T——

= LIMAET WL (11
FULL CONFIBERTIALITY of o cos
onar

CoobGueHune ot 6 aBrycTta 2021:

TanmBaHbCKMI NpousBoanTenb MaTepuHckmx nnat Gigabyte noarsepaumn, 4To nogseprcs kmbepaTtake 6aHabI
BbIMoratenen RansomEXX, koTopas yrpoxaeT onybnukoatb 112 ['b yKpafgeHHbIX AaHHbIX, ecnv He ByaeT ynnadeH
BbIKyn. BbINo 3aTpoHyTO HEGOMNbLLOE KONMMYECTBO CEPBEPOB.

Cratbs Ha cawte BleepingComputer >>

UNLOCK

Coob6uweHue ot 30 ceHTAOpsa 2021:

Komnanus Profero BbinycTvnu gelumdpoBLUmK Ans hannos, KOTpbIA UCnpaBnseT owmnbKyB gelmndpoBaHum harnos,
KOTOPYO MMEET OpUrnHarnbHbIN AelundpoBLLMK OT BbiMoraTenen. Pacumndposatb (annoB CMOryT TONbKO Te, KTO
Kynun KoY gelumdpoBaHns y BbiMoraTenen.

Cratbg Ha cawite BleepingComputer >>

=== BJIOK CCbIJIOK un CITACUBOK = BLOCK OF LINKS AND THANKS ===

http , Read to links:

+ Tweet + Tweet + myTweet

ID Ransomware (ID: 1st as RansomEXX, 2nd as Defray777 / RansomEXX)
Write-up, Write-up, Write-up, Topic of Support

Write-up about PyXie >> Write-up by Kaspersky (November 6, 2020) >>
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https://www.bleepingcomputer.com/news/security/french-mnh-health-insurance-company-hit-by-ransomexx-ransomware/
https://1.bp.blogspot.com/-hCyAqkSkbcc/YCTnzgEx_pI/AAAAAAAAYdQ/pZAFAQGDAuEI7PTszbQ6DQcabMgJ-9_bgCLcBGAsYHQ/s1255/tor-page.jpg
https://www.bleepingcomputer.com/news/security/computer-hardware-giant-gigabyte-hit-by-ransomexx-ransomware/
https://1.bp.blogspot.com/-Bqx0O1363uQ/YVX4JFUW4wI/AAAAAAAAaVY/hSuwq09DwIcNLWc0zLZrvZuBRIJWN0zhgCLcBGAsYHQ/s120/unlock3.png
https://www.bleepingcomputer.com/news/security/ransomexx-ransomware-linux-encryptor-may-damage-victims-files/
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/malwrhunterteam/status/1274316537663553537
https://twitter.com/AkhmedTaia/status/1277266199458578434
https://twitter.com/Amigo_A_/status/1277666976102526976
https://www.bleepingcomputer.com/news/security/texas-courts-hit-by-ransomware-network-disabled-to-limit-spread/
https://www.bleepingcomputer.com/news/security/ransomware-attack-impacts-texas-department-of-transportation/
https://www.bleepingcomputer.com/news/security/new-ransom-x-ransomware-used-in-texas-txdot-cyberattack/#cid16097
https://threatvector.cylance.com/en_us/home/meet-pyxie-a-nefarious-new-python-rat.html
https://securelist.com/ransomexx-trojan-attacks-linux-systems/99279/

Thanks:

MalwareHunterTeam, Vitali Kremez, Michael Gillespie, Bart
Andrew Ivanov (author)

Akhmed Taia
to the victims who sent the samples
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