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Win32.Trojan. S ara n

In March of 2020, MalwareHunterTeam discovered a downloader which installed both a KPot
infostealer as well as a second payload which was a ransomware variant that used the string
"CoronaVirus". This sample was leveraging ongoing current events and appears to be some
form of cover for or distraction from the infostealer trojan that was installed alongside it. Via
code analysis of this "CoronaVirus" sample, it is clear that it reuses a large amount of code
from a four year old sample of ransomware detected as "Satana".

This older malware sample was first seen on June 29, 2016. This old sample and the recent
one share two decoding algorithms that are used to hide strings, code, and a little, tiny PE
file. This embedded file is run via a modification to the BootExecute registry key. The new file
has some changes to the strings that are encoded along with the encoded data hiding the
ransom note and the Bitcoin wallet addresses used to collect payment.

These are new addresses with a number of payments made during the same time that the
new file was observed in the wild. The ransom amount demanded is quite small: $50. All in
all, this is a strange executable. What follows is an examination of the two decoding
algorithms and a method for discovering the old samples based on YARA rules that focus on
these algorithms.

String Decoding

Many malware families obfuscate the strings that are used during their execution as a way to
foil static analysis and detections based on the decoded forms of the strings. In the samples
examined here, the string encoding is very simple. It is a substitution cipher which shifts one
character then subtracts the position index of the character in the encoded string to reveal
the decoded character. This algorithm is highlighted in Figure 1.
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Figure 1: String Decoding Algorithm
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By focusing on the algorithm itself, which can be more stable than surrounding code when
reused, one may locate other malware samples that could be related to the sample being
analyzed. Figure 2 shows the same algorithm, but in a debugger where the first encoded
string that is operated on in the sample can be seen in the dump at the bottom.

- SULOS L LDro I Tu p ©4OA
L] 40187 3 8B5S FC mov edx,dword ptr ss:|[ebp-4]
L] 14015876 Ce0402 00 mov byte ptr ds:[edx+eax],0
] JA0187 A 00 00 mos byte ote derfoay]l 0
] 1401570 BA1406 mov dl,byte ptr ds:[esi+eax]
] 401588 ZAD1 sub dl,cl
@ 00401882 FECA dec dl
ELP g 881407 moy bvie ptr ds:Tedi+eax].d]
e || DO401887 41 inc ecx
@ (| o0 5 40 inc eax
® ([ O : 3B4D FB cmp ecx,dword ptr ss:|febp-5§
® ([ O ~ 76 EG jbe coronavirus_o0ffTla. 401873
e 0o LF pop edi
@0 SE pop esi
®| 00 BBC3 mov eax, ebx
& D0 = pap ebx
® (00 8BES mov esp,ebp
@ (| 00 5D pop ebp
@ 00401 C3 ret
£
edx=FFFFFF72 . .
eax=00778B24 Cipherhex Ciphertext

LTeXT: 00401865

coronavir usinffla.

exe: $1865 #CRS
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Figure 2: First Encoded String in Sample

This same algorithm can be easily translated into Python and the strings from the sample

decoded without executing the sample. A small Python program for decoding these strings is
shown in Figure 3. The first string in the sample, which decodes to "CoronaVirus", is shown

here.
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cipherstring 'Dqussgl q{\x7f~"'

cipherstring

Dqussglg{~

cipherstring

11

chars ()

index, letter in (cipherstring):
temp (letter) - index

temp

chars.a 1d (temp)

chars

. 'CoronaVirus'

Figure 3: Python Implementation of String Decoder Algorithm

Taking only the bytes of the instructions that comprise this algorithm, a byte string for a YARA
rule is identified.

$opl = { 8A 14 06 2A D1 FE CA 88 14 07 }

By then deploying this YARA rule as a retrohunt in the Titanium Platform, a number of
additional samples are found. The results of this retrohunt are shown in Figure 4.
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File size File type

1]

I <1B I Ft/Exe
I <1018 I i known
Samples
I <100MB other formats...
I < G50MB
| >=650MB
Filtered by: €D hared  private  local (@ local  cloud  cloud-retro
L N Match Time Threat Name Rule Format Files Size
5 e 210;%"5%9 Win32TrojanFilecoder  b611ef99b6de4el2b66fc56708111fBF1dfeSf...Caronavirus_ROT_Something... PE/Exe 1 116KB
2020-05-19 ; £ . i
ﬁ L ] 1319 UTC Win32.Trojan.Satan b38b4cldcfedbecd1bbfc236b43c37c18044c... Coronavirus_ROT_Something... PE/Exe 1 72KB
2020-05-19 ; : i F 5
ﬁ L] 1312 UTC Win32.Trojan.Filecoder a4beb638c95a5f0f855285d8b43f53473db5b...Coronavirus_ROT_Something... PE/Exe 1 116 KB
ﬁ ] 2105?003%9 Win32.Ransomware.Cor...coronavirus_3295f.exe Coronavirus_ROT_Something... PE/Exe 1 43KB
2020-05-19 ; . = - .
E [~] 13:01UTC Win32.Trojan.Filecoder 7a4dS8124c01a267aa47bc654a5ba46203b... Coronavirus_ROT_Something... PE/Exe 1 116 KB

Figure 4: Retrohunt Results

Old Satana Sample

In the results of the retrohunt there are a number of samples from 2016. The sample with the

earliest first seen’ date is shown in Figure 5.

Preview Sample

Size: 34.5KB

Type: PE/Exe

Format: --

Threat: @ Win32.Trojan.Mbrlock

First seen (cloud): 2016-06-291816 UTC &
Lastseen (local): 2019-05-0523:.40UTC G
User uploads: 2

E ee937717efe9a2e076b949749...

Malicious Suspicious Known
Pivoting ®10 0 @0

| n Summary

Summary

Create PDF =1 Actions

ee937717efe9a2e076b9497498b628beb0c84aB8476bd288105a59¢c5aeea01f3d

Win32.Trojan.Mbrlack

MALICIOUS

Size: 34.5KB 8 7
%

Type: PE/ Exe
Format: --

Classified by Severity 390f 45
Cloud Reputation AV Detections

Figure 5: Earliest Related Satana Sample from 2016

This file is well detected as Satana via the TitaniumCore YARA classification as well as being
classified as ransomware by the TitaniumCore Machine Learning_classification. Both of these

First seen (cloud):
2016-06-2918:16 UTC

Last seen (local):
2019-05-05 23:40 UTC

classifications are seen in Figure 6.
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Figure 6: Detection and Classification

Engine Classification

3.94.0

Win32 Ransomware.Heuristic

In addition to this first sample, there are nine other samples that have been identified as

related to the first based on the ReversingLabs Hash Algorithm (RHA). These other samples

are seen in Figure 7.

Preview Sample

Size: 34.5KB

Type: PE/Exe

Format: --

Threat: @ Win32.Trojan.Mbrlock

First seen (cloud): 2016-06-29 18:16 UTC

E ee937717efe9a2e076b949749...

&
Last seen (local): 2019-05-05 23:40 UTC E
i

User uploads: 2

Malicious Suspicious Known

Pivoting @10 @0 ®0

n Summary
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o TitaniumCore
.. TitaniumCloud

B extracted Files (0)

File Visualization
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@ Malicious

N

Time

2020-05-19
12:52UTC

2020-05-19
12:52UTC

2020-05-19
11:26 UTC

2020-05-19
12:52 UTC

2020-05-18
12:52UTC

2020-05-19
12:52UTC

2020-05-19
12:52UTC

2020-05-19
12:52 UTC

2020-05-19
12:52 UTC

2020-05-19
1318 UTC

Local  TiCloud
Threat Name

Win32.Trojan.Mbrlock ee937717efe9a2e076b9497498b628beb0cB4a8...

Win32.Trojan.Satan  3faab8447d3cfB878d9383dd064d37efc89a7b5a4...

Win32.Trojan.Mbrlock ea2c165529e782994be5296c81ff466Bdbazb77a...

Win32.Trojan.Mbrlock 307992fed12fabblbedbf277532140250f3c171e

Win32.Trojan.Satan  385371bfe457fa2e06e3b94963eff64282355d93

Win32.Trojan.Mbrlock 23714f5aB88fbf348040794004ed2cca0859a1952

Win32.Trojan.Satana 00d44472aad92a037df1b280dad50ed25017af7a

Win32.Trojan.Satan  a0720d5d65adc0ebeb5ele083a31c0e76ec3cldf

Win32 Trojan.Mbrlock f15bcae0a5b0c7205aa2fa3414d171c02aB76589

win32.Trojan.Satan  b38b4cldcf6d6ecd1bbfc236b43c37c18044c2f42f...

Figure 7: Cluster of Ten Files Related via RHA
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The earliest files in the cluster, each of which are also first seen in 2016, are very minor
changes to the earliest file. These may be researchers testing or other types of analysis
artifacts. One such minor change is highlighted in Figure 8 which shows a side-by-side

i
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comparison of the two files using HexFiend.

@ ea2c169529e782994be5296c81ff4668dba2b77a805bd057b53e5952c65aaf72 vs ee837717efe9a2e076b9497...

@ 4D5A9000 03000000 4000000 FFFFEeee BRRO0RY 22002200
40000000 02000220 00000000 000G0000 00000000 00002000
20000000 C200R22Q 0000000 ESGGeeRe O@ELFBARE @@B429CD
21B8014C CD215468 69732070 726F6772 61602063 616EGEGF

6 74206265 2072756E 20696E20 444FS32@ 6D6F6465 ZEQDADRA
24000000 02000000 78FIBD97 3C98D3C4 3C98D3C4 3C928D3C4

4 35EQ40C4 3098D3C4 5387D7C4 3E98D3C4 5387DIC4 3D98D3C4
B BF84DDC4 3D98D3C4 3C98D2C4 4@98D3C4 C(6BBCAC4 3F98D3C4
3098D03C4 3E98D3C4 27057CC4 3E98D3C4 27054EC4 3D98D3C4
52696368 3C98D3C4 Q000000 Q200000Q SP450000 4C010400

@ SESS6ES7 00000000 00000000 E2002201 OBO10AQQ 20582200

4 00220100 PEGCE000 20540000 00100000 00700000 COOO4000
20100000 PRO20000 05000100 CO0LRRO0 05000100 GEOAGRR

2 DOBOD10Y 00240000 4AEBOODO ©Z000081 00001000 V0102000

O 00001000 20100000 00000000 10000000 00000000 0ROOL000

1: Replace 1 byte at offset 0x139 with 1 byte

4D5A900@ 03000000 04000000 FFFFOQO0 B300002Y 00000200
} 40000000 00000000 00000000 G0CO0000 000000Rd 0000BECD
00000000 00000000 00020000 ES0QD000 QEIFBAGE @@B48ICD
3 21B8014C CD215468 69732070 726F6772 61602063 616EGEGF
74206265 2072756E 20696E20 444F5320 6D6F6465 2E@DODOA
} | 24000000 00000000 78FIBD97 3C98D3C4 3C98D3C4 3C98D3C4
35E@48C4 3@98D3C4 5387D7C4 3E98D3C4 5387D3C4 3098D3C4
} BF84DDC4 3D98D3C4 3(C98D2C4 4898D3C4 C6BBCAC4 3F98D3C4
3C98D3C4 3E98D3C4 27@57CC4 3E9BD3C4 27@54EC4 3D98D3C4
} 52696368 3C98D3C4 0000000 0000000 50450000 4(010400
) SESS6ESY 00000000 00000000 E@CO2201 QBO10AR® 08580200
} 00280100 00000000 20540000 G0100000 00700000 ©EQB4200
00100020 00020000 05000100 G2ECO000 0500100 CEOGGREQ
I 00AAQ100 Q0040000 4AEBGEEO 02000081 20001000 60100000
) | 90001000 00100000 00290000 10000000 20000000 00000200

Figure 8: Side-by-side Comparison of Satana Samples

More recently observed files from this same cluster are clearly analysis artifacts from
researchers or analysis tools. Many of them simply have the encoded strings decoded in the
sample and no other changes. Knowing that all the files in the cluster are essentially the

same file, only the earliest sample

(ee937717efe9a2e076b9497498b628beb0c84a8476bd288105a59c5aeeal1f3d) is used for

comparison with the CoronaVirus sample.

Data Decoding

Another common method used to encode data to avoid detection and identification is the
"exclusive or" operation or XOR. The sample analyzed here uses this operation to hide large
blobs of data. It specifically encodes the ransom note as well as a very small PE file which is
used to display a variation of the ransom note on reboot. The location where this XOR

operation is carried out is shown in Figure 9.

55
BBEC
83EC 44
BE 01000000

¥ EB 03
8049 00
OFBEGOD 95944000
3088 98344000
OFEGSLS 95944000
3090 99344000
OFB&OD 9539344000
3088 24944000
OFBG15S 25944000
3020 3B344000
OFBEGOD 95944000
3088 9C344000
OFEGSLS 95944000
3090 9D944000
53C0 06
3D 91150000

~ T2 AB

|

Figure 9: XOR Decoding Process

push ebp

mov ebp,esp

sub esp,44

mov eax,1

jmp coronavirus_offla.4022D0
Tea ecx,dword ptr ds:[ecx]
movZx ecx,byte ptr ds:[409498]
xor byte ptr ds:[eax+409498],c1
movZzx edx,byte ptr ds: [409498]
xor byte ptr ds:[eax+409499],d1
MoOVZX ecx,byte ptr ds: [409498]
xor byte ptr ds:[eax+409494A],c1
movzx edx,byte ptr ds:[409498]
xor byte ptr ds:[eax+409498],d1
movZy ecx,byte ptr ds: [409498]
xor byte ptr ds:[eax+40949C],cl
movZzx edx,byte ptr ds:[409498]
xor byte ptr ds:[eax+409490],d1
add eax,6

\Cmp eax, 1591

jb coronavirus_offla.4022D0
push esi

push edi
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This is a loop which uses the first byte of the data as the key and then operates using that
key on the rest of the bytes in the data. The encoded data before this operation has started

is shown in Figure 10. The XOR key is the very first byte, 0x58.

24 Dump 1

B4 Dump 2

B4 Dump 3

B4 Dump 4

B Dump 5

@ watch1 =l

Address

ASCII

004029498
004094A8
004094B58
004094C8
00402408
004094E8
004024F8
00409508
00409518
00409528
004095358
00409548
00409558
00409568
00409578
00409588
00409598
004095A8
004095B58
004095C8
004032508
004095E8
004095F8
00409608
00409618
00409628
00409635
00409648
00402658
00409668
00409678
00409688

A4
7D
BO
4z
55
L8
AD
D?
55
o6
48
o1
AT
EQ
8B
58
56
5B
18
395
a7
)
D8
o0
06

L8
58
55
L8
55
E3
5F
5B

2A
3D
CB
5F

55
a5
EB
55
59
22
1F
E2
7D
7C
B1
53
EC
41
L5
39
2D
76
43

1E

59
EA
54
5iC
E7
24
5F
55

58 L8
58 58
58 58
58 58
58 58
D9 2B
1B D9
95 43

Key

4E

4B
E&
2C
4B
E1
44
L8
75
57
5C
(e}
L8
8
59
35
36
L&
5F
oo

58 F8
5B 5A
58 3E
BE 29
51 D9
62 BA
48 50
64 26
58 EF
58 35
5C &8
2B B2
50 9B
68 AT
B8 5B
14 35
58 78
78 31
55 52
EE EB
45 CB

G6E
BC
58
43
S5E
58
A3
BO
42
¥
26
DF
41
9
L&
Al
E3
¥
2C
48
4B
L8
3E
6B
AT
£4
79
3B
55
7C
CB
04

5D
EE
45
g
E1l
58
A3
23
DB
58
95
L8
55
B2
EB
A7
57
ED
55
EB
9B
&4
39
ED
5B
56
0C
19
36
5C
OE
oD

L8
L8
58
E8
58
5E
5F
58
299
B3
50
EA
74
EE
AG
55
L8
50
59
E8
3E
61
E9
55
L8
47
30
1
75
DE
EE
5A

LB
58
55
LE
5A
D1
58
D1
59
14
4B
LA
54
24
BE
5F
D1
58
9B
94
25
2E
DE
15
EO
58
31
36
ic
LB
5F
5F

67
79
7B
61
AB
Bl
2D
B&
D1
EZ
EL
Fg
EO
58
3c
zc
18
12
EC
18
E
5A
5&
oz
5g
E2
ZB
37
17
41
FF

TFT
i

LE
8
5B
E9
FC
Dz
AD
58
93
(n}:3
5A
58
5D
58
AC
5B
AD
48
43
9B
54
5C
E3
C8
&0
56
58
2C
0B
F1l
B3
5A

LB
58
55
58
E3
5F
AT
BO
CE
58
59
26
55
AZ
69
19
EB
95
E&
E1
CA
5F
E3
55
75
58
78
78
75
B4
F3
5F

Figure 10: First Byte of Encoded Data is XOR Key

After this decoding process is complete, the embedded PE file begins to appear. This data is
still compressed, but the file magic "MZ" and the DOS stub string are clear. The decoded

version of the data shown above is seen in Figure 11.
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KAYWKFHK. K. >BETEX
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PHM@+' + == IYBVASK
IV.HYS] . kiX. . EX[
OO0 XhE§XXaX ™ uy
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7@<=vUUR | \ bXAf. .
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B4 Dump 1 B4y Dump 2 B4 Dump 3 B4y Dump 4 B4 Dump 5 8 watch 1 [x=]L
Address | Hex ASCII [
00409498 |58 07 00 00[3C 01 OO0 00[(36 OS5 00 00|3F 06 00 O0|X...<...6...7...
004094A8 |55 02 00 0O0|S5A 02 OO0 0OO(D4 O3 00 00|21 00 00 OO|U...2...0...0. ..
00409488 | 2E 01 00 00|00 OC 00 00|00 10 00 00|23 03 00 00 . i vewevreneaunn
004094C8|23 03 00 O0|2E 04 00 OO(1B 00 OO0 00|39 BL 00 66| #. . cveeeenn. 9+, T
00409408 | g0 FC BE 00|7C BF 00 00|06 B3 00 02|F3 A4 BB 2C| i%.|i...'..0s,
004094E8| 00 7C 81 EB|00 7C 81 C3|(00 00 06 89|D9 8A 0OF 32|.|.&.|.A....0..2
004094F8| 06 FC 00 07|88 07 43 81|FB FB 07 00|75 FL1 FF EL|.0....C.00..uRya
00409508 |77 25 BS 03|00 00 CD 10(ES C1 00 89|DE 00 ES 93 |(w¥% ...I.2A,.p.E.
00409518 |00 ES8 6F 00|B4 00 00 CD|1A 83 C1 01|89 CB 90 00| .&80. ..I..A..E.
00409528 |CD 1A 39 D9|75 F9 ES 02|00 00 EB 4CNBA 80 00 B8|I.slule...éL=..
00409538 |01 00 02 B9 TE CD 08 13 0703 TA| o e T
00409548 | BB 00 7C €D|22 13 00 AD|87 00 02 02 00 7E DO|w». |I™ P
00409558 |75 F1 B9 01|00 32 03 02(19 00 2C OC 05 00 24|uf"..2....,....%
00409568 |03 2ZF B4 03|CD 13 00 66|61 EA 00 7C|00 FA 00| ./ .X..faé. |..0
00409578 | B0 8F E6 70O|BO 00 E6 71|00 BO FE EG|G4 31 C9| *.2p°.®q. paddlE
00409588 |56 00 AC 3C|00 74 02 BL|(F9 FF 00 07|74 1 EB|V.-<.t..Uy..t.AE
00409598 | F2 S5E B8 00|01 13 31 DZ|BE OF 00 89|40 F5 05 |oa ... 10w, ..E0".
004095A8 |CD 10 €3 0O0(7A B9 10 08|00 BS 08 00|44 10 1z|fA=z... ..3.1.
00409588 |00 89 DD BA|47 12 3C FE|74 00 01 C3|B4 11 of..¥.G.e~t. . A", "
004095C8| B9 FF 80 00|BA 00 OO0 BF |10 B3 00 C2|40 C3 B9 L R L T .
00409508 |00 B8 04 00|25 20 00 CD|13 C3 66 60|B1L 0C 92 ..% LA L
004095E8| 83 DO D3 ES|24 OF 04 30 oz 04 07 pdes. . 0. <9V. .. B
004095F8 |08 00 00 S0O|E9 04 73 EA|66 61 01 B0|0E BB 0B 00, ., &8, s8F3, . », .,
00409608 | B4 OE CD 10|01 80 OS5 C3(33 BS 00 4D|5A 90 00 03] .I....A3p.MZ...
00409618 |00 00 00 82|04 00 30 FF|FF 00 00 BS|00 38 2D 01) ...... 0y, . . .8-.
00409628 |00 40 04 38|19 00 DO Q0Q|0C OE 1F 0OO(BA OE 00 B4] .@.8..P..... e,
00409638 |09 CD 21 BS|00 01 4C CD|21 54 68 69|73 00 20 7of .I! ..LI'This. pm
00409648 |72 6F 67 72|61 6D 00 20|63 61 6E GE|G6F 74 20 00) rogram. cannot
D0409658 | 62 65 20 72|75 GE 20 69|00 6E 20 44(4F 53 20 60| be run i.n DOS m
00409668 | 6F 80 64 65|2E 0D 0D ODA|Z4 04 86 00|19 A9 DC COfo.de....%....80A
00409678 |50 C8 B2 93|11 07 03 B3|93 56 00 07 |A7 EB AB 04— Tr——v——Itm
00409688 |93 S5E 00 OF |46 55 1D 93|(5C 85 02 07 |2F 02 0OF 52| .4..FU..%.../..R

Figure 11: Decoded Data with PE File Starting to Appear

The next step after decoding the data is to decompress it. The instructions that perform this
action utilize the library function "RtIDecompressBuffer". The function name is loaded
dynamically by decoding a string using the string decoding capability examined earlier. As
puzzling as it sounds, something like a comic book supervillain telling you their next step
before doing something evil, the meaning of these instructions is stated clearly by the
additional string, "DeCompressor”, which is not encoded or hidden in any way. These
instructions as seen in the debugger are shown in Figure 12.

& || co401300 55 push ebp
8 00401301 BBEC mov ebp,esp
@[l 00401203 51 push ecx
®| 00401304 5330 345F4100 00 cmp dword ptr ds:[<éRtIDecompressBuffer=],0
& 00401908 C745 FC 00000000 mov dword ptr ss:lflebp-4J,0
Taeae @) 00401912 ~ 75 2D dne coronavirus Offla, 4019471 Decode
! ®| 00401914 B& 6C914000 mov eax,coronavirus_0fTla.40916C RtIDecompressBuffer
] e[ 00401919 E8 FZ2FEFFFF call <coronavirus_offia.decode_string=
! &l 0040121E S0 push eax
! @ | O040191F A1 48834100 mov eax,dword ptr ds:[418348]
i ®| 00401924 50 push eax
i ®| 00401325 FF15 FO&04000 call dword ptr ds:[<&GetProcAddress=]
| L A3 345F4100 mov dword ptr ds:[<éRtiDecompressBuffer>],eax
- ® 0 B5CO test eax,eax
! r----# || 00401332 v 75 0D jne coronavirus_offla. 401941
! | @) 00401334 68 D4614000 push coronavirus_0fTla.408104 4061D4: "DeCompressor”
! { e 00401939 ES AZFEFFFF €all <coronavirus_offia.super_nop>
Rl @ 0040193E 83C4 04 add esp,4
Lore—se || DO401942 57 push edi
e[ 00401942 56 push esi
& 00401943 ES8 98FEFFFF call <coronavirus_offila.super_nop>
@) 00401945 SBSS 08 mov edx,dword ptr ss:|ebp+3] Wh ]
®| 0040139486 BE45 0OC mov eax,dword ptr ss:|febp+C] Y-
(| 0040124E 83C4 0B add esp,s8
e 00401951 804D FC lea ecx,dword ptr ss:[febp-4]
@) 00401954 51 push ecx
@[ 00401355 57 push edi
el 00401956 52 push edx
o | 00401957 5e push esi
®| 00401955 S0 push eax
@l 00401359 g4 02 push &
o oo401958 [FFis 345F4100 call dword ptr ds:[<g@RtIDecompressBuffers]| Execute
ol 00401961 el TestT edx,edx
———-&| 00401363 ~ 79 03 jns coronavirus_offla. 4019368

Figure 12:

Disassembled Decompression Instructions
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Aside from the tiny PE file and the ransom note template, the decoded list of Bitcoin wallet
addresses is provided. One of these addresses is selected to be used with the ransom note
template to generate the note that is dropped by the ransomware. These decoded and

decompressed Bitcoin wallet addresses are shown in Figure 13.

4% Dump 1 4% Dump 2 Y% Dump 3 4% Dump 4 Y% Dump 5

B watch1  x=IL

Address | Hex ASCII |
0DD358A8| 62 63 31 71|74 36 79 70|7A 66 76 32(35 68 77 7&|bclgteypzTvashwy
ODO358B8|37 30 7A 73|38 6E 76 72|64 68 6A 6C |39 36 32 6A|7ozs8nvrdhjlaezj

000358C8 | FA 79 79 BD|6B 6C 37 72|39 64 0D 0A|BZ2 63 31
00035808 | 7FA 77 77 30|6B BA 74 65|75 35 32 77|35 30 6D
000358E8| 64 32 75 63|70 37 32 7A|68 35 64 77|63 68 7O
000358F8(32 76 71 BA|36 6B 0D 0A |62 63 31 71|33 76 36
00035908| 61 72 38 35|67 74 64 73|72 6B 34 7A |

00035918| 68 70 68 €83 |62 73 Fl FO|Z2 FF €0 Fo |76 36 32

00035928| 39 32 0D 0A|62 63 31 71|39 64 64 35|6E 6B 71 7

71
33
&8
66
6E

2

Zyymk17y9d. . bclg
ZwwOk jteus 2ws0om3
d2ucp72zhsdwchph
avqjek. . bclg3ver
arscgtdsrk4zu4fu
hphheyqgprwmuvezn
92..bcilgoddsnkqr

Figure 13: Decoded and Decompressed Bitcoin Wallet Addresses

These addresses are listed in Table 1. The list of wallet addresses in the sample have two
duplicates, so the total set of addresses has 22 members each of which is of type Bech32

SegregatedWitness address format.

bc1qc9axh3fq2ypgcd92j582vIkhfrn52strql7ztn

bc1gzwwOkjteu52w50m3d2ucp72zh5dwchph9vqjek

bc195e8pwyk9rqtq4d00agngmqsSh23cuz42x0wliqw3q

bc1grkp9cx6svxguxupx9p0z5ss4nmyrdfwhvgkasg

bc1qgjlOufmwct84ww69zwyxe99gext7zabqgkyhx200

bc1q6ryyex33jxgr946udjyre66uey07e2xy3v2cah

bc1gimu9xk8wdnydnlcvy9Quvcepzklcv7kxyhk8ymy

bc1qgftwgsaw57v6cstwrdvelmkz63plvf5q3vgvw4k

bc1gegps92ddvgv8t45ifecn02afsjlyf7mynugvpmm

bc1quwcbyqgdcgm6z2663vpjm9cgtfwf7mhk2n7gtn

bc1q9dd5nkgrxsny93r9u09jwq8agvkf04afxh67jg

bc1qt6ypzfv25hwv70zs8nvrdhjl962jzyymkl7y9d

bc1qgd3nj0486k35ra42a550ntyafdr7s5imyzjn29

bc1g8r42fm7kwg68dts3w70gah79n5emt5m76rus5u

bc1q3v6far85gtdsrk4zudfunphheygprwvmuv62n92

bc1qgpvguajydrxr7743hzuwfmz32krzzfcjlorfOgx
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bc1qe9gj2sj3an73dq37vpe34xflc83yjp4uldpzfgz

bc1gpaksevt2w6cqdeqjvm8dapvz66y3hs3jjy4x66

bc1qt3uf3wx569z5z9wdeanuj4rwq7m06grhxt96v3

bc1qzvb6h2zaedjgduc6xmyn86hdsuOskuuntOlhkxn

bc192x9h8wlh2cuxjd9rv94vesyz7Ipxxk2wwrndmv

bc1gxsjfwOjftfrOn5urdyh7xmz4cspls8qefuyetr

Table 1: Bitcoin Wallet Addresses

The ransom note template has four locations where string replacement is used to generate
the final note text that is dropped to the ransom note file. These locations in the template are
highlighted in Figure 14.

CORONAVIRUS is there
All your file are crypted.
Your computer is temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must do the following:
1. Pay %s btc to Bitcoin wallet| %s

or purchase the receipt Bitcoin;

2. Contact us by e-mail:| %s|and tell us this your

unique ID:| %s

and send the link to Bitcoin transaction generated or Bitcoin check number.
After all this, you get in your email the following:

1. Instructions and software to unlock your computer

2. Program - decryptor of your files.

Donations to the US presidential elections are accepted around the clock.
Desine sperare qui hic intras! [Wait to payment timeout 25 - 40 min]

Figure 14: Ransom Note Template

The email address, coronaVi2022[@]protonmail[.Jch, along with the amount demanded in
Bitcoin (BTC), 0.008, are both hard coded. The unique ID is generated by concatenating the
drive serial number collected from PhysicalDrive0 and the HwProfileGuid and then
generating an MD5 from this string. The Bitcoin wallet address is chosen from the list
decoded and decompressed as documented above. These four values just before the call to
sprintf can be seen in Figure 15.

BBOD 24944100 mov ecx,dword pt
68 3B5F4100 push coronavirus
&8 883B4100 push =c
68 D45D4100 push co
&8 30614000 push co
50 push eax

51 push ecx

FF15 60614000 €311 dword ptr ds: [<&sprintf>]
8B15 1C944100 mov edx,gword ptr qs:;41941c: 0041341C: "piyn~"
a N r =

1 ANQTATNN Mo S il A A1 227ANT

FAFL772TE3SAZZEB4T7E4O0CZTCES
22@protonmail.ch”

15DD4: "beigimusxkswdnydnlovyauvcepzk ovr kxyhk Symy™
J61E80: "0.008
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Figure 15: String Replacement into Ransom Note Template

The payment demand of 0.008 BTC, interestingly, does not line up with any of the seven
payments made to the set of wallet addresses from the binary. Each is a single payment.
Some of the payments are larger than the demand and some are smaller than the demand. It
is unknown whether these payments are in fact connected with the ransomware.

Old Satana Sample Differences

The majority of the instructions that handle the generation of randomness and moving that
random data around in memory are all identical between the Satana and the Coronavirus
samples. Library and compiler added code along with these identical functions are shown in
Figure 16 as analyzed using Relyze's binary difference feature.

Everything Equal Modified Removed Added

Difference v Item Type Diff Type Item A Item B

Figure 16: Binary Difference Showing Identical Functions

There are a number of functions that have some amount of change according to binary
difference, however, most of these instruction changes do not have a significant effect on the
malware sample's behavior. The strings that are operated on are different and one significant
location of change is the BTC demand amount which was 0.5 BTC in the older sample and
0.008 BTC in the newest. This change in price in the disassembly is shown in Figure 17.
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361 mov byte ptr [edxee

dne sax
test cl, cl

inz code_0x4032C2

code_8x832¢C:

|
I. L .-. " I"I: H
i H

code 6x402882:

Figure 17: Difference in Hard-Coded BTC Demand
Conclusion

As can be seen through comparison between the older Satana sample and the new
Coronavirus sample, these two are very closely related. This old sample, or the source code
for it, has been repurposed and redeployed as "CoronaVirus" ransomware. However, due to
the distribution alongside the KPot sample, the very low demand amount of approximately
$70, and the payments that are oddly larger or smaller than the demand: this may be a faux

ransomware campaign. Totaling all the payments received, the set of wallet addresses only
collected 0.10417322 BTC or about $930, a strangely low amount.

YARA Rule
private rule WindowsPE
{
condition:
uint16(0) == Ox5A4D and uint32(uint32(0x3C)) == OXx00004550
}
rule SubstCipher_MinusIndex
{
meta:
author = "Malware Utkonos"
date = "2020-04-13"
exemplar =
"ee937717efe9a2e076b9497498b628beb0c84a8476bd288105a59c5aeea®@1f3d"
strings:
$opl = { 8A 14 06 2A D1 FE CA 88 14 07 }
condition:
wWindowsPE and all of them
}

MORE BLOG ARTICLES
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