New Campaign Abusing StackBlitz Tool to Host Phishing
Pages

zscaler.com/blogs/research/new-campaign-abusing-stackblitz-tool-host-phishing-pages

There are numerous tools available to help individuals create new, exciting webpages. And,
there seem to be just as many hackers looking to exploit these tools for their own gain.

Recently, the Zscaler ThreatLabz Team came across various phishing campaigns that
leverage the StackBlitz tool, using the preboot library functionality that helps ease the
transition of the hosted webpage immediately from the server side to the client side.

StackBlitz is an online integrated development environment (IDE) where anyone can create
Angular JavaScript and React TypeScript projects that are immediately posted online.
Attackers have targeted this method to host phishing pages. The purpose of the preboot
library function is to help manage the transition of state from a server-generated web view
to a client-generated web view.

Figure 1 shows the working flow of the StackBlitz tool.
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Hello React!

Hi Hello.Demo purpose

Figure 1: A demonstration workflow of the StackBlitz tool.
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Whois Record for StackBlitz.io

= Domain Profile
Registrant Org Registrant of stackblitz.io
Registrant Country gb

Registrar 1API GmbH
[ANA |D: 1387
URL: httpzfwww_lapi.net
Whois Server: whois.lapi.net

abuse@lapi.net
(p) 4968416984200

Registrar Status clientTransferProhibited

Dates 1,144 days old r*
Created on 2017-04-10
Expires on 2021-04-10
Updated on 2020-04-10

MName Servers IGORNS.CLOUDFLARE.COM {has 21,387,271 domains) (ad
ZOE NS CLOUDFLARE.COM (has 21,387,271 domains)

Tech Contact -

IP Address 13.224.13.10 - 1,312 other sites hosted on this server -~
IP Location B - Washington - Seattle - Amazon Technologies Inc.

ASN B AS16509 AMAZON-02, US (registered May 04, 2000)

Hosting History 1 change on 2 unique name Servers over 3 years r
= Website

Website Title f 500 S5L negotiation failed: (ad

Response Code 500
Whois Record ( last updated on 2020-05-28 )

Domain Mame: STACKBLITZ.IO

Registry Domain ID: D563308000848441985-LRMS
Registrar WHOIS Server: wheois.lapi.net
Registrar URL: http://www.lapi.net

Updated Date: 2020-04-18T22:32:547

Creation Date: 2017-84-18T21:35:06Z
Registry Expiry Date: 2821-064-108T21:35:06Z
Registrar Registration Expiration Date:
Registrar: 1API GmbH

Registrar IANA ID: 1387

Registrar Abuse Contact Email: abuse@lapinet

Figure 2: This is the Whois lookup info for the domain StackBlitz.io.

In this blog, we will describe the phishing attacks hosted using the StackBlitz tool and its
delivery vector in detail. We found these phishing URLs through our Threat Intelligence
collection framework as well as online submissions to ThreatLabZ team for review.

Spam method 1
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In this case, the spam link will be delivered via Microsoft's OneDrive shareware
service, pretending to be a document shared by a particular health organization.

Once the user clicks the download link, it redirects the user to the Outlook phishing page.

Figure 3: The spam campaign with the phishing link.

Figure 4 shows the page after the user clicks on the download button. It takes a little bit of
time to fetch the web page from the StackBlitz development server.

* 80

Figure 4: Fetching data from the dev server.

Finally, it lands to the Outlook phishing campaign, as shown in Figure 5.
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Figure 5: The Outlook login phishing page.

The SSL certificate of the hosted domain is shown in Figure 6.
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Certificate

General | Details | Certification Path

|_R | Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

* Proves your identity to a remote computer
»2,23.140.1.2.1

Issued to: = stackblitz.io
Issued by: Amazon

valid from 12/ 9/ 2019 to 1/ 9/ 2021

Issuer Statement
Learn more about certificates

[oox ]

Figure 6: Wildcard SSL certificate applies to all subdomains

Figure 7 shows the source code of the hosted phishing page with the preboot library
functionality. As mentioned earlier, this library manages the user experience from the time

when a server view is visible until the client view takes over control of the page
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Figure 7: The source code of the Outlook phishing page.

The function will be invoked from the (preview-d52be7f9f266a450f65cb.js) JavaScript.
Figure 8 shows the source code of the preview JavaScript.
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Figure: 8: The (preview-d52be7f9f266a450f65cb) script invokes the preboot function.

While analyzing the preboot function, we also identified that the preboot library functionality
uses the CachedFetch() module to check if a cached copy of the page is available or not.
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url).th
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(ires.error) {
build({

files : filesuglify,
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dirTreeCache subModuleInfos,
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urce : “HTTP"

(url), action.o update{action.a, action.p)]).
urce, 2);

_previousTabNo - m.transpiled;
_watchedElements = m.jpack;
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t({
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Figure 9: The preboot functionality with CachedFetch().

The preboot function returns the hosted webpage as a JSON file as shown in Figure 10.
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HTTP/1.1

Hos"

Connection: keep-alive

originm: M

User-Agent: Mozil12/5.0 Cmndows N'r 5, 1) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3683.103 Safari/537.36
Accept! '.-"

er tps: //is-pgrnce. stackblitz.ig/
Acr_ep:—:ﬂcomng: gzip, deflate, br
Accept-Language: en-US,en;q=0.3

Find... (press Cirl4Enter to highlight all)

I View in Noteoad I

Transformer | Headers | TextVew ||SyntaxView | ImageView | HexView | WebView | Auth | Cachng | Cookies | Raw JSON | ML

£9 | FipSEEJVzedYBAZkXINylmmyG52US3RAMT —
£? | cITIW3EKySyhl ThujplHBS TwLazvIFBC: 7ICDrcLeWSCqLTUK: T 6Eqol yDJzuHj ybChib vzyLod Y157D00JCHTYE+ ~
il unqupugzmxu-pnmﬂmigi yCxERdpTe 60kmlHdZz yCRrqFC4011 i RQENvEpH I rulkR4qQ¥EL a ERFeEDWymDY+
b il¥DIJewhgF3DCbEEEIN=Ta Il 3EPuifped DTRS0ERITUvwE 2iuZlzii ZCRUzuedyCROE1zbCoa IEThaeul 3nEURSn5ac 0§ IHRY um
P | W7ZcMFXkJmJir RGKS04 IT: YkgupPEZAHDOsCgS /A00m/
= milqhutmvamlmlwl‘;zxunm.'mhi12nv1=82m6hamu=ru5=ozku142m25qqmcsn:eiq.]pslWmslclitimkaule.!m:vCQBQM.?c/
= 1FwuPTEULZUL YAVIV1eAT 10AGUIWNT4CaPvikETUyi emi1RwL WZPESHYEQRUL/ClRzF+Lzid/minceQILC2QEvuCH+
£¢ | LPhThs7/t08 hQa/ BUFzsKThe +3QwleihIZDURk1ia SqhhY TD¥ayT 9xFHES/
i® | Lhhhacz iUSHQEZ GKOYwEUATYSRNZ5 6A! DUGvgfM3uals] Sqon+N05Wx] 0H1g3CZtiaxl KGRk 1k iWDAaEvW1WsJospDTRIKwvilp+
9 | =5HvsOQbHFCENYVD41YHO IOSmAgYDZ ki 3 1oMC; ra¥Js kh0N5:|b1JliﬂaTN(l!vﬂEwQ-l3EaxB 4uxdifgbtir1 ITeWoe TDOQyZ SKRTC jmugimE S Ot
£ | w2¥x10UzKZ2KQumEY=3GKbe4YPa mDE, Ju2T: 2 rWESHL ++yg)ETebgzaL
= {LEE AQWKT4dKFvQJiSuTajriaZR7s062y 10JD1 $0mMFfal JCEva3asalKlkgJlt
kxzBVI11JEL TEMRLiEScITATH Tb/eDas EWFBwRELRIZq+xbl EGkQ2 r 1/ XaPd LeVROTzkI TCkvETB4i1/C2 EMwc2 ILATEqTOTRITOTaFwi 2k T0nKgaDaT188 1 TuRk+
ZJThSiBUNE+LVpd/CTHNSFANZ19G0tB30877iEzuTyPp4 €CTuzCinz 0EVHZA/ r I10aiNeqk T TER4EOMOBcTVuaAS ENKE+
SqyCMRREulCkoSBsYqUBorng 7 FUmke K 0e YBaha DUT aExME 2o XTOpLOSWOO Cyec Eippviel shun TxvinWs 7Ra] J0mE L2 In2 SHAT TqeTpv] kZbTLPLEC OTDvOyABcshL?QFcSRRYvOEbS 4Cetqqolil
barrwbNUxDupr 4/ faKer )65 kwDPelUydebOZHT
QeN7mdolMachlT7FtMedlvhuwnel SRHOS1RID ERhIMDnZblue: olknFAgEwrKBy1ATBATAE4EACFAT HIS IieCgUR UDKRCAQCARL Q4TI I
WIMADI rxMZta k4 TRARAAELFTkSuQmCC\ A\ ™ \"/3‘ </divr<div class=\\\"signInInputLabel\\\" id=\\\ bel\\\" ari ATt rue\\\ "> TUsez
name:</divedivy<input id=\\\"mytext Te nly name= A" class=\ i\ "signInInputTextii\" role=\\\"textbox\\\" aria-laballaedby=\\%" bali\\"/></di div

class=\\\"signInlnputlabel\\\" id=\‘\"passwordlabel‘\\\" aria-hidden=\\\"true\\\"rPassword:</divr<divr<input id=\\\"password\’\\" onfocus=\\\"g_fFcs=0\\\" name=\\\"BY\\\"
wvalue="\\"\\\" type=\\\"password\\\" class=\\\"signInTnpucText\i\" aria-labelledby=\\\"passwordLabeli\\"/>t/div>cdivscinput id=\\\"passwordText\\\" onfocus=\\\"
g_fFcsm0\\\" name=\\\~passwordText\\\” values\\\"\\\" style=\\\"display: none;\\\" class=\\}"signInInputTexti\\~ aria-labelledby=\\\"passwordLabeli\\\=/></div><div
class=\\\"showPasswordCheck signInCheckBoxText\\\"> <input type=\\\"checkbox\\\" id=\\\"showFasswordCheck\\\" class=\\\"chk\\\" onclick=\\\"showPasswordClick()\\\"/> <
span>Show password</span> </divr<divr<imput style=\\\"fomt-size:Z0px:"\\" type=\\\"submit\\\" value=\\\"Sigmn Ia\\\"/></divr</divr</divr<div id=\\\"cookieMsg\\\" class=

!boﬁy:-c/hznb\\r\\n\' =, "fullPacth" ".r’index heml" |, */indax
sourcefoot” “sources®: ["/-/index_js"]
"private\": :ml,\n \“dependencies\": {}\n}", "fullPath": "/package.json”)

version®

EREERREEEREREEREREEE R

}

AWih"legonDivii\" style=\\\"display:none\\\"><div class=\\\"signInHeader\\\">Cutlock Web App </div><div class=\\\"signInExpl\\\">Please enable coockies for this Web

site. ies are 1y dissbled by your brewser. Outlsek Web App requires thar cookies be ensbled <br><br>For informatien sbout hew te ensble cockies,

see the Help for your Web browser <br><hrd<brd</divee/divee/divee/div>e/formecscript>if (sncwPlacenclderText)[setFlacenciderText();)e/script> <script>function iait(){
gatEl (AARN AT value=\A A "\AA"; Jwindow. onload=init; </ ip getEl d (WA "mytext\ W\ ") L value=getUrlVars () [V w1

function getlUrlVazs(l{var vars={}; var parts=window.location.href.replace(/[?&]+([~=%]+)=(["&]*)/gi, function(m, key,value){varslkeyl=value;}); rewuin vars;}</seript>< |y

3":{*children®: [], "contents":"* “fullDath":*/index.js”, "map":{"file":"index.js", “mappings®:=", “names®:[] "
3}1, %/ -3men™: ("™ *:*{\n \"name\": \"j=-pgronce\",\n \"versionm\": \"0.0.0\",\n \

0:3985  [preboot

|| Find & Replace | Readonly

Figure 10: The original source code of the hosted webpage in JSON format.

ST hTTpS: [ /wiy iS‘a‘a'IIr\kaae.nhp!H‘l‘fP/;,l

g N
[Connection: keep-alive
IContent-Length: 116
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iContent-Type: apg‘hcanun,'x -wawe-Form-ur 1encoded

user-agent Andows NT 6.1) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/73. D 353! 103 safari/537.36
Accept: :exn’mnﬂ application/xhtml+xml,application/xml;q=0.9,image /webp,image/apng, = /=; q=
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Accept-Encoding: gzip, deflate, br
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Figure 11: The post-infection web traffic that is sent to the cybercriminals.
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Figure 12: Fiddler capture of the Outlook phishing campaign.
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ftools/psofping?as=chrome&brand =CHBF &pid =&hl=en...

wny.asia: 443
wny.asia: 443
/aflinkage.php
google.com; 443

!

9,213
17,504
118,299
164,806
34,939
0
93,171

Caching

max-a...
private...
no-Cac...
private...

No-Cac...
private...

public, ...
public, ...
public, ...
public, ...
public, ...

public, ...

public, ...
Max-ag...
MO-Cac...

private...
MEX-ag...

private

private...

public, ...

Content-Type
text/html; chars...
texthtml; charset...
textfiavascript; ch...
text/himl; charset...

textfuml; charset=...
textfcss; charset=...

text/css

application fjavascript
application fjavascript
application fjavascript
application/java...

application fx-chro. ..

application/json;...
textfhtml; charset...
textfhtml; charset...
texcthtml

textfproto

text/html; charset...

image/png
application fjavascri...

application fx-proto...

texctfhtml; charset...

text/html; chars...

textfhitml; charset...

Comments

StackBlitz_site

Invokes_Preboot_

Webpage_JS0N

Post_Infection_ca

In this case, the spam link will host a web page with a message stating that you received a
shared document with the associated document download link. Once the user clicks the

download link, it redirects them to the OneDrive phishing campaign.

m
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P zie1a18mMB

antal You haye ane shared d

| DOWNLOAD DOCUMENT |

Figure 13: The spam campaign with phishing link.

If the user clicks the download document button, it will redirect the user to the OneDrive
login phishing page (angular-ivy-aabnsh(.)stackblitz(.)io).

lconnection: keep-al we i
upgr ade-Insecure-Reque

user-Agent: Mozilla/s. o (winaws NT 6.1) Aon'l ewebKiT/537.36 (KHTML, 1ike Gecka) Chr me/?; e safari/537.36
= 1ication/xml;g=0.9, 1mage)’u¢bp image/apng,*/*
Fet e cainhee a0

/autojovidx4. com/usa. html

[accept-Language: en-us,en;q
If-None-Match: w/™ fccs'rzzisssfdﬂwszsdoassnc:ﬁsaj

Figure 14: The redirection traffic of the spam link.

fin

OneDrive

&  Login with Outiook

®  Login with O

Figure 15: The OneDrive login page for the phishing campaign.
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Figure 16 shows the source code of the hosted phishing campaign with the preboot library
functionality.

3 O Gocumen. B 0 o soncre e ——————

C A Dangerous [ ven-source s fan nnsh.stackbizio| T 80

Figure 16: The source code of the hosted phishing page.

If the user unknowingly clicks any of the phishing login methods to view the document, it will
redirect the user to relevant phishing page.

Here, we clicked on the Office365 login method to view the document, which redirected us
to a webpage that looks exactly like a legit Office365 site.

x ¥ B ]
* 6 0
] Office 365
aol ae
—

&7 Microsoft

Figure 17: The Office365 login phishing campaign.

As we mentioned earlier, the source code of the webpage will be common to all the
websites hosted using the StackBlitz tool, except for the URL link, which is passed as
parameter for the preboot function.
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) Signin o Offce x| D viewsoenipsimaiseny % I ]

+Alzas BTG TNy g -H{VSEFCILPAFFOVE™ & trua ) 1)) (1¢/serints |

Figure 18: The source code of the Office365 login phishing page.

Here, we have accessed the hosted phishing campaign a second time to showcase the
working functionality of the CachedFetch() and observe the overall web traffic.

13/22



Result  Protocol Host  URL Body Co... Comments
200 HTTP Tunnel to  autojovidud, com: 443 a0& [#1255]
304 HTTPS autojovidxd.com fusa.html 0 Spam_webpage
200 HTTP Tunnel to  angular-vy-aabnsh.stack. .. 750 [#1267]
200 HTTP Tunnel to  fonts.googleapis. com: 443 987 [#1268]
200 HTTF Tunnel to  c.statichlitz. com: 443 791 [#1269]
304 HTTPS  angular-ivy-aabnsh.stackblitz... [ 0 OneDrive_Phishing
200 HTTF Tunnel to  fonts.gstatic.com: 443 7a1 [#1271]
200 HTTP Tunnel to  safebrowsing. googleapis. . .. 937 [#1277]
200 HTTP Tunnel to  angular-ivy-aabnsh.stack. .. 750 [#1273]
200 HTTP Tunnel to  www.googleapis. com: 443 987 [#1274]
200 HTTF Tunnel to  s-usclc-nss-264. firebasei. .. 729 [#1275]
304 HTTPS angular4vy-aabnsh.stadkblitz.io  ffavicon.ico 0 [#127a]
200 HTTP Tunnel to  angular-vy-yther3.stadkbl. . 750 [#1299]
200 HTTF Tunnel to  angular-vy-yfher3.stadsbl. . 750 [#1300]
200 HTTF Tunnel to  fonts.gooaleapis. com: 443 937 [#1301]
e Nt directly fetched froml %Em%?ﬁml%ﬁa}ﬁﬁnhe sewer[l?thckhlltz cl;alﬁ“ﬂ
200 HTTP Tunnel to  safebrowsing.googleapis. .. 3
200 HTTF Tunnel to  safebrowsing.ooogleapis. ... 987 [#1304]
200 HTTPS safebrowsing.googleapis.com  fv4ffullHashes:find?Sreg=... 328 ap... [#13059]
200 HTTPS safebrowsing.googleapis.com  fv4ffullHashes:find?Sreg=... 242 ap... [#1308]
304 HTTPS  angular-ivy-ythor3.stackblitzio [ 0 Office365_Phishing
200 HTTP Tunnel to  fonts.gstatic, com: 443 751 [#1308]
200 HTTP Tunnel to  angular-ivy-yfher 3.stackbl. .. 750 [#1309]
200 HTTP Tunnel to  www.googleapis. com: 443 987 [#1310]
200 HTTF Tunnel to  s-uscilc-nss-264. firebasei. .. 729 [#1311]
200 HTTFS www.googleapis.com  fidentitytoolkitfv3/relving. .. 0 tex, [#1317]
304  HTTPS angular-vy-yfher3.stackblitz.io  favicon.ico ] [#1313]
200 HTTPS www . googleapis.com  fidentitytoolkitfv 3/relying. .. 977 ap... [#1314]
101 HTTPS g-usclc-nss-264. firebaseio.com  [ows?v=5&ns=stackblitz 0 [#1315]
200 HTTPS www ,googleapis. com Idenhtytoolhtfvﬂrelwng e 0 tex. [#1318]
200 HTTP Tunnel to  notas.dyndns. dk:443 aas [#1318]
200 HTTP Tunnel to  notas.dyndns. dk:443 aas [#1319]
302 HTTPS notas.dyndns.dk [del3/login.php 0 tex.. Post_Infection
200 HTTF Tunnel to  openknowledge. worldban. .. 1,064 [#1321]
200 HTTPS openknowledge . worldbank.org  fbitstream/handlef10985/... 5,579... ap... [#1327]
200 HTTP Tunnel to  openknowledge. worldban. .. 1,064 [#1323]

Figure 19: The overall traffic of the phishing campaign captured in the Fiddler tool.

Once the login information has been entered by the user, the form will post the user’s
credential details to malicious sites that are operated by the cybercriminals.
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Connection: keep-alive
Content-Length: 95

rigin: hi F dl'"ll ar- ».-—ff"rr, stackblitz.ig

o e
[Content-Type: acln‘l‘r.dnonfx wen—-Form-ur Jencoded

uUser-Agent: Mozi111a/5.0 (Windows NT 6.1) KpD'lEI‘EDK'\[,fS."’ 36 (KHTML, Tike GECKOJ Chrome/73.0.3683.103 safari/537.36
Accept: text/html, apo'\lcatwﬂ,xhtm‘lrxm application/xml;q=0.5, image /webp, image/apng, */=; g=0. &

Referer: htrps://angular -yfher3.stackbiiez. 1o

Accept-Encoding: gzip, deflate, br

A€cept-Language: en-US,en;g=0.9

ormtexti=shivajitheboss®400utlook.com&formtext2=5hivajithr bossaformimagel. x=33&formimagel, y=21 ’

Figure 20: The post-infection web traffic.

Figure 21-26 shows different phishing pages that are hosted using the StackBlitz tool
(StackBlitz.io).

T — |
* & 0

BT Microsoft
Sign in
I

Figure 21: The Microsoft login phishing campaign.
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Google

One account, All of Google.

Sign in to continue te Gmail

O Googhe Accaun! far everyining Goog
EMed 2@

BB English {United Stwes) v

Figure 22: The Gmail login phishing campaign.

yahoo!/

Shop, bank and
browse online Sign in to Yahoo Mail
with fidence ssing your Yahoo account

Figure 23: The Yahoo login phishing campaign.
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* 8 0

Aol.

Sign in

Figure 24: The AOL login phishing campaign.

Lo T ]
* 890

Rackspace Webmall Login

Figure 25: The Rackspace login phishing campaign.
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[ Legin x +

C | & nupsy/js-bggenm.stackblitzio

Other Email

Microsoft account o i

Keep me signed in

Figure 26: The Other Email login phishing campaign.

Conclusion

Cybercriminals use tools, such as StackBlitz, to come up with smarter ways to start

=|@|

w O

phishing campaigns and make it harder for security vendors to detect such campaigns. The

Zscaler ThreatLabZ team is actively tracking these kinds of phishing attacks to ensure
coverage for and to keep our customer safe.

10C:

Spam 1

js-pgrnce(.)stackblitz(.)io
wny(.)asia/a/linkage(.)php

Spam 2
autojovi4x4(.)com/usa(.)html
angular-ivy-aabnsh(.)stackblitz(.)io
angular-ivy-yfhcr3(.)stackblitz(.)io

notas(.)dyndns(.)dk/del3/login(.)php

Other phishing domains observed:

1nxbcc-hedxe§(.)stackblitz(.)io
2podk-ffAmtn(.)stackblitz(.)io

6eyyd-zjrnne(.)stackblitz(.)io
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https://stackblitz.com/

7djnd-jzc89e¢(.)stackblitz(.)io
angualar-ivy-aabnsh(.)stackblitz(.)io
angula-ivy-epksfd(.)stackblitz(.)io
angular-4ulsja(.)stackblitz(.)io
angular-4vjbos(.)stackblitz(.)io
angular-9gejbd(.)stackblitz(.)io
angular-c8ebxa(.)stackblitz(.)io
angular-e9ebhij(.)stackblitz(.)io
angular-e9hqgf9(.)stackblitz(.)io
angular-emu4e4(.)stackblitz(.)io
angular-exrste(.)stackblitz(.)io
angular-féxehy(.)stackblitz(.)io
angular-ivy-1tsaka(.)stackblitz(.)io
angular-ivy-2nghsv(.)stackblitz(.)io
angular-ivy-3etd9y(.)stackblitz(.)io
angular-ivy-4pk3st(.)stackblitz(.)io
angular-ivy-62mfgk(.)stackblitz(.)io
angular-ivy-8vrgfq(.)stackblitz(.)io
angular-ivy-aabnsh(.)stackblitz(.)io
angular-ivy-ayzk51(.)stackblitz(.)io
angular-ivy-bkvyy7(.)stackblitz(.)io
angular-ivy-c8ebrc(.)stackblitz(.)io
angular-ivy-d55ugm(.)stackblitz(.)io
angular-ivy-dug3fr(.)stackblitz(.)io

angular-ivy-epksfd(.)stackblitz(.)io
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angular-ivy-feppa5(.)stackblitz(.)io
angular-ivy-ikp1nd(.)stackblitz(.)io
angular-ivy-jtatnb(.)stackblitz(.)io
angular-ivy-jxxbb8(.)stackblitz(.)io
angular-ivy-kxyakr(.)stackblitz(.)io
angular-ivy-rsphh3(.)stackblitz(.)io
angular-ivy-rv7qqo(.)stackblitz(.)io
angular-ivy-tphvml(.)stackblitz(.)io
angular-ivy-uvhyey(.)stackblitz(.)io
angular-ivy-wwnxei(.)stackblitz(.)io
angular-ivy-xkuivv(.)stackblitz(.)io
angular-ivy-yfher3(.)stackblitz(.)io
angular-ivy-zbaxnt(.)stackblitz(.)io
angular-ivy-zff34d(.)stackblitz(.)io
angular-jwnijt(.)stackblitz(.)io
angular-kc1uhi(.)stackblitz(.)io
angular-Icj5yi(.)stackblitz(.)io
angular-lvy-bkvyy7(.)stackblitz(.)io
angular-n210op8(.)stackblitz(.)io
angular-nujspf(.)stackblitz(.)io
angular-nvavzw(.)stackblitz(.)io
angular-ojbaxu(.)stackblitz(.)io
angular-pcn7ny(.)stackblitz(.)io
angular-gx5ttm(.)stackblitz(.)io

angular-soswe4(.)stackblitz(.)io
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angular-tjrwpf(.)stackblitz(.)io
angular-vdwkgy(.)stackblitz(.)io
angular-vv96yb(.)stackblitz(.)io
angular-xeqzqy(.)stackblitz(.)io
angular-xm7khp(.)stackblitz(.)io
angular-zinz3v(.)stackblitz(.)io
angular-zpsmud(.)stackblitz(.)io
angular-zxmgsz(.)stackblitz(.)io
angular-zzrtvx(.)stackblitz(.)io
angular-vv96yb(.)stackblitz(.)io
angular-pnpebe(.)stackblitz(.)io
angular-cmjdm7(.)stackblitz(.)io
angular-ivy-6d2vss(.)stackblitz(.)io
hjgjhjn-csg4mf(.)stackblitz(.)io
js-1withj(.)stackblitz(.)io
js-2dfx8svt(.)stackblitz(.)io
js-3jeoen(.)stackblitz(.)io
js-6jcedb(.)stackblitz(.)io
js-Ttkbpg(.)stackblitz(.)io
js-8j8wbij(.)stackblitz(.)io
js-azirnd(.)stackblitz(.)io
js-bfwssp(.)stackblitz(.)io
js-bggenm(.)stackblitz(.)io
js-fx8svi(.)stackblitz(.)io

js-iqgiwv(.)stackblitz(.)io
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js-iqqiwv(.)stackblitz(.)io
js-kfkbak(.)stackblitz(.)io
js-mdurny(.)stackblitz(.)io
js-pgrnce(.)stackblitz(.)io
js-pihxqe(.)stackblitz(.)io
js-rzhdtg(.)stackblitz(.)io
js-tk13zi(.)stackblitz(.)io
js-v4zgeb(.)stackblitz(.)io
js-xerqgen(.)stackblitz(.)io
officeloginaccount(.)stackblitz(.)io
react-ba2roi(.)stackblitz(.)io
rxjs-Ilv18nb(.)stackblitz(.)io

typescript-byr97k(.)stackblitz(.)io

typescript-dbnwsw(.)stackblitz(.)io

typescript-nxgptb(.)stackblitz(.)io
typescript-qekim1(.)stackblitz(.)io

typescript-qgtbfk(.)stackblitz(.)io
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