PebbleDash - Lazarus / HiddenCobra RAT

B malwarenailed.blogspot.com/2020/06/peebledash-lazarus-hiddencobra-rat.html

malwarenailed

o 5
‘rem\desktop\aab2868abebcbbdee5bd12104191dl | Type Size Blacklisted .. Value
:ators (18/33) ascii 25 - Couldn't create/open file
stotal (59/72) ascii 25 - Failed to allocate memory
it::d(;rs([];y;;'tzs) ascii 21 - Error writing to file
) ) ascii 29 - File not found in the zipfile
Header (20 bytes) = o1 Stil P i
onal Header (224 bytes) ascii - till more data to unzip
ctories (3/15) ascii 35 - Zipfile is corrupt or not a zipfile
ions (4) ascii 18 - Error reading file
arted Libraries (2/6) ascii 24 - Caller: faulty arguments
orted Symbals (69/109) ascii 52 - Caller: the file had already been partially unzipped
wrted Symbols (0) ascii 47 - Caller: can only get memory of a memory zipfile
ptions (0) ascii 53 - Caller: not enough space allocated for memory zipfile
cations (0) ascii 34 - Caller: there was a previous error
ficates (0) ascii 52 - Caller: additions to the zip have already been ended
ad Local Storage (n/a) . o . B )
22 ascii 42 - Caller: mixing creation and opening of zip
wrces
Ep=— ascii 46 - Zip-bug: internal initialisation not completed
n_} ‘I _ Zip-bug: trying to seek the unseekable
ifest (n/a) ascil 46 - Zip-bug: the anticipated size turned out wrong
ion (n/a) ascii 46 - Zip-bug: tried to change mind, but not allowed
1ay (Unknown) ascii 41 - Zip-bug: an internal error during flation
ascii 4 - kU9
ascii 4 - HMXEB
acrii A - ?7A

Hi folks. | was analyzing the PebbleDash malware used by Lazarus APT group. While
analyzing the original sample (Md5: d2de01858417fa3b580b3a95857847d5), | was able to
find out the C2 server and the port, where it intends to communicate to. | also found an
interesting technique it uses to identify the OS version of the victim machine.

During static analysis, | observed interesting strings were starting with "Zip-bug", as can be
seen below. Using yara rules | was able to discover some other samples uploaded to HA
(Hybrid Analysis) with the same strings embedded. These samples seemed to be not related
to d2de01858417fa3b580b3a95857847d5. However, they communicated to South Korea
and China.
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[SACE| chusers\rem\desktop\aab2868a6ebcbbdeedbd12104191dl | Type
O Indicators (18/33) ascii
»3 Virustotal (59/72) ascii

-1 DOS Stub (160 bytes) ascii
--0 DOS Header (64 bytes) ascii
--O File Header (20 bytes) .
-0 Optional Header (224 bytes) asa
O Directories (3/15) ascll
O Sections (4) ascil
-0 Imported Libraries (2/6) ascii
-0 Imported Symbols (69/109) ascii
-0 Exported Symbaols (0) ascii
-0 Exceptions (0) ascii
O Relocations (0) ascii
O Certificates (0) ascii
--0 Thread Local Storage (n/a) B
ascii
--0 Resources (2/2) .
e IR
--0 Debug (n/a)
O Manifest (n/a)
O Version (n/a)
-0 Overlay (Unknown)

Size
25
25
21
29
24
35
18
24
52
47
53
34
52

Blacklisted ...

Value

Couldn't create/open file

Failed to allocate memory

Error writing to file

File not found in the zipfile

Still more data to unzip

Zipfile is corrupt or not a zipfile

Error reading file

Caller: faulty arguments

Caller: the file had already been partially unzipped
Caller: can only get memory of a memary zipfile
Caller: not enough space allocated for memory zipfile
Caller: there was a previous error

Caller: additions to the zip have already been ended
Caller: mixing creation and opening of zip

Zip-bug: internal initialisation not completed

Zip-bug: the anticipated size turned out wrong

Zip-bug: tried to change mind, but not allowed
Zip-bug: an internal error during flation

kU9

HMXB

27

While performing dynamic anlaysis, | observed that the sample uses the API call
IsProcessorFeaturePresent to determine the version of the victim OS. The
PF_FLOATING_POINT_PRECISION_ERRATA feature is explicitly set to FALSE in x86

version 6.1 and higher.

00414F45|| - 74 05 3z SHORT 0041AF4D
o041ar48|| - 6a 00 PUSH O EFL 00000202 (NO,NB,NE,A,NS,PO,GE,G
- FFDO CALL EAX KERNEL32. IsProcessorFeaturepresent STO empty 0.0
0041AFAC RETN STL empty 0.0
00414F4D|L>~ EO 99FFFFFF |IMP 0041AEEE ST2 empty 0.0
0041AF52 56 PUSH ESI 572 empty 0.0
0041AF53 887424 08 MOV ESI,DWORD PTR S5:[ARG.1] ST4 empty 0.0
0041AF57 OFBE06 MOVSX EAX,BYTE PTR DS:[ESI] ST5 empty 0.0
0041AF5A 50 PUSH EAX [Argl ST6 empty 0.0
0041AF58 ES BB340000 |CALL 0041E41B 23b2868a6ebcebdeeShdl2104191dbS. 0041E41E 517 empty 0.0
0041AF80 83F8 85 CMP EAX,65 3210 ——
00414763 39 POP_ECX FST 0000 Cond 0 0 0 0 EFF 00 0C
ggﬁ”gé - Z‘é 2C JE SHORT 0041AF92 FCw 027F Prec NEAR,53 11
41AF > INC ESI .
0041are7 || - 833D Bcro4200 |—(MP DWORD PTR DS:[42708c],1 v crnd 000000000000
EAX=7SCE1AGE (KERNEL3Z. TsPrOCessorEeaturepresent) 00000000 00000000 00000000 0OC
00000000 00000000 00000000 00C
00000000 00000000 00000000 00C
00000000 00000000 00000000 0OC
00000000 00000000 00000000 0OC
Address |Hex dum ASCIT Q013FFO8 FEATUR'E: = PF{LDATIWEPOETJEECISION_EEEATA 5 b
0013rFOC |LO0418FOF Y A |RETURN from aabz868abebcGbdee5bd12104101db9. 00414F29 to aab2868abeb
I 00 00 00|80 B0 O o0 e EE e e lo oz 90 ool 4 Lo e 0013FF10|C00419566|f+4 |RETURN To aab2868acebcsbdeesbdl2104191db9. 00419566
013A0020|00 00 00 00|00 00 00 0O 00 00 00 00|00 00 00 00 0013FF14|C00418AE2 |54 |RETURN from aab2§68acebcGbdeeshd12104191dbd. 00419558 to aab2868a6eb
013A0030|00 00 00 00|00 00 00 00 00 00 00 00|00 00 00 00 0013FF18/ 00000000
013A0040|00 00 00 00|00 00 00 00 00 00 00 00|00 00 00 00 0013FF1c [ 00000000

The sample loads several libraries dynamically during run time. This also included
wsock32.dll. Malware usually does this as an anti-analysis technique (anti static analysis)

52 PUSH EDX
FF15 CO7842

CALL DWORD PTR DS:[4278c0]

C785 FOFEFFFMOV DWORD PTR 55:[LOCAL.68],0

EE OF
BBEB5 ECFEFFFI

83c0 01 ADD EAX,1

JMP SHORT 004072DD

C785 ECFEFFFYFMOV DWORD PTR S5:[LOCAL.69],0
[ MOV EAX,DWORD PTR 55:[LOCAL.69]

ST6 empty 43973.C
ST7 empty 43973.7

3
F5T 0020 Cond 0

FCW 027F Prec NE
Last cmnd 0000:0C

004278C0]=77BE75DE (W52_32. connect)

Address |Hex dump
O

[asciz

00000000 00C
00000000 00C
00000000 00C
00000000 00C
4 00000000 0O0C

013FD25/02 00 01 BB 70 D9 6C 8A 00 00 00 00 /00 00 00 0O
0012FD28/01 00 00 00 E4 07 05 00/ 05 00 16 00 12 00 36 00

1

»pUTE

e |

I
|716‘

- O00000AZ | &
00L3FEFC | | 0013FD28 | (¥
0013FC00|| 00000010+

| decoded the "sockaddr" structure which is passed on to the connect function.
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El OllyDbg - peebledash.exe - g -

File View Debug Trace Plugins Options Windows Help

(B[ w=/n] 3 0] %] BlMH|
[€] CPU - main thread, module peebledash ==
00407 267][ - 5595 EOX, DWORD PTR 55 [LOCAL. 711 Registers (FPU;
0040726D|[ - 8374 04 FF  |CMP DWORD PTR DS:[EDX#41, -1 ~ |EeSisrerER
00407271 - 75 07 JNE SHORT 00407274 ECX 00427AA8 peebledash. 00427AA8
07273/ - XOR EAX,EAX EDX 000000AC
7275| -, E9 9F010000 |JMP 00407419 Eex 7FFDI000
7274 || > 4 Lea eax, [LocaL. 3] E£5P 0013FBF8
7270|| - PUSH EAX parg => OFFSET LOCAL.3
727¢|[ - 68 7e660480 |PUSH B004667E emd - FIONEIO e
7283|| - 858D EAPEFFR{MOV ECX.DUORD PTR S5:[LOCAL.71) EDT 00000000
7280|| - MOV EDX,DWORD PTR DS:[ECX+4] ,
728c)| - PUSH EDX socket E1P [00407282] peebledash. 00407252
(00407280 ::15 ACZL420{CALL DUORD PTR DS: [<kus2_32.#10>] ws2_32. ioctlsocket 1 es 0023 32bit O(FFFFEFFF)
07293 - 1 CONST FFFFFFFE => SOCKET_ERROR 50 co 00is 32bit O(FFFFFEFe)
7296 - ,5 JNE SHORT DUAWZAZ A1 550023 32bit u(r::::::r)
7358|| - 53 Fese0as0 |0V Eax, 50040671 20 DS 0023 32bit O(FEFFEFFF)
729D|( - E9 77010000 JMP UDAD S0 FS 0038 32bit 7FFDFO00(FFF)
072A2|1> 6A 10 PUS T O GS 0000 NULL
72A4 ([ - 8p45 08 LEA EAx,[Arm.l] DO
72A7(( - 30 H_EAX 0 0 Lasterr 00000000 ERROR_SUCCESS
o7 - BESD E4FEFFF{MOV ECX,DWORD PTR SS:[LOCAL.71]
0040724€|[ - 8851 04 MOV EDX,DWORD PTR DS:[ECX+4] EFL 00000213 (NO,E,NE,BE,NS,PO,GE,G)
00407281|[ . 52 PUSH EDX
+ FFLS CO78420(CALL DUORD TR D; [4275C0]
00407268 | - C785 FOFEFFFY
0040722([> €785 ECFEFFF; |comnents N
004072cc|[ -, E8 OF
- [in_rani Ty — AF_INET
72CE([> 8B85 ECFEFFF{| rMOV EAX,DWORD PTR SS: [LOCAL.69] & 1
z T e Pl sa_data[14.] = 1,088,70,009,6C,84,0,0,0,0,0,0,0,0
7207|| - 8985 eceererl| [ Mov oioD pTa 5 [LocaL. 691 EAx
720D | > 8B8D ECFEFFF]| }MOV ECX,DWORD PTR 55: [LOCAL.69]
07263| 7 $88D ForerrF|[cmp Ex.ouoRD TR cc: [LocAL: 68]
72e0|| -, 73 1c JAE SHORT 00407307
72e8|| - 8895 ECFEFEFY| [ MOV EDX,DWORD PTR ss: [LOCAL.69]
72¢1|| - 8885 E4FEFEFY| MOV EAX,DWORD PTR S5: [LOCAL.71]
§COT=7767 SOE (Ws2_32. Conmecty

Hex_dump AscIT ©

0013FD28 [\02000R0In BB 705DINBERBAR0000] 00 00|00 00 00 00 | pumsplls:

Q013FD38( 0L 00 00 00 E4 07 05 00/04 00 1C Q0|14 00 1D 00 EE] B

0013FD48|10 00 4A 00|00 00 00 00|00 00 00 00 F8 FE 13 00|+ 3 opr 00137C04 | 00427448 | “28

00137D58|c6 70 40 00|00 00 00 00|00 00 00 00|00 00 00 00|%pd 001 37c0s | 00000000

0013FD68|02 02 02 02|57 69 6E 53| 6F 63 6B 20|32 2E 30 00|, wWinsock 2.0 0013FC0C | [ 0016AAED| 33,

0013FD78|00 00 00 00/ 00 00 00 00|02 F1 2A 08|9C FE 13 00 . Arg 0012£C10/f 00000000

0013FD88|7F 70 E4 77 BC FD 13 00|F8 EC 16 00|AF B5 88 72 |1 pawky pr 0013Fcis |} 00000000|

0013FD98|00 00 00 00| 7F 1C 40 0O|FF FF 00 00|00 00 00 00 @ yy 0013FC18| [ 009D2A7C |*

OO13FDAB| AR 6F £4 77|03 BS E8 77 D0 35 DS 00|AF 5 88 72| ~oaw'.owdsd 7 e 0013FCIC |[ 77E8234A| J#em| RETURN from ntd11.77E8234D to ntdll.Ntcloses0a

o/ o 0 00 2|0 001 3rC20 | 7550030 | Re u| RETURN From MEG1T-NTCTose o KERNELBASE. RaC 10sekey+0D7

0013724 || 0000008¢ | &

0013FC30 || COD535D0| D56A
4 E|byyy

0013FC3C (| 77E3D1CC| INaw|RETURN from ntd11.77E36170 to ntdll.Rrl1Allocatereap+ldc
S|t

8
g
g
g
g
2
E

7 00| Vi He .
0013FE68|AC FE 13 00|E9 52 75 GE|GE 69 6E 67|00 FE 13 00|-~p! €Running pu 0013FC4C || 0013FC64 | didn
0013FE78|F8 EC 16 00|94 FE 13 00|00 00 00 00 Q0 00 00 00|ei, “p! 0013FC50 || 00002778
00127C 5 || 0016EB4S | He-

0I3FEBS(00 90 FD 7F|7C FF 13 00 A4 FE 13 00 b @)
Q013FE98|00 00 16 00 DO FE 13 00|DD FC 9C 75 Yueu T 0013FC58 [ 0016EB4S | HE-
Q013FEAS|C4 FE 13 00|00 00 00 00/cC FE 13 Q0 Ipi ~ |oo13rcsc|| 759D2186| 1 u| RETURN from ntd11.relallocateHeap to KERNELBASE.Globalallocros

The first two bytes in the structure represents the destination port and we can see that it is
443 in this case.

From ]

Hexadecimal i Decimal

Enter hex number:

1bb 16

11 Swap

Decimal pumber:

443
10

The rest of the four bytes are: 0x70 0xd9 0x6C 0x8A, which translates to 112.217.108.138
(hex to decimal). This is the C2 ip address where PebbleDash communicates to. This IOC
also be seen in the US-CERT advisroy.
https://www.us-cert.gov/ncas/analysis-reports/ar20-133c
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LENTNTNGLE LSS TS, U PJSHUTH LA ETL S Sl Sl acisil.

For a downloadable copy of 10Cs, see MAR-10288834-3.v1.5tix.

Submitted Files (1)
aab2868a6ebcsbdessbd12104191db9fc1950b30bcf96eab99801624651e77b6 (D2DE01858417FA3B580B3ASS!

IPs (1)
112.217.108.138

Findin

aab2868a6ebcébdee5bd12104191db9fc1950b30bcfi6eab99801624651e77b6

gs

Tags
rootkit trojan
Details
Name | D2DE0185841TFA3B5B0B3A%5857847D5
Size | 167937 bytes

PebbleDash inserts fake "server name" in the TLS packet. We can see below some:

TO
D 0
o0

EFI

5T0
5T1
5T2
5T3
5T4
5T5
sT6
517

!

F5T
FCwW
Last

XMMO
XMM1
XMM.

G5 0000 NULL

Lasterr 00000000 E
00000246 (NO,NE,E,B

empty
empty
empty
empty
empty
empty O.
empty 43979.0000000
empty 43979, 8536574

3210

0020 cond 00 00
027F Prec NEAR,53
cmnd 0000:00402434

cooccoo
cooccoo

00000000 00000000
00000000 00000000

2 00000000 00000000

00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

M
7 00000000 00000000

0040932D E7F1 DIV ECX
0040932F 8995 SOFEFFFiMOV DWORD PTR 55:[EBP-1BO0],EDX
00409335 8895 SOFEFFFIMOV EDX,DWORD PTR S5:[EEP-1B0]
00409236|| - 8B0O495 BAS5CA]MOV EAX,DWORD PTR DS:[EDX*4+425CB4] PTR to ASCII "www.baidu.com"
00409342(] - 50 PUSH EAX String
JEEENEEEE] | - rFr15 4420420(CALL DWORD PTR DS:[<&KERNEL32.1strlenas] KERNEL32. Istrlen
00409249(| - 8985 3CFFFFFIMOV DWORD PTR 55: [EBP-0C4],EAX
0040934F 66:C785 SBFEfMOV WORD PTR 55:[EBP-1A8],0
00409358 8BED 3CFFFFFIMOV ECX,DWORD PTR S5:[EBP-0C4]
0040925 || - 83cl 05 ADD ECX,5
00409361 [ - 51 PUSH ECX [irg
JEDEDEEEE | - =8 D9860100 |CALL <IMP.&WS2_32.#9> wWs2_32.htons
00409267 || - 66:8985 SAFEfMOV WORD PTR S5:[EBP-1A6],AX
0040936E 8B95 3CFFFFFIMOV EDX,DWORD PTR 55:[EBP-0C4]
00409374 || - 83c2 03 ADD EDX,3
00400377 [ - 52 PUSH EDX [gt
JEEEDEEE | - & C3860100 |CALL <IMP.&wS2_32.#0> W52_32.htons
004092/0|| - 66:B985 SCFEfMOV WORD PTR 55:[EBP-1A47,AX
00409384 C685 SEFEFFFIMOV BYTE PTR 55:[EBP-1a2],0
00409288 66:BE85 3CFFIMOV AX,WORD PTR 55:[EBP-0C4]
00409392 50 PUSH EAX [irg
- EB AB860100 |CALL <IMP.&WS2_32.40> WS2_32. htons
00422044 ]=75C61977 (KERNEL3Z. 15trTen)
Address |Hex dump ASCIT ~ 00425p4C[L]B8 [Lstring =
01370248| 21 00 00 00|31 00 00 00|41 50 50 44|41 54 41 3D|! 1  APPDATA= 0013D9ES || 00000000
01370258(42 2A 5C 55|73 65 72 73|5C 52 45 4D|5C 41 70 70|C:\Users\REM\App 00000006 |-
01370268|44 61 74 615C 52 6F 61|6D 69 6E 67|00 00 00 00|Data\Roaming 0013DBE9| €0
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