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Reverse Engineering the Mustang Panda PlugX Loader

Hello everyone! In this series, we will be diving into the inner workings of a new-ish variant of
PlugX malware gaining traction around the Asia Pacific region for the past few months.

Introduction

PlugX is a fully featured remote access trojan (RAT) with various capabilities such as file
upload/download, file operations, registry operations, process operations, keystroke logging,
capturing screenshots or videos, and initiating remote shell on compromised systems.

Based on the analysis reports released by two security companies — Anomali and Avira, this
new variant is primarily used by a suspected China-based APT group being referred to as
"Mustang Panda", to target organizations primarily located in the Asia Pacific region.

ONE DOES;NOT,SIMPLY

SAY NO.TO PANDA"

L

For this post, we will reverse engineer the loader component of the new variant to
understand how it loads, decrypts, and executes the encrypted payload in memory. Then, we
will create a quick-and-dirty python script to automate the decryption process so we won'’t
need to run the loader every time we want to do a deeper analysis on a payload or perform
bulk analysis. Lastly, | will show you one of the ways to hunt for new encrypted payloads
uploaded in VirusTotal.
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But before we get our hands dirty, let us first take a look on how PlugX is initially delivered
and executed on a system.

PlugX Delivery and Execution

As you might have known from previous analysis reports, PlugX is primarily made up of three
main components:

1. A legitimate executable used for loading and executing a malicious DLL
2. A malicious DLL used for decrypting, loading, and executing an encrypted payload
3. An encrypted payload containing the main RAT functionalities

On the earlier variants of PlugX, these three components are typically delivered via phishing
emails containing an attached self-extracting RAR (SFX) archive, acting as a dropper for
these components. However for this variant, this RAR archive was replaced by a malicious
LNK file as seen on the Anomali analysis report.

Note: Logrhythm released an article on April 2018, detailing the evolution and variants of
PlugX over the years.

A general overview of the delivery and execution flow looks like this:

LNK

(Dropper)

1. LNK file drops the following files via
embedded HTA / Powershell script

3. Legitimate executable loads 4. DLL loads and decrypts encrypted
malicious DLL ! payload in memory
EXE DLL DAT
(Legitimate) (Loader) (Encrypted Payload)
2. Legitimate 6. DLL executes decrypted 5. Encrypted payload is
executable is executed payload in memory decrypted in memary

DLL

(Decrypted Payload)

Reverse Engineering the Loader

For our analysis, we will take a deeper look at a sample discovered by Avira in the wild.
These are the details of the PlugX components for our analysis:

Component Filename MD5
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Component Filename MD5

Legit exe Adobelnstall.exe ¢70d8dce46b4551133ecc58aed84bf0e

Loader hex.dll eafaba7898e149895b36ee488e3d579c
Payload adobeupdate.dat 58bdf783da4c627d2f13612a09a9b5a8
Let's dive in!

As a first step in reverse engineering, it's a good practice to perform static analysis first to
gain a general overview of the sample that can serve as a guide through out the process.

Checking the sample on CFF explorer shows us that it has only 1 Export function named
CEFProcessForHandlerEx.

— |3 Section Headers ]

Na 0000214C Dwaord 00002172
— |3 Export Directory me
— | Import Directory Base 00002150 Dword 00000001
— () Relocation Directory Numbe OfFunctions 00002154 Dword 00000001
— ‘Lm Conveter
— 4, Dependency Walker MNurnberOfiames 00002158 Dword 00000000
— %), Hex Editor AddressOfFunctions 0000215C Dwerd 00002168
— M Identifier
— A, import Adder Ordinal Function AVA | Name Ordinal | Name RVA Name
— M Quick Disassembler
— '\ Rebilder
— %m Editer {nFunctions) | Dword Word Dhwrord szAnsi
— 9% UPX Utility

00000001 0000182C 0000 0000217E CEFProcessForkHandlerEx

It also has a very few Import functions which suggests that this sample dynamically loads
Win32 API functions at runtime via GetModuleHandleA and GetProcAddress.

T | & Data Directories fx]
— & Section Headers x|

— |2 Bxport Directory

— (3 import Directory

— |2 Relocation Directory
— i, Address Converter

f— ﬁm Editor GetProcAddress

LocalAlloc

LocalFree
GetModuleHandled
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Additionally, we can also run a string utility to check out the strings on the sample. | normally

use FlreEye’s FLOSS tool which is a string utility on steroids. Aside from displaying static
ASCII/UNICODE strings, it can also display stack strings and automatically decode strings
that are encoded with simple and well known algorithms.

Here are some of the interesting strings FLOSS found on the sample:

LocalFree
LocalAlloc
GetProcAddress
GetModuleHandleA
VirtualProtect
CloseHandle
CreateFileA
ReadFile
\adobeupdate.dat
GetModuleFileNameA
kernel32
GetFileSize
lstrcatA

strlen

Based from these strings, we can come up with a hypothesis on the general flow and
functionality of the sample:

e Dynamically loads Win32 API functions from kernel32 at runtime via
GetModuleHandleA and GetProcAddress

o Obtains the full path of the running process via GetModuleFileNameA

o Performs string operations via strlen and IstrcatA

» Allocates a memory buffer via LocalAlloc

» Reads a file named adobeupdate.dat via CreateFileA, GetFileSize, ReadFile, and
CloseHandle

» Marks an allocated memory buffer as executable using VirtualProtect

Next, we can load the sample on a disassembler like IDA and a debugger like x32dbg. For
debugging, you can open Adobelnstall.exe and set a DLL breakpoint on hex.dll in order to
debug it.

Note: Adobelnstall.exe loads hex.dll from the same directory and PlugX have taken
advantage of this to load the malicious DLL as a form of anti-detection/anti-analysis
technique.
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| | 2 Log | [ 1 Motes ® Breakpoints | B8 Memory Map | (L] call Stack | =7 SEH |
Module/Label /Exception State Disassembly

#® Enter the module name

hex. dll

[ oK J[ Cancel ]

Since there’s only one export function in the DLL, it is fairly safe to assume that the sample
only has one purpose — to load, decrypt, and execute the encrypted payload.

We can easily follow the export function in IDA and dertermine that the main function of the
DLL lies in sub_10001354.

The first few lines of disassembly will show you "\adobeupdate.dat", "kernel32", and
"GetModuleFileNameA" being initiated as stack strings. Usage of stack strings is a common
anti-analysis and anti-detection technique employed by malware. This is typically used to
prevent certain strings from showing up on basic string utilities.

DO DOMEEG 10001 364 mov :eup-t.-\-'.r-.-e.,:dr‘-r.-* dat], '\*
DSDO0G 13081 1EE mov I': bpt+var 3 .']_, "a"
DRODDISE 10081 360 mov [ebp+var_36], 'd’
DSBS 1321178 mow I': bt ar "'.-]_, "a"
DODDBIE 100013 T4 mov [ebp+var_3a], 'B°
DODDDDID 1D ITE mov I'chpt var 3 "l|J g
DODDBIE 10813 T mov [ebp+var_32], 'u®
DEBD00T 13081 158 mow .-' bp+var 3 '.'l|J "o
DD 1 0081 334 mav [ebp+var_38], 'd
DSBS 13081 186 mow :! bp+var IF 'l|J "a
DHDDBIGE 1081 380 mov [ebp+var_2E], °
DD 1 B33 150 moy :! bpdvar .'I"l|J ‘e
DO DOMEEE 1 3081 304 mov [ebpt+var_2C], °
DEBDIM0E 13081 196 mow :c bt v ar _'F'_|J 4
DOODBIG1 81 T mov [ebp+var_24], ‘a
DEBDH0E 13081 148 mow :c bt car 2 =-'_|J £
Do DOME 1 a1 14l mov [ebp+var 28], @
DEBDM0E 13081 LAE mov ax, [thpr-.n-_lﬁ]
DSODkaG 10881 340 or ax, BOFER
BRG] GaA 1 1E8 sy :‘hﬂt.':'_'.F]‘ ax
D DOMN 1301 384 mav e, [ebp+var 18]
DADOHMGD 13081288 1mul cx, 6591h
DD 1 38 ] B0 mov [ebptvar 1B], cx
DRRROBEE180013C]1 mov [ebp+var_fullpath], @
SO0 1 3881 WE mav ecu, 48~

DBDDREG 18081300 wor faxN, EAX

SO0 13081 WF lea edi; [ebptvar_ 168]

DD 10001305 rep stosd
DS0DRN 1 0801 DT stosw
DRDDMGG 10081309 stosb

DOOOHHY 18081 MDA mov du, [ebptvar 18]
DM 10081 IDE wor dx, 8125k
OB A1 YEY mov [ebp+var 1B], du
DD 10001 3ET mov %, [ebpevar 18]
SO0 1 a1 YER and B, SE&ELR

DM 11 IEF mov [ebptvar_ 18], ax
OO A1 AF 1 movw [ebp+str kerneldl], 'k
DODDBMGI10081IFT mov [ebpevar_23], e’
MO 1 ] VPR mov [ebp+var_22], 'r°
DD 1M1 IFF mov [ebp+var_21], '’
DGO ] A1 40T mow [ebptvar_2a], ‘e’
RO 1 R 14T mov [ebptvar_1F], '1°
R ] BN | 40 moy [ebptvar_1E], '}
DM 000148 mow [ebptvar_1D], '2°
DaBOHEE 18081413 mov [ebptvar_i1C], @
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After initiating the stack strings, the address of GetModuleFileNameA is dynamically
resolved via GetModuleHandleA and GetProcAddress. Upon resolving its address in

kernel32, GetModuleFileNameA is called.

Running through it in x32dbg shows that GetModuleFileNameA returned the full path of the

i eox = GetModulefilsMases

of GetModuleFileNaned in kernelld
; var_GetModuleFileMamed get: addres: of GetModulefileMameA in kernell2

to GetModulefileMamed

GHEHRHE LBMEL4F2 lea ecu, [ebpéstr GetModuleFileliamed )
SREDRRMR LPIRAL1AFE push ocx

SRRROB0LBORA14FE lea edu; [ebpéstr kerneldl] ; edx = kernelll
SSBBO00 LOMAL4FY push edin

DROdELBA14AFA call ds:GetModuleHandle ; Handle to kernel32 is obtaimed
BREPRRHE L MRAL508 push ean

SRROBE 181501 call ds:GetProcaddress [ Address

SHERROD0 LBOA1%ET mov [ebp+va HModulefiledamed] ; eax
SEBROB0 LB 1580 mov ax, [ebp+var 18]

SHEHRDBELBE151] xor ax, GE3I1k

BRERRERE L BOE1515 mov [ebpsvar_1E8], ax

SRRROB1BOR1519 mov cx, [ebp+var_18]

SRROBE LBBa15 10 xor Cx, S92

REHBOBELBMAL522 mov [ebpivar 1B], cx

SBEPRRBELMMRAL526 push

SRRRRRRE1BDR152E lea odu, [ebps i ]
SRROBELBDA153] push edx

BSBBOBE 1001532 push 8

BABOOB010081534 call [ebps = ileFileNamen] ; call

is resolved

binary for the running process — which is "C:\Users\user\Desktop\Adobelnstall.exe".

i

push edx
push o

MoV
53 sub
10001542 Mo

ax,word ptr
ax , 40 3C
word ptr ss

piman ol i

L RN R N
T

£all dword ptr ss:[ebp-1

|5Eiﬁcai,dwnrd ptr ss:[ebp-i&L)

: "1 call GetModuleFileNamea
55:[ebp-18

tfebp-151,2

LR

L4

edx=0050017C
dword ptr

[ebp-186C])=[0049F91C “Ci‘\Users‘ \user‘\Desktop\‘AdobeInstall.exe"]|=555C3A43

Next, the full path and the character "\" is passed as a parameter in a function

sub_10001000. This function splits the full path

using "\" as delimiter and returns the

address of the filename — which is "\Adobelnstall.exe".

- push 5C 5 = "¢
. lea edx,dword ptr £i:[[ebp-16C])
- push edx
- is.g'l e, 10001000 function To get the Tilenase portion Trom the Tull path
] esp,
*e |mov dword ptr ss:[ebp-4],eax
L] mov ax;word ptr ss:[ebp-15]
- s5a8r Ax.l
i
dword prr [ebp-4]=[0049FABA] =7 EFDEDOD
ean=0049F 531 "\ AdobeInsTall.exe”

LEeRT: 100D1SEd hex.dlV: 1564 #1564

A few lines after, the first character of "\Adobelnstall.exe" is replaced by 0x00, thereby
splitting the full path into two different strings in memory "C:\Users\user\Desktop" and

"Adobelnstall.exe".

Next, the address of IstrcatA is also resolved dynamically using the same

GetModuleHandleA and GetProcAddress technique mentioned earlier. IstrcatA is used to

form the full path of the encrypted payload by concatenating "C:\Users\user\Desktop" and

"\adobeupdate.dat".
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BOB0E0R1M8015CE lea edx, [ebp+str_lstrcatd] ; edx = lstrcata

BOoBEee1eea15CE push edx

BOB00E1M8a15CC lea eax, [ebp+str_kernel3z] ; eax = kernel3z

BOoBEee1eBa15CF push eax

popa0eale0e1508 call ds:GetModuleHandled ; Handle to kernel32 is obtained
BooBEee1eaalsDE push eax

Bo0a00018001507 call ds:GetProcAddress ; Address of lstrcatA in kernel32 is resolved

BE0a308818081500 mov [ebp+var_lstrcatd], eax

BOBO0ELBBE15ES mov cx, [ebptvar_ 18]

BH0SR008100815E7 imul cx, B53Eh

BOBO0ELBBE1SEC mov [ebp+var_18], cx

GE0S3000100815F8 lea edx, [ebptadobeupdate.dat] ; edx = “\adobeupdate.dat™
BOMOBEOE1BBa15FI push edx

GE00R000100815F4 lea eax, [ebptvar_fullpath] ; eax = "C:\Users‘wuser'\Desktop”

BOMOBEOR1BBa1SFA push eax
BE0a0008100815FF call [ebp+war_lstrcatA] ; call to lstrcata

- N et L R I ] e L S e
. lea edx,dword ptr ss:[[ebp-35] edx = ‘\adobeupdate.dat
- push edx
. lea eax,dword ptr ss:[[ebp-16C] eax = <path_of_running_processx
. push eax eax: "C:y\Users\\user\\Desktop\\adobeupdate.dat™”
. €all dword pir ss:|[[ebp-i84 call Istrcarta

-+ mov cx,word ptr ss:[ebp-15
. or cx,F5E5

e e o T T e T T

Now that the full path of the encrypted payload is formed, a call to a function sub_10001084
is made in order to read the file contents of the encrypted payload, get the file size, and load
the contents into a buffer in memory.

The following arguments are pushed into the stack before the function call is made:

SaNaNaLRBE16ET los ech, [ebpevar_filesize] j war_filesize will contain the file size of the emcrypted paylosd after function call

NG 1 B8 16D puash BCE

RCOIRRLINMILETE 1o edx, [ebpevar_buffer] ; war_buffer will contedn the sddress of the buffer containing the comtents of the smcrypted paylosd sfter function call
00010081634 push edu

el LBBE1E3E Lea eaxn, [etesvar fullpath] ; war_fullpath cemtalns the full path of the encrysted payload

SOOCOURRLINMILESS punh eax

Ba0e0a1BB01630 call func_resd_file

Looking closely at the disassembly of the function, we can see that same as before, the
address of CreateFileA, GetFileSize, ReadFile, and CloseHandle are resolved dynamically
using the same GetModuleHandleA + GetProcAddress technique.

After resolving the addresses of the functions, a call to each one is made in the following
order:

o CreateFileA to open the encrypted payload

» GetFileSize to obtain the file size of the encrypted payload

e LocalAlloc to allocate a buffer in memory

» ReadFile to read the contents of the encrypted payload and place it in the buffer
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DG | M1 140 puih
i) | 0] JLE o
iDL B1 151 push
iDL 1 152 call
e ] 255 o
e L 0 T5E o
EiHp L L 2SR o

i 1 250 oy
ER{HHIIH L R L A oy
MM L R L S oy
SRS | 1 10 cep
Lo SR L

Ao h
edx, [ebpracg_fullpath]
e

[ebp+var_Createfiled] ; Call to CresteFiles

[ebpvar 58], eax
al, [ebpévar_1C]

al, 3am

[ebptwar_1C], sl

cl, [ebpsvar_1C]
[ebp+war_1C], cl
[ebaptvar_50], BFFFFRFFFA
short loc_le@8117)

After making these function calls, the address of the buffer containing the contents of the
encrypted payload and the file size are stored in the arguments pushed to the stack earlier.

L]

ean, [ebpsvar 58]

AN

[ebprvar_GetFilesi

[ebprvar_2], eax
al, [ebprvar_IC]

gl, 8k
el

[#bpevar_1C], al

[ebpsvar_2], @

short loc_18d2A5

re] : Call to GetFileSire

e
10901245

|l ] (] 245w
| iriplein ] i ] 245 mdddd
|l 1 i1 2AE pusk
|l 1 i1 24 push
|iniieiniiein 1 i1 2R call
| 1 i 1 264w
1120 T mow
|inpipiien 1 1 204 sub
| MmN LR L 2D ma

GOR1BOR1204 push

Ga10081208 call
BOBHOOMH10E1IDE test
QOBHO0ME1 1 ZER jns

|DOBDa00E ] 01 245 loc_ 10801 1A5:

wdun, [ebpivar_4]
wdn, 1

eds

44th
dsilocalAalloc
[ebpetitien], eax
al, [ebptwar_1L]
al, &&h
[ebpsvar_1C), al
al, [ebptwar_1C)
cl, Buih

cl
[ebpsvar_1C]), al
L]

edu, [ebpivar_&8
edu
ean, [ebpevar_a)
8N
ecH; [ebpehten]
[
edu, [ebpsvar_58
ol

[ebpevar_ReadFile] ; Call to ResdFile

cax, eax
short loc_loda]d

i wlbytes
i wFlags
i Call to LocalAllec

1

1

19

Then finally, a call to CloseHandle is made and EIP returns to the main function.

k J

F™E

oopoeaealeaa1319

BEREAROR1BBA131Y mov
BEREABSR1Ba131C mov
BEROARORLBBA1ILF mov
BOROMBOR1BBa132]1 mov
GOROGRGR1BA81324 sub
BOROREORLBBa132T mov
SODORHORLBBa132A mov
BORARRER1BRa132D mov
SORORHORLEBa1338 mov
BORAMROR1BRA1332 mov
SODORRORLBBa1335 sar
BORAREOR1BRA13IIE mov
SORORHORLEBa133E mov
GOROGAGR1BA8133E push
GORSBAER1BA8133F call
BORAMRORLBRA1342 mov
SODORRORLBBa1345 sar
BORARROR1BRA134E mov
SORORHORLEBa134E mov

GORSRAEA1681319 loc_18681319:

eax, [ebptarg buffer]
ecx, [ebp+hMem]
[eax], ecx

dl, [ebp+var_1iC]

dl, &Bh

[ebptvar_1C], dl
cax, [ebptarg filesize]
ecx, [ebptvar_4]
[eax], ecx

dl, [ebp+var_1C]

dl, 3

[ebp+var_1C], dl
cax, [ebptvar_5@)
eax
[ebptver_CloseHandle]
cl, [ebptvar_iC]

cl, 2

[ebptvar_1C], 1
cax, 1
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Just a few lines of disassembly after, we can see some instructions assigning the address of

the buffer to a new variable and that variable being passed as a parameter to strlen.

ol e =

BepaoBa108a166E

BEE80RRA1ORR166E loc_1B8@166E: ; ecx = address of buffer

BB800R001008166E mayv ecx, [ebp+var_buffer]

BEORGREALARA1E674 mov [ebp+var_key], ecx ; address of buffer stored in a new variable
280800281008 167A mov dx, [ebp+var_ 18]

200000001008167E add dx, BFE1Fh

BEEA0REA1BRA1683 mov [ebp+var_18], dx

2epae0Be10881687 mov eax, [ebp+var_key] ; eax = address of buffer

B2000daa108a8168D0 push eax

BEO08EB1BBBL16EE call strlen ; call to strlen which will return the string length and store it in eax
2000000810001693 add esp, 4

B2E0208018081696 mov [ebp+var_keysize], eax ; string length is stored in a new variable

These instructions essentially obtain the encryption key from the encrypted payload and
determine its length via strlen. As you might remember, a string is an array of characters
terminated with a NULL byte. So passing the address of the encrypted buffer to strlen will
give us the length of the first string it sees.

O049FFES
O049FFF8
004A0008
004A0018
004A0028
004A0038
004A0048
004A0058
004A0068
00440078

52
TA
BC
4E
63
FE
15
o7
43
B4

75
1
85
Lo
5g
LE
E1S)
33
LD
L&

46
15
63
44
TA
EE
3aC

40
oD

Later on,

oD ;

63
oz
19
52
51
&7
3

76
EB

2F
4E
83
44
85
o6
GE
oC
CC
CC

AE
0
59
L2
EE
(153
32
]
30
BC

63
=1
TA
75
40
13
2F
1F
U |
29

53
B1
51
46
50
ZE
72
7F
FF
Fi

59
oF
TA
75
4E
DE
27
13
75
A9

TA
o7
51
46
50
58
72
3F
45
EC

51
FE
4E
63
4A
E1S)
16
6E
63
3D

4E
Al
50
59
AA
9C
27
14
59
EBE

50
E2
44
TA
75
&F
oD
05
TA
92

44
94
52
L1
46
04
37
01
L1
44

oo
43
75
4E
63
22
15
55
4E
14

iF
40
46
50
57
3B
25
2B
AD
AG

RUFCYZONPI. . /2CY
Z0....p%a.CENPY.
%.C.ZONPIRUFCYZQ
NP IJRUFCYZONPIRUF
CYZOMPI2UF CWesapP
p[.glx6.0.";.F.+
- R . e
e TRV s TR |
ClevuFcYzon. Togy
LU BEh=E. 7. Ix9n

we will see how this string is used as a key for the decryption routine.

A few lines after, we can see a sub operation being performed on the file size using the
determined key size to compute the file size of the payload without the key and the NULL

byte.

B902800010001682 mav
aec800012001688 sub
B900800810081688 sub
290800001 00016BE mov

B T

eax, [ebptvar filesize]
eax, [ebp+var_keysize]
eax, 1
[ebptvar_filesize], eax

am

Moving down further on the main function, we can immediately see that there is a loop
before it proceeds to the final set of instructions.

What this loop does is basically read the remaining bytes after the encryption key from the
original buffer and copy it to a new buffer.
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Right after the loop, the key size, key, file size, and new buffer is pushed to the stack and a
call to a function sub_100018D0 is made. This is the function that contains the algorithm to

decrypt the encrypted payload.

aapeapRalapalias
aapoapaalapalias
aapoapaalapalias
aapoappalasaliao
aapoapaalapaliar
agpooppalaaaliog
aapoapaalaaal 7o
aapoapaalapalyoy
aaoeapaalaaalion
aapoapaalasalioB

Looking closely at the disassembly of the function, we can immediately determine that the

loc_1@881785:

mowv
push
mov
push
mov
push
mowv
push
call

edx, [ebpt+var_keysize]
edx

eax, [ebpt+var_key]

eax

ecx, [ebptvar filesize]
ecx

edx, [ebptvar_newbuffer]
edx
func_payload_decrypt

algorithm performs XOR using a multi-byte key.
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DIDBIEO0E LMK 1 EDD

|t | BN 1 BN s 3
|Enisisiadednie} L BORLEBDE 573
DIBICVO0 L MNMNILEDE . 2

|Dbaaeaa 1081800 func_payload_decrypt proc near

DOOIENUE L O 1 500
e U R & dword ptr
|Dbibiadadal L BRRLEDE va 4= byTe gur

» dword ptr
size= dword ptr
dward ptr

|Daaaaa0a1 BRRL1E0N srg keysizes deord ptr 14

DGR L M 1 EDD

|[oaaaaaaa 1 BealEm push  ebp

|Esisbupuiapail L BRI LBD ] mecre wbp, &g

| L MNMIIED Y wub #ip, B

|esininit Lbb 1 BO: e [ebpevar_4], 29h

DBBIEEE LN BIA mor al, [ebpewar_a)

|oaaaa L Ba1BID sat al, B

anEaett L M 1EDF morw [ebpavar 4], al

|oasaaaaa1pen1Brz mow [ebpsctr], @

|t Lisb 1BE S g short lec LBOB1AFE
id

Lol o

QM0 LB 1ET 4

e | BB IEF 4 [oc | 1EF4:

DGO LB 4 o edu, [ebprctr]

00N BB IETT cep pdu, [ebprarg (ilesize]

o1 00a 1K & Jge short loc_Le1928

_ ¥ _ ¥
o = [l =
L eax, [ebpiarg _data] MRS L1 T
Dpisiniedede} LGB LEFF aod ean,; [ebpicir] DEDDDDN 11928 loc_ 1931328
i N1 08) movax  mox, byte ptr [max] T ep, whp
Bt I D L ean, [ebpectr] OO | B LI24 pop ebp
Enbebsininialal L 1 BBE cdg DSODBDENL ML SIE reth
I | W L S 1 [ebptarg keysize] DRI 1920 func_payload_decrypt endp
DDl | 2081300 morv ean,; [ebprarg hey) BEDDDDE] N1 320

ittt ] NN BOF monx
DD L BBA151Y nor
Enbebabninbalal L 1915 more
D L ALE modd
il L B191D mery
RN | NN 910 morw
DD} L BB19 2D Bl
Enioindniabalal L NNIL 023 more
DG L B0 jmp

edx, byte ptr [eaxéeds]

eoH, Bdw

eax, [ebpeacy_data]
eax, [ehpictr]
[eax], €l

cl, [ebpevar_4]
el, BFE
[ebpevar_4], el
short loc_199908ER

'

=

SN 1R 1R
SO000 | BBE1EER

SRR0000 | BB 1EEE

lee_1B@@1BER:
EHRHHRH] 1R 1 ELE e
add
S L BB EF ) o

eox, [ebpectr]
ecw, 1

[rbpestr], wox

Running this on a debugger, shows that the decrypted payload is a PE file.

Address | Hex ASCITI

004C7410 (4D SA ES 0O 45 L BB|EC 81 C3 MZe....[REU.7.A9
004C7420( 11 00 00 FF 00 00 00|00 00 00 LWVOEA.A. . ...,
004C7420( 00 0D OO0 0O 00 00 00|00 00 00D e m e
004C7 440 00 OO0 00 0O 00 OO0 OO(F8 00 OO0 00| ..veeeeurenn @...
004C7450 | 0E 1F BA 0OE BS 01 4C|CD 21 54 I A by
004C7460( 69 73 20 70|7 60 20 63|61 GE G&E is program canno
004C7470 (|74 20 &2 &5 69 GE 20|44 4F 53 t be run in DOS
004C7480 | 60 6F &4 &5 00 00 00|00 00 00 mode. ... 5. ......
004C7490 | FD B6 62 24 EF OC 77|B2 E7 0OC v.bE cow C.wig.w
004C74A0 | FF BG& ED 77 7|EE_BE D3 F7|AB E7 OC 77| wNiwiC.wiNOw C.w
004C74B0|FF BE EC 77|D3 E7 OC 77|BO 9F BF 77|BA EF 0OC 77| vTiwdg.w®. . .woC.w
004C74C0O|BO 9F 9F 77|BC EF OC 77|B9 EF 0D 77|EF EF OC 77| %..wWaC.wW ' C.wWiC.w
004C74D0| B4 BS ED 77 |AZ E7 OC 77 77|B8 EF OC 77| piweg.w pbw C.w
004C74EQ | B4 BS DF 77|BB EF OC 77|B9 EF 9B 77 |B8 EF OC 77| Mxw _C.W'C.W_C.W
004C74F0 | B4 BE D2 77|BB EF OC 77|52 69 63 6E|B9 EF 0OC 77| pbw _C.wRich'C.w
004C7F500| 00 00 00 00|00 00 OO OO(50 45 00 00|4C 01 0% 00| ........ PE..L...
004C7510( 8E 5D F3 5D |00 OO0 OO OO|0O0 OO OO OO|EQ OO O2 21|.J0]........ a..!
004C7520 (0B 01 OC 00|00 FO 01 00|00 42 04 00|00 00 OO0 00| ..... B...Beuunn.
004C7F530| 4B €0 01 00|00 10 00 00|00 00 02 00|00 00 00 10| K vewerreennnnns
004C7540 (00 10 00 00|00 02 00 00|05 00 O Q0|00 00 00 00| v veeeeeeernnnens
004C7550| 058 00 04 00|00 00 OO0 00|00 &0 O3 00|00 04 00 00| o v eeweeee cawen.

Going back to the main function after the call to the decryption function, we can see the
address of VirtualProtect being resolved using the same GetModuleHandleA +
GetProcAddress technique.

Upon resolving the address, we can see a call to VirtualProtect to change the access
protection of the buffer containing the decrypted payload to 0x40
(PAGE_EXECUTE_READWRITE).
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Lastly, we can see a call to the address of the buffer to execute the decrypted payload.

B008008812081877 lea ecx, [ebptvar_174]

200000001888187D push ecx

B08000001800187E push 4@h 3 PAGE_EXECUTE_READWRITE

B088002212001880 mov edx, [ebptvar_filesize] ; edx = file size

f00000010081886 push edx

B000000010001887 mov eax, [ebptvar_mewbuffer] ; eax = address of buffer containing the decrypted payload

B22000018001884 push eax
f000000016221888 call [ebp#var_WirtualProtect] ; Call to VirtualProtect

B08000001008188E mov cx, [ebp+var_18]
Geaeeeeeleealsn2 add Cx, 4EBAh
6000600016661897 mov [ebpévar_18], cx
2000000010081898 mov dx, [ebp+var_ 18]
B90800001000180F sar dx, 2
B088008212001843 mov [ebpsvar 18], dx

20080068120818A7 call [ebp+war_newbuffer] ; Execute the payload

..and there you have it folks, PlugX is now loaded to memory and executed on the system.

Automating the payload decryption

To make our lives easier, | created this quick-and-dirty python script to automatically decrypt
payloads for this variant:

Hunting for encrypted payloads in VirusTotal

I’'m also sharing this VT hunting YARA rule that | came up with to hunt for encrypted
payloads associated with this variant. The rule is based on the flenames mentioned on the
Avira report.

You may get some false positives on this one, but together with the python script above, this
can be an effective approach to hunt for encrypted payloads that may otherwise go
unnoticed on VT.

That’s it guys! | really hope you learned something new today and as always, thank you for
reading my blog!

PS: Stay tuned for the next post on this series where we’ll reverse engineer some interesting
parts of the PlugX payload itself. Cheers!
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