What happened between the BigBadWolf and the Tiger?

m medium.com/insomniacs/what-happened-between-the-bigbadwolf-and-the-tiger-925549a105b2

asuna amawaka May 20, 2020

asuna amawaka

May 20, 2020

10 min read

While | was doing research for my previous posts, | came across mentions of a trending Chinese-
language-based C2-side controller called X/xJK (pronounced as Da Hui Lang, which translates
literally to Big Gray Wolf). I'm just going to call it BigBadWolf here :) Simply because the name is
cute, | picked it up and took a closer look. Turns out, it is modelled after (or should | say, it's an edit
of) the infamous GhOstRAT, and samples that are built from the BigBadWolf matches GhOstRAT
signatures, as well as this YARA rule [1]:

rule IronTiger_GhOstRAT _variant
{
meta:

author="Cyber Safety Solutions, Trend Micro”

comment="This is a detection for a s.exe variant seen in Op. Iron Tiger”

strings:

$mz="MZ"

$str1="Game Over Good Luck By Wind” nocase wide ascii
$str2="ReleiceName” nocase wide ascii
$str3="jingtisanmenxiachuanxiao.vbs” nocase wide ascii
$strd="Winds Update” nocase wide ascii

condition:
$mz at 0 and (any of ($str*))

}

There are plenty of articles and analysis walkthroughs out there on GhOstRATs, given its very long
history. However, | decided to go ahead to further this exploration because I've seen this YARA rule
hit often enough to wonder about whether the samples are really related to Iron Tiger, or could it be
the case that the strings are no longer unique enough to identify any particular variant.

I’'m sure that in your lifetime browsing VirusTotal, you would have come across community comments
like this:
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Detected by THOR APT Scanner

Detection

Rule: IronTiger_GhOstRAT _variant

Ruleset: Iron Tiger

Description: This is a detection for a s.exe variant seen in Op. Iron Tiger
Reference: http://goo.gl/T5fSJC

Author: Cyber Safety Solutions, Trend Micro

Score: -

| was not able to get my hands on the exact sample that this rule was based on but | did find a few
other samples that contains those strings, and | picked 3 to do comparisons with binaries generated
from the BigBadWolf builder:

« BBE7D708310EC7E5F981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25
e C02A360C6F64609403B4E4D4FC130014C40EBB77F71DF816C6408851C7COEDS4
» 9DCDDC7FFCE78526057888B43B57E76BA7F3FEDOC13FB4FA4214DCB08412C447

While | was preparing this post, | came across a tweet[2] from malwaremustd1e that mentioned a
“KuGou” backdoor along with screenshots that looked somewhat like what | observed while exploring
BigBadWolf. | added these files as part of my comparison attempts, later in this post.

* 852FA14860260023289EE6577DBD5E0193DF31DAE5SF3C078142D3CAC030C7462 (EXE
dropper)

o 7BAEE22C9834BEF64F0C1B7F5988D9717855942D87C82F019606D07589BC51A9 (DLL
RAT)

Let's get started!
The Misunderstood Wolf?

Maybe it all started as a tool for education. Really. It even came with a warning against doing evil with
this toolkit. Although ticking that checkbox at the bottom of the disclaimer does felt a little like “I
solemnly swear | am up to no good”.
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The builder component comes with the standard set of features e.g. specify the C2 IP address,
mutex, name of the service to create for persistency, location to store the malicious binary on disk,
options to delete the binary upon single run. There seems to be another binary (“1.dll” shown in the
screen capture) that needs to be downloaded by the generated binary. Leaving this field blank causes
the build to fail. This is quite typical of a GhOstRAT deployment — a simple dropper/loader and a DLL
that contains the main logic of the RAT.
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| found a copy of the required DLL file that came within the bundle of C2-side binaries, and it looks to
be encoded/encrypted. The last 32 bytes of the file looks like a marker of sorts. Make a mental note
of this, we’ll see how this is used later.
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The output of the builder is a rather lightweight (9.5KB) EXE file, with almost no strings to analyze.
Thankfully, there is still something to hint of “evilness” within this executable — two sets of base64
encoded strings.

Find Find Al Saveds | MinSize|d  Rescan|savemin [# Offsets & raw ¢

00001912 ?WriteFile 2
00001%1F CreateFilea

0000152E ?ReadFile

00001938 GetFileSize

00001946 SetFilePointer

00001558 Sleep

00001960 GetModuleHandlei

00001572 ?GetStartupInfol

00001583 EERNEL32.d11

00001991 ?_stricmp

00001822 +70zr+n8/0Tx9P3v/e/97vzu/cOTu9B=

00001BAZ 803gAeBBTwHW39/47/3v3/jv+0/£803ue
+zpevervReri4cS803vTu/s3dearTytje3cjrytgbyt34bariytje3cjrytgbyt33M/bT11THMS IQ
4PHQS5tczEoRIB3bXORCZMCdzMPHShHcHoaNGmOgH T £/ 164 rquixI3CwgvBkd

+LvR3IErgGel SwBvLeB35TAwuTpT7 98bgyciagkRaN/£759/¢3

+/£79/v3Bergt/ l1AgRerwaLDALTHYMHEALOG+waQCqRBCEqLPIPyvuldsbwlPX/ 3/ T0BfHEx6urr /UCAY
vEBrgHAYLXHWMEEvSLEAVEWIPyu3/0D/d/9A9/ HgfuvIQICrREB rQGwt cLEVAGWSAG+waQC/RTE

fil

The use of these strings are very quickly found within the binary.
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Sa481910

Lt bR

88481918 ; encoded string = “tF0zrenB/0Tx9P3v e ITvIw/cOTuUSE="

SRE191R

1918 i int _ cdecl decode wor_sdd_481918(void ®encoded_string)

BE4B1518 decode_xor_add_ 281918 proc near

L R

SO481510 var_d4= dword ptr -4

SR4B1ILR enceded_string= dword ptr 4

11

B8381918 51 push L=

G401911 88 4C 24 0B -y ecx, [espedsencoded string]

@O48191% BD 44 24 B2 lea ean, [espidtvar_4]

BE481919 58 push L : int

Saif1a 51 push BEN 5 Memory

BB48191E L7 44 34 B S8 S8 80 83 mov [esprachevar 4], @

SB401923 E8 F§ FL FF FF call basedd_decode 401620

eaaEl92E BN C4 08 add esp; B

ea4al92E 33 L9 War BLN, BN

1920 85 C test AN, £AX

S24a192F TE 37 jle short loc_ 881958

¥ ¥
Ba4ai93l 53 push
lo_4@1558:
mow eax, [espritvar_4]
R egx
retn
decode_xor_add 481918 endp
L
los_401932:

L
BB421536 BA 1C 11 [
BRa919%9 B0 C3 A add
B3AR1593 BE 1C 11 [
BBAB1G3F EB 54 24 B4 L
481043 B4 1C 11 mo

mow

Ba4@l94 &8 10 11

edx, [esptitvar_4]
bl, [ecxeeds]

bl, Tah
[Ecxsedx], bl
#dx, [espeSevar 4]
bl, [ecx+eds

[eexsedx], bl

BsBaR154L 41 inc ecx

BB481940 3B B o8p £ox, eax

pad104F 7C EL jl short loc 41932
o eax, [esp+E+var_4]
R b
pop ecx
retn

The first set of string can be decoded with base64, ADD 0x7a and finally a XOR 0x59. This gives us
the address to fetch the DLL that we specified in the builder. ADD and XOR operations are typical

encoding seen in GhOstRAT variants.
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Recipe

From Basebtd

Alphabet  A-Za-20-9+/=

Remove non-alphabet chars &

ADD
Key Hex= 7Ja
XOR
Key Hex- 59
Scheme Standard

Mull presernving

length: 32

Input lines: 1

t70zr+n8/07x0P3v/ e/ 97vIu/cOTu8=

time: ims
Qutput length: 23
lines: 1

http://127.0.0.1/1.d11.

The binary then proceeds to download this DLL and store it in C:\Program Files\AppPatch. This path
is not configurable within the builder. As said earlier, the DLL is the meat of the RAT — all the EXE
does is to download it, decrypt it, execute it and load the configuration data into its memory. Speaking
of configuration data, that happens to be the second set of encoded strings we saw. The decoding of
that set of string is the responsibility of the DLL. We'll look at that in awhile.

(RERERE

BRSRIETE (F 44 b4 48 TR
BRIRTE OF 44 B4 48 6L
BITE O 44 B0 dd

|#ie= “nfa #é
Flrd_2a5_rmperd_Somet lom_mids_ddiar]
g B

"
b
s loc_shidii
i ot L) lsa #on, [eapritaner ]
" R 12 on § "Petaiid
s SA0ND B B 4 5 00 [P et AL .
e LR ] deif  eam b Bk wngeited Tonitbis “Bllrmpretcs®
L BN O [T T [T} i ipes
{mm 4 . Ju bt e S43988 a2 18 PR ewil el SN
a0 13 G4 8 e, W
D 5 por il
a5 P ok
b 5 [
R 0 [
Sianeii 83 G4 3 asi amp, bR
S 1 eta
R A SELNBE
pe——,

Let’s talk about the DLL. After receiving the DLL, the loader checks for the magic footer before

proceeding to decrypt it.
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¥

SB481EDE 53 push eh 3 hTemplateFile
BB4BLEDT 53 push ebx ; dwFlagsAndattributes
SR421EDE 64 B3 push 3 3 dwlreationDisposition
BO4BLEDA 53 push ebx 3 lpSecurityattributes
SB401EDE 64 281 push 1 3 dwShareMode
Ba481EDD 68 90 0O 08 BB push fefstatcle e et ; dwhDesiredicecess
BR4R1EE? 6B C@ 44 48 20 push offset FileName ; lpFileName
BA4Q1EE7 FF 15 88 38 48 8@ call dz:CreateFilea
ea401EED 8B FO oy esi, eax
BB4B1EEF B3 FE FF cmp esi, BFFFFFFFFh
GA401EF] OF B4 A2 91 &0 00 jz loc_482094
1
@== '
BE4Q1EFE BD 4C 24 18 lea ecy, [esp+dbhevar_30]
@84B1EFC C6 44 24 18 53 mav byte ptr [egpsdBhsvar_3@], "5 ; 588555
@a4a1Fel 51 push ecx ; int
@e481Fa2 56 push esi : hFile
de4a1Fa3 C6 44 24 21 53 mov byte ptr [espsS@hsvar_38+1], 'S’
B@481FE8 (6 44 24 22 53 moy byte ptr [espeSh+var_3e+2], 5"
dR4a1FaD C6 44 24 23 53 mov byte ptr [espsS@hsvar_38+3], 'S’
@e481F12 C6 44 24 24 53 maw [esp+S@hsvar_2C], "S5’
Be4B1FLT C6 44 24 25 53 mov [esp+Sehivar_28], "5
@e481FLC 88 5C 24 26 maw [espsS@hsvar_2a], bl
@4a1F20 C6 44 24 30 56 mov [esp+Seh+var_2e], "v' ; VID:2014-5VE
Be481F25 C6 44 24 31 49 mow [esp+S5@hsvar 1F], "I°
BO4B1F2A C6 44 24 32 44 mav [esp+Sehivar_1E], "D
BE481F2F C6 44 24 33 34 mov [esp+S@hsvar _1D], ":°
@a4a1F34 C6 44 24 34 32 mav [esp+S@h+var_1C], "2'
@R481F39 C6 44 24 35 3@ mov [esp+S@h+var_1B8], "@°
BB4B1F3E C6 44 24 36 31 maw [eswiﬂhwar_lﬁ.], "1’
@R481F43 C6 44 24 37 34 mov [esp+S@hevar_19], "4°
Be481F48 (6 44 24 38 20 maw [esp+S@h+var_18], "-'
BR4a1F4D C6 44 24 39 53 mov [esp+S@h+var_17], "S5’
@e481F52 C6 44 24 34 56 mav [esp+S@hsvar_16], "V’
BR4R1F5T C6 44 24 3B 3B mov [esp+Sh+var_15], "8°
@e481F5C 88 5C 24 3C maw [espsS@hsvar_14], bl
@0481F60 EE CB FB FF FF call check_for_presence_of_magic_401830
Be481F65 83 C4 88 add esp, 8
B04B81FGE B8 FB mav edi, cax
Be481F6A 56 push esi i hobject
BO481FEB FF 15 88 3@ 48 0@ call dz:CloseHandle
@2481F71 38 FB cmp edi, ebx
B84B81F73 GF B4 21 @l &0 8@ j=z loc_482894

[ |
The decryption algorithm is nothing fanciful, just RC4, where the key is “Kother599”. One more thing
that we have to do before we can analyze this DLL with a disassembler: unpack it with ‘upx -d’.
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BR2R1E4D ; unsigned int _ cdecl rcadecryptfile 4@1E48(int encrypted_data, unsigned imt lemgth)
Baa1Eda rcddecryptfile 401848 proc near
L

SEA]1E4D red_keys byte ptr -18Ch
SEa1E4D var_l@B= byte ptr -188h
SR4A1E40 var_l@a= byte ptr -1@a&h
SRER1E4R var_l@g= byte ptr -186h
BR4R1ES var_l@g= byte ptr -108h
BRLA1ELD var_l@7s byte ptr -187h
BRLR1E4D war_ldg= byte ptr -10&h

LE i war_l@%s byte ptr -18%h

Sl ] E4l war_ldds byte ptr -18dh
eEA1E4D var_183= byte ptr -183h
BEA1E4D red_shoxm byte ptr -100h
SRR encrypted date= dword ptre 4
BRaplE4R length= dword ptr &

BRSR1ES

B2AR1E4D Bl EC BC B1 B9 83 suly esp, 18Ch

BRSA1E4E BO 35 oV al, '8"

SRSA1i4E B4 a8 push ah

SRSB1ELA BE 44 24 05 L [esp+ildb+var_185], al
OREA1E4E B8 44 24 0 oy [esp+iidhsvar_la4], al
BRSA1ES2 BD 44 24 B4 lea b, [esprllifhered_key)
BBSR1ESS 8D 4C 24 18 lea ecx, [espelldbered_sbox)
BB4A1ESA 50 push  eax

eRaR1E5E 51 push L

BRSR1ESC C6 44 24 BC 48 BV [esp+llBh+rcd_key], "K' ; Kothersss
|eas@lEEl L6 44 24 B0 &F OV [esp+llBh+var_108], "o’
SRSR1EEE C6 44 24 BE T4 oV [esp+iiBh+var_l84), “t°
GREA1ELE C6 44 24 OF 6B mo [esp+iiBhivar_185], ‘h*
SREQ1ETS C6 44 24 18 &5 L [esp+iiBhivar_l0E]), ‘e’
GRER1ETS C6 44 24 11 T2 L [esp+liBhsvar_la7), ‘¢’
PRSR1ETA C6 44 24 12 35 L [esp+liBhivar_l06]), 'S5’
BRSR1ETF C6 44 24 15 L [esp+llBhevar_la3], @
BB4@1EB4 EB BT FE FF FF call rcd_keysched_481018
BOIR1ERD B8 94 24 20 01 63 89 OV edx, [esp+rllih+length]
BRI1Esd B8 B4 24 1C 81 &3 89 mov eax, [esptlifhtencrypted data]
BRLR1EST 52 push edx

SREA1ESE BD 4C 24 1C lea ecx, [esp+rliChered sbox]
GRLA1ER 58 push L

BRLA1END 51 push L1

ORSR1EHE EB @0 FF FF FF call rod_decrypt_401080
BBSR1EA3 81 C4 24 81 B0 & add esp, 124h

BaaplEAT C3 retn

BRIA1EAD roddecryptfile 421848 endp

Sasa1iAs

Your big ears are showing, grandma...

The first thing that the DLL is tasked to do is to decode the configuration data. Most of this
configuration data is set in the builder, while some appears to be hardcoded.

The decoding of the configuration is the same sequence (but using different hex values) seen above:
base64, ADD 0x77, XOR 0x56.

Recipe

From Basesd

Alphabel  A-Za-z8-9+/=
Remave non-alphabet chars =
ADD

Key Hex~ 77

XOR

Key Hex+ 56

Scheme  Standand v
MNull presenving L

Decode text

Encoding  Simplified Chinese GBK (336)

The structure is as such:

leagth: big

Input lines: 3 B CesV0 || Resetayout

20200 BETWHWIR AT v/ ve 0/ FEO3uds s pdvervitbr 465803V Tu s 288 s r Tyt J B30 frytgbyt 3865
Tyt 83 Jrytgbyt 330/ BT 11 IHM IQPHQS e 2 EoR 3B IDXAKE 2l d 2 MPHEhHCHE ahiaed gHT 7/ T64rquix]
3wy v RS+ LVIIErgle ] Swliv LeBA S ThwuTpTo8 by c LagkK SN/ £ 79/t 3+ F 79 v 3Berg b/ Laghrwi LDADT
HyMRATQG+us QCGKBCB LPOPyu3Sbul P 3/ TORFHE xburs S UC APV BrgHAY LXHWMEE VS LEAVKWwIPY U380
F A PAR R EuvIQIC rEBrQGWT CLBWAGW SAGHSQC /K TF

Output Lengh: :-s;: £, 7] i e

ines:

127.8.0. 1. . 5050, 5050, 12340678 e . 5_ 129305, SuperProServer  SuperProServer S MEON
SRR E S RS F L. (SSystesRoot®, Terss , EXE, exe. Caod60 BHLS

4. .0.2.0.0.0,http:/ /ool .chinaz, con/Tp/ P IP=Xs. [1]): .==r>. http:/fdns, alzhan, com/?
g=%5.",".",.http:/f/user.qIone . gq.com/Xs.
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[C2 Address][QQ User ID][C2 Port 1][C2 Port 2][RC4 Password][Version][Service Name][Service
Display Name][Service Description][Installation Path][Filename][Mutex][Group Option][Additional
Download][Installation Type, Logging Options][IP address tool][placeholder string][reverse DNS tool]
[placeholder strings][QQ profile URL]

Now we come to the interesting part — the callbacks. As we know, GhOstRATs have their signature 5-
byte magic headers (the length varies in some cases, | know), followed by some size information, and
finally the Zlib compressed data. However, | don’t see this structure in the traffic. What | do see is a
Zlib header magic 0x78 9C. Let’'s see what happened to the first few bytes prior to this Zlib header.

He Time e Motcdl Lt Inks

58 Standard query DuIbBd A s, Test. oo

74 Suanderd guery response BxdhEd A we.test.oom A 192.8.2.113
Rl

43 50080 = B [SYM] Seqed Win=3151 Len=B

15ddd PUSA0s . TTEMM 19716802128
15445 PUSA05. TEIM 197.168.32.128
15445 PUSAGE. TETM 193.168.32.128

15450 TOSI0L, Thaded 103168532 128
15451 TOSSUS.TRIS0s 193.168.52.128
15452 TOSL0E.S63000 193.168.52.128

A92.8.2.13%
192.188.32.138
192.9.2.123

A SHMED - BEM [ACK] Segel Ackel WiA=£4288 Leasd
A 582 - BEI2E [ALK] Seqel Ackel Win=S4348 Len-d
Th4 50300 = PEM [Pin, AOK] Seqel Ackel winsdalsd Lens178

15483 ToSa0l . BE4000 192 166.32_128 192.188.32.128 TR Ti4 S0302 = BEICE [PiM, ACK] Seqel Ack=1 Wissd4248 Lens=1T4
15454 U405, 71000 192.165.32.128 192.188.32.138 T 40 3EPIE + S0002 [ALK] Seqe1 AckelTS Win=BRLE Len=@
15495 U495, BTIH00 193.0.2.113 193.188.33.138 T 40 U0 + 030 [ALK] Seqel Ack=173 WieeBO1S Len=d

ey 2307 LACw] Camel Ssdeal

Ml Wessdhark . I TCP K ficpatrean o B47) - packrts 20200508 153513 pcap

L AEAER ISLAGE SRS 11T 0 & L PET I Al L5103 F—

Frame 15446: 48 bytes oa wire (384 bies), 48 by
Baw packer data

|
BB

Internet Protocsl Verslon 4, Sre: 102 168 33.138,
R TSR] 15 48 B Bc o8 19 b 41 a2 4a BL 56 e B R B3 LM, i
1Y &4 &b B 15 45 20 X0 @7 BB o5 BB 1B ¢4 d& X . aa
DB cb o ob B4 a4 B3 53 B oo X2 B3 53 RS B2 12 83 ... .
DIOBRIE B3 15 B 1% B de 18 c1 B4 S T4 BB 31 Be ar B ... aa
DOObAE S8 &0 F3 of @F &8 1d Td @ 53 Al BB 22 BA 4B &4 o | 0
DNOBNSE b8 a7 ¥ s Bb bl a5 €5 a8 a5 B 0T B9 49 M B} ....oaE s L
DIDBREE d1 «2 B} 46 Ta &6 35 e Qe 55 B B6 67 de 13 1s  ...F2. e fans
DNDBTE S da 63 6 b1 Td I8 #3 44 5 BS e b9 8l W 42 . hfo... MaoaaiB
DRI T B YL OBE 3B LB 19 18 19 &F 1s 9B 2 18 A I9 B bas asmsans
DB 18 19 SF 1% 1b 3D Ac 59 T3 e fc 16 6b O7 B XX XL 2 ualla
DROBRAA 9 db B2 TH d1 T9 Sh ks B M A2 41 28 T2 asafaila aa
Dol 15 48 3¢ bc odd 19 Jb 1 a2 4o BL 56 3c TH B B3 Moo DoV
DlObRLG 13 54 &b B2 15 45 29 31 @7 B3 0% Bb 1B of de B odiouF 0 saciaas
Dl cb b o Bd pd B3 53 Sb o 32 B3 5N 15 @2 12 93 sansafa adaFaas
B BEOBRNG b3 S B 15 &B Oe 1B ol B4 S T4 BB 31 e e B samsaan aalola P
A% 00 00 30 20 09 42 92 ©P 06 30 wb cf o 70 G eoblal 68 G0 18 of OF 54 fd 7d oF 53 al BB 22 b8 40 M4 R...dl} 5.0
S @ OF Th o4 e I3 BT eh &b e 39 00 09 00 G SE0BNSH bE a7 5f s Bb bl 85 €5 a8 o5 BS 97 B9 49 M B} L....0f aaen Db
ORI IO D0 B3 TS 00 OO @I 04 0% b4 81 91 04 BlQObREl d1 3 B} LE Te £6 26 ee He 55 B BE 6T de 18 1s walfr e WL fas
S0DTE De ds €8 &8 bl fd s B3 44 58 ES Ge b9 a1 9 42 L PP A |
BIOBIEN 7O bo YL BE M LB 1D U3 N9 o8 1s 9B s Is B BB pololiic sacaaal)
0P8 18 19 58 19 1b 33 Ic 59 73 &2 fc 76 6b 47 SF 12 Ha B gLkl 2
DI0DRAE  9¢ db b2 7d dl 9 b s B¢ W A1 81 2s 7D Fooke Laoh"s

It's not hard to identify the part that performs the encryption (RC4 again) of the communicated data.
However, the author made a choice not to encrypt the entire data, but only the header portion,
consisting of the 5byte magic, size of entire data, size of uncompressed payload, a total of OxD bytes.
This is done perhaps in a (futile) attempt to evade standard network signatures used to identify
GhOstRAT communications. However, since the length of the header remains the same after
encryption, a slight tweak to such network signatures should suffice to work. The key used in the
encryption is found within the configuration data earlier read by the binary. This key is made up of
<user defined password within builder> appended with <username used to login to the C2>.
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TE 3 pog £51
ME 3 pop &K
. i add eap,
L | EEE c
. .
M 1
= § sub e
® ! Taa r“ \dvord pr ss:fespld
[ 1 Puth ebx
™ i push esi
™ i MmOV EhN, ECH
L | push edi
™ § MmOV BT L H
L 3 mOv €51 ,1 A
. i Tea edi,dword prr s:
. ! push C
L] d61 rep movsd dword ptr iy
. BB B4 T4 14 01 00 00 |mOV 51 ,dwdrd pIF 53
. 8B CB miy ek, Ebx
™ 56 push &31
ME : 0 push &ax
A I EB DF 00 00 00 | Al 10004710 |
L] E? d631 88 BC 24 14 01 OO0 OO0 |mov edi,dword ptr espriié
& BB BE AR 00 Q00 OO0 oy oK, dwied prTe Lebx
. 1 &A 00 puth
™ El i64 57 push edi
ME aG41 111 push 51
" i 51 puih ecx
- E 164 FF 15 EC BE 08 10 :411 dword ptr ds:[<&sends]
ME 364 5B C7 MmOV SEN, £01
" 5F pu:! edi
ef2 SE pop 5
L] 344 i Pog ebx
. G4 81 £& 00 01 00 00 aidd esp,
M £3 0 nn rat
F m
|
1000462C
L e [ &% | OO1E45CE
REDumpl | 90wl | US0ump3 | SDump4d | S Dump 5 | & watch 1 | le=llocals | &' Stnuct O2FE0000 |
= = 154 COO00000
s - T i OO44EDTD
02 FE00L0 46 %i:’;ﬁg
02 380020 B3 OOZEBOBE
02280030 0E = : OS5CBE3E
02380040 EF pl.giardd. .. .= E FLB44% 3F
02160050 [ ouly .u Bl fOIx SESELDED
023B0060 ] DHIUAYE, ANT, CAS, 4ITEZDTS
02380070 B0 +2 ' 03T 5.7 L6450C | BLISCH4D
62 180080 65 420604020205005 ¢ 1 COAI93TL
02360090 32 POAUZZEB BALT X 4 AiE4 | BBFOLIEF
02280040 AZ dB-elfdu.. .y ECIBISON
062380080 ] . . 4
oy . o 1 21T TRELCE
u'\-;ma .:--:- g tEmsEamsasEmEEan 184 GEAABGON
62 E80GE0 a0 20 00 00 00|00 00 00 o RisEELEY

And | huf'f and | puff to clear the mysterlous fog surroundlng these samples!

So what made these samples get flagged with that YARA rule | mentioned in the beginning of this
post?

The presence of this strange VBS name:
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M Son [

Fowton | LSSm0 [ OBz 7 e

Emakkill Sf

ad . ane

caskkill /
0

Fim
Fim
Fim
Fim

Fim

e mnn

saskmgr. e

ragediz.s

mmc.oxe

meTEo, eRe

ne
fr\Mindews MTLSurrantTerslon\Minlogen
FAITonnections

00358308 Esableloncusieatle
0005A3E1  SYSTEM\CurrentCont rol; G-o!\‘\.-ﬂ.ul\‘hmmu Berver
00058413 FDenyTICenneations

D0cN42D  SorFTHAREY
0859461  KespRASConn
00G%R4TS  sYsTEM\Cars
00054AS  Seass

\Windous ET\SurrentVersion\Winlogon

trolset)Bervices\Tersterrice

WA TIRTLY]

v

B854 rL
0035807
00sas1E

L 7L Jim vashege. akid

Jim pegedit.exs
pocsnsen x
BG5S TY Jim mmc.eme

RALL Ff Jim mevss.ens

e [P Ot & e oy

- [ |

20030118

o

&

[

TakowidProcess

GOFF s
askiill /€ Jim cmd.ews

askiill /f fim vaskmgr,
——
';lllhll /& lim segedit.
nxm

-nuu JE Jim mme,enn
§ mmcome
W11 T Sim mateo ewe

e

armenrvics

sy
3 SCFIMARE\Hicrossft \Windows NT\OSarrens¥ersioniMinlogen
EmepRAICoREeCE Lons

SYSTEM\CurrentComtralfatSe eviossiT

alagon

LD £ fim emakmgr.mxs

wame
L 7 Jim egedit.ens
e

Jim mmams

7 fim mstac.exe

000900DE  \omd, mus
085%5187 kernall2
00355153  IsWowddProcess
00050187 (Run

What does this VBS do? | gave the function some mock data as arguments, and the contents of the
VBS is formed as follows. Looks like it is just for creating or manipulating a user account with “net
user”. The name of the VBS is not related to its contents. Just for fun, I’'m guessing
“jingtisanmenxiachuanxiao” is written as %45 =[Jlk{£4H in Chinese, which literally translate to “Be
wary of Sanmenxia MLM”. Strange name to give to a script in any case.

v

10018513

dword ptr [1008B1B4 <&Wri

SRR SRRTRRRRIREROOEREN

4 |

teFile=]=ckernel3z.writeFile»

c4

24

o1

=]

24

93

FO

Do

00

81

BD

0%

B4

01

00

o8
08

00

10

08

00

10

o0

10

00

00 00 00| lea ecx,dword ptr ss:|fesp+DoJ
100

push

push ecx

push &

:ﬂ'rl1 dwrd ptr ds:[<awriterile>]
pus

call dwurd ptr ds:[<4CloseHandlex]
push 0

push 0

00| Tea edx,dword ptr ss:[esp+eofl
push 0

push edx

push 100993284

push 0

€@ dword ptr ds:[<&ShellExecuteA>]
pop edi

pop esi

pop ebx

add esp,1BC

ret

nop

nop

| nan

The exact same fu

—
=
Q

10018521
[T} 0000000C
|H!DDurpl | 4 Dump 2 | ot% Dump 3 | 24 Dump 4 | % Dump 5 |@wamhx | |x=] Locals | é‘)SIructl 0018FC80 | "dim wsh\n\rset wsh=cr
Address | Hex ASCIT - oo
O01BFCEN |64 69 6D 20|77 73 65 OA[OD 73 €5 74(20 77 73 68| dim wsh..set ws 00000000
O018FC30 (3D 63 72 65|61 74 65 4F 62 6A 65 63|74 28 22 57| =createdbject("w 0003C020
Q018FCAD |53 63 72 69|70 74 2E 53|68 65 ©C 6C|22 29 0A 0D|Script.Shell™).. 00SAB250 | &"PE"
DOLBFCEO |77 73 68 2E|72 75 6E 20|22 GE €5 74(20 75 73 65| wsh.run "net use 00000000
O01BFCCO |72 20 74 65|73 74 20 74|65 73 74 20(74 65 73 74|r TEsT Test Test ;| 00302022
DO1BFCDO|20 74 65 73|74 20 74 65|73 74 20 74(65 73 74 20| test test test 20606964
QOL18FCEOQ |74 65 73 74|20 20 46 75|74 73 33 36|31 22 2C 30| test Futs3el™ 00687377
DDLBFCFO|0A OD 63 72|65 61 74 65 |6F 62 GA 65|63 74 28 22| ..createoh ec:t" 2EE87377
DODLEFOO0 |73 63 72 69|70 74 69 6E|67 2E 66 69(6C €5 73 79 scripring.files 1| 206E7572
O018FD10|73 74 65 6D|6F 62 6A 6563 74 22 29(2E 64 65 6C | stemobject”).de 74656E22 | odbcint. T4656E22
DOLBFD20 |65 74 65 66|69 6C 65 20|77 73 63 72|69 70 74 2E|etefile wscript. enc | 65737520 '
0Q018FD30 (73 63 72 69|70 74 66 75 |6C 6C GE 61| 6D &5 00 00|scriptfullname.. 0 00002072
DQULEFD40 |00 00 00 00|00 00 OO0 Q0|00 00 00 00(00 00 00 00| cevivuurrrrranns 20746573
O018FO50 |00 00 00 00|00 00 OO0 00|00 00 OO0 00|00 00 00 30687377
O0L18FDE0 |00 OO OO0 00|00 00 OO 00|00 00 OO0 00|00 00 0O 61657263
0018FD70 |00 00 OO OO|00 00 OO 00|00 00 00 00|00 00 DO fPAFECTA

tion is found in all 4 files | cross- examlned

Now, let’s find out if they are all BigBadWolf related.

The laziest way to start is to do BinDiff on the 3 files in relation to the DLL related to BigBadWolf.
Results from BinDiff, pretty high scores. Not surprising, since they all stemmed from GhO0st code.
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o Similarity with

C02A360C6F64609403B4E4D4FC130014C40EBB77F71DF816C6408851C7C9ED54Confidence

0.988735 | Similarity 0.886978

o Similarity with

BBE7D708310EC7E5F981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25Confidence

0.984084 | Similarity 0.767249

o Similarity with

9DCDDC7FFCE78526057888B43B57E76BA7F3FEDOC13FB4FA4214DCB08412C447Confidence

0.988665 | Similarity 0.879644

What are the differences then? Looks like all of the 3 has a different magic header —

“KuGou”, while

the binary from BigBadWolf has “DHLAQ” as the magic (if you didn’t notice, DHL is the acronym of its

Chinese name Da Hui Lang). The size of the RC4 encrypted header also differs.

]

A e GRS L L g T A FrdpX DD s

T 08 - T e PSR ottt i 000 R e 180 ke e Dbt o bl T Y e T ol — o
Mo 18k hemp Sewch Vew Debugger Opbors  Windows belp
A e GG L g B0 A X e OO

(. L

e 1IN -

utrwy brcor [l sepse drcton Bl rwtecton 1 Dete B Ureioet | Exteel vt
fwscex He O M= b L) p L Mo

T | -.p.-.uw B irwriaton 11 ot B s | Exterr et

Functos ramy |mum F] o e
- pasn
e vivw lnmuuuuu i w:w)mm
X aid
] i e u-o-u-t > u ca best  een. rem
o mee_ sacmoc i shert Jod M
T ns e

z
[

El
1HITELY

tH1 i34t

"irEIREEA

§2 tiBees
H

b 4.3
8

SEER
k3

133

J 1
A =
iy AERAISE o gl B |
i el 1] pri Lo
rl = o, BORASIC B A4 3 B0 = e, [epelsesicn
I C u e Ptk 3 5
il e wdl EsRAsNT B3 08 0O i
il e L s patn rm n- a3 maglcnender SORMAINE
ril e pessasea, by g1 =
o ] v, o ERBERC B 44 34 0 13+
= iy Fponaine £8 PR 0 Il
o rooaasas. 5o 4
Il ns. easanss i b .
(] mes bsadnal 5 [
e semsanar by e
T eea4saE ER ED D3 PR PP call
£ sessasey g B4 24 2w 1
™ nie Baa458T £ o i
ey - e st
iy S nooeasea. 52 o
W ShaRashe B8 OF Bu #F #F aall
o EBSRASCL B2 44 34 B —
s emsanis b =
] pessascy 5 peth
" ns. seeeascn 5 i
s eeRancy B8 02 D4 eall
i Bosasr 5 prath
e SCF ER OO JE 82 08 eall
] . e e 01 L4 e add
.

4
el Ly
= =
i T

phatiacr Lo, bbattaT:

RS TR B R

Left: from BlgBadWoIf nght from
BBE7D708310EC7E5F981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25

T

3
1B

Another obvious difference is that the configuration data is not given as an encoded input, but instead

found as plaintext strings handled directly within the functions.
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100RABCE 51 EC 34 07 20 09 sub esp, 734h
1p0aaBCe 53 push ebx
160AABCT 56 push 131
18BBABCE BE B4 24 48 87 09 88 mov ezf, [esp+73Chsarg @]
1BBBABCF 57 push edi
1B02ABDA BY BC 81 00 0@ mo ecx, 1BCh
1000ABDE BF 38 8A 2D 10 mow edi, offset String ; "127.0.8.17
1B8BRAEDA F3 AS rep movsd
18pRABDC 33 DB W ebx, ebx
1802AEDE B9 FF 00 00 2@ Lo ecx, @FFh
1B08ABED 31 C@ xor cax, cax
1B0BABES BD BC 24 41 03 00 09 lea edi, [esp+748h+var 3FF]
18BBABEC BE 9C 24 48 83 0@ 8@ mav [esp+7aBhestring], Bl
18pRABF3 68 AR BA B0 190 push offset aZaxiaoxwe ; "Zaxiacoue”
1B00ABFE F2 AB rep stosd
15dBABFA BB &D D& F7 @E 10 mov ecx, dword_lBaEF7D8
12024008 S8 24 12 OF 10 push affset redkey 188F1234
10024985 66 AB STOSW
10028587 A8 stosh
1p08ASRE EE FA 69 FF FF call sub_leaa13a?
lepaaoaD B9 48 80 99 80 oY ecx, 48h
leBBa912 33 C@ HOF EAX, EAx
18224514 BD BC 24 30 @2 00 0@ lea edi, [esp+740hevar_%03)
1000A510 B8 9C 24 3C 82 00 &0 moy [esp+74dhsDst], bl
199aao22 F3 AB rep stosd
18BBA024 G5 AB STOSW
12DRA9IE AR stosh
19pRa927 BD B4 24 30 82 @0 &0 lea eax, [espr7adh+Dst]
1B6BA02E G2 B4 21 08 89 puzh 184h ; niize
18884933 58 puszh A i lpDst
12224934 68 BE 5D @0 19 push offset Src i "¥Programfiles¥\\Rusno Qrstuv”
1068A539 FF 15 8@ DD 16 10 call ds:ExpandEnvironmentStringsa
1602A03F BD BC 24 3C 92 00 0 lea 1= [E:p—ﬁ‘&@hﬂ]st]
12024045 51 push =
199@A9a7 BB @D D8 F7 BE 19 Lo ecx, dword_lB@EF7DE
18004940 68 BE 8D @0 19 push offset Src 3 "WProgramfiles¥\\Rusno Qrstuv”
lp0anss2 E8 Ba 69 FF FF call sub_leaai3a7?
1298957 BB @D D& F7 BE 1@ moy ecx, dword l8@EF7DE
1eB8A950 68 BG 8D 80 18 push affset Sre : "¥ProgramFilesX\Rusno Qrstus™
1BBRA9E2 EE CB 7@ FF FF call sub_18881A32
1p08AS67 50 BE BS 8D @0 10 5C cmp byte_100D8085[eax], SCh
188QA0EE 75 16 jnz short lnc_lmﬂ.gﬂé
]} L
BB @D D8 F7 @E 1@ mov ecx, dword 18@EFTDE
68 BS6 8D 8D 1@ push affset Sre i "EPrograsFilesX)\Rusno Qrstuv™
ES B2 7@ FF FF call sub_18001A32
B8 98 BS 80 @D 1@ moy byte_l0@08085[eax], bl

1
So, there is another GhOst variant out there similar to BigBadWolf but yet implemented differently in
some ways, let’s call this set “KuGou”.

Remember at the start of this post, | mentioned some KuGou malware tweeted by malwaremustd1e?
Let’s see if they are the same as the 3 KuGou binaries we saw above.

The dropper EXE (SHA256:
852FA14860260023289EE6577DBD5E0193DF31DAESF3C078142D3CAC030C7462) contains
encoded string that points the binary to download its DLL payload. Familiar yes?
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AL 4 Lengen: a8 Library hunction Il Reguisr function [l fnstruction [0 Data I Urespioned (7] External symbol

[ et f — T —
Recipe Input weogse: 3 lines: 1 | O CeN1I0 | [ Restimou [Ffunctomwndon 0 & % |[[Fmave. [ | [ fececod B | Bl nwcwe. £ [ E s
HnIiz ar— Bt - 10nt  cdecl sob 491BCET BYTE *al)
From Basesd @ dlnIiz7aYuHp 18T DIYY ddMvv T+ ] Tdeaul pRevk JBTo uncticn name | .
L] made 323000
%0100
Alphatel  A-Za-20-94/= i 401080
unknown Sirame_1L
Fiemove non-aiphabet chars @ b _401080
b 01220
w0124
ADD @ Lf] mabr 401260
Lf] rudisi_3
Key Hex= 7a nb_%1280
sub_301F0
nb_01320
XOR @ sub_401340 R
ab_013%0 -
ey Hexr 59 bapigininind ® 55 vl sub_ae1930(ai, &
b 0000 w2n der [ 1= B it (sig Jels eed )
(] mr_s01¥0 2
Scheme  Siandard N b 401520 #2 BYTE *B{i # wd) += 122;
%0190 LF: ES)(L # wa) “w usou;
Mull preservin st A B - sab_301500 2
e 9 ok S w&ﬁ: S HE 3] g * sub_401500 : ;
. wb_H01F0 :
RGs @ Rttp://192.161. 86.98/HetSya96.d11. 03620 :
b 401620 .3
Passphrase  Latinl»  Getong53s L b _f016M0 -y
Lf] mabs_40 3680 LR
nb_%01600 .3
Input format  Lating v suby_201680 -3
. ) ® 35 sub_4B1Be0((int)R15, (int)heS, strlen(Bi3));
Oulput format  Latin1 . ® 35 sub_4e18AB((unsigned int}hulS, va, (unsigned inthl);
® 37 returs uap
fohoeven 0 8 x o0, T

The downloaded DLL (SHA256:
7BAEE22C9834BEF64F0C1B7F5988D9717855942D87C82F019606D07589BC51A9) is RC4-
decrypted with key “Kother599”. Again, familiar! There’s a slight difference here, the EXE did not
verify that the file has a footer signature e.g. “SSSSSSVID:2014-SV8”, and the DLL does not contain
such a footer.

Recipe Input length: 244782 & Clear /O ||| Reset layout
RC4 @ O

Passphrase Hex~ 4B 6F 74 68 6.

Input format Latin1 v

Output format | Latin1 v

Name: NetSyst96.bin
Size: 244,734 bytes
Type: application/octet-stream

Loaded: 100%

Output et s @ b N &~
u ength: 24 - Y =)
lines: 1294 = »

P T I!..LI!This program cannot be run in DOS mode.

- JA C.7E..B...0...8.0c<...0.4"#...0.0¥;...0.0¥4. . .8.¥\,...08...
8. .8.1":...8.174...98..¢>...08...1.>~0.@pm. | .0.k™: .£.8.k™;. .D.Dy6.
B K4 BRICh. Bl PE..L...0

LV.ooernns a..0. .00 .

P O T S« T S
..................... ad . h...(]4.1 4,

(> sssssssEEREE .|{t4 srssssssans FEEEEEE S BRI EEEEEBEREEE BB RS
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The next difference lies in the configuration data passed to be decrypted by the DLL. In this binary,
the configuration is encrypted with RC4, and not just Base64/ADD/XOR encoded as seen from the
BigBadWolf’'s DLL. RC4 key used here is “Strong798”. Notice how the structure of the configuration
after decryption is identical to what we saw in BigBadWolf. And even that string of Chinese (1% iM#0 %

MHFE MR R BN E IR EIXEN) used as Service Description is identical.

T2} I v T8 Poesdoond . B | (5] ece vie A smnacas :_:_:n | &

signed dnt va; Jff
signed int
fng wa

Sutput

#232232.FINEE. net. 22
¢ Hex= 53 74 72 &F BE thdvieje. Jggehn Jrsl

-
o _kaysched_LOBIPLIM { Int 1%, (1-t}he3, strlen(doi));
rod_decrypt_ IR I30({ LS, v, v1);
retwrn vi;

}

Decode text

meodng | Simpliied Chinese GBK (935)

Since the configuration data is encrypted in a different manner, there must be another server-side
binary responsible for building this sample. To my surprise, the 5-byte magic used in the
communications is “DHLAR”. Perhaps this explains the similarities shared with our BigBadWolf
sample. Another thing is for sure, this file does not belong to the same set as the 3 “KuGou” binaries
we just looked at. If | had to pin a family name to this file, it would be BigBadWolf.
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(ol (= "™E
10094481 BB 44 24 1C mov eax, [espvlBhiarg @] 18094578
10984485 57 push edi 12ea4578 loc_ 1
19084486 BD 4C 24 BC lea ecx, [esprlChevar_108] 18084578 S5F pop
legaedda 50 push eax 18694579 33 C@ Kor
180844808 51 push ecx 18084578 SE pop
1008448C 56 push esi 1882457C 83 C4 18 add
19084480 EB BE DC @1 & call compressdata_1092215@ 19ga4a57F (2 06 02 retn
10684492 83 C4 18 add esp, 1ok 186845 7F sub_1i
12084495 85 C@ test eax, eax 1808457F
18084437 74 14 jz short loc_188044AD
h | h J
"™IE
push esi ; void *| 10094340
call operator delete{void ") [ |1008sdaD loc_loa644A0:
odd esp, 4 18984440 BB 54 24 08 mov edx, [esp+lBhevar_18]
or eax, @FFFFFFFFh logaadnl 53 push ebx
pop edi 10084482 55 push  ebp
pop esi 18084483 BD 64 11 lea ebp, [edx#llh]
add esp, 1dh ladaa4ns 55 push ebp 3 unsigned int
retn ] 1004487 EB ES 35 @2 20 call operator new(uint)
1808448C 88 (D mov ecx, ebp
1008448E 88 DB oV ebx, eax
leoa440d 88 D1 mov edx, ecx
1e9aadC2 33 Ca wor eax, eax
1e9a44Cs 88 FB L edi, ebx
10884406 68 08 81 88 20 push 16k 3 unsigned int
1@fa44CB C1 E9 @2 shr ecx, 21
1p0a44CE F1 AR rep stosd
10084400 88 CA moV eex, edx
18084402 83 E1 83 and ecx, 3
18984405 FI AL rep stosh
19004407 80 @D 5C A3 @8 10 L ecx, DHLAR_1888A35C
18084400 88 C3 L eax, ebx
180844DF 8D 7B 11 lea edi, [ebx+#llh]
189244E2 B9 B8 mov [eax], ecx
120844E4 BA 15 6@ A 28 10 L dl, byte ptr word_lO9BA3E0
100844EA B8 58 B4 oV [eaxsd], dl
180844ED 88 44 24 38 mov eax, [esp+lBhiarg 4]
109@44F1 C7 43 @5 o 20 @0 00 mov dword ptr [ebx+5], @
190a44F8 B89 6B B9 L [ebxea], ebp
180844F8 89 43 a0 OV [ebx+8Dh], eax
180844FE 88 4C 24 18 oV ecx, [esps2Bhevar_1@)
lpaaasa2 28 DL nov edx, ecx
lopaasas C1 E9 82 shr ecx, 2
18084587 F3 AS rep movsd
18084589 88 CA mov ecx, edx
loea45el 83 E1 @2 and ecx, 3
120B450E F3 A4 rep movsh
18684510 ES 8F 35 @2 20 call operator new(uint)
18884515 88 Do mov edx, eax
10024517 B9 40 00 oD 20 oV ecx, 4@h
189a451C 33 Co xor eaX, £AX
1888451E 88 FA OV edi, edx
1294520 F3 AB rep stosd
12024522 B9 40 00 o 20 L ecx, 48h
18084527 BE 5C A2 88 18 WOV esi, offset unl'._lBﬂAZSE
1808452C 88 FA [ edi, edx
1e@a452E 64 11 push 11h
logaasia 53 push ebx
18884531 52 push edx
18084532 F3 AS rep movsd
10094534 B9 54 24 3 noV [esp+3dhtarg 4], edx
10004538 ES F3 AC @1 20 call rcd_encrypt_decrypt_l2olF23a
18084530 B8 4C 24 28 nov ecx, [esp+3dhdvar C]

A search on Google pointed me to a Operation PZCHAO report by BitDefender[3], in which a
jingtisanmenxiachuanxiao.vbs of a different content is documented. The samples that were described
in this report somewhat bear resemblance to what we are seeing in BigBadWolf’s DLL, yet there are
differences.

For example,

“the malware then searches inside its own binary for a string delimiter SSSSSSS, returning a
string pointer to the beginning of the encrypted configuration string”

16/18



This is similar to how our sample looks for the marker SSSSSS (note the length here is only 6) to

verify that the DLL downloaded is correct before proceeding to decrypt.

As another example,

“Until it checks in with its C2 controller, the RAT server searches for the encrypted configuration
buffer containing the C&Cs that will get decrypted using an AES key derived from a hardcoded

string “Mother360™

The configuration is encoded with base64/ADD/XOR in BigBadWolf sample instead. Even when

encryption is used, the algorithm in place is RC4.

Yet, this sample documented by Bitdefender will also match the Yara rule on “s.exe variant”, based on

the presence of the strings within the file. And we now know that it is a different variant from
BigBadWolf, and even KuGou.

What a dreadful night!

| think you're lost. Let’s try to summarise all of these information:

File

Magic header in C2
communication?

Configuration Data?

Related to BigBadWolf?

“IronTiger_GhOstRAT _variant”?

Match Yara rule

Generated from Builder.
Decode address to fetch DLL

on Operation PZCHAO)

(Generated binary from BigBadWolf) with No
base64 / ADD 0x7A [ XOR

0x59
AC3B2CEBB3F7AS0FA237BEI7BO7AFAGF6SE | DHLAQ Decoded with base6t / g:ﬂ:fe:'::;[ﬁ”éﬁ;ewp .
E712E932F57074444E0C02E4D8342 (DLL (0x0D of header . " o Yes
RAT) encrypted by RC4) ADD 0x77 / XOR 0x56 with key “Kother599”.

Upx-packed.
bbe7d708310ec7e5f981ce4bas928a19¢c | KuGou
Ad2169b5520ffa57308519698T90c25 (0x11 of header Not encoded No Yes
(DLL RAT) encrypted by RC4)
c02a360c6T64600403bdeddafcl30014cC KuGou
Apebb77f71df816c6408851c7c9ed54 (0x11 of header Not encoded No Yes
(DLL RAT) encrypted by RC4)
9dcddc7ffce78526057888ba3b57e76ba | KuGou
7f3fedoci3fbafad214dcbo8d12ca47 (0x11 of header Not encoded No Yes
(DLL RAT) encrypted by RC4)

Variant.

Decode address to fetch DLL
8521a14860260023289%ee6577dbd5e@19 with
3df31daest3ce78142d3caco3eciae2 base64 / ADD Ox7A [ XOR No
(EXE dropper) — from Tweet 0x59, followed by RC4

decryption with key

"Getong538”

Decoded with base64 / Variant
7BAEE22C9834BEF64FAC1B7F5988D9717 DHLAR ADD 0x77 / XOR 0x56, i .
855042D87C82F@19606D07589BC51A9 (0x11 of header followed by RC4 Decrypted with RC4-decrypt |
. . with key “Kother599”.
(DLL RAT) — from Tweet encrypted by RC4) decryption with key Unx-packed
“Strong798". pEpace
(Binaries reported within Bitdefender report Spidern Decrypted with AES. No Yes

At the end of the day, | think I've established (further) that GhOstRATs has too many variants. The

builder that was behind that particular s.exe seen in Operation Iron Tiger has perhaps been

referenced/ modified/ improved, causing other binaries to contain similar keywords but belong to

different subvariants of GhOstRAT that probably has nothing to do with the s.exe and its user

(adversary group).

Phew, glad I've got all of that information sorted out :)

That’s it for today!




[1]: Operation Iron Tiger Appendix, TrendLabs Security Intelligence Blog, 2015
[2]: https://twitter.com/malwaremustdie/status/1262274362872229888
[3]: Operation PZCHAO, Bitdefender, 2017

~~

Asuna

twitter.com

Drop me a DM if you would like to share findings or samples ;)
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