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Throughout the COVID-19 crisis, there has been a drastic increase in the number of
cyberattacks targeting the healthcare industry. The NetWalker ransomware syndicate is no
exception to this trend. NetWalker responsible for such attacks as a high-profile ransom of
the Australian transportation and logistics company Toll Group was first spotted in August of
2019. When it was discovered the group and the ransomware it used were originally referred
by researchers as “MailTo.” However, it is the threat actor’s recent activity—not its origins—that
has earned it recognition from the US Department of Homeland Security, the FBI, and the
cyber community at large.

Within the past two months, NetWalker has become extremely active; the syndicate has
revolutionized the way it conducts business by transitioning to a network intrusion-focused,
Ransomware-as-a-Service (RaaS) model. This new business model allows NetWalker to
collaborate with other seasoned cybercriminals who already have access to large networks
and have the ability to disseminate ransomware.

NetWalker distributes ransomware via two main methods: 1) phishing schemes & spam
emails; and 2) large-scale network infiltration. NetWalker now claims a singular preference
for network infiltration, which is novel to the Russian-speaking ransomware community. As a
result, the threat actor is requiring its new affiliates to have pre-existing access to large
networks.

Once deployed, NetWalker ransomware quickly encrypts the user’s files and presents the
victim with this ransom note:
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/| FSBET-Readme.txt - Notepad - | x

File Edit Format View Help

Hil

Your files are encrypted.

All encrypted files for this computer has extension: .fSbe7

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,

rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help
you,

it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without
our help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to
recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,
but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.

Contact us:
1.sevencneonegcock.li
2. kavariusing@tutanota. com

Don't forget to include your code in the email:
{code_a35f346F_fSbe?

't R

Image 1: NetWalker ransom note (source: PC Risk)

In addition to increasing its manpower and expanding its capabilities, NetWalker has been
actively taking advantage of the COVID-19 crisis. The threat actor’s phishing emails have
contained an attachment titled “CORONAVIRUS_COVID-19.vbs,” which targets people who
are interested in learning more about the crisis, as well as individuals and entities involved in
the healthcare industry. NetWalker poses a significant threat, as it has been carrying out
these high-profile attacks while simultaneously posting on the top-tier Russian-language
DarkWeb forums in order to expand its operations and capabilities.
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Assessment and Findings

On March 19, 2020, NetWalker representatives on forums began to propagate the
announcement of the ransomware affiliate program. The phrasing and the context of these
as well as further announcements shed light on the internal workings of this group. Notably,
the Representative expressed a preference for affiliates “who prioritize quality, not quantity.”
The threat actor’s preference for quality stands in stark contrast to other Russian-speaking
actors’ ransomware operations, which often focus instead on mass production and brute
force attacks. In addition, the NetWalker team offered the following victim-focused material
as incentives for potential affiliates: IP addresses, access to domain administrator accounts,
network-attached storage (NAS) access, organization name, and organization revenue.
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Seller

®0

We are announcing the hiring of adverts [affiliates] for processing [disseminating ransomware] via networks and spam.
We are interested in people who prioritize quality, not quantity.

We give preference to those who can work with large networks and have their own material [network access).

We will recruit a limited number of affiliates until we fill all the vacancies.

\We are offering you a fast and flexible locker, a convenient admin panel in TOR, and an automatic service. Access to the
service is through crypt files from AV,

We give the verified adverts formatted, ready-to-go material (ip \ account of the domain admin \ access to nas \ information
about AV \ organization name \ revenue) for processing networks.

The locker has been working since September 2019 and has proved itself, it cannot be decrypted.

You will receive all the detailed information about the locker and working conditions via PM [private message] after
compiling the application.

Application Form:

1) What area do you work in.

2) Your experience. Which affiliate programs have you worked with and what was your profit.

3) How much material do you have and when are you ready to start, how much material [network quantity and scale] do
you plan to process.

Image 2: NetWalker centers their operations around network compromise. The group
references access to corporate networks as “materiel” and explains in detail how exactly the
skill and knowledge of network intrusion will fit into their operations.

A month after the RaaS program was advertised, on April 19, 2020, NetWalker clarified its
affiliate requirements, claiming interest only in experienced, Russian-speaking network
intruders—not spammers—with a preference for immediate, consistent work. Traditionally,
cybercrime organizations have used tactics, techniques, and procedures (TTPs) such as
mass phishing campaigns to gain control over targeted networks, which has oftentimes
created an opportunity for amateur hackers to get involved. However, as the group has
continuously outlined in their posts, NetWalker is behaving differently. The collective is
selectively choosing the affiliates it collaborates with, creating an exclusive group of top-tier
network intruders to execute its new RaaS business model.
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2 more free slots.
We will only consider network specialists who bring their own material [have their own access to networks].
Criteria for future partners:
1) At the moment we are not considering spam, only networks are of interest.
2) Those who do not have their own material need not beg for RDPs [remote desktop protocols] on the go, first prove what
you are capable of, and also we do not train anyone from scratch.
3) We are not interested if you have only one network with 1000 PCs, we are only interested in candidates who have a
solid source for network extraction.
Seller 4) We do not accept English-speaking users.

90 5) Write only if you are ready to start work in the near future, having [network] access and then not processing any material

is unacceptable. Two weeks without activity and your account will be deleted.
6) We do not accept material for processing.

7) If you do not receive an answer it means we are not interested in working with you.

After the first payment of at least 10 BTC (or more than 10 BTC total from several payments), you will get access to
unlimited .exe autocrypt service.

After the first payment of at least 10 BTC (or more than 10 BTC total from several payments), you will get access to the
PowerShell.

After you prove yourself, we can provide you with material [network access] for a (contractual) percentage of the profit.
Major players will be pleasantly surprised by the percentage share.

Specify more detailed information on the affiliate program via PM [private messenger].

Image 3: NetWalker follows the trends established by REVvil across the Russian-speaking
cybercrime community - to pursue highest standards and rigid requirements for the RaaS
candidates

According to Advintel’s sensitive source intelligence, after a potential candidate passes the
review by group members, they receive the following note, detailing NetWalker’s operational
code for affiliates.

Principles of work.

1) work_against Ru [Russian] and CIS targets is prohibited.
2) we always restore the files for the clients [victims] who
have paid for decryption. _ _

3) You communicate with the client yourself via a web panel
chat, we also can see your correspondence and can assist in
communicating.

Regarding % - if your revenue is:

From 300k$ in seven days then for the following week, the % of
all payments will be 16%

Bellow 300k$ in seven days, the % will be 20%

Image 4: Translation from Russian - segments in brackets refer to the translator’'s comments
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What is especially noteworthy is NetWalker’s guarantee of providing decryption to the victims
when the ransom is paid. Additionally, the group’s percentage share - 20% to 80% (with 20%
for the NetWalker and 80% for the affiliate) can be considered very generous. To compare,

GandCrab offered 30/70 or even 40/60 shares.
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2020-02-05: NetWalker Ransomware
Config Parser

Image 5: NetWalker ransomware includes a modular configuration setting.
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2020-02-05: NetWalker Ransomware |
Config Parser

Image 6: NetWalker ransomware includes a detailed configuration.

On May 10th, the group posted another request for affiliates, this time asking specifically for
“experienced networkers with their own material.” The Representative claims that the
ransomware “works on all Windows” operating systems from Windows 2000 onwards; the
actor also claims that NetWalker not only encrypts network assets using a customizable,
multi-threaded locker but also maps the breached networks, including resources such as




NAS. As for the architecture of the ransomware itself, the Representative has explained that
“the locker is located inside a [PowerShell] script,” which circumvents the need to upload the
payload to an external network. NetWalker claims that this feature helps “deal” with antivirus
products, including Windows Defender.

Exfiltrating Corporate Data

Notably, the NetWalker claims the ability to exfiltrate data and publish it to a “blog.” This is a
significant assertion, given both the credibility of the threat actor and the consequences this
action could pose to entities that possess confidential or sensitive information. The group’s
representative has backed up its claim with links to the aforementioned blog. They also
bolstered its credibility with screenshots of payouts it has received from its extortion efforts.

More space. We are primarily looking for experienced networkers with their own material.

Fully automatic TOR chat panel.

We can provide observer [panel] rights, for those who submit their material to other adverts [i.e. supports other affiliates
with network accesses), you can see all the movement on your material [i.e., how networks are being compromised for
encryption].

Works on all Windows OSs from 2000 [onwards]

Fast multi-threaded locker.

Fast and flexible locker calibration [includes): [setting] the size of the encryption range / number of streams / full or partial
encryption / editing of the landing page / encryption exceptions/list of services, processes, and tasks that need to be
completed / and so on.

Processes unlocker. Completes process / service running on the entire line of windows OSs.

Encrypts network resources: if several users are logged on to the PC, then the locker will also go through their mapped
drives, as well as through network resources where users are authorized - NAS, etc.

Powershell build. Each build is unique, the locker is located inside the script, without [the need for] uploading to an external
network. This simplifies dealing with antivirus [programs), including Windows Defender (cloud +).

A fully automatic blog, where the victim's leaked data goes, the data is published according to your settings.

Instant and automatic payments, initial % - 20, minimum % - 16.

Below are screenshots of some payouts:

Image 7: Besides the description of the locker’s capabilities, this post provides valuable
insights on how the network compromise processing is integrated into the workflow of the
ransomware operations
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» 39NRnZ... $1,038,491.70
3DJgpb3VALTK... $47.01 &

+$1,038,491.70

» 3L4AWS... $696,073.29
3Fw5meZ6y4P... $3.20 &

+$696,073.29
= 3DW3ijP8nziQ... $76.34 &

3JHTYZ... $1,506,415.29 &

+$1,506,415.29

= 39aovz... $1,457666.31 &

+$1,457,666.31

Image 8: Screenshots offered by NetWalker illustrate the scale of their operations
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On May 13th, the Representative posted another update with references to targeted entities;
most importantly, the post also included a link to the blog in which those entities’ data have
been exfiltrated to.

We have begun to gradually fill cur blog with leaked files of those who did not want to pay.
| will share this [blog link] here for your reference:

Currently, we have the data of the following entities:

- screenshots of examples of some of the leaked files are posted; after the payment time expires,
there will be a link for downloading [the full file set]
I - screenshots of examples of some of the leaked files are posted; after the payment time expires,
there will be a link for downloading [the full file set]
Seller In the future, the list will be updated.

Image 9: Judging from the existence of this blog, the actor’s threat to exfiltrate and publish
victims’ data appears highly credible.

Conclusion

Not only is NetWalker actively expanding its operations, but the group is also changing the
way ransomware is deployed. The group’s activities on top-tier DarkWeb forums also provide
a unique insight into the current workings of the ransomware ecosystem. Traditionally,
Russian-speaking ransomware groups have focused on the mass production of phishing
emails and spam. Over the past two months, however, NetWalker has detailed its ideal
affiliates: experienced network intruders, specifically those who speak Russian. This
transition to network intrusion as the main method of ransomware dissemination is a novel
concept within the Russian-speaking ransomware community.

Over the past two months, NetWalker has proven its legitimacy through notorious attacks
and the ability to provide unique, victim-focused material to its affiliates. The syndicate has
also proven willing and able to exfiltrate victims’ data to a DarkWeb blog. In addition, the size
of the ransom payments it has posted is significant, ranging from hundreds of thousands to
millions of dollars. Netwalker is a rapidly evolving, credible actor that poses a significant
threat, especially to the healthcare industry during the COVID-19 crisis. It is likely that there
will be more updates from, and attacks by, NetWalker in the weeks and months to come.
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Yara Signature: NetWalker Ransomware

rule crime_win32_netwalker_1 {

meta:

description = "Detects Netwalker Ransomware Variant"

author = "@VK_Intel"

reference = "https://twitter.com/VK_Intel/status/1240767289793929217"

date = "2020-03-19"

strings:
$str1 = "unlock"
$str2 = "spsz"

$str3 = "onion"

$start_code ={e8 ?? ?? ????785c074??7e87??7??7??77??785c0747??7e87??7?2?7??27??785¢c0
74 7??7e87?77?7 77 7?7e87?7 7?77 776a018b 7?77?7777 7?7 1fd0 6a 01 ff 2?7 2?7 2?2?27 7?7
33 c0 c2 10 00}

condition:
(uint16(0) == Ox5a4d and
( 3 of them)

) or ( all of them )

}
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Advanced Intelligence, LLC, thanks Bridgit Sullivan and Daniel Frey for contributing to this
investigation.
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