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In a recent post [1], we disclosed details of a new Trickbot executor module “mexec” and
analyzed the downloader variant of this module. In this follow up post, we provide the first
analysis the dropper version of the mexec module.

See the report for the full list of IOCs and further details on the TrickBot executor module
“‘mexec”.

Read the Full Report

Background

TrickBot is the successor of Dyre [2,3], and at first was primarily focused on banking fraud
and utilized injection systems in the same manner. Over the years, TrickBot has shifted focus
to enterprise environments to incorporate everything from network profiling and mass data
collection to lateral traversal exploits. This focus shift is also prevalent in their incorporation
of malware and techniques in their tertiary deliveries that are targeting enterprise
environments. Such behavior is similar to a company where the focus will shift depending on
what generates the best revenue.
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https://labs.sentinelone.com/deep-dive-into-trickbot-executor-module-mexec-reversing-the-dropper-variant/
https://www.sentinelone.com/wp-content/uploads/deep-dive-into-trickbot-executor-module-mexec-hidden-anchor-bot-nexus-operations/
https://assets.sentinelone.com/labs/sentinel-one-mexec-r

The dropper version of mexec is very similar to the downloader except that the payload is
carried onboard, which makes the module substantially larger than its downloader
counterpart. The dropper variant is also very similar to TrickBot’s loader but was written to be
able to accommodate more generic deliveries.

The dropper version of mexec functionally overlaps with how TrickLoader works:

e Custom Base64 alphabet string encoding
e Usage of MiniLZO
o Function obfuscation using a table of offsets

This version of mexec could easily be misidentified as TrickLoader, but mexec is not used to
deliver TrickBot and is simply setup as a dropper piece that will write and execute an
onboard hidden executable. It's also a DLL and designed to be executed in memory to
perform its task or to deliver another piece of malware.

While the strings are encoded in the same manner you would expect in a Trickbot sample,
there are noticeably fewer of them.

up L]

afeyx3jocpneddd db ‘Feyx3JoCpHE4PAhTPMm+SrsuB/MHKDQUgzAqBaL120fvI1X6wcDkiZ jEtFUSBRYSWGN ' , @
align 18h

aM2szqenlbfzémB db '"HM2sZBHLbFz6HMBAL" ,8

aZ2s55as9%ipoémod1 db '+25+5as99ip6HoD1” 8

aRzajs3ci?qBako db 'rZ2AJS3ci?qBaloc’ ,B |

align &4
aldd -

Decoding them is the same process as you would find in a TrickBot sample.

def decode s(str):
b64 "7eyx3JoCpNE49dhTPm+Srsul/MHKbQVgzAqBaLl20fvI1X6wcDkiZ jtFUSRY5WGn"
std = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
str = str.translate(string.maketrans(bé64,std))
return base64.b6d4decode(str+'="*(len(str)%4))

Python>decode s('M2sZQONLbFz6MOAL')
futuresx.exe

Python>decode s('+Zs+Sas99ip6MoDl")
KERNEL32.d1l1l

Python>decode s('rZAJS3ci9g8aKoc')
SHELL32.d11

The first thing the sample does is spin up multiple threads, but the interesting one is the
second one.
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[OLTERS

lea

[TRITI T Nwrwr oEn wrwrEr oy ]

eax, [ebp+ThreadId]

push eax : 1pThreadId

push a ; duCreationFlags
push a ; 1pPFarameter

push offset StartAddress ; lpStartAddress
push a ; duStackSize

push ] ; lpThreadattributes
call ds :CreateThread

lea eax, [ebp+ThreadId]

push eax : 1pThreadId

push a ; duCreationFlags
push offset dword 1881F86C ; 1pParameter
push offset 1dc_1ﬂﬂﬂ11ﬁﬂ ; 1pStartAddress
push a ; dwuStackSize

push ] ; lpThreadattributes
call ds :CreateThread

In the main thread that is spun up as the second one, it performs the normal deobfuscation
routine that you find in a Trickbot loader sample. If you are unfamiliar with this process of
deobfuscation, you can find more details in our report on TrickLoader Deobfuscation.

loc_1088811608:

: DATA XREF: Control+SETo

mov ebp, esp
call loc_188811AF
db BBCh

db a

db 3Dh ; =

db a

db A

db 3

dh 78h ; p

db a

db BBBh

db a

db 48h

db 2

db 5@8h ; P

db ]

db 58h

duw @

dd 708808508081h, 60062006h, 800040006h, 300090008h, 3000650808080

dd 708040086h, 6683CH06H,
dd 588860881h, BFBO085868h, S080836FFh

Bcae1D8a1h, L4006DAB1Hh, 700080000

loc_1888114F:

Trmnena ARARRAANA -

db 3 dup(@)
; CODE XREF:

pop edi

pop eax

pop esi

®xor eax, eax

push 31Eh

pop ECX

= AR Ynrr.

.text:108881162Tp

b ad RARRAANN =
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https://www.sentinelone.com/wp-content/uploads/revealing-the-trick-a-deep-dive-into-trickloader-obfuscation/

The above code is the start of the process of building out the function address table; it jumps

over a table of offsets to kick off the process.

loc_188811BnA:

loc_188811DA:

After rebuilding the address table, the function responsible for decoding functions is called.

push
loop
moy
push
mou
add
mouy
mouy
mouy
push
pop
mou
mou
cld

mou
lodsw
test
jz
cmp
jb
sub
push
mou
add
shl
add
mau

pop

; CODE XBREF: .t
eax
loc_1868811BA
eax, edi
edi
ebp, esp
eax, 1CB49h
[ebp+4], eax
eax, esi
[ebp+2Bh], eax
BFFF Bh
eCcx
esi, edi
edz, edi

; CODE XREF: .t
edx, PCX

eax, eax
short loc_188811FE
2ax, ecx

short loc_168611F92
eax, ecx

ecx

ecx, edi

ecx, 1CA%1h

eax, 2

ecx, eax

eax, [ecx]

ecx
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decode_188062ACHA proc near

push
push
push
push
pop
shl
sub
push
mouy
pop
dec
dec
dec
dec
moy
sub
push
moy
cld
push
moy
add
moy
push
pop
push

loc_18882AE7:
push
mov
inc

In the exact same way that we go over deobfuscating the TrickLoader binary, we can do the
same with this sample. This will then leave us with all of the decoded functions.

ebhx
edi
esi
ebp
eax
eCY,
eax,
eax
edi,
ECX
ECX
ECX
ecx
eCX
eax,
eax,
eax
eCX,

edi
eax,
eax,
esi,
1Dh
ebhx
ebhx

eCx
eax,
esi

2
BCX

[eax]

[ecx]
edi

edx
[ebp+s]

BCh
eax

esi

Frada1
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| Release
7 sub_10001560
7 sub_10001500
7 sub_10001620
7 sub_100018C0
7 sub_10001910
7 sub_10001960
7 sub_10001260
7 sub_100014E0
7 sub_10001B20
7 sub_10001850
7 sub_10001BEO
7 sub_10001BFO
7 sub_10001C70
7 sub_10001D00
7 sub_10001D30
7 sub_10001D50
7 sub_10001DE0
7 sub_10001DF0
7 sub_10001E60
7 sub_10002220
7 sub_10002380
7 sub_10002550
7 sub_10002710
7 sub_100027E0
7 sub_10002820
7 sub_10002880
7 sub_10002210
7 sub_10002870

One of the decoded addresses from the table does not appear to be a function; in fact, much
like TrickLoader, this is a LZO compressed PE file.

db 1ah

dbh  4Dh ; K
dh S5ah ; £
db 28h

db @

dh 3

dh a

dh a

dh a

dh 4

dbh 4Eh ; H
dh a

db 8FFh

db BFFh

After decompressing and analyzing the PE file, we discover this version of mexec is dropping
the DNS variant of Anchor TrickBot[4].
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Ll s 55

sub_48951B proc near

cmp byte ptr dword 42BBCE, @
jnz short loc 489551 ; kostunivo.com
Ll e =]

: kostunivo.com

mou word 42BBCF, ‘ou’
mov dword_42BBC8, "tsok’
mov word_42BBCC, 'nu’
mov dword_42BBD1, 'moc.’
mou byte 42BBCE, "i°
‘9

MEE

loc_ 489551:

mov eax, offset dword 4ZBBCE

retn

sub_48951B endp

il it 5

loc_ 488C97:

®or [ebp+eax+var 48471, BB%h
inc eax

cmp eax, esi

jb

short loc_ 40BBCOY

lall s 55

loc_ 4B8CAL:

lea ebx, [esit+esi]
push ebx

call sub_4BC566

pop ecx

push ehx

push eax

mov [ebp+var_434], eax
1ea eax, [ebp+var_u4dh]
push esi

push eax

call hexlify 488363
push 488h

Another variant recovered was also dropping the normal variant of Anchor TrickBot.
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|jz loc_108656A7

] s =1
loc_188855Ca:

XOFps xmmA, =xmmA

mow [ebp+var_24], 'xeot’
lea ecx, [ebp+var_ 24]

mouvlpd [ebp+var 14], xzmmB
moulpd [ebp+var C], =2mm@

mou [ebp+var_28], 'lpma’
mou [ebp+var_18], 'raz’
mow [ebp+var_1C], 'ab.e’
call resoluveEmerDHS_ 18005844
mou esi, eax
cmp esi, BFFFFFFFFh
jz loc_188856A7

L 4

Pivoting on the decoding string of “futuresx.exe” from above also leads to a sandbox
report[4] on an Anchor DNS sample. In VirusTotal, we can see this same hash was also
delivered through the downloader variant:

& Download URLs

This file has been spotted as the response content of the follc
http://172.82.152.15/cloudberry.exe
http://64.91.251.250/UgaNda73n

B In-the-wild file names

cloudberry.exe

Read the Full Report

See the report for the full list of IOCs and further details on the TrickBot executor module
‘mexec”.
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Read the Full Report
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