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Kupidon Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBONCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNGpPYET AaHHble 0ObIYHbIX U BU3HEC-NOMNb30BaTENEN, a TaKKe
darinbl Ha canTax ¢ noMmollblo AES+RSA, a 3atem TpebyeT Bbikyn B $300 (ans YyacTHbIX
none3osateneit) - $1200 (ansa komnaxuin) B BTC, 4Tobbl BepHYTb daiinbl. Cymma y 06bIYHbIX
nonb3oBaTenen obbl4HO HMXe. OpurnHansHoe Ha3BaHue: Kupidon. Ha canne HanucaHo:
HEeT JaHHbIX.

O6HapyxeHus:
DrWeb ->
BitDefender ->
AlLYac ->

Avira (no cloud) ->
ESET-NOD32 ->
Malwarebytes ->
Rising ->
Symantec ->
TrendMicro ->

© lNeHneanorua: HacknutCrypt >> Kupidon
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N306pakeHne — norotmn ctatby

K sawmndpoBaHHbIM dharinam gobasndetca pacwmpenme: .kupidon

i

BHumaHue! HoBble paclumpeHmns, email n TeKCTbl O BbIKyne MOXHO HanTU B KOHUE CTaTb, B
obHoBnNeHnax. Tam MoryT 6bITb pa3nuyunsi C NepBoHaYaribHbIM BapuaHTOM.

AKTUBHOCTb 3TOro KpUnTo-BbiMOraTens npuwnack Ha Hadano mas 2020 r. OpneHTUpoBaH Ha
aHrMNoA3bIYHbIX NOMb30BaTENEN, YTO HE MELUAeT PacnpOCTPaHATb ero No BCeEMY MUPY.
[locToBEPHO M3BECTHO TOMBKO 06 OAHOM NocTpafaBLUEM PYyMbIHCKOM CanTe.

3anucka c TpeboBaHuem Bbikyna HasbiBaeTcs: |KUPIDON_DECRYPT.TXT
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CopepxaHue 3anuckun o BbiKyne:

All your files have been encrypted with Kupidon Virus.

Your unique id: 72E4D50643044F7D908AF89F7326BOFB

As a private person you can buy decryption for 300$ in Bitcoins.

But before you pay, you can make sure that we can really decrypt any of your files.

The encryption key and ID are unique to your computer, so you are guaranteed to be able to
return your files.

To do this:
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1) Download and install Tor Browser ( https://www.torproject.org/download/ )
2) Open the http://oc3g3qg5tznpubyasjgligyykhxdfagge4vciegjaapjchwtgz4apt6qd.onion/ web
page in the Tor Browser and follow the instructions.

MNepeBopA 3anMUCKM Ha PYCCKUMN A3bIK:

Bce Bawwm gannbl 661nun 3awimgpoBaHbl BUpycom KynnaoH.

Baw yHukanbHbIn id: 72E4D50643044F7D908AF89F7326BOFB

Kak yacTHoe nuuo Bbl MOXeTe KynuTb pacundgposky 3a 300$ B GuTtkoiiHax.

Ho nepen onnaton, Bbl MOXeTe y6eauTbCs, 4TO Mbl NpaBga MOXeM paclundgpoBaTth nobdbie
BaLUn dpanneol.

Kntou wndpposanmsa u ID yHUKanbHbI 4N Balero KOMNboTepa, NO3TOMY Bbl rapaHTUPOBAHHO
CMOXeTe BEPHYTb CBOU (paunsbl.

CpenanTe 310:

1) 3arpyaute n yctaHoBute 6paysep Tor (https://www.torproject.org/download/)

2) OTkpouTe Beb-CTpaHuLy
http://oc3g3q5tznpubyasjgliqyykhxdfaqge4vciegjaapjchwtgz4aptéqd.onion/ B 6pay3sepe Tor u
cnegynte NHCTPYKUNSM.

Y 6usHec-nonb3oBaTtenen BMeCTo CrioB private person B 3anucke byaeT ykasaHo
commercial person. / cymma Bbikyna 6ygeT Bbllle B HECKOMbKO pas.
3anuckon ¢ TpeboBaHUEM BblKyna Takxke BbICTynaeT CanT BbIMOraTenem:

CopepxaHue TeKkcTa O BblKyne:

1) Send a few encrypted files (no more 3 files, no more 10 MB per letter) to kupidon@cock.li.
Dont forget to include you ID from IKUPIDON_DECRYPT.TXT.

2) We will decipher them and send you back with bitcoin address for payment.
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3) After payment ransom for Bitcoin, we will send you a decryption program and aes-key with
instructions. If we can decrypt any of your files, we have no reason to deceive you after
payment.

MNepeBopA TeKcTa Ha PyCCKUN A3bIK:

1) OTnpaBbTe HECKOMbKO 3alumMdpoBaHHbIX hansos (He bonee 3 annos, He 6onee 10 Mb
Ha nNMcbMo) Ha agpec kupidon@cock.li. He 3abyabre ykasatb CBON naeHTUgmkaTop n3
IKUPIDON_DECRYPT.TXT.

2) Mol pacumdpyem mx n otnpaBnum o6paTtHO ¢ OUTKOMH-aApecoM A onnaTbl.

3) Mocne ynnaTtbl Bbikyna 3a GUTKOMHbLI Mbl BbILLIIEM BaM NporpaMmmy AelmndpoBaHms 1 aes-
KIHOY C MHCTPYKUMSaMWU. Ecnn mbl MoxkeM paclundgpoBaTth ntobon 13 Bawwmnx annos, y Hac
HEeT OCHOBaHWU obmaHbIBaTb Bac nocrne onnartbl.

TexHn4yeckune petanu

MoxxeT pacnpocTpaHaTbLCS NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuto RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIONTOB, BPEAOHOCHOW peKnambl, BEB-UHXEKTOB, danbLUMBbIX OOHOBMEHUN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTanNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuue 6nora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLLmMTon Knacca Internet Security nnu
Total Security, To x0Ta Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» [laHHble C nocTpagasLlero canTta u n3 kewa Google.
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FARIS

s
30% REDUCERE.

Cnucok hannoBbIX paclwmMpeHni, nogseprarowmxcs W poBaHnio:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUaeo, annsl o6pasos, apxmebl 1 Mp.

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:
IKUPIDON_DECRYPT.TXT - Ha3BaHue thanna ¢ TpeboBaHMeM BbiKyna
<random>.exe - criy4anHoe Ha3BaHue BpegOHOCHOro (hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBsA3aHHble ¢ 3TUM Ransomware:
CM. HKe pesynbTaTtbl aHanmn3os.

MbloTeKkcChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITIOYEHUA U CBA3MN:

Tor-URL: xxxx://oc3g3q5tznpubyasjgliqyykhxdfagge4vciegjaapjchwtgz4apt6qd.onion/

2-1 URL: xxxx://147.135.170.169/

5/8


https://1.bp.blogspot.com/-hdJI3AUEMgY/Xrla1qOvxwI/AAAAAAAAS-I/u-Np-BdexZI5kLt8HGT_yoOz68IvHbBbACLcBGAsYHQ/s1600/clean-site.png

URL nocTpagasliero canta: xxxxs://outletdemakeup.ro

3anucka Ha cante: xxxxs://outletdemakeup.ro//KUPIDON_DECRYPT.TXT

Email-1: kupidon@cock.li

Email-2: ann4.orlova.892@yandex.ru

BTC: -

CM. HMXKe B OBHOBNEHUAX ApYyrMe agpeca n KOHTaKTbI.
CM. HWxXe pesynbraTbl aHann3os.

Pe3aynbTaThbl aHanu3oB:

® Hybrid analysis >>

¥ VirusTotal analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>
MalShare samples >>

% AlienVault analysis >>

CAPE Sandbox analysis >>

© JOE Sandbox analysis >>

CTeneHb pacnpoCcTpPaHEHHOCTU: HU3Kas.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== NELLN®POBLUUK === DECRYPTOR ===
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=== UICTOPUA CEMEUCTBA === HISTORY OF FAMILY ===

HacknutCrypt (Qweuirtksd) Ransomware - oktsi6pb 2018
Kupidon Ransomware - masa 2020

=== BJIOK OGHOBJIEHWUN === BLOCK OF UPDATES ===

O6HoBNeHue ot 5 nroHs 2020:
Cratbsa Ha canTte BleepingComputer >>
Cratuctuka 3a 30 gHen

PacwwupeHue: .kupidon

3anucka: 'KUPIDON_DECRYPT.TXT.

Email: ann4.orlova.892@yandex.ru

» CopepkaHue 3arnucku:

1) Send a few encrypted files (no more 3 files, no more 10 MB per file) to
ann4.orlova.892@yandex.ru . Dont forget to include you ID from |KUPIDON_DECRYPT.TXT.
2) We will decipher them and send you back with bitcoin address for payment.

3) After payment ransom for Bitcoin, we will send you a decryption program and aes-key with
instructions. If we can decrypt any of your files, we have no reason to deceive you after
payment.
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bGHOBneHMe oT 25 nronsa 2020:
[locT Ha dhopyme >>

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

Thanks:

MalwareHunterTeam

Andrew Ivanov (author)

DrStache

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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