[RE014] GuLoader AntiVM Techniques
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PO May.exe

Error

. 0 \ This program cannot be run under virtual envirenment or debugging
' software !

Thoi gian gan day, Twitter cia cac chuyén gia nwéc ngoai lién tuc xuat hién hash tag
#GuLoader, day la mot downloader phd bién dang dwoc cac nhém tin tac st dung rong rai
nham tai vé ma doc chinh lgi dung céc dich vu cloud ctia Google Drive va Microsoft
OneDrive. GuLoader rat nhd, nhe, dwoc viét bang VB6 va thwdng dwoc nén trong file .rar.
Khi ngwdi dung vé tinh thue thi loader nay, né sé tai xuéng Trojans (RAT) hodc cac dong ma
doc danh cap théng tin nhw Agent Tesla, FormBook, NanoCore RAT, Netwire RAT, Remcos
RAT, ...

O Viét Nam ciing khéng ngoai &, chuing t6i da tiép can va cé bai phan tich chi tiét vé
downloader nay. Mé&i day, khach hang cla chung t6i tiép tuc nhan duwoc email c6 file dinh
kém la, qua kiém tra, phan tich va so sanh, ching téi nhan thay day chinh la mét bién thé
clia GulLoader. Nhiém vu cla no la tai vé NanoCore RAT dé thuc thi trén may nguoi dung.
Trong bai viét nay, chung t6i s& khéng di vao phan tich chi tiét ma chi tap trung vao cac ki
thuat Anti-VM dwoc sir dung trong shellcode.

1. Anti-VM

1.1. Két hop ZwQueryVirtualMemory vé&i cac hash da tinh toan trwéc
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Théng thwdng, dé phan tich ma doc, ngudi phan tich sé thuwe thi ma doc trén mot moi

trwdng riéng biét nham thu thap cac théng tin twong tac véi hé thdng trong qua trinh thuc thi.

Tuy nhién, v&i cac bién thé méi clia Guloader, khi thuc thi sé nhan dwoc théng bao sau:

0 I"|"-:rr~-:|"1— cannot be run under virtual envronment i'.'rllrl'-':.'.h] ng

softwarne |

Hinh 1. Théng béo I6i khi thuc thi trén méi trirong do héa hodc théng qua debugger

Debug loader sé t&i dwoe shellcode. Shellcode thye hién push mét loat cac hash da tinh
toan trwdc 1én stack:

push 0xB314751D
push 0xA7C53F01
push 0x7F21185B
push O0x3E17ADE6
push 0xF21FD920
push 0x27AA3188
push OxDFCB8F12
push 0x2D9CC76C

Tién hanh resolve ham APl ZwQueryVirtualMemory (rng v&i hash da tinh toan trwdce 1a
0x8802EDAC.

ZwQueryvirtualMemory = 'F_gﬁlt_a]j i_ Func_w (al—=ntdll ,

Hinh 2. Lay dia chi ham APl ZwQueryVirtualMemory

Tiép theo st dung vong lap dé quét toan b vung nhé tr 0x00010000 t&i Ox7FFFF000, goi
ham ZwQueryVirtualMemory kiém tra access protection clia cac ving nhé nay. Néu ving
nh& thda man diéu kién, sé quét ving nhé do, gap chudi sé goi ham tinh toan hash cho
chudi dé va so sanh v&i cac hash da thiét 1ap trén Stack. Khi tring hash, loader |4y dia chi
base ciia msvbvm60.dll d& tim ham MessageBoxA, giai ma chubdi “This program cannot be
run under virtual environment or debugging software I’ va hién thj théng bao nhw Hinh 1.
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FFFFFFF,
GE

ak;

if {( «(fretaddr + j) == hash_calcec
I
L
JUMPOUT(loc_B7B6 ) ;
}

3
}
E_l.':lTl:'.l LABEL '.::1'

Hinh 3. Tinh toén hash cua céac chudi trén vung nhé

Ham tinh toan hash ma loader str dung chinh la thuat toan djb2:
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Hinh 4. Ham tinh toan hash

Vé&i may sir dung dé debug loader, chuing téi cé dwoc chudi “vmtoolsdControlWndClass”
trung véi mot hash da dwoce loader tinh toan truwde la 0xB314751D. Cac hash con lai theo
phéng doan clia ching tdi cé thé lién quan dén VirtualBox hodc méi trwérng sandbox khac.

calculated_hash

IFH to QOBEO1ED from 0
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Hinh 5. Phat hién méi trirong ao héa st dung VMware

1.2. Kiém tra sw ton tai cia QEMU Guest Agent

Bén canh ki thuat ndi trén, loader cling thwe hién kiém tra xem méi trwéng phan tich cé st
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dung Qemu guest agent (qga) hay khong théng qua ham CreateFileA.

a2 —CreatefFileA = E‘E‘t _api_func_w(a2—kernel32,

Hinh 6. Lay dia chi ham API CreateFileA

S& dung ham nay dé kiém tra sy ton tai clia “C:\ProgramData\qemu-ga\qga.state” trén may:

= IIF'EI-I_E %I STING
Attributes = 0
hlemplatefile = NULL

Hinh 7. Goi ham CreateFileA dé kiém tra s ton tai cua file

Néu ton tai file trén hé thdng sé hién thi thdng bao nhw Hinh 1:

void _ usercall f_CreateFileA w(int alg<ebp>, DWORD xedi@g<edi>)

[esp+@h] [ebp+@h]

f CreateFileA(al, retaddr) =+

hmsvbvm = get module base_addr_ from_hash(
f wipe_sc_decrypt_nag_show msg(al, edi@, *(hmsvbvm + @x4EF));
f wipe sc_decrypt _nag _show msg(al, edi@, v3);

Hinh 8. Hién thj théng béo néu cé qga.state

1.3. Str dung CPUID
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Bén canh hai ki thuat trén, loader con sir dung thém Iénh CPUID dé kiém tra xem chuong
trinh cé dang thyc thi trong méi trwdng ao hoa hay khéng?

proc near ; CODE XREF: f call_cpuid w+8tp
i f_call_to_cpuid+304]

1fence

rdtsc

1fence

shl

or

mov

pusha

mov

cpuid ; call cpuid with argument in EAX
bt eCx ; On a guest WM it will equal to 1.
ib

Hinh 9. Str dung CPUID dé kiém tra
Lénh CPUID duorc thue thi véi gia tri ctia EAX = 1. Bit thir 31 cia ECX néu trén may vat ly

sé bang 0. Trén may a0, né sé bang 1.

2. Bonus

Loader nay st dung ki thuat code injection phirc tap nham lam khé ngwdi phan tich.

Tao mét tién trinh con 1a RegAsm.exe & trang thai suspended.

Map msvbvm60.dll vao trién trinh vira tao.

Thwc hién inject shellcode vao RegAsm.exe.

Thiét Iap context cla tién trinh nham chuyén hwéng thuce thi téi doan code da inject va
goi ham ZwResumeThread dé thuec thi.

Shellcode thyc thi bén trong tién trinh RegAsm.exe sé thuc hién tai Ve, giai ma va thuc thi
payload. Payload méi dwoc lwu trén Google Drive:
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Hinh 10. Loader thurc hién tai payload ttr Google Drive

Gidi ma payload va map vao memory dé thuc thi. Payload c6 kich thuwéc 0x32A00:

bddress |Hex dump AnCIT

mo 1:1 =T T

vm FE..L Lﬂ“Fﬁ

Hinh 11. Payload sau khi tai vé duoc gidi ma trén memory

Payload thu dwgc chinh la NanoCore RAT:

File pos | Mem pos | |0 | Text A
A 00000000B33C  00000040073C #Blob
[HOt

A 0000000QFCCS  000000411AC3
N 0000000OFEFS I

o

A 00000000FAAD 0000004771840 o [.43:=C]i
I

ELLEEE 3 ]

) N000000AFFOS 000000 411005 1]

mzcorlib

A 0000O000FFTS 0000004110713 0

A DDDOOOO0FFZZ - oooo0041DE2 0 Microsoft Wisualb asic
A DDDOO0O0FF33 000000411033 0 Systemn wWindows. Farms
A NNANNNNNFEAT ANANNNATIMAN 0 Enatarn

Hinh 12. Payload thu dwoc la NanoCore RAT
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