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Goal: Review the latest stealthy TrickBot group backdoor dubbed as "BazarBackdoor" as
well as its process injection methodology approach.
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5974d938bc3bbfc69f68c979a6dc9c412970fc527500735385¢c33377ab30373a
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I. BazarBackdoor: Background & Executive Summary

BazarBackdoor is the new stealthy covert malware leveraged for high-value targets part of
the TrickBot group toolkit arsenal. For more overall information, please read the
BleepingComputer report from Lawrence Abrams related to this malware functionality and
discovery.

The malware was signed “VB CORPORATE PTY. LTD.” as DigiCert

The TrickBot backdoor is a lightweight malware aimed to evade detection and be lightweight.
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It leverages a known TrickBot group crypter with the notable VirtualAllocExNuma API and
RC4 decoder sequence.
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Kate Smith <tyrone.smith@mymona.uy

Re: customar complaint in Bleeping Computer

Good moming

This is corporate lawyer from Bleeping Computer. | tned to reach you in office, but you are not available. When i can
call you again?

We will debit your account because of company customer complaint on you, Complaint 4/20 (preview)

Here is a copy of Custormer Complaint in Corporate Google Documents:
hitps.//docs google.com/document,/d/e/2PACK -
1 will be in Bleeping Computer at 4 PM.

Kate Smith
Corporate Lawyer

Example BazarLoader phishing email

The TrickBot Anchor project and this backdoor both utilize the same Emercoin DNS for the
server communication via /api/ request for the payload with architecture configuration (for
example, /api/86 and /api/88). By and large, Emercoin DNS is a legitimate provider that
leveraged for .bazar domain resolution.

The goal of this fileless loader and backdoor is not to elevate privileges but to avoid any
detection possible staying silently and only loading extra functionality as extra features. In
case they get flagged as malicious, the bot would still remain in the system.

The malware combination consists of two parts: loader and bot. The bot goal is to execute
binaries, scripts, and modules, kill processes and remove itself from the compromised
machine.

Il. BazarLoader: Process Hollowing Methodology

The malware utilizes the process hollowing injection approach injecting the core backdoor
into svchost.exe via the following sequence CreateProcessA(0, pDestCmdLine, 0, 0, 0,
CREATE_SUSPENDED, 0, 0, &startupinfo, &processlinfo) -> Find PEB -> Locate Remote
Image

NtUnmap ViewOfSection -> VirtualAllocEx -

> VirtualAllocEx(processinfo.hProcess, peb.ImageBaseAddress,

... MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_READWRITE) -

> WriteProcessMemory () -> WriteProcessMemory (Sourcelmage.NumberOfSections)
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"EreateProcessA(f, Dest, 0, 0, 0,
CREATE_SUSPENDED, 0, 1,
ﬁst.ar‘luplnl‘o. &processinia);

W svchost axe

!

NiCreateUserProcess

-

WriteProcessMemary [)
WriteFrocesshMemaorny i

(Sourcalmage. MumberOrSactions)

HtWriteVirtualMemony

CraatePricassimhsrmald Appiicationhlame:

CommandLing. "swohost ™

CreationFlags: CREATE_SUSPENDED | CREATE_KEW_CORSOLE
Procecaid: 3040

Thrasdid: 2916

ProcessHandle: 0x00000374

TrraacHardle: dx00000 188

SackPivolad no

[HMHHWMMqak
¥ _ L " Lozate PEB

ﬁwnllllan! |processinto hProoass,
peb.ImageBaseAddrass,
pSouncaHaaders-
»OptonalHeadorn SreCfimage,
MEM_COMMIT | MEM_RESERVE,
PAGE_EXECUTE_READWRITE)

p vy

[,

=

HiAlloc ateVirtual Memorny ProcessHandle: Sx00000374
BassAddress: Jxl40009050
ReglonSiza: dxd00 34000
Protect on: BAIE_EXBCUTE_READWRITE
SackPivited: no

MW riteVirtual Momory

ProcessHandle: 0200000374

Basabddress: 0x140000000

Buffer:

ME\x 0020042032004 x00\ x00 204\ x00\ 200\ 200 x££, E £ 200\ 200\ xbB\ 200\ x 00\ 2004 200%
x004%x 0042008 v x00\x 000004 x004%x004x00 %200\ x00 %200\ x 00 x 00\ 200\ 200\ x00 v x 00\ =00\ x0
0hx00%x004 200 x0 0 x00\x00 20010042004 x00%x00%x00% 200200 x00 200\ x00 %0000 x
01%\x00 2004 x0e\x1 £ xbatx0e k00 xbd S\xed! \xbBYxl1L\xcdl This program cannot be
run in DOS mode.

$hx00Nx004x 00\ x004x00\x00 \ x006 \x0e\ xod \ xBaro \xaatxdIroixaa i xdiroixas \xdd \xcbhxf
I hved9wo'\ xaa' xd9 et \ xE3Y \ xd? \ xf Do \xaa \ xd P\ xob \ xEIX \xdD |o-'l.,:|tu'l.,:n:d! {hxl7=-
\xdfso\xaa'\xd98 \xa9\xdBxo'\xaa'\xd98 \xaf\xddTo\xaa\xd38

‘\ae\xdE® o\xaa\xdd{\xl179\xd3\xT7fo\xaa \xd9ro\xab\xd9\x1lec\ xaa'\ xdib
‘raf\xdiko\xaa\xdib Wxdisc\xaa'\xdib
\xaB\xdEso\xaa\xd9Richro\xaa\xd9h\x00%x00%x00%x00%x00x00x00x00

BufferLength: 0x00000400

StackPivoted: no

Ill. BazarLoader: Host Persistence
The loader adds itself to \Software\Microsoft\Windows\CurrentVersion\Run and uses its
process key for persistence.

The malware decryption routine is as follows:

const char *Encrypt_Decrypter()

{

BYTE key = key;
for (int 1 = 0; i < len; i++)

{

}

ptr[i] = ptr[i + 1] N key;

key++;
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IV. BazarBackdoor: Overview
The backdoor goal is to execute binaries, scripts, and modules, kill processes and remove
itself from the compromised machine.

var h#= quord ptr
var_hi= gquord pte
arg_B= guord pty

FSp,
[Fsp+ +uar_Ag],

[rspedshaarg 0], rb 2020-04-25: BazarBackdoor

short loc_150004EHF Malware | Command Parser
Algorithm Code Part

loc 14B@BNCEF :
ridx, rcx
FEX , [l AL XTET -'|I1'|
sub 14001 BC2L

al,
loc_140008aDBED

140007398
rax, ra

short loc_140004CCA

inp

V. Yara Signature: BazarBackdoor Payload
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rule crime_win64_backdoor_bazarbackdoorl {

meta:

description = "Detects BazarBackdoor injected 64-bit malware"

author = "@VK_Intel"

reference = "https://twitter.com/pancak3lullz/status/1252303608747565057"
tlp = "white"

date = "2020-04-24"

strings:
$stri = "%id%"
$str2 = "%d"

$start = { 48 ?? ?? ?? ?? 57 48 83 ec 30 b9 01 00 00 00 e8 ?? ?? ?? ?? 84 cO Of ??
22 27 27 27 40 32 ff 40 ?? ?? ?? ?? e8 2?2 2?2 ?? ?? 8a d8 8b 2?2 2?2 ?? ?? ?? 83 f9 01
Of 22 2?2 2?2 22 27 85 CO 75 ?? C7 22 22 27 27 27 2?2 22 2?2 27 48 27 27 27 22 2?2 2?2 48
22 22 2?2 27 27 77 €8 ?? 22 22 2?2 85 cO 74 ?? b8 ff 00 00 00 €9 ?? ?? ?? ?? 48 22 ??
22 22 2?2 27 48 77 27 22 22 22 22 €8 27 ?? 27 ?? Cc7 2?2 22 27 ?? 27 ?? 22 2?2 2?2 eb ??
40 b7 01 40 ?? ?? ?? ?? 8a ch e8 ?? ?? 27 ?? €8 ?? ?? 2?2 22 48 8b d8 48 ?? ?? 2?2 74
223}

$server = {40 53 48 83 ec 20 48 8b d9 e8 ?? ?? ?? ?? 85 cO 75 ?2? Of ?2? 27 ?? ?? 2?7
2?2 66 83 f8 50 74 ?? b9 bb 01 00 00 66 3b cl 74 ?? a8 01 74 ?? 48 8b ch e8 2?2 2?2 ??
2?2 84 cO 75 ?? 48 8b ch e8 ?? ?? ?? ?? b8 f6 ff ff ff eb ?? 33 cO 48 83 c4 20 5b c3}

condition:
( uint16(0) == O0x5a4d and ( 3 of them ) ) or ( all of them )

VI. Mitre ATT&CK Framework: BazarBackdoor Payload
The mapped Mitre ATT&CK Framework is as follows:

Defensze Evasion Privilege Ezcalation

T1093 - Process Hollowing T1055 - Process Injection

& Signature - TransactedHaollowing & Signature - InjectioninterProcess

T1055 - Process Injection

& Signature - InjectioninterProcess

Mitre ATT&CK Framework:
e T1093 - Process Hollowing
Signature - TransactedHollowing
e T1055 - Process Injection
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Signature - InjectioninterProcess

VII. Network JA3 Signature: BazarLoader Malware
(f5e62b5a2ed9467df09fae7a8a54ddab)
The hostnames used for the command-and-control servers are:

forgame.bazar
bestgame.bazar
thegame.bazar
newgame.bazar
portgame.bazar

51.77.112.255 LE. fSe62b5a2edB467d00fae TaBas4ddat unknown
bestgame.bazar

192.168.122.20 49173 51.81.113.26 443 f5e62b5a2ed8467d05fae TaBaSdddat unknown
forgame.bazar
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