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https://teamt5.org/tw/posts/technical-analysis-on-backdoor-bifrost-of-the-Chinese-apt-group-huapi/

Nmap scan report for [ NNEEEEE.cdu.+ I

Host is up (0.024s latency).
Not shown: 65530 filtered ports

PORT STATE SERVICE VERSION

21/tcp open ftp FileZilla ftpd

80/tcp open http Apache Tomcat/Coyote JSP engine 1.1
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
49155/tcp open msrpc Microsoft Windows RPC

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

[Bl—. Nmap fF1#HAER

EZ% % F Tomcat AHERAIARZSTAX BRI AJP ARTS (FERR A 8009 @FfIR) |, AliERREIRFTES
H4T (Remote Code Execution, RCE) 2z B EEHER. MR+ , RRELER
Ghostcat Jif_L1# BiFrost 222523 , {FZEERAGK B AEEFRE TE, (Download
Site) .

BEREAS

e = (8fd3925dadf37bebcc8844214f2bcd18) 7 2020 4E 1 B 31 B _H{EE
Virustotal ¥4 , ERRNE K HEEIERERIZEILANME |, 28 6 KT HRILaEHRBIGERT | 5F
BETE.
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FRHEEIEH 2020/03/30 16:09:27 CST 3#4. Demo

SRS TE
Ubuntu &
Rk EHERE P Connect ip
Lot Ubuntu 16.04.6 LTS (i686) root 192.168.152.129 192.166.152.129
s

HRIRA APT L. 00

Dpkg Md5 Not Found Network Ability | Tty Not Exist

HEITA

ismER
SHA256 2% (E 3CAD20318F36B020CF4D6B44320EBSA6DAEOATB339A0FDC3A1FESE280A8507F1 Q [=AL @ mABRE
C&C sttt 107.191.61.247

[EPY. ThreatSonar 1812

BB AT, Zee = B PIFERA S LB T ESRMIFRARTSTESR (File) | BIT/ASRIZF
(Process) . BARN/EARARIGA 4SSN TEFER (Remote Shell) frlj]ﬁﬁ Heze B &Pyl

EP%M;EEI‘]EiiW@ﬁ FREUAK RC4 JREIREITING , HEBREHE ] ARG a2 FE

=X, R TE.

47



12 for (1 =8; 1 <= 255; ++1 )
14 vi[i] = 1
150 for (1 = @; 1 <= 255; 1 += a4 )

L)

16| {

17 for (1 =0; 7 < a4 && 1 + 7 <= 255; ++7 )
18 vo[] + 1] = *(_BYTE *)(a3 + 7);

19

20 1 = @;

21 for (1 = 8; 1 <= 255; ++1 )

22| {

23 vld = v7[1i];
24 vl2 = v6[i];
25 J = (unsigned _ int8)(j + v13 + v12);
26 vl2 = v7[3];
27 vi[1i] = v12;
28 v7[j] = v13;

29| 1

30| v1@ = a5;

21 5 = e [B7, ZEEEFTFEE
32 for (1 =8; ; ++1 )

13| {

34 result = i;

35 if (1 »>= a2 )

36 break;

37 vll = v7[{unsigned  int8){(i + 1)];
38 j = (unsigned _ int8)(j + vil);

39 vZ/[{unsigned int8){i + 1)] = v7[]];
40 vZ7[i] = v11;

41 vl2 = v7[{unsigned  int8){(i + 1)];
a2 vl2 += v1l;

43 vll = v7[v12];

44 if ( vie & 8x80 )

as| |

46 vll ~= *( BYTE *)(al + 1);

47 *(_BYTE *)(al + i) = v1l + v10;
A48 ¥

JBIE1EH) RC4 N#REE %

BRI

252 B F2\ %A Linux hRASH) BiFrost £F9FExX , HhRASE 4 5.0.0.0, 1RIE TeamT5 KRR

KB ERR |, e e BEZ K 4H4% HUAPI (X 44 PLEAD) 1ERM&EFIFEN. HUAPI
BRA4E 2007 FRIGEEES , WBAERIE 10 F£RH., TeamT5 EigRE] HUAPI f75H
BREERERAE H%ﬁfﬁﬁﬁilﬂﬁﬁﬂiﬁﬂf‘ﬁﬁﬁkﬁéﬂﬁ HiE%E &FBE%iEm RC4 JEEILEKM
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S, HUAPI RIKEBEBN. af. BESWIREEEN , RIE TeamT5 KGR
HiB 5 RN EEMABTRE  XERARAEGE. X, BAKmRE , HPsHagBuy
WEIEITARHBNAZ.

REIGER

FHRPAEM Tomcat RBIERMFEMMS , BRABUTZ—%F :
e Apache Tomcat 9.x < 9.0.31
o Apache Tomcat 8.x < 8.5.51
e Apache Tomcat 7.x < 7.0.100

o Apache Tomcat 6.x

TeamT5 AT EVAVEIThRAE HT , BAETEZEFF Ghostecat JRiAEITRIGIES , EZE

EEEEER.

Fo , ERPEERSTEMERATERE (Advanced Persistent Threat, APT) By , BIFFZA#
FA#n TeamT5 [ ThreatSonar 322 BE AL , T ETEE o] DAfER S B A {EAINE B FEIE

M= EBE. TeamT5 EiRoi§ T A BETEFE (Indicator of Compromise, I0C) FEAEIR
BRI R B E .

e 107.191.61.247
» 8fd3925dadf37bebcc8844214f2bcd18

e Yara Rule

rule RAT_BiFrost_UNIX

{
meta:
description= "HUAPI UNIX BiFrost RAT"
author = "TeamT5"

date = "2020-04-15"

strings:

$hex1 = {25 ?? 00 00 00 85 CO 75 37 8B 45 FO 89 C1 03 4D 08 8B 45 FO 03 45
08 OF B6 10 8B 45 F8 01 C2 B8 FF FF FF FF 21 DO 88 01 8B 45 FO 89 C2 03 55 08 8B
45 FO 03 45 08 OF B6 00 32 45 FD 88 02}

$hex2 = {8B 45 FO 03 45 08 OF B6 00 30 45 FD 8B 45 FO 89 C1 03 4D 08 8B 45
F8 89 C2 02 55 FD B8 FF FF FF FF 21 DO 88 01}

condition:

all of them
}

SNmSEEN
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1. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1938
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1938

