VoidCrypt

. id-ransomware.blogspot.com/2020/04/void-voidcrypt-ransomware.html

Your Files has ﬂncrypted

ur Files Has Been with AES + RSA Algorit
You Need Your ave To Pay Decryption Pri
B for Test (Lae les Should not Contain valuab

VoidCrypt Ransomware

Aliases: Void, Chaos

Variants & NextGen: Spade, Nyan, Pepe, Encrypted, Ninja, Lalaland,
Peace, Hidden, Exploit, Bitch, Honor, Help, Mifr, Sophos, Hmm*,
Heirloom, Snoopdogg, Backup, Extortionist, Hydra, Dpr, Musk,
Revenant, Poker, lwan, Crm, Temlown, ADA

(wndppoBanbLMK-BbIMOraTenb, RaaS) (nepBoUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNQpPYeT AaHHbIe nonb3oBartenen ¢ nomowpso AES (pexnv GCM
nnun noxoxun) + RSA-2048, a satem Tpebyet Bbikyn B # BTC, 4Tobbl BEpHYTHL (hainbl.
OpvrnHanbHble HasBaHus: Void, Chaos, HO B 3anucke He ykasaHo. Ha ¢panne HanucaHo:
void nnu 4yto-To ewe. Ncnonbayet bmbnmnoteky Crypto++. HYacto mogudumumpyertcs.

Ynnarta Bblkyna He rapaHTMpyeT pacluncgpoBKy.

OO6Hapy>xeHus:
DrWeb -> Trojan.Siggen9.36699, Trojan.Encoder.31534, Trojan.Encoder.32640,
Trojan.Encoder.33514, Trojan.Encoder.34782

ALYac -> Trojan.Ransom.Filecoder, Trojan.Ransom.Ouroboros, Trojan.Ransom.VoidCrypt
Avast/AVG ->Win32:RansomX-gen [Ransom]

Avira (no cloud) ->TR/FileCoder.zdeun

BitDefender -> Gen:Heur.Ransom.Imps.1, DeepScan:Generic.Ransom.AmnesiaE.*
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E

Malwarebytes -> Ransom.Ouroboros, Ransom.VoidCrypt

1/37


https://id-ransomware.blogspot.com/2020/04/void-voidcrypt-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F04%2Fvoid-voidcrypt-ransomware.html

McAfee -> Ransomware-GYP!BA454585B9F4

Microsoft -> Trojan:Win32/Ashify.J!rfn, Ransom:Win32/Ouroboros.GG!MTB

Rising -> Ransom.Gen!8.DE83 (CLOUD), Ransom.Agent!1.C4E7 (CLOUD)
Symantec -> ML.Attribute.HighConfidence, Downloader

Tencent -> Win32.Trojan.Gen.Pfsv, Win32.Trojan.Gen.Htwa

TrendMicro -> TROJ_GEN.R002H09DB20, Ransom.Win32.O0UROBOROS.AE,
Ransom.Win32.0UROBOROS.B

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 3TOM CNUCKE PErynsapHO unu nosbiwe? Coobwmnte mHe!

© lNeHeanorua: Ouroboros < > Void, VoidCrypt > new variants > Void NextGen > Spyro

Your Files has bdncr:.'pted
or Files Has Heem with AES + H5A Algorit
You Need Your ave To Pay Decrvption Pri
1] I'nu".['ﬂ.‘lgl les Shomld not Contain valush

Backups
rypilon Pri ke Doubled so You Betier Conlaci 1

r 3rd Party Application May cause Damage To Your 1
N306paxkeHne — norotun ctatby

K 3awmndpoBaHHbIM darinam gobaesnsetcs pacwumpernue: .Void

daKkTU4eCKM NCNoNb3yeTca COCTaBHOE pacluMpeHme No WabnoHy:
.[<email_ramsom>][ID-<ID{15}>].Void

Mpumepsbl 3aiMpoBaHHbIX pannos:
file001.tif.[USDATAdecrypt@gmail.com][ID-PDTN4Z229J67Q***].Void
file001.doc.[xtredboy@protonmail.com][ID-EJHPFWKYCNQ5***].Void
file001.jpg.[stevenxx134@gmail.com][ID-9WFL61BO03TSIC7].Void

BHumaHue! HoBble pacuimpeHusi, email n TeKCTbl O BbIKyne MOXHO HaWTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nUunsa c NnepBoHavanbHbIM BApUaHTOM.
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AKTUBHOCTb 3TOro KpUnTo-BbiMOraTens npuwnack Ha Hadano anpenda 2020 r. OpueHTupoBaH
Ha aHrMos3bI4YHbIX MOb30BaTENEN, YTO HE MeLLAET PacnPOCTPaHATbL €ro No BCEMY MUPY.
MocTtpapaswme ns Poccun, lNonbliv n gpyrnx cTpaH.

3anucka ¢ TpeboBaHneM Bbikyna Ha3biBaeTcs: Decryption-Info.HTA
_ - w

o

Your Files has Been Encrvpted

Yomr ¥l Hes Byvn Enerypied adh AES © BAUA Slperiihm
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CopepxaHue 3anuckun o BbiKyne:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain
valuable Data Like Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up
Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And
increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to
Decrypt Your Test Files!)

After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :EJHPFWKYCNQ5***

Our Email : xtredboy@protonmail.com

In Case Of No Answer : Encryptedxtredboy@protonmail.com

MNepeBopa 3anMUCKM Ha PYCCKUMN A3bIK:

Baww cannbl 66111 3awmdpoBaHbl

Baww ¢annel 66inm 3awmdpoBaHbl ¢ anroputmom AES + RSA

Ecnun Bam Hy>Hbl Balum hansbl, Bbl JOMMKHbI OMAaTUTb CTOMMOCTb pacLundpOBKU

Bbl MOXXeTe OTnpaBuUTb HECKONBbKO ManeHbknx gannos meHee 1 Mb gns tecta (Tect-channsl
He OOMKHbI coaepXaTb LieHHble JaHHble, Takne Kak 6a3bl AaHHbIX, 6onbline nuctobl Excel
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NN pesepBHbIe KONuK)

Mocne 48 yacos LeHa pacndpoBKM YOBOUTCS, TaK YTO BaM fy4yLle CBA3aTbCA C HaMu,
npexae 4Yem Bpems Bblnget

Mcnonb3oBaHe NHCTPYMEHTOB BOCCTAHOBIIEHUS UMIU CTOPOHHUX NPUMOXKEHUN MOXET
NPUBECTU K NOBPEXOEHMIO BalLMX pansioB U MOBbILLEHWUIO LIEHDI

LLlarn, KoTopble Bbl AOMKHbI CAenaTth, YTOObI BEPHYTh Balun hansbi:

1- KoHTakT no email Ha dpannbl n otnpasuTtb ID Ha dannsbl, a 3atem caenatb cornaweHme o
ueHe

2. OTnpaBbTe HECKONbLKO (hansioB Ans TecT-pacluMpoBKM (He nNraTuTe HUKOMY, KTO He
MOXET paclumngpoBaTth Balun TecT-pansnbi!)

[Mocne nony4yeHnsa TecT-hannoB 3annaTtute LeHy B OUTKOMHAX U MOMyYnTe NHCTPYMEHT
AewmndpoBaHus + krnod RSA

ID Bawero gena: EJHPFWKYCNQ5***

Haw email: xtredboy@protonmail.com

B cnyyae otcytcTBUA otBeTa: Encryptedxtredboy@protonmail.com

TexHun4yeckune getanu

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe 6nora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLLmMTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

>» /icnonbsyeT nerntumMHole ytunutel Everything n Process Hacker 2.

» CornacHo ot4yeTtaM Intezer Analyze ecTb onpegeneHHoe poacTBO C APYrMMU NPOEKTaMm
nporpamMmm-BbiMoraTtenen, Hanpumep, ¢ Ouroboros.
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Coda BIIH 8t

CneBa CKpyHLLOT "reHoB" WwndpoBarnbLMKa, a cnpasa — "reHbl" OpurmHanbHOro
AelwmngpoBLLMKa. DTO MOXET roBOPUTbL O TOM, 4TO paspaboTymk VoidCrypt ncnonbsosan
YyacTb pa3paboTkn 13 NpeablayLLmMX NPOEKTOB.

» OpwuruHanbHbIv aewmndpoBLUmK 6e3 3akpbliToro RSA kntoya 6ecnoneseH.

» Ncnonb3yetca RSA-2048, notomy B3nomarthb KItod He nonyyuntesa. VoidCrypt otnpaBnsaet
Ha cBou cepBep NyonuyHbIn RSA kntod, BMecTe ¢ ID n IP-agpecom xepTtBbl. [y6nunyHbIn
KN4 M NPUBATHbIN KMNOY CTaTUYHbI.

Mo gaHHbIM nccnepoatena Mawnkna [bxunnecnu, ecnu noctpagaswmne onkcMpoBanu
CeTeBON TpadMK BO BPEMS 3apakeHUs, TO KINKY MOXET ObiTb NnepexBayveH. Ecnn Tpadumk He
doukcmpoBancs, To 3akpbITbi KItod RSA He nony4unTe.

» CKPWHLLOTLI Koaa:

>» Ypanset TeHeBble KOnun oansnos, OTKNYaeT OYHKUMM BOCCTAHOBIIEHNA U UCNPaBIieHNs
Windows Ha aTane 3arpy3ku, 3anyckaeT KoMmaHabl N0 CeTH, 3aBepLuaeT paboTy cepBepPHbIX
cnyx6, ynpasnsoLwwmnx 6asa gaHHbIX, OTKIOYaeT hanepBon 1 npoyee:
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stevenxx134@gmail.com.exe

cmd.exe %WINDIR%\system32\cmd.exe /c net stop SQLWriter

net.exe net stop SQLWriter (PID: 3708)

net1.exe %WINDIR%\system32\net1 stop SQLWriter

cmd.exe %WINDIR%\system32\cmd.exe /c net stop SQLBrowser

net.exe net stop SQLBrowser

net1.exe %WINDIR%\system32\net1 stop SQLBrowser

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQLSERVER

net.exe net stop MSSQLSERVER

net1.exe %WINDIR%\system32\net1 stop MSSQLSERVER

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQL$CONTOSO1
net.exe net stop MSSQL$CONTOSO1

net1.exe %WINDIR%\system32\net1 stop MSSQLSCONTOSO1

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSDTC

net.exe net stop MSDTC

net1.exe %WINDIR%\system32\net1 stop MSDTC

cmd.exe %WINDIR%\system32\cmd.exe /c bcdedit /set {default} bootstatuspolicy
ignoreallfailures

cmd.exe %WINDIR%\system32\cmd.exe /c bcdedit /set {default} recoveryenabled no
cmd.exe %WINDIR%\system32\cmd.exe /c wbadmin delete catalog -quiet
cmd.exe %WINDIR%\system32\cmd.exe /c net stop SQLSERVERAGENT
net.exe net stop SQLSERVERAGENT

net1.exe %WINDIR%\system32\net1 stop SQLSERVERAGENT

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQLSERVER

net.exe net stop MSSQLSERVER

net1.exe %WINDIR%\system32\net1 stop MSSQLSERVER

cmd.exe %WINDIR%\system32\cmd.exe /c net stop vds

net.exe net stop vds

net1.exe %WINDIR%\system32\net1 stop vds

cmd.exe %WINDIR%\system32\cmd.exe /c netsh advfirewall set currentprofile state off
netsh.exe netsh advfirewall set currentprofile state off

cmd.exe %WINDIR%\system32\cmd.exe /c netsh firewall set opmode mode=disable
netsh.exe netsh firewall set opmode mode=disable
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Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Myabika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:

Decryption-Info.HTA - Ha3BaHue canna ¢ TpeboBaHneM Bbikyna, HO B 6oree HOBbIX
BapmaHTax ato cann INFO.HTA,;

IDo.txt, HO B Bonee HOBbIX BapmnaHTax MOXeT ObiTb doann IDK.txt;

pubkey.txt, HO B 6ornee HOBbIX BapuaHTax MoryT BbITb channsl pkey.txt, prvkey.txt.key,
prvkey*.txt.key, prvkey3.txt.key

<random>.exe - criydanHoe Ha3BaHue BpPeJoHOCHOro anna;
stevenxx134@gmail.com.exe - chanin n3 npumepa, NpeacTaBrneHHOro B aHanmse.

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\ProgramData\lDo.txt
C:\ProgramData\pubkey.txt
D:\yo\chaos\Release\chaos.pdb

McnonbsyeTt cepBucel onpegenenuns |IP-agpecos:
xxxx:/www.sfml-dev.org/ip-provider.php

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITIOYEHUSA U CBA3M:

Email-1: xtredboy@protonmail.com, Encryptedxtredboy@protonmail.com
Email-2: USDATAdecrypt@gmail.com

Email-3: stevenxx134@gmail.com

Email-4: steven77xx@mail.ru, Steven77xx@protonmail.com

URL n3obpaxeHuns 3amka (VT-npoBepka): xxxxs://i.ibb.co/2PXVhhm/1.png
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CM. HMKe B OBHOBNEHMAX OpYyrMe agpeca n KOHTaKTbI.

CM. HuxXe pe3yrnbraTtbl aHariM30B.

Pe3ynkTaThl aHanu3os:
® Hybrid analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >>

v Triage analysiss >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHss.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== OPUT'NHAJIbHbIE OELLUNPPOBLUNKN === DECRYPTORS/DECODERS

BapuaHT 2020 roga (paHHwuin)
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BapuaHTt 2021 roga

Hanuune opurmHaneHoro gewmngposLLmka He obecnednBaeT paclunMgpoBKy amnmnos, T.K.
TpebyeTtca RSA-kntoy, KOTOPBIN €CTb TOMBbKO Yy BbiMOraTenem.

Ecnun dannbl 04eHb Hy>XHbl, pEKOMEHAYEM MONbITaTbCA JOrOBOPUTLCS C BbIMOraTensamm o
CHWXEHUM CyMMbl BbIKyna.

Ecnu HukTO He oTBevaeT ¢ email-agpecos, ykazaHHOro B 3anucke ¢ TpeboBaHMeM BbiKyna,
OTnpaBbTE UM eLle OAHO MUCLMO.

Ecnu 4Tto-TO NOMAET He Tak, TO Bbl MOXETe OTNPaBuUTb APYr Apyry coobLueHne Yepes
KOMMEHTapuun Ha 3TOW CTpaHuue.

=== UICTOPUA CEMEUCTBA === HISTORY OF FAMILY ===

Zeropadypt Ransomware - ¢ anpens 2019.

Ouroboros Ransomware (pasHble Bepcumn) - MoHb-0KTA6pb 2019.
Ouroboros Ransomware v6 - okta6pb-gekadbpb 2019.

Ouroboros Ransomware v7 - ¢ aHBaps 2020.

VoidCrypt (Void, Chaos) Ransomware - ¢ anpens no asryct 2020.
Bonee HoBble BapmaHTbl CM. HWXe B pasfene oO6HOBNEHWI.

=== BJIOK OGHOBJIEHWU/ === BLOCK OF UPDATES ===

9/37


https://1.bp.blogspot.com/-WZ5gsK9Wqj0/YCTzHSE6NWI/AAAAAAAAYdc/2NCTdXqzgOwGpnTicyyYsWsqDeUmDlcMQCLcBGAsYHQ/s748/decryptor-2.png

BapuaHT ot 10-11 anpens 2020:

Pacwupenue: .Void

Mpumep coctaBHoro pacwmperus: .[DECRPToffice@gmail.com][ID-
YOP64ULCO0ZNK2BH].Void

Email: DECRPToffice@gmail.com, DECRPT@tutanota.com
CneumanbHble dannebl: IDo.txt, pubkey.txt

dann EXE: DECRPToffice@gmail.com.exe

Pesynsratbl aHanun3os: VT + HA + 1A + AR

BapwuaHT ot 14 anpensa 2020:

[MocT Ha dhopyme >>

PacwupeHnue: .void

3anucka: Decryption-Info.HTA

Email: SupportVoid@elude.in, SoporteVoid@tutanota.com

BapwmaHT ot 20 anpens 2020:

Pacwwupenue: .Void

Email: encryptc4@elude.in

BTC: 194Bhb2JsFo56uXtHJXcKL6Nnb2g9mreYf

BapwuaHT 22-26 anpens 2020:

Pacwwmpenus: .void

Email: DECRPToffice@gmail.com

DECRPT@tutanota.com

Hichkasam@protonmail.com

helpdiamond@protonmail.com

» CopepXaHue 3anucku:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain
valuable Data Like Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up
Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And
increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price
2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to
Decrypt Your Test Files!)

After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key
Your Case ID :0HJ2IBSWF4*****
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https://www.virustotal.com/gui/file/581122114ad28f404b2cc4f8df5d77b6ed447f8f26f862960bb0181776bfacd9/detection
https://www.hybrid-analysis.com/sample/581122114ad28f404b2cc4f8df5d77b6ed447f8f26f862960bb0181776bfacd9/5e99f3f29b5a7732520895fd
https://analyze.intezer.com/#/analyses/a511f46f-ae49-4350-b71e-e1c90330db17
https://app.any.run/tasks/75257c7c-c41e-49a4-8e66-794112ad198e
https://www.bleepingcomputer.com/forums/t/716761/void-voidcrypt-ransomware-support-topic/?p=4977694

Our Email : DECRPToffice@gmail.com
In Case Of No Answer : DECRPT@tutanota.com

BapwmaHT ot 27 anpens 2020:
3anucka: Decryption-Info.HTA
Email: unlOckerpkx@tutanota.com

BapuaHT ot 2 mas 2020:
CoobuieHne >>

3anucka: Decryption-Info.HTA
Email: BrillianceBK@protonmail.com
LizardBkup@protonmail.com

BapuaHT ot 5 masa 2020:

[locT Ha dhopyme >>

Pacwwupenue: .Void

Mpumep coctaBHoro pacwmpenus: .[EImershawn@aol.com][ID-YPRVMKTQ3ABOHUC].Void
Elmershawn@aol.com

3anucka: Decryption-Info.HTA

Email: EImershawn@aol.com

BapuaHT ot 5 masa 2020:

Pacwwupenue: .Void

Mpumep coctaBHoro pacwmpeHus: .[encryptc4@elude.in][ID-3QXAC6HWP15CKJO].Void
3anucka: Decryption-Info.HTA

Email: encryptc4@elude.in, encryptc4@protonmail.com
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https://twitter.com/parixitkakaiya/status/1257183803149254656
https://1.bp.blogspot.com/-CYTWUObejzM/XrBgCIysWpI/AAAAAAAAS18/PFm5IkbfNDcarZacswXRJ-qBBpm0PSZmwCLcBGAsYHQ/s1600/note-2-5-20.jpg
https://www.bleepingcomputer.com/forums/t/718678/elmershawnaolcomid-yprvmktq3abohucvoid/?p=4987274

Y our Files lias Bees Enerypied
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BapwuaHT ot 1-11 uroHsa 2020:

Pacwwupenue: .Void

[Mpumep coctaBHoOro pacwmpeHus: .[decoderma@tutanota.com][ID-
VKSQ8N24CPZTU10].Void3anucka: Decryption-Info.HTA

Email: decoderma@tutanota.com, decoderma@protonmail.com
CneumnanbHble dpannebl: IDo.txt, pubkey.txt

®ann EXE: decoderma@tutanota.com.exe

Pesynbratbl aHanmsos: VT + HA + IA + AR + TG

o

Your Files hns Been Encrypted

war Fikii Blis Do adrypied wilh ATS + RAA Ajaiiks
17 Nwm fored Vwar Biles Wow Baer Tn Pay Drrsypiion Friee
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» CoaepXaHue 3anmncku:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm
If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain

valuable Data Like Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up
Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And

increase price
The Steps You Should Do To Get Your Files Back:
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https://1.bp.blogspot.com/-7V_r6bufYLk/YNSPjphtyoI/AAAAAAAAZ14/ZTyL7a126E0-jU0ANxU1qPa-6a7GmqBSACLcBGAsYHQ/s1180/note-5-5-2020.png
https://www.virustotal.com/gui/file/9e3d7b2163b865375d1b14a37c9130c55b9de8a6eb74b54f0d6f1a8b820eceae/detection
https://www.hybrid-analysis.com/sample/9e3d7b2163b865375d1b14a37c9130c55b9de8a6eb74b54f0d6f1a8b820eceae/5edf867723f3450ebe61fbf7
https://analyze.intezer.com/#/analyses/15462297-0114-4b73-ac7f-29e3ac7bee4a
https://app.any.run/tasks/003d34a1-192b-46d0-80db-07eb4d3ff4f8
https://tria.ge/reports/200706-l4mr5ga3mx/behavioral1
https://1.bp.blogspot.com/-j5_Ok_VeH5I/XwL3ewbqTQI/AAAAAAAAT_k/EJZcLNNP234qJrNk8liBRtTo2prVchgUQCLcBGAsYHQ/s1600/note-1-6-20.png

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price
2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to
Decrypt Your Test Files!)

After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key
Your Case ID :NOGXF7YZ31L4***

Our Email : decoderma@tutanota.com

In Case Of No Answer : decoderma@protonmail.com

BapuaHT 17 nioHa 2020:
Pacwwmpenus: .Void

Email: missdecryptor@protonmail.com
VoidFiles@tutanota.com
VoidFiles@protonmail.com

BapuaHT 22-25 ntoHa 2020:
Pacwwupenus: .Void

Email: Pentagon11@protonmail.com
guaranteedsupport@protonmail.com

BapwuaHT ot 7 nronsa 2020:

CoobuieHue >>

Pacwwupenue: .Void

Mprmep cocTtaBHOro pacwmpeHus: .[coronavirus19@tutanota.com][ID-
RKF4U16NY3L5QV3].Void

3anucka: Decryption-Info.HTA

Email: coronavirus19@tutanota.com, ghostmax@cock.li

Pesyneratbl aHanunsos: VT + HA + A

BapwuaHT 7-17 nronsa 2020:
Pacwwupenus: .Void
Email: guaranteedsupport@protonmail.com
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https://twitter.com/xiaopao80087499/status/1280454766657560576
https://www.virustotal.com/gui/file/46afbb780469fd2a5819a9d9ab9d30d2a0d463ff02e6638790624cf326e68b56/detection
https://www.hybrid-analysis.com/sample/46afbb780469fd2a5819a9d9ab9d30d2a0d463ff02e6638790624cf326e68b56/5f0d5be83cacd43ee4786534
https://analyze.intezer.com/analyses/b583ee59-91d9-4a58-8883-3c22bc94a117
https://1.bp.blogspot.com/-t2Gz6aMcr6s/Xw1cPs7CFZI/AAAAAAAAUF4/8lfy5ddJWN4kFLGUynUC9IWjUZlnNpm5ACLcBGAsYHQ/s1600/note-7-7-20.png

decrypterfile@mailfence.com
hosdecoder@aol.com

BapwuaHT ot 10 utonsa 2020:

CoobuieHve >>

Pacwwupenue: .Void

Mpumep coctaBHoro paclmpenus: .[decrypterfile@mailfence.com][ID-
KF4U1Y3L5R6NQV3].Void

3anucka: Decryption-Info.HTA

Email: decrypterfile@mailfence.com, decrypterfile@protonmail.com
dann: decrypterfile@mailfence.com.exe

PesynbraTthl aHanusos: VT + HA + 1A

BapuaHT 22-28 urona 2020:
Pacwwupenus: .Void

Email: hosdecoder@aol.com
sleepme134@gmail.com
colderman@mailfence.com

BapwuaHT ot 2 aBrycTa 2020:

[MocT Ha dhopyme >>

Pacwwupenue: .Void

Mpumep coctaBHoOro pacwmpeHus: .[encrypt4u@tutanota.com][ID-14CAHRSI*******] Void
Email: encrypt4u@tutanota.com

BapuaHT ot 9 aBrycra 2020:

CoobuieHue >>

[locT Ha dhopyme >>

CoobuieHne >>

PacwwupeHue: .Spade

CoctaBHoe pacwmpeHune (wabnoH): .[email_ramsom][<ID{15}>].Spade
CoctasHoe pacwupeHue (npumep): .[encryptfile@protonmail.com]
[JUOW5SVC7143M9TX].Spade

3anuncka: Read-For-Decrypt.HTA

Email: encryptfile@protonmail.com, encryptfile@cock.li
Pesynerathl aHanusos: VT + I1A

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.32312

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.D96CES8SE
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E
Malwarebytes -> Ransom.Ouroboros

Rising -> Ransom.Agent!1.C4E7 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Wogk
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https://twitter.com/thyrex2002/status/1281502482959654912
https://www.virustotal.com/gui/file/52b2a6cdfdb1cea413234b249f24c8b5b68b48c1389a513250f7588bc64596cd/detection
https://www.hybrid-analysis.com/sample/52b2a6cdfdb1cea413234b249f24c8b5b68b48c1389a513250f7588bc64596cd/5f081ef30331126ff0335d30
https://analyze.intezer.com/analyses/2bee499b-61ab-4c0e-862e-3ce7e3aa9621
https://www.bleepingcomputer.com/forums/t/716761/void-voidcrypt-ransomware-support-topic/?p=5034578
https://twitter.com/Amigo_A_/status/1292875523622948865
https://www.bleepingcomputer.com/forums/t/702015/ouroboros-zeropadypt-nextgen-ransomware-limbo-lazurus-support/?p=5039180
https://twitter.com/fbgwls245/status/1293877979215347712
https://www.virustotal.com/gui/file/a6f33427a356dca0420466bcc3283592e87caf4c8224c7d50819f69c71edd461/detection
https://analyze.intezer.com/analyses/3e776092-ff3e-447f-8f0a-e8016ea14a86

TrendMicro -> CallTROJ_GEN.R002HOCHAZ20

Your Files Has Heen Encrypred

» CopepkaHue 3arnucku:

Your Files Has Been Encrypted

All Your Files , Documents , photos , Databases and other important files are encrypted
And have Extention .Spade

If You Need Your Files You Have To Pay

You can Send 1 Little File Less Than 2MB for Test (The Test Files Should not be Databases
Large Excel Sheets or Backups

After 24 Hour Decryption Price Will be Doubled so You Better Contact us as soon as
possible

Using Recovery Tools or 3rd Party Applications is useless you can try tough

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to
Decrypt Your Test Files!)

After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key
Your ID :JUOW5VC7143MITX

our Email :encryptfile@protonmail.com

In Case Of No Answer :encryptfile@cock.li

BapwmaHT ot 28 aBrycTta 2020:

Tonuk Ha dhopyme >>

CoobuieHne >>

PacwwupeHue: .Spade

CoctaBHoe paclumpeHue (wabnoH): .Jemail_ramsom][<ID{15}>].Spade
CoctaBHoe pacwumpeHue (npumep): .[rsaencrypt@tutanota.com]
[UTEO6F1MLDG30QH].Spade

3anucka: Read-For-Decrypt. HTA

Email: rsaencrypt@tutanota.com, rsaencrypt@protonmail.ch
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https://1.bp.blogspot.com/-JcHIRDlb5CQ/XzGFcmUKDzI/AAAAAAAAUy8/jY7102qjIxMpUOoJBHT1NsnTkMs-L8t0QCLcBGAsYHQ/s1600/files.png
https://1.bp.blogspot.com/-8-Bbrq24fx0/XzGCwtP6BnI/AAAAAAAAUyw/4EVvygwU4_Ah_jd72pIg012J7NvqpiVGQCLcBGAsYHQ/s1600/note-9-8-20.png
https://forum.kasperskyclub.ru/topic/70818-pomosch-v-rasshifrovke-heurtrojan-ransomwin32generic/
https://twitter.com/Amigo_A_/status/1299623165589622786

Your Files Has Been Encrvpled
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BapwmaHT ot 18 ceHTAa6pAa 2020:

Tonvk Ha dhopyme >>

Pacwupenue: .Spade

CoctaBHoe paclumpeHue (wabnoH): .Jemail_ramsom][<ID{15}>].Spade
CoctaBHoe pacwupeHue (npumep): .[Wannadecryption@gmail.com]
[PSBW2FGV4CJ3YU1].Spade

Email: Wannadecryption@gmail.com

®ann: dwm.exe

Pesynbrathl aHanusos: VT + 1A

BapuaHT ot 18 ceHTs6ps 2020:

Tonuk Ha dhopyme >>

Pacwwupenue: .Spade

CoctaBHoe pacwmpeHune (wabnoH): .[email_ramsom][<ID{15}>].Spade
CoctaBsHoe pacwupeHue (npumep): .[SpadeEncrypt@tutanota.com]
[2XPU94ACJRDM6I1Z].Spade

Email: SpadeEncrypt@tutanota.com, SpadeEncrypt@protonmail.com

BapuaHT o1 24 ceHTAOpA:

Email: ftworksergey@gmail.com

deccoder431@protonmail.com

helpsdec@tutanota.com

MNMocTtpagaswme coobLumnm, YTo nocne ynnarbl Bblkyna, C 3TUX aapecoB BeaeTcs
AOMNOMHUTENbHOE BbIMOraTesnibCTBO AEHEr. Bblaepxka nx nepenunuckn ¢ BbiMoratensmu:
MocTpapaBwmii Nnonb3oBaTesb:

Mbl onnatunu, Bel obeLany CKMHYTb Kog, Nocre onnaTbl NepBon YacTu.

OTBeT BbiMOraTteneun:

[a, noaTBepxgaem. Het npobnem, n Haw agMnH BaM JOBEPSET.

Bbl moxeTe nonyynTs nomoLlb ot Google no Beibopy cnocoba onnarbl.

CHoBa oTBeT BbiMorarenem:
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https://1.bp.blogspot.com/-z3CHLmR_O0M/X0oOldm-mfI/AAAAAAAAVO0/AJt3mtfGxsYQ4BL7c17R_EUKWoF_1tpjgCLcBGAsYHQ/s1600/note-28-8-20.jpg
https://forum.kasperskyclub.ru/topic/72618-shifrovschik-wannadecryptiongmailcompsbw2fgv4cj3yu1spade/
https://www.virustotal.com/gui/file/af7381905a46ef4fd2f5fcd907a0fb9c61888522b875fc16a31468a960676d6b/detection
https://analyze.intezer.com/analyses/9ef4f223-0db1-499b-a04d-073ac8cb35a5
https://forum.kasperskyclub.ru/topic/72827-troyan-shifrovalschik-spade/

Mbl He npocunu AononHUTENbHbIX AeHer. OauH pas Hall agMUHUCTPAaTOpP BaM AOBEPS, a Bbl
3annartunm HebonbLUyo cymmy. YToObl BEpHYTH JOBEPUE HALLEro agMMHUCTpaTopa, Bam
NpuAeTcs 3annaTtuTb OCTanbHYH CyMMY, MOTOMY YTO Mbl BaM Oornblue He JOBEPSIEM.

BapwmaHT ot 30 ceHTA6pAa 2020:

CoobuieHue >>

Tonuk Ha dhopyme >>

PaclwmpeHue: .nyan

CoctaBHoe pacwupenune (npumep): .[decinfo7 @gmail.com][51BQ6JU4K7NPDSO0].nyan
Email: decinfo7@gmail.com

BapuaHT ot 7 okTA6psa 2020:

CoobuieHne >>

Tonvk Ha dhopyme >>

PacwmpeHue: .pepe

CoctaBHoe pacwupeHue (npumep): .[decodevoid@gmail.com][TQFHAEMWJL2UVO01].pepe
3anucka: INFO.HTA

Email: decodevoid@gmail.com, docodepepe@gmail.com

» CogepkaHue 3anmncku:

1! Your Files Has Been Encrypted !!!¢ your files has been locked with highest secure
cryptography algorithm ¢

¢ there is no way to decrypt your files without paying and buying Decryption toole

¢ but after 48 hour decryption price will be double+

¢ you can send some little files for decryption teste

+ test file should not contain valuable data¢

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)e

¢+ so if you want your files dont be shy feel free to contact us and do an agreement on price+
¢ !l or Delete you files if you dont need them !!l¢Your ID :TQFHAEMWJL2U***

our Email :decodevoid@gmail.com

In Case Of No Answer :docodepepe@gmail.com
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https://twitter.com/Amigo_A_/status/1315936914613112833
https://forum.kasperskyclub.ru/topic/73632-zashifrovany-fajly-v-rasshirenii-prisutstvuet-decinfo7gmailcom5ibq6ju4k7npds0nyan/
https://twitter.com/Amigo_A_/status/1315936914613112833
https://forum.kasperskyclub.ru/topic/74102-decodevoid/

BapuaHT ot 8 okTA6psa 2020:

CoobuieHne >>

Tonvk Ha dhopyme >>

WpeHtndhmkauma Ha cante ID-Ransomware >>

Pacwwupenue: .Encrypted

CoctaBHoe pacwmpeHue (wabnor): .[email_ramsom][<ID{15}>].Encrypted
CoctaBHoe pacwupeHue (npumep): .[EnceryptedFiles@tutanota.com]
[GY0ZUXN421RIA6D].Encrypted

3anucka: INFO.HTA

Email: EnceryptedFiles@tutanota.com, ReturnEncerypted@tutanota.com
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https://1.bp.blogspot.com/-9Zb0KcGve24/X4VgMW5gJHI/AAAAAAAAWBE/GBLBy-3w0DMQ3xCg06XQhe44o7plTHVngCLcBGAsYHQ/s1147/note-7-10-20.png
https://twitter.com/Amigo_A_/status/1315936914613112833
https://forum.kasperskyclub.ru/topic/74188-shifrator-enceryptedfilestutanotacomencrypted/
https://id-ransomware.malwarehunterteam.com/identify.php?case=9ef2b509af01db11a18f89379e8a2e1def8a2d47
https://1.bp.blogspot.com/-MPgJFCtJWvw/X4H6Vvlz5DI/AAAAAAAAV_c/H_8VntF7vfArRkQ-B3XEu4CA-MrqJWaCACLcBGAsYHQ/s1139/note-1.png

» B 3anuncke Tenepb UCMONb3yOTCA ABaA OHMANH-M300paXeHus:

https://www.kaspersky.com/content/en-global/images/repository/isc/2017-
images/encryption.jpg

https://www.iconsdb.com/icons/preview/red/lock-xxl.png

» CopepkaHue 3arnucku:

Il Your Files Has Been Encrypted !!!e your files has been locked with highest secure
cryptography algorithm ¢

+ there is no way to decrypt your files without paying and buying Decryption toole

¢ but after 48 hour decryption price will be double+

¢ you can send some little files for decryption teste

+ test file should not contain valuable datae

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)e

¢ so if you want your files dont be shy feel free to contact us and do an agreement on price+
¢ Il or Delete you files if you dont need them !!leYour ID :GY0ZUXN421RIA6D

our Email :EnceryptedFiles@tutanota.com

In Case Of No Answer :ReturnEncerypted@tutanota.com

BapwmaHT ot 13 okTsa6psa 2020:

Tonuk Ha dhopyme >>

PacwwupeHue: .ninja

CoctaBHoe paclumpeHue (wabnor): .[email_ramsom][<ID{15}>].ninja

CoctaBHoe pacwupeHune (npumep): .[dr8002dr@mailfence.com][EIPDQY84TM6X1V2].ninja
3anucka: INFO.HTA

Email: dr8002dr@mailfence.com

BapwmaHT ot 14 okTa6psa 2020:

CoobuleHue >>

Pacwwupenue: .lalaland

CoctaBHoe paclmpeHue (wabnor): .[email_ramsom][<ID{15}>].lalaland
CoctaBHoe pacwupeHue (npumep): .[recover10@tutanota.com]
[LIEPSWCT1JBDSVZ].lalaland

3anucka: INFO.HTA

Pesyneratbl aHann3os: VT + IA
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https://1.bp.blogspot.com/-Q4y8I6em8cs/X4H6VqoyE4I/AAAAAAAAV_g/Dx4gp1ij_CkHMuMfIDawivfVkPCLuSTvACLcBGAsYHQ/s1103/note-3.png
https://1.bp.blogspot.com/-UcRMnOIOIYc/X4H6yDPC0PI/AAAAAAAAV_o/FuPN78ln0ZwW65mn9a2rbJ_G4KdTiwPbwCLcBGAsYHQ/s1161/note-links.png
https://forum.kasperskyclub.ru/topic/74604-pomogite-rasshifrovat-fajly-rasshirenie-ninja/
https://twitter.com/Kangxiaopao/status/1322077111704694785
https://www.virustotal.com/gui/file/353656c5680f40c92830e435de76140493c33008cbdebbaef373081569b5a906/details
https://analyze.intezer.com/analyses/e95caf33-1da2-4217-b995-e3317bd4ab02

BapwmaHT ot 17 okTa6psa 2020:

CoobuieHne >>

PacwwupeHue: .Peace

CoctaBHoe paclumpeHue (wabnoH): .[email_ramsom][<ID{15}>].Peace
CoctaBHoe pacwupeHue (npumep): .[peace491@tuta.io][UT1OR0O8SLYSBGXF3D].Peace
3anucka: INFO.HTA

Email: peace491@tuta.io

Pesyneratbl aHann3os: VT + IA

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.32640

ALYac -> Trojan.Ransom.VoidCrypt

Avira (no cloud) -> TR/AD.OuroborosRansom.fkiqo

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.*
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E
Malwarebytes -> Ransom.VoidCrypt

BapwmaHT ot 23 okTsa6psa 2020:

CoobuieHue >>

Pacwwupenue: .Hidden

CoctaBHoe paclumpeHue (wabnor): .[email_ramsom][<ID{15}>].Hidden
CoctaBHoe pacwumpeHue (npumep): .[Wannadecryption@gmail.com]
[J61FBSP23IKT***].Hidden

Email: Wannadecryption@gmail.com

3anucka: INFO.HTA

» CopepXaHue 3anucku:

! Your Files Has Been Encrypted !!!

¢+ your files has been locked with highest secure cryptography algorithm ¢

+ there is no way to decrypt your files without paying and buying Decryption toole
¢ but after 48 hour decryption price will be double+

¢ you can send some little files for decryption teste

¢ test file should not contain valuable datae

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)e
¢ so if you want your files dont be shy feel free to contact us and do an agreement on price+
¢ Il or Delete you files if you dont need them !!le

Your ID :J61FB5P23IKT***

our Email :Wannadecryption@gmail.com

In Case Of No Answer :Wannadecryption@gmail.com
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https://twitter.com/Kangxiaopao/status/1322077924506300416
https://www.virustotal.com/gui/file/2fc6f345ecc9bad78b38b62f34884ea1522ec47cb90c2973be3314ae8557023c/detection
https://analyze.intezer.com/analyses/05c23eaa-11c7-44f6-9398-54095c45fca0
https://twitter.com/Amigo_A_/status/1320724547205844993

BapuaHT ot 28 okTsa6psa 2020:
CoobuieHune >>

Pacwupenue: .bitch

CoctaBHoe pacwmpeHue (wabnor): .[email_ramsom][<ID{15}>].bitch

CoctaBsHoe pacwupeHune (npumep): .[sleepme134@gmail.com][Z7G1J92VROQT***].bitch
Email: sleepme134@gmail.com

BapwmaHT ot 29 okTsa6psa 2020:

CoobuieHve >>

PacwwupeHue: .exploit

CoctaBHoe paclmpeHue (wabnor): .[email_ramsom][<ID{15}>].exploit
CoctaBHoe pacwumpeHue (npumep): .Jalix1011@mailfence.com]
[IGR4AQWBC1HO2JNY].exploit

3anucka: INFO.HTA

Email: alix1011@mailfence.com

Pesynbrathl aHanusos: VT + 1A

BapuaHT ot 16 Hos16ps 2020:

CoobuieHune >>

Pacwupenue: .honor

CoctaBHoe pacwupeHune (npumep): .[honorsafe@keemail.me]XXXXXXXXXXXXXXX]*.honor
Email: honorsafe@keemail.me, honorsafe@protonmail.ch

Mog * - pa3Hble HOMepa.

3anucku: INFO.HTA, 'INFO2.HTA
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https://1.bp.blogspot.com/-J4IJhEhMl3Q/X5bSxjLMsCI/AAAAAAAAWP0/Y96Ekc9NMrU3XZhYItvPDFJMIIKZXDxLgCLcBGAsYHQ/s1279/note-23-10-20.png
https://twitter.com/Amigo_A_/status/1321768003214729217
https://twitter.com/Kangxiaopao/status/1322076222063456256
https://www.virustotal.com/gui/file/4edbf440ba4b005cc2d7b70145e9b8aba4bfb3e5f09027398bf29f4079c8bd6f/detection
https://analyze.intezer.com/analyses/9e4590f4-54fe-45f7-82b7-8cdb97db9064
https://twitter.com/Kangxiaopao/status/1328178912812093440

2 malpreatel. = v el o Fanorsate@kesmail 1] [LTOIKS2BFFCOFINDL]E hosar
BépMéH;r ot 1 nekabps 2020:
CoobuieHne >>
Pacwupenue: .help
CoctaBHoe pacwupeHune (npumep): .[galivertones@aol.com][XXXXXXXXXXXXXXX].help
3anucka: INFO.HTA

Pesynerathl aHann3os: VT + IA

BapuaHT ot 3 gekabpsa 2020:

CoobuieHne >>

Pacwwupenue: .Void

Email: 666lilium666@gmail.com, gregoryluton021021@gmail.com

Mo coobLyeHnto nocTpagasLLero, 0OMaHbIBatoT, HE NPEAOCTaBNAT AELLINAPOBKY, XOTAT
oonblie geHer.

BapwmaHT ot 7 nekabps 2020:

Tonuk Ha dhopyme >>

Pacwupenue: .Spade

CocraBHoe paclumpeHue (npumep): .[lossdata@tutanota.com][1KUGSZMEYOJRP5T].Spade
Email: lossdata@tutanota.com

BapwuaHT ot 11 nekabps 2020:

Tonuk Ha dhopyme >>

Pacwwupenue: .mifr

CoctaBHoe pacwupeHue (npumep): .[Hiden_pro@aol.com][VAIO8SP61LHCXZ9].mifr
3anucka: INFO.HTA

Email: Hiden_pro@aol.com, Hiden_pro@tutanota.com

BapuaHT ot 13 nekabps 2020:

CoobuieHne >>

PacwwupeHue: .Sophos

CoctaBHoe pacwmpeHue (npumep): .[encryptadm@criptext.com]
[VAICXP61L8S5XY5].Sophos

3anucka: INFO.HTA
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https://1.bp.blogspot.com/-8Vaw168Grcg/X7Yz8OIEo7I/AAAAAAAAWuI/RcBaJMxDJiI1YewJVCWhR1maspklhneQACLcBGAsYHQ/s1770/note-16-11-20.jpg
https://1.bp.blogspot.com/-liwGwh0S3Q4/X7Y0AsobF0I/AAAAAAAAWuM/tI_TkebNYzkgO0dYTxctAN9DzoEV9-iEQCLcBGAsYHQ/s839/files.png
https://twitter.com/Kangxiaopao/status/1333686973299630082
https://www.virustotal.com/gui/file/05e429f9f9f76709b2b6efe6509e2a82e36e635f5dcfdb8ae9b49e2301751eb9/detection
https://analyze.intezer.com/analyses/ed0c7208-5dca-4bcf-8d0e-4bea40bd446b
https://www.bleepingcomputer.com/forums/t/716761/voidcryptchaos-void-spade-ransomware-support-topic/?p=5092822
https://forum.kasperskyclub.ru/topic/78468-shifrovalshhik-lossdatatutanotacom/
https://forum.kasperskyclub.ru/topic/78657-shifrovalshhik-hiden_proaolcom-vozmozhno-raznovidnost-voidcrypt-ransomware/
https://twitter.com/siri_urz/status/1338466580204761097

Email: encryptadm@criptext.com, decryptadm@criptext.com

dann npoekTta: C:\Users\Legion\source\repos\curl\Release\curl.pdb
®ann: LOL.exe

Pesynerathl aHanusos: VT + I1A

=== 2021 ===

BapwuaHT ot 4 anBaps 2021:

[MocT Ha dhopyme >>

CoobuleHue >>

PacwupeHve: .hnmmmmmmmm

CoctaBHoe paclwmpeHue (npumep): .[Windows358@tuta.io]
[BMUPT6SILJF2QNK].hmmmmmmmm

3anucka: INFO.HTA

Email: Windows358@tuta.io, windows358@mailfence.com

BapuaHT ot 6 sHBapsa 2021:

[locT Ha dhopyme >>
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https://www.virustotal.com/gui/file/fc925828184414ad44912fc6ca35af25aa6bbcff505026b1fc208b4064bdd388/detection
https://analyze.intezer.com/analyses/f2b14dbb-e97f-41a7-94e4-4ed21a87b0dc
https://1.bp.blogspot.com/-pUXsx227oFo/X9eFG6d7vvI/AAAAAAAAXag/BiE3bOGTxgke7wtoNRxUfew4XmNmirkMwCLcBGAsYHQ/s1152/13-12-20.jpg
https://www.bleepingcomputer.com/forums/t/740175/please-help-i-can-not-decrypt-files/?p=5109016
https://twitter.com/Emm_ADC_Soft/status/1346418152305922048
https://1.bp.blogspot.com/-dmgbO7fdKxk/X_V-hiV-QLI/AAAAAAAAX5U/-ltaGQEBt1wIuXQa6338KcTQGiZb8M-TQCLcBGAsYHQ/s1280/note-5-1-21.png
https://www.bleepingcomputer.com/forums/t/716761/voidcryptchaos-void-spade-ransomware-support-topic/?p=5118853

Pacwupenue: .heirloom

3anucka: INFO.HTA

CoctaBHoe pacwmpeHune (npumep): .[rebkeilo@gmail.com][NZX11C9GYJIMSH6EK].heirloom
Email: rebkeilo@gmail.com, decode.emf@tutanota.com

— el

BapwuaHT ot 10 suBaps 2021:

Tonuk Ha dhopyme >>

Pacwupenre: .hmmmmm

CoctaBsHoe pacwupeHue (npumep): .JAdm0251@tuta.io][POTIVIUSMWAC2Y5].hmmmmm
Email: Adm0251@tuta.io, Aser51a0@protonmail.io

3anucka: INFO.HTA

BapuaHT ssHBapsa wnu ceBpans:

PacwwupeHue: .k2

CoctaBHoe pacwupeHue (npumep): .[Helpforfiles@xmpp.es][3R1EO5SWNJM7A6DQ].k2
3anucka: INFO.HTA

Email: helpforfiles@xmpp.es, helpforfiles@cock.li, helpforfiles@criptext.com

BapuaHT ot 22 auBaps 2021:
Pacwupenue: .Spade
[whiopera@tutanota.com][UZ82E3JFASPT476].Spade
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https://1.bp.blogspot.com/-ueF_mGkbbxM/YCQUsuwMg4I/AAAAAAAAYck/Xh-ZMhpa2hUltyQDgT7ny63OmECEtYdXgCLcBGAsYHQ/s1199/note-6-1-21.png
https://safezone.cc/threads/pomosch-v-poiske-deshifratora.37524/
https://1.bp.blogspot.com/-kAtZmjhYsks/YAiEP0mLS3I/AAAAAAAAYNU/KTwt8mTw_0g-IwK9Lxa3fYVXi7JLn5loACLcBGAsYHQ/s1203/note-10-1-21.png

3anucka: INFO.HTA
Email: whiopera@tutanota.com, whiopera@aol.com

a

Your Files hax Been Encrypicd

Weme Py s Flern Fmsrypand mesm A15 1 HA A Aigerihm
11V omm Nrwal Vit T Vi M T Pty Svvrpion Firkin

S Sl e L I L AW M e T (T T
Ere

AFi A Wi Ty s FYRs W Ly Dol e
Comg Bovervvry Tosds o Srd Farmy Agpicwios Sar comsl Dnumape T v sr s and morves prid

» CopepkaHue 3anucku:
Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain
valuable Data Like Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up
Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And
increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to
Decrypt Your Test Files!)

After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :XXXXXXXXXXXXXXX

Our Email : whiopera@tutanota.com

In Case Of No Answer : whiopera@aol.com

BapuaHT ot 16 cheBpans 2021:

Buammo BapuaHT aHanornyHbIn npeabigywemy. 3To NOATBEPXKAAET, YTO OH NPOAOIKaeT
pacnpoCTpaHATLCS.

Pacwupenue: .Spade

CoctaBHoe paclwmpeHue (npumep): .[whiopera@tutanota.com][9E3NH7AGLM5T1BV].Spade
Email: whiopera@tutanota.com, whiopera@aol.com

3anucka: INFO.HTA
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https://1.bp.blogspot.com/-qTaT9LQuJRc/YDAAwpN6OZI/AAAAAAAAYoA/ktaPGp-qxV8Sw35Bz2cBtxNMrZZRrG1sQCLcBGAsYHQ/s1221/note-22-1-21.png

o

Your Files has Been Encrypied

Voswar Files Was Hieen Encrypoed with AES = RS54 Alporithm
IF ¥ou Seed Yeur Fila Yoz Have Te Pay Dorypiica Frice
Yow can Sond Some Linde Niles Lews Than VI far Test (The Test Fils Shaukd not Cantals valusbis
Data Likr Databanes Large Eved Sheels or Backegs
Afler 48 Hawr Decrypiien Frice Wil be Dosbbd 6 Yau Bettor Cantart us Befars Time |
Using lecovery Tevls or Srd Fasty Application Nay caust Damage To Yeur Fiio And istrease price

Ther Stga Veu Shaeld The To Gl Your Files Beck:
1- Conlact Email oo Files And Seid 1D o8 [he Fllo [hen DO @roccal oo @ Frioe
1 Srad Ssme Pk far Decrypiios | e | Dot Pay o Anyane Elsr who s Mai Allc o Dreorypt Yeur ewl
Fiksf}
AR Grtiag Tewl Files Pay The price is Biicein Asd Gel Deeryption Tool + BREA key

Yaur Case [0 FEEN THTLEMYAATEL
Chiny Email | wiliperi etamolsoom
e Cawe OF %o Apswer ¢ whisporaisaloom

BapuaHT ot 25 cheBpansa 2021:

CoobuieHve >>

CoobuieHne >>

Pacwwupenue: .Snoopdogg

CoctaBHoe pacwupeHune (npumep): .[Openfileyou@protonmail.com][MJ-
MJ3902574681].Snoopdogg

3anucka: Decrypt-me.txt

Email:Openfileyou@protonmail.com, Openfileyou@mailfence.com

CneunanbHble dannesl: idk.txt, pkey.txt, prvkey2.txt, prvkey2.txt.key, prvkey*.txt.key,
prvkey3.txt.key

dann: Openfileyou@protonmail.com.exe (nobasnserca B ABTo3arpysky)
Pesynbrathl aHanusos: VT + 1A

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33514

ALYac -> Trojan.Ransom.VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.4685843F
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G

Ikarus -> Trojan-Ransom.Ouroboros

Malwarebytes -> Generic.Malware/Suspicious

Microsoft -> Trojan:Win32/Ymacco.AA16

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Swvd

TrendMicro -> TROJ_GEN.R002H09BP21
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https://1.bp.blogspot.com/-0xVP1-uK8dE/YC_9tU3446I/AAAAAAAAYn4/vTCE-QZaGNYM-B71gOME35BXSUgu5yg_gCLcBGAsYHQ/s925/note-16-2-21.png
https://twitter.com/demonslay335/status/1365000958413922306
https://twitter.com/pcrisk/status/1365183824867565569
https://1.bp.blogspot.com/-h2gcCFaiSmo/YDisWQ-vlAI/AAAAAAAAYpY/BP50NBi1pUEvduzdl5YB0jTRDULrnLzpACLcBGAsYHQ/s1062/note-25-2-21.png
https://www.virustotal.com/gui/file/162c90e6e8a1b019ed7272b16b2307cbbdb0bac09acec116fb6c3619c86794c4/detection
https://analyze.intezer.com/analyses/eeb13188-de47-4c71-8863-7d8f3dbaf321

BapwuaHT ot 16 mapTta 2021:
Pacwupenue: .Backup

CoctaBHoe pacwupeHue (npumep): .[unlockdata@criptext.com][MJ-XK8920513570].Backup

3anucka: Decrypt-me.txt
Email: unlockdata@criptext.com, unlockdata@rape.lol

BapuaHT ot 25 mapTta 2021:

Tonvk Ha dhopyme >>

Pacwwupenue: .Extortionist

CoctaBsHoe pacwupeHue (npumep): .[openthefile@tutanota.com][MJ-
WV0183796245].Extortionist

Email: openthefile@tutanota.com, openthefile@tutanota.com

BapwuaHT ot 1 anpens 2021:

Tonuk Ha dhopyme >>

Pacwwmpenue: .Acrux

CoctaBHoe pacwupeHune (npumep): .[decodeacrux@gmail.com][MJ-ZV7502894316].Acrux
3anucka: Decrypt-me.txt

Email: decodeacrux@gmail.com, decodeacrux@msgsafe.io

BapwuaHT ot 12 anpens 2021:

CoobuieHne >>

Pacwupenue: .hydra

CoctaBsHoe pacwupeHue (npumep): .[wyooy@tutanota.com][MJ-XXXXXXXXXXXX].hydra
3anucka: Decrypt-me.txt

Pacnonoxenus:
C:\Users\Legion\source\repos\last project\Release\curl.pdb
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https://forum.kasperskyclub.ru/topic/81184-pomogite-rasshifrovat-fajly-1cv8a_ruresid-882363
https://forum.kasperskyclub.ru/topic/81335-shifrovalshhik-acrox/
https://1.bp.blogspot.com/-OEn94f2OBZg/YIrwjZMgMcI/AAAAAAAAZNw/4MBT9sf7j_QQV9rrNuvPXWfN3mBg67aegCLcBGAsYHQ/s956/note-1-4-21.png
https://twitter.com/fbgwls245/status/1382228777204273154
https://1.bp.blogspot.com/-Q6u3OKi4SKQ/YHmLO5NsvUI/AAAAAAAAZFA/KzF1hJD9U7AXklhrkrmaaw5I_7j8sGqeACLcBGAsYHQ/s988/note-12-4-21.png

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\wyooy@aol.com.exe
dann: wyooy@aol.com.exe

Pesynerathl aHanunsos: VT + TG

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33834

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Kaspersky -> HEUR:Trojan.Win32.Stosek.gen
Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/HydraCrypt. PAAIMTB
Qihoo-360 -> Win32/Ransom.Amnesia.HwoCiSgA

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Stosek.Wncv

TrendMicro -> TrojanSpy.Win32.AMNESIAE.USMANDC21

BapuaHT ot 28 anpens 2021:

Tonuk Ha chopyme >>

Pacwwupenue: .Dpr

CoctaBHoe pacwupeHue (npumep): .[Decode@criptext.com][MJ-HJ1650237498].Dpr
3anucka: Decrypt-me.txt

Email: Decode@criptext.com, Howtodecrypt@elude.in

BapuaHT ot 1 mas 2021:

[MocT Ha dhopyme >>

PacwwupeHnue: .Musk

CoctaBHoe paclumpeHue (npumep): .[xmasnpor@tuta.io][MJ-K18624530179].Musk
3anucka: Decrypt-me.txt

BapuaHT ot 6 masa 2021:

PacwwupeHue: .Revenant

CoctaBHoe pacwmpeHune (npumep): .[<email>][MJ-XXXXXXXXXXXX].Revenant
3anucka: Decrypt-me.txt

Email: xsmaxs@tutanota.com, xsmaxs@aol.com

dann: xsmaxs@tutanota.com.exe

PesynbraTthl aHanusos: VT + HA + |1A
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https://www.virustotal.com/gui/file/21420b8630260dae7f0ea14a319a8b3ae6910def98599109b365f710e835b9c4/detection
https://tria.ge/210414-wmpsdm8tyj/behavioral1
https://forum.kasperskyclub.ru/topic/81838-shifrovalshhik-decodecriptextcommj-hj1650237498dpr/
https://1.bp.blogspot.com/-pNMbSVjw8QU/YIrvuVFhDrI/AAAAAAAAZNo/Q8QV9osbb-sRjePqejQxITH2-fdzHsvMgCLcBGAsYHQ/s956/note-28-4-21.png
https://www.bleepingcomputer.com/forums/t/750037/got-hit-back-to-back-with-2-ransomwares-no-results-in-searching/?p=5178333
https://www.virustotal.com/gui/file/6d287604ffa245db9d5af182e256118ad711866c58bf196c5b8e1bebeba1d9b1
https://www.hybrid-analysis.com/sample/6d287604ffa245db9d5af182e256118ad711866c58bf196c5b8e1bebeba1d9b1/618805983a9c0a61e422c8d9
https://analyze.intezer.com/analyses/66803a99-528f-4ed2-96c0-187b8112b0d1

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.33910, Trojan.Encoder.34144

ALYac -> Trojan.Ransom.VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.5182A77C
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Malwarebytes -> Ransom.VoidCrypt

Tencent -> Win32.Trojan.Stosek.Piam

TrendMicro -> Ransom.Win32.VOIDCRYPT.SM

BapuaHT ot 28 mas 2021:

CoobuieHue >>

PacwwupeHue: .poker

CoctaBHoe pacwupeHue (npumep): .[poker021@mailfence.com][MJ-AY9754083261].poker
3anuncka: Decrypt-me.txt

Email: poker021@mailfence.com, poker021@tutanota.com

HononHutensHo: CPU/GPU miner XMRig

dann npoekTta: C:\Users\legion\source\repos\last project\release\curl.pdb
Pesynbrartel aHanusos: VT + HA + 1A + TG

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33514

ALYac -> Trojan.Ransom.VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.99954073
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Kaspersky -> HEUR:Trojan.Win32.Stosek.gen

Microsoft -> Ransom:Win32/HydraCrypt.PAAIMTB

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Stosek.Hpc

TrendMicro -> Ransom_HydraCrypt.R002C0ODDH21

Ecmb nponyweHHble sapuaHmeai...

BapwuaHT ot 3 aBrycTa 2021:
CoobuieHve >>
Pacwwupenue (npumep): .[email][ID].grandeur
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https://twitter.com/pcrisk/status/1398221870349041667
https://1.bp.blogspot.com/-HEtxgxW8pkI/YLaKctRdkrI/AAAAAAAAZh0/bfuorvSQUpUU0KqpbjKXkL9L63GZ_UqngCLcBGAsYHQ/s1094/note-28-5-21.png
https://www.virustotal.com/gui/file/cd19340138f9eab48d20b3bf0a9dc6b4a6908d14cd48511ccefd6dba9e84705f/detection
https://www.hybrid-analysis.com/sample/cd19340138f9eab48d20b3bf0a9dc6b4a6908d14cd48511ccefd6dba9e84705f/606b6e1d678bb5547f78a47b
https://analyze.intezer.com/analyses/82d7d9ff-233f-4f4a-8911-a89a2faf929f
https://tria.ge/210528-bhh2hjbr4x/behavioral1
https://www.bleepingcomputer.com/forums/t/723176/vashsorena-ransomware-id-idemailcrypto-support-topic/?p=5233574

BapuaHT ot 24 aBrycrta 2021:

Pacwupenue: .K2

CoctasHoe pacwupeHue (npumep): .[Helpforfiles@criptext.com][MJ-KC0647293158].K2
Email: Helpforfiles@criptext.com

BapuaHT ot 1 ceHTAOpPA 2021:

CoobuieHve >>

Pacwupenue: .lwan

CoctaBHoe pacwupeHue (npumep): .Jiwantfiles2016@gmail.com][MJ-RQ2376815072].lwan
Email: iwantfiles2016@gmail.com, Backupyourfiles2016@gmail.com

3anucka: Read-this.txt

Runsel-thii 1e1 - Matipad O x
e fdet Format Yiew Help
11 ¥ewr Files Has Been Encrypled
Yiou Hawve to Pay to Get Your Files Back
1=Go ta C:\WPragramlata’, ar in Your other Drlves and send us
prevkey®. txt.key file ., * might be a ramber [like thisz :

prvkey3d. tet. key)

2-Wou can send some #ile little than lmb for Decryptlon test to trust
us But the test File showld mot contain valuable data

A-Payment dhoild be with Bitealn

4-Changing Windows without saving prvkey.txt.key file will cause
pernanete Data loss

Qur Enail: iwantfiles2016@gnail.com

in Case of no Answer:Backupyourflles28]168pmail . com

BapuaHT ot 13 ceHTA6pa 2021:

CoobuieHre Ha chopyme >>

Pacwupenue: .lambda

CoctaBHoe pacwupeHue (npumep): .[whirmx@gmail.com][MJ-LB0625153567].lambda
3anucka: Read-this.txt

Email: whirmx@gmail.com, whirmx@tutanota.com

BapuaHT ot 21 ceHTA06pA 2021:

CoobuieHve Ha chopyme >>

PacwupeHue: .crm

CoctaBHoe pacwumpeHue (npumep): .[poytemol@gmail.com][MJ-LB0726138549].crm
3anucka: Read-this.txt

Email: poytemol@gmail.com

BapuaHT ot 26 ceHTs6pa 2021:

PacwmpeHue: .temlown

CoctaBHoe paclumpeHue (npumep): .[noitanimodd@gmail.com][MJ-
WA9473106825].temlown
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https://www.pcrisk.com/removal-guides/21694-iwan-ransomware
https://1.bp.blogspot.com/-B3yrwj_jrO0/YWW-dAGRfpI/AAAAAAAAafE/bzuGy05lxkgG5Jcue1yuqumZU3Xl7_9GgCLcBGAsYHQ/s687/note-1-9-21.jpg
https://www.bleepingcomputer.com/forums/t/608858/id-ransomware-identify-what-ransomware-encrypted-your-files/?p=5250809
https://www.bleepingcomputer.com/forums/t/758731/help-to-id-ransomware/?p=5253889

3anucka: Read-this.txt
Email: noitanimodd@gmail.com, temloown@tuta.io

BapuaHT ot 8 okTa6psa 2021:

CoobuieHve Ha chopyme >>

PacwwupeHnue: .ADA

CoctaBHoe pacwupenune (npumep): .[kixonw@gmail.com][MJ-XXXXXXXXXXXX].ADA
3anucka: read-me.txt

Email: kixonw@gmail.com, kixonw@tutanota.com

dann kntoya: prvkey.ixt.key

BapuaHT ot 24 Hos6pA 2021:

CoobuieHre Ha chopyme >>

CoctaBHoe pacwupeHue (npumep): .[RansomwareSupport@zohomail.com][MJ-
XXXXXXXXXXXX].crypyt

3anucka: Read-this.txt

Email: RansomwareSupport@zohomail.com, AppleRansomware1024@tutanota.com
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https://1.bp.blogspot.com/-tEc5YLjzsWk/YVhuVibtW8I/AAAAAAAAaWo/8epzDfk1WV4L9WzP9VMJhaXfle2jeyx7gCLcBGAsYHQ/s1007/note-26-9-21.png
https://www.bleepingcomputer.com/forums/t/761231/
https://1.bp.blogspot.com/-ZIOTVkeg9eA/YYoPNaTKTXI/AAAAAAAAav4/qmCIOUC3PO0wqV3cheyUcAqM0sM_B3TUACLcBGAsYHQ/s1139/note-8-11-21.png
https://www.bleepingcomputer.com/forums/t/716761/voidcryptchaos-void-spade-ransomware-support-topic/?p=5286754
https://1.bp.blogspot.com/-jintyJQHSLg/YZ_CgEPodtI/AAAAAAAAbCs/qtC3SZKwIpUja0Q_23toM1gDEULxBq-KACLcBGAsYHQ/s1007/note-24-11-21.png

BapuaHT ot 7 nekabps 2021:

CoobuieHne >>

PacwunpeHue: .wixawm

CoctaBHoe paclwmpeHue (npumep): ,(MJ-TE8273190645)(wixawm@gmail.com).wixawm
3anucku: Decryption-Guide.txt, Decryption-Guide.HTA
Email: wixawm@gmail.com

Pesynerathl aHanunsos: VT + TG

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34724

ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Ransom:Win32/Taleb.PAAIMTB

Tencent -> Malware.Win32.Gencirc.11dacb8a

TrendMicro -> Ransom.Win32.Wixawm.THLAOBA

| ok W Bl

Yeur Cuie 10 5 MU VRSOSSN
Ay F o st el il i
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https://twitter.com/fbgwls245/status/1468496978858635273
https://www.virustotal.com/gui/file/15fea1662d7a85e4d95fd89e36b4f02dd6657045ea9f20301130a321994504c6
https://tria.ge/211208-j5xthabgf3/behavioral1
https://blogger.googleusercontent.com/img/a/AVvXsEg-JqJS8bNZeOZrxlXD4Y_EAStAn5QtKIrttB386K9Hhioh9Fz03AavNExG_9JhkCmQjILp1I-kkv4eOLeQ6iMlD7rjFdTbvaAf2GsQK6y9tfzLrV4W7VXqqbiJqQGqtIyz1q0wd7RiDSfRqAes3_Ohktx1F2cBGPAhR9krI0ivhHil22ZG1oxcXniH=s1059
https://blogger.googleusercontent.com/img/a/AVvXsEj3I_zYJAkMuSsV2sczblT9iTFGRADYIeytgTj4MHQ_FW30DfHppN_It1-Y7bPMXhLez6mGHJYJQBN6JYb6uX2U3mz9uiJTcSUrKL_V97u2ekcWKkYqQnLgvR_ssvbZEjyL4jVFfYLwvPmraVAVMl3JrZyLGFAc66Om1rPVgTMwx_2194b8YjN_Qkmx=s1058

[T T -

s e e e

BapuaHT ot 12 nekabps 2021 unu paHbLue:

CoobuieHne >>
Pacwupenue: .lilium

CoctasHoe pacwupeHue (npumep): .[Open_file@tutanota.com][I0QNXLFZ5CHA350].lilium

3anucka: openFiles.txt
Email: Open_file@tutanota.com

I openfleiia — Baoonod

Daan  [Mpanca  DPopuar  Bag  Crpanca

hi

if wou want your files send mail to :

apen_file@tutanota.com
open_flef@tutanota.com
apen_filef@iutanota, com
open_file@tutanota.com
apen_flefiutanoia. com

open_file@tutanota.com

apen_filefitutanota.com

BapuaHT ot 26 nekabps 2021:
CoobuieHne >>
Pacwupenue: .killer

CoctaBHoe paclwmpeHue (npumep): .(MJ-UW3765438901)(Dark_evil@tutanota.com).killer
3anucku: Decryption-Guide.txt, Decryption-Guide.HTA

Email: Dark_evil@tutanota.com
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https://blogger.googleusercontent.com/img/a/AVvXsEiEp0-A6q3qyJBAbfMyIHtLjXzfivHks230qNNZeYMRu9HEztyK6033WFTSuSszYbXUADxUVxRgFP0nBqIgW6EEqeDq4zZYdKFYtNY9MhLZo-lWDL7HbkrZuPwIerDddrg-sETaspocpGxMliGjhmnOGO1D-0Ugr6fDrmTRGgpjAICWugYJp9jv3pVy=s985
https://support.emsisoft.com/topic/40105-open_filetutanotacomi0qnxlfz6cha351lilium/
https://blogger.googleusercontent.com/img/a/AVvXsEjMOIclR2XYYMZg6D2R_CbZzpPTPC7NUCWYzTMAT_cXNWgk7JAqQuizE8xq_fisHy2R0xmC_6MJFO_13hivUZiwkF-Wo77gBrEb8Uc3FN4VJt_ApMo-dTbYgYWqXQtab7DnFv7dRl0xdxYU98US3qwMEIEdfIdQNHB6IIVq8SjRUr_evKAD574KyWUD=s537
https://www.bleepingcomputer.com/forums/t/716761/voidcryptchaos-void-spade-ransomware-support-topic/?p=5301384

=== 2022 ===

BapwuaHT ot 20 sHBaps 2022 unu paHbLue:

CoobuieHne >>

PacwupeHue: .wixawm

CoctaBHoe paclwumpeHue (npumep): ,(MJ-KM5452617602)
(helpcenter2008@gmail.com).wixawm

3anucku: Decryption-Guide.txt, Decryption-Guide.HTA
Email: helpcenter2008@gmail.com

Opyrune pannel: IDk.txt, pkey.txt, RSAKEY.key

- —
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https://blogger.googleusercontent.com/img/a/AVvXsEhLfBgdkY6u1f6xVUezFLcj1TIz0VqMK1W-7LnQs4XMjPetQpZ9d1SutWmOtfZzGpUt14uxJpM4meybXnSXVTwirXb3-SIgLDayGj7WRMlvebDdrHDvSOaYAiZmft0erRXDVJDqRzDiLSd15bj51gE2-pNN71iDFrCZUvaMis958imf_5xUAd43vyiQ=s905
https://twitter.com/Amigo_A_/status/1484238065531031558
https://blogger.googleusercontent.com/img/a/AVvXsEh2k6giHSrhlAtaPQnc_BGkhIbRErBx0cIOsFZqyH6QHk9axHcul0I5F2rOzzMsWUqRM2Hv6F3EkCfI5bLgAjgCIsAUEHqXanj6fLslRqYRfpcsXoPgZUFlPf-xsGi342WMR0cYZ8cKnW-usx9LJ6r3okfZeoxhkC_ZX25EYiw_ta7cLBu4SdcRMpmi=s1067

Wour Cu 1IN 1 B Nl

Char Emnibeipresier g gmsicem

BapMaHT ot 7 cheBpans 2022:

CoobuieHne >>

PacwwnpeHue: .Godox

CoctasHoe pacwupeHue (npumep): .(MJ-PH7316520894 )(Folperdock@gmail.com).Godox
3anucku: Decryption-Guide.txt, Decryption-Guide.HTA

Email: Folperdock@gmail.com

®ann: Taleb.Ransom.exe

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34668

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.0C6334A1
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Ransom:Win32/Taleb.PAAIMTB

TrendMicro -> Ransom_Taleb.R002C0ODBN22

BapwuaHT ot 1 mapTta 2022:
PacwwupeHue: .help
CoctaBHoe pacwupeHue (npumep): .[marcosmelborn@aol.com][MJ-IL7853194653].help
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https://blogger.googleusercontent.com/img/a/AVvXsEhIapeMUCUdlq-50xDzRwpe-cDyPHldXjoo5fiTNS6PpD8S0CNGrWr9eWOtKlr21_hzy8ptm01fmgoLhjew_UTpZakx-oCeY7DArWS_qlAlyQUyYQLUhmAIIZaQRgUXj6ktRfDoTvjsmWQH873Dy5zfu3v3LOM3yfVsz2oHe-a15WCxEzfHfYd--SgK=s1085
https://forum.kasperskyclub.ru/topic/89110-shifrovalshhik-originalfilenamesomeidfolperdockgmailcomgodox/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifvhxgH6B6GZxFm6ThT4mKf8T6EkmWCeiXMbdtfjLLG4hnq-lWqJHOwb1Lq0VitVZFOJrFVJx7ME2e0x7_KlWQbolxXd0xDUJamiu91lv8f9kFn13grhxNJ-QyafGyQPfmy9pLDIDP-BCrsSlzYXAyjw9vYTIPgqe2ckkf-5UQ5NXlQuUtqt50jf3U/s956/note-23-2-22.png

3anucku: Decryption-Guide.txt, Decryption-Guide.HTA
Email: marcosmelborn@aol.com

dann: marcosmelborn@aol.com.exe

BapwuaHT ot 17 mapTta 2022:

Pacwupenue: .Joker

CoctaBHoe pacwupenune (npumep): .(MJ-Y15718946543)
(decryptionmypc2017@gmail.com).Joker

3anucku: Decryption-Guide.txt, Decryption-Guide.HTA
Email: decryptionmypc2017@gmail.com

BapwuaHT ot 8 anpens 2022:

CoobuieHne >>

Pacwwupenue: .Gilfillan

3anucku: Decryption-Guide.HTA, Decryption-Guide.txt
dann: windows update.exe

Pesynbrathl aHanusos: VT + 1A

BapuaHT ot 8 anpens 2022:

CoobuieHve >>

Pacwwupenue: .Cj

3anucku: Decryption-Guide.HTA, Decryption-Guide.txt
Email: decryptcj@gmail.com

dann: decryptcj@gmail.com.exe (urfusjw4y.dll)

Pesynerathl aHann3os: VT

O6HapyxeHus:

DrWeb -> Trojan.Encoder.35172

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.40F5C717
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Trojan:Script/Phonzy.Alml

TrendMicro -> TROJ_GEN.R002C0WD822

BapuaHT ot 17 masa 2022:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirf6NJmOCo3jP-dQ7BIRt_bVY6qQ2YmxONbqgoIR6gjfzTwq9BlE1p4GIbiaaG-I-F8_ngXnxU0aTNPnrwv8FnY1CIrU3zD-fBkKMPYlR3ldTD1YXot7aRsP8DPLT5wuSGuIW7Eoh5kir1GqrA8rQNneJOZeKc0qNSrZlmArywCHJrw_Au9jZQop4k/s1105/note-17-3-22w.png
https://twitter.com/pcrisk/status/1513459348357496833
https://www.virustotal.com/gui/file/a2f2dd87734611c1e2611f628e700064e060243614bdc1079cac8ae35bd2b32b
https://analyze.intezer.com/files/a2f2dd87734611c1e2611f628e700064e060243614bdc1079cac8ae35bd2b32b?vt
https://twitter.com/pcrisk/status/1513467106406318082
https://www.virustotal.com/gui/file/cafe072e2872b2bc171c6423c842dc2bd69261d2ebad7abe06483d17ff836e8d

CoobuieHne >>

Pacwwupenue: .BTC

CoctaBHoe pacwupeHue (npumep): .(MJ-GW8351096274)
(RansomwareSupport@ZohoMail.com).BTC

3anucka: unlock-info.txt

Email: ransomwaresupport@zohomail.com

PesynbraTthl aHanusos: VT + 1A

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

Thanks:

Andrew Ivanov (author), Michael Gillespie
dnwls0719, Kangxiaopao, Sandor, Emmanuel_ADC-Soft
Intezer Analyze

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://twitter.com/pcrisk/status/1526807279890210816
https://www.virustotal.com/gui/file/28a336f7782290cfbe6f91b1a93a99c25c1fe77e78c47311232a7e6ef25913b1/detection
https://analyze.intezer.com/analyses/2ba5b006-b40c-444d-b69c-3483409b9ff0
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

