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“‘Heaven’s Gate” la tén thuwdng goi cua mot ky thuat cho phép binary 32-bit thwc thi cac Iénh
64-bit ma khéng can tuan theo ludng xt ly chuan trén mai truéng (Windows 32-bit on
Windows 64-bit) WoW64. C6 thé hiéu don gian WoW64 nhw 1a mot sandbox nham hé tro
cac rng dung 32-bit chay lién mach trén Windows 64-bit. Cac tién trinh WoW64 thuwdng gom
hai phién ban cla ntdll.dll. Dau tién la phién ban 32-bit (dwoc tai ttr thw muc SysWow64), né
gitp chuyén tiép cac 1o goi hé théng (system calls) t&i méi truérng WoWe64. Thir hai la phién
ban 64-bit (dwoc tai tr thw muc System32), tiép nhan théng tin t&r méi trwong WoW64 va
chiu trach nhiém chuyén déi user-mode sang kernel-mode. Bén canh dé la mét sé cac DLLs
dac biét khac, bao gém: wow64.dll, wow64cpu.dll, wow64win.dll.
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Hinh 1: M6 hinh kién tric clia WoW64
Nguon: https:/slideplayer.com/slide/4482200/
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V&i kién tric trén, co thé thay ban than moét tién trinh 32-bit khong thé nhin phan 64-bit va bi
gi&i han trong viéc st dung cac DLLs 32-bit. Do d6, néu mét ma ddc 32-bit muébn thwe hién
inject vao tién trinh 64-bit, bat budc phai str dung cac cac ham API 64-bit. Lam thé nao dé
cac mé déc giai quyét duoc bai toan nay? Kha don gian, & ché do real mode, CPU c6 mot
thanh ghi doan (segment register) 16-bit, thanh ghi nay dwoc nhan véi 16 (bang cach dich
trai 4 bit) sau d6 cong thém véi dia chi dau vao dé cung cdp mét dia chi 20 bit, cho phép kha
nang truy cap toan boé 1 MB bd nhé. Tuy nhién, & ché do protected mode, viéc phan chia c6
suw khac biét dang ké&. Thanh ghi doan lic nay khéng chiém cé 16-bit, né dwoc chia thanh 3
phan: B6 chon segment (Segment Selector), Tl (Chi dinh bang mé ta — Table Indicator), va
RPL (M&rc dac quyén yéu cau — Request Privilege Level):

e Segment Selector (13 bits), quy dinh luc nao GDT (Global Descriptor Table)/LDT (Local
Descriptor Table) dwoc str dung.

e TI (1 bit), quy dinh bang mé ta nao sé dwoc str dung (0 cho GDT, 1 cho LDT).

e RPL (2 bit), quy dinh m&c bao vé hién dang s dung béi CPU. Day la cach CPU theo
déi mirc dac quyén cla cac thao tac dang thwc thi.

Cac process trén méi truérng Windows 64-bit déu cé 2 doan ma (code segment):

segment 0x23 twong (rng v&i ché dd x86 va segment 0x33 twong trng véi ché dod x64. Dé
chuyén sang ché d¢ 64-bit, khdng can thay déi code segment thanh 0x33, chi don gidn bang
cach thay dbi bit trong segment selector. Viéc thay dbi segment selector s& khéng anh
hwéng t&i cac trwong Tl hay RPL noi trén.

e 0x23 biéu dién & nhj phan: 0010 0011
e 0x33 biéu di&n & nhj phan: 0011 0011

Nhuw vay, chi can thay ddi phan segment selector tir 4 thanh 6:

x86 Code Segment (6x23)| (OO0O00000GLOO O | 11

il

6

x64 Code Segment (0x33)| (000000000110 0| 11

Hinh 2: Biéu dién code segment
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Do d6, théng qua viéc thay ddi lwa chon segment, hoan toan cé thé chuyén sang ché do 64-
bit théng qua goi Iénh “CALL 0x33:Address” hoac “JMP 0x33:Address”. Ki thuat nay da
dwoc gidi thiéu kha 1au va hién tai vAn dang dwoc cac méa ddoc nhu Guloader, Sodinokibi st
dung réat nhiéu, b&i né cho phép thwc hién inject code vao ca hai tién trinh 64-bit va 32-bit tir
mot tién trinh 32-bit duy nhéat trén mai trudng WoWe4.

iém tra méi trudng thuc

thi c6 phai 64-bit?

Bing

Thuc hién

Thu'c hién
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Hinh 3: So’ d6 ludng thwce thi clia ma déc

Dé& kiém tra méi trwng thwe thi xem cé phai 64-bit hay khéng, ma doc thwerng goi ham
API IsWow64Process. Néu két qua tra vé 1a TRUE, ma doc sé biét dwoc tién trinh 32-bit clia
no dang thwc thi trén Windows 64 bit.

Hinh 4: Poan ma kiém tra méi trwdng thuce thi

Dwa vao két qua trd vé, ma doc sé dua ra lwa chon ré nhanh thyc hién twong tng:
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proc_id = @;
if ( flag_IsWowG4Process )
{

L

inject_64bit_proc(®, lpszCommandLine, &decoded_pe_for_64bit, &Gproc_id);

vk = f_inject_32bit_proc(®, lpszCommandLine, &decoded_pe_ for_32bit, &proc_id);

Sleep(@=2BCu);

while ( Iwd );

}

Hinh 5: Ma ddc lwa chon thwe hién inject code dwa vao két qua kiém tra moi trwong thye
thi

Nhw d3 dé cap & trén, dé cé thé inject dwoc payload vao tién trinh 64-bit, ma déc can phai
st dung cac ham 64-bit twong (rng. D& 1am dwoc diéu nay, ma doc sé thwc hién |4y handle
clia 64-bit ntdll:

push offset str_ntdlldll_1 ; "ntdll.dll”
movlpd gqword ptr [ebp 1, xmm@
mov dword ptr [ebp h], 10€

mov dword ptr [eax],
call near ptr ; heavens gate technique

Hinh 6: Goi ham 13y handle clia 64-bit ntdll

Di sau vao ham f_get_ntdIl d& tim hiéu cach ma doc chuyén sang thuc hién 1énh & ché do
64-bit, tai ddy ma déc goi ham f_get PEB64 dé |4y dia chi ctia PEB (Process Environment

Block):
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int _ cdecl f _get ntdl1{LPSTR szntdll)
proc far ; CODE XREF: sub_401¢
; f_inject_64bit_proc+51lp

near ptr

Hinh 7: Goi ham I3y dia chi ciia PEB

PEB |a mét cau truc dir liéu dac biét chira théng tin md ta clia process. Théng qua PEB, ¢c6
thé I4y dwoc danh sach cac DLLs dwoc nap cung process, cac tham s kh&i dong cuia
processs, ImageBaseAddress, dia chi heap, kiém tra xem c6 dang bj debug hay khéng, tim
dia chi base cla bat ky DLLs nao dwoc nap, ... Chi tiét ma lénh tai ham f_get PEB64 ap
dung Ki thuat Heaven’s Gate nhw sau:
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Hinh 8: Ma ddc chuyén sang thwc hién Iénh & ché d6 64-bit

Nhw trén hinh, segment 0x33 dugc déy lén Stack, sau d6 ma doéc goi Iénh call  $+5, thuc
chét 1a mot 1énh call t&i dia chi phia dwéi (trong trwdng hop nay 1a 0x0040187D). Bang 1énh
call nay, dia chi tr& vé 1a 0x0040187D s& nam & dinh Stack, sau d6

dwoc +5 thanh 0x00401882. Cudi cung, goi lénh retf, [a mét “far return”, né nhan hai tham
s6 DWORD twr Stack la segment:address. Vi vay, khi retf thue thi, nd sé twong ing voi

lénh jmp v&i dia chi tré vé thuc té la 0x33:0x00401882. Théng qua viéc thay dbi code
segment nay, ma |énh tai dia chi dwoc chi dinh 1a 0x00401882 sé& dwoc hiéu & ché do 64-bit
nhw trén hinh.

Céc lénh tir 0x00401882 chiu trach nhiém gan ndi dung cda thanh ghi r12 vao moét bién trén
Stack, sau d6 chuyén lai vé ché dé 32-bit. Thanh ghi r12 lic nay chinh Ia con trd t&i ciu
tric TEB64.
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_}__| Registers

i Customize..
Wowbd information for current thread:

Reg Value
77bbledc

ril 246

Guest (Wol) TEB: @8x3e4008

Native TEB: Bx3e2008
Guest (WolW), StackBase : ExlaB080

r12  |3e2e000

StackLimit : Bx19cB88

Deallocation: @xaB8eé ri3 9fdald

77b33620
401882

StackBase BxS9fd28
StackLimit Bxo2008
Deallocation: Bx&EB808

Hinh 9: Thanh ghi r12 chta con tré t&i ciu tric PEB64

Lénh retf tai 0x00401898 sé chuyén hwdng thuc thi téi dia chi tiép theo tai 0x00401899 &
ché dd 32-bit, c6 nhiém vu |3y offset t&i PEB64 va chuyén sang thuc hién 1énh & ché do 64-
bit tai dia chi tiép theo Ia 0x004018C3:

= dwor

mow X ] i ecx — TEBG%

mowv

add B i +0xeld ProcessEnvironmentBlock @ PTre4 _PEB
mow £ 1, ¢ : #{ebp-1Bh) = offset PEBGL
adc

mow

lea

cdq

mow

mowv

push

push

push

call

add oy i 1,
retf H -bit mode
; exec code at Or@B401ECI (in &4-bit mode: GOBOGO33604L018C3)

Hinh 10: L&y offset t6i PEB64
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Registers

L Customize...

ftab=00322000

A+ mid ! Reg
+0xB08 NtTib : _NT_TIB
+8x038 EnvironmentPointer : Ptréd Void
+0:048 ClientId :+ CLIENT_ID
+@x858 ActiveRpcHandle : Ptr&d Void
+8x858 ThreadlLocalStoragePointer : Ptréd Void
+8x068 ProcessEnvironmentBlock : Ptréd _PEB
+8x8968 LastErrorValue : UintdB
+@x86c CountOfiwnedCriticalSections : Uint4B
+@8x878 CsrllientThread : Pir&d Void
+8x878 Win32ThreadInfo : Ptr&d Void
+8x888 Useri2Reserved : [26] UintdB
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Hinh 11: Gia tri cia thanh ghi ecx sau khi thwc hién téi Iénh retf

DPoan code tiép theo thuc hién tir dia chi 0x004018C3, nhiém vu cudi cung 1a 13y ra dia chi
cua PEB64 va gan cho cap thanh ghi edx:eax.

sub_4@1BC3 proc far

push gword ptr I
pop i rdi = &{rbp-9=1a)

push gquord ptr ]
pop rsl i rsi offset _PEBG4

push
pop i PEx = AxB

rep movsbbyte ptr ds:[rdi], byte ptr ds:[rsi] ; copies & bytes from rsi to rdi
i #(rdi) — _PEBG&

call LEET

mowv ¥ 1s ; segment selector @=23

add dword pt

retf i exec code at 0»Q@4818ES (int S4-bit mdoe: GOGORO23004018e5)

t sub_401BC3

sub_401BES proc near
pop 4
pop

mow
mow ! [& ] ; edx:eax — _PEBGG
pop
pop
pop
mow
pop
retn

8BF3 sub_4@18ES

Hinh 12: LAy dia chi cia PEB64

Két qua, hai thanh ghi edx:eax sé tré t&i cau tric PEB64.
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m Registers
s Customize...
Wowbd TEE at B8060e80083=2080
ExceptionlList: f80000808034088
StackBase: g80008000009fd20
StackLimit: gogBaceaaaessa0e
SubSystemTib: sl Tsla s s e le s T e e s o)
FiberData: AR0008088080 108
ArbitraryUserPointer: B8086008806000600
Self: 29002000003 2000
EnvironmentPointer: fa0eno0aa0800008
ClientId: B000000E0RR01EE: . 2O0PEEOABOAR1ETA
RpcHandle: f80ea00aa0800008
Tls Storage: ge0Ba000a0e0a008
PEB Address: fe0ea00008 30000
LastErrorValue: 18
LastStatusValue: @
Count Owned Locks: a
HardErrorMode: @

15+51c

Hinh 13: Cap thanh ghi edx:eax tré t&i cdu truc PEB64

V@i viéc co dwoc dia chi cia PEB, ma doc sé thwe hién cac budc tiép theo:

o LAy offset ctia Ldr (+0x018 Ldr).

e Théng qua Ldr cé dwoc cdu tric _PEB_LDR_DATA.

o Ty _PEB_LDR_DATA I3y offset ciia InLoadOrderModuleList (+0x010
InLoadOrderModuleList)

 InLoadOrderModuleList 1a danh sach chtra tat ca cac DLLs dwoc nap vao bd nh¢ cung
process. Dya vao né, ma déc Iéy ra tén cta DLL dwoc nap, so sanh véi chudi
“ntdIl.dIl”, néu tim thdy sé tra vé dia chi base cua thw vién ntdll.dll.

Nhuw vay, bang cach ap dung ki thuat Heaven’s Gate, ma déc sau khi thyc hién xong
ham f_get ntdll sé cé dwoc edx:eax tré t&i dia chi base cta ntdll.dll nhw hinh dwéi day:

9/16


https://1.bp.blogspot.com/-HoyGskoahcI/XtisG9ordtI/AAAAAAAAA2E/tCh_SydhJ0ADbOMfA-S6RmMV-4WnZkZEwCK4BGAsYHg/s794/Picture13.png

Command 3

Wowed PEE at B8600002003=0086
InheritedAddressSpace: Ne
ReadImageFileExecOptions: No
BeingDebugged: Yes
ImageBaseAddrass: féasceeceadpecee
Ldr PeBR7ffaedbi5]
Ldr.Initialized: Yes
Ldr.InInitializationOrderModulel#®T: 000000B0BB6a3458 . BOODOOOBEBGa49fD
Ldr.InlLoadOrderModulelist: 20000000006a3600 . DOOODOORBBGaA9d0
Ldr. InMemoryOrderModule g : 60000000086a3610 . PO0OOEDE0R5a4%e0
Base Module
ARRRREA 19 _A6-Ad-3A 2817 C:Allsers)Administratoc)Desktop’\process |

7TTac@9e0000 99caB526 Oct 06 B84:20:38 2051 C:\WINDOWS\SYSTEM32\ntdll.dll
FffadfcBBBBE 529d8489 Dec 83 85:87:85 2013 C:\WINDOWS\System32\wowbd.d1ll
7ffadfecBBBld 1lcf7e3a9 May 27 89:08:41 1985 C:\WINDOWS'\System32\wowbdwin.dll

77b30088 c@b23215 Jun 12 B83:48:21 2872 C:\WINDOWS\System32\wowbtdcpu.dll

SubSystemData: geeoaaese80e

Hinh 14: Cap thanh ghi edx:eax trd t&i dia chi base cua ntdll.dll

Sau khi c6 dwoc dia chi cta ntdll.dll, ma ddc sé st dung cac ham native tlr thw vién nay dé
thwe hién cong viéc con lai la inject payload vao tién trinh 64-bit. Danh sach cac ham thuwdng
st dung trong ki thuat inject bao gém:

* NtGetContextThread

o NtReadVirtualMemory

o NtUnmapViewOfSection
¢ NtAllocateVirtualMemory
o NtWriteVirtualMemory

o NtSetContextThread

¢ NtResumeThread
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Hinh 15: Ludng code thuc hién inject payload

Két qua sau khi thyc thi toan bd doan code trén, ma déc da inject payload thanh céng vao
tién trinh notepad.exe 64-bit:

Hinh 16: Ma doc inject payload thanh céng vao tién trinh 64-bit

Tai liéu tham khao:
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oa =N

[REO16] Malware Analysis: ModiLoader

1. Gidi thiéu Gan day, t6i co tim hiéu mot dong loader cé tén 1a ModiLoader. Loader nay
duoc phat tan thong qua cac dich vu Malspam dé Ira ngwdi dung thwe thi ma doc. Tuwong
tw nhw cac dong loader khac, ModiLoader ciing théng qua nhiéu budc (stage) dé tai vé
payload cudi cuing cé nhiém vu danh [...]
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(s 12/12/2023

[RE027].Nhém APT Mustang Panda c6 thé van dang tiép tuc hoat dong_tAn céng_vao cac tb
chtrc tai Viét Nam

Tai VinCSS, chung tdi lién tuc chd ddng theo ddi tinh hinh an ninh mang, san tim cac mau
ma déc va danh gia mirc do nguy hiém cdia ching, dac biét 14 cac mau ma ddc nham tdi Viét
Nam. Gan day, trong qua trinh thwc hién hunting trén nén tang cta VirusTotal, thuc hién tim
kiém cac mau byte dac trung lién quan t¢i nhém Mustang Panda (PlugX), ching téi da phat
hién mét loat mau ma déc ma ching t6i nghi ng® la ciia nhém nay dworc tai [én tir Viét Nam.
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YBER SECURITY

(o 24/04/2022

[REO26] A Deep Dive into Zloader — the Silent Night

Zloader, mét banking trojan con biét dén véi nhirng tén goi khac nhuw Terdot hay Zbot. Dong
trojan nay dwoc phat hién l1an diu tién vao nam 2016, va theo thdi gian sé lwong phat tan
cta no lién tuc gia tdng. Code clia Zloader dwoc cho la xay dwng dwa trén ma ngudn bj ro ri
ctia ma doc Zeu$S nbi tiéng. Vao ndm 2011, khi ma ngudn ctia ZeuS dwoc cong khai thi tir
dé téi nay né dwoc stir dung trong nhiéu mau ma doc khac nhau.
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(3 11/10/2021

[RE024]_Tim hiéu vé IDA Microcode

Gioi thieu Téng quan khi bién dich mét chwong trinh, compiler sé thwe hién nhw sau: Cac
buwdc co ban cia mét chwong trinh compiler Khi decompile mét chwong trinh sang ma gia
C, hexrays sé lam diéu nguwoc lai: Cac bwédc co ban cia mét chwong trinh decompiler Mot
trong nhirng bwdc quan [...]
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(3 27/09/2021

[RE025] TrickBot ... many tricks

DPuoc phat hién Ian dau vao ndm 2016, t&i thdi diém hién tai TrickBot (con dwoc biét dén véi
nhirng tén goi khac nhw TrickLoader hay Trickster) da tré thanh mét trong nhirng ma déc
nguy hiém va phd bién nhét hién nay. Nhirng ké dirng dang sau TrickBot lién tuc phat trién
dé thém céc tinh nang va thi thuat méi. Ma déc nay duoc phat trién dwdi dang mé-dun,
theo do6 payload chinh sé chiu trach nhiém tai cac plugin khac c6 kha nang thwc hién cac tac
vu cu thé, bao gdm danh cap tai khodn va théng tin nhay cdm, cung cap kha nang truy cap
tr xa, lay lan qua mang cuc bd, va tai xudng phan mém doc hai khac.
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