Trojan Agent Tesla — Malware Analysis
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April 5, 2020

Hash — 077f75ef7fdb1663e70c33e20d8d7c4383fa13fd95517fab8023fce526bf3a25
Family : Agent Tesla
Downloaded Sample Link: Click here
Signature: Microsoft Visual C# v7.0/ Basic.NET
Filename: UIhLdVHHIUAKOEOpjVAsXFIIQrgS.exe

file-type executable

date

language neutral

code-page Unicode UTF-1E, little endian

FileDescription

FileVersion 0.0.0.0

InternalMame UlhLdVHHIUAK e EQpVAsKFICrgS.exe

LegalCopyright

OriginalFilename UlhLdVHHIUAKe EQpVAsKFICrgS.exe

ProductVersion 0.0.0.0

Assembly Version 0.0.0.0
VirusTotal score:

@ 55 engines detected this file
55
077f75ef7Tfdb1663e70c33e20d8d7 c43831a13fd95517fab8023fce526bf3a25 %95.50 KB 2020-03-31 13:52:37 UTC
° pov.exe Size 3 days ago

assembly detect-debug-envirenment direct-cpu-clock-access peexe runfime-modules
Community

Score

Malware behavior:

Steal browser information (URL, Usernames, Passwords)
Steal passwords for email clients.

Steal FTP Clients

Steal download manager passwords.

Collect OS and hardware information.

Browser Information:
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https://malwr-analysis.com/2020/04/05/trojan-agent-tesla-malware-analysis/
https://beta.virusbay.io/sample/browse/0de6e159ddf9e72594a9724acabfeb8b

When | debug the malware executable, Initially it creates a SQLite database to store
collected information from victims machine.

Below are the tables getting created.
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Tales created:

e meta

¢ logins

¢ sqlite_sequence

o stats

e compromised_credentials

found it collected browsers data (Google chrome), that includes accessed URLs and related
usernames and passwords.
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num? ;
textd;
[]1 array2;
((num2 = (num ~ 316@8297376U)) % 8U)

au;
num3 = @;
num = (num2 * 29924249170 ~ 1319839543U);

3

1u:

text;
(! - (text))

num = (num2 * 14954148280 *~ 386676834U);

]

= new emx(text);

100 % -

Locals
Name Value
@ zgx @"C\Users\|EUser\AppData\Local\Goegle\Chrome\User Data’
@ zhx Chrome
@ kur logins
b @ list2
4 @ list
@ [0] ( AppData\Local\Google\Chrome\User Data\\Default\Login Data
@ [1] @"C\Usersh\|EUser\AppDatatLocal\Google\ChrometUser Data\\Login Data
b @ Raw View
@ text @"C\Users\|EUser\AppData\Local\Google\ Chrome\User Data\\Default\Login Data

database table logins stores all browser related information. Below are the table columns.

[0x0000001D]
origin_url VARCHAR NOT NULL
action_url VARCHAR
username_element VARCHAR
username_value VARCHAR
password_element VARCHAR
password_value BLOE
submit_element VARCHAR'
signon_realm VARCHAR NOT MULL
preferred INTEGER NOT NULL
date_created INTEGER MOT MULL
blacklisted_by_user INTEGER NOT MULL
scheme INTEGER MOT NULL
password_type INTEGER
times_used INTEGER
form_data BLOB
date_synced INTEGER
display_name VARCHAR
icon_url VARCHAR
federation_url VARCHAR
skip_zero_click INTEGER
generation_upload_status INTEGER
possible_username_pairs BLOB
id INTEGER PRIMARY KEY AUTOINCREMENT
date_last used INTEGER MOT NULL DEFAULT 0
UNIQUE (origin_url
username_element
username_value

password_element
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signon_realm))




.vjg[num5 + numé].content[num3]

= 1918884133U;

100 % -

Locals
Mame
4 @
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@ row_ic 1

Apart from this, malware also look for all different types of browsers to steal data from it.
It look for below browsers:

o Opera Browser
e Yandex Browser
e 360 Browser

e Iridium Browser
e Comodo Dragon
e Cool Novo

e Chromium

e Torch Browser
o 7Star

e Amigo

e Brave

o CentBrowser

e Chedot

e Coccoc
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o Elements Browser
o Epic Privacy

¢ Kometa

e Orbitum

e Sputnik

e Uran

e Vivaldi

o Citrio

e Liebao Browser
e Sleipnir 6

e QIP Surf

e Coowon

ort
10.50727_32\mscorlib\309% 2c89c080335¢ X 3ca57dbfld Sec Smscorib ni il

3116 hReadFie C:\Windowsassembly\Native Images

3116 BhReadFie C:\Windows\assembly\Native Images_v2.0.50727_32\mscorb i i ll
9116 [FhReadFie C:\Wind bly _v2.0,50727_32\mscorib nidl
9116 hReadFie C:\Windowsassembly'Native lmages_v2.0.50727_32\mscorii>\30%b: nidl
9116 A CreateFie C:\Users\|EUser\AppDiata' Local\ Tencent \GQBrowser\User Data

9116 FhCreatefile C:\Users\IEUser\AppData’ Local\ Tencent \Q@Browser\User Data\Default\EncryptedStorage

9116 FhCreateFie C:\Users\IEUser\AppDeta* Roaming\Opera Scftware'Opera Stable

9116 BhCreateFie C:\Users\|EUser\AppData’ Local\Yandex\YandexBrowser\User Data

3116 FhCreateFie C:\Users\|EUser\AppData* Local\380Chrome"Chrome'\ User Data

9116 FhCreateFie C:\Users\|EUser\AppDita' Local\Indium\User Data

3116 FACreatefie C:\Users\|EUser\AppData’ Local \Comodo' Dragon'\User Data

9116 A CreateFile C:\Users\|EUser\AppData’ Local\Maple Studio‘ChromePlush User Data

ample_5e82ca72863da 3116 PhCreateFile C:\Users\|EUser\AppData’ Local Chromium\User Data
ample_5e82ca72863da 9116 BhCreateFie C:\Users\IEUser\AppData*Local\ Torch User Data
ample_5e82ca72863da 9116 BhCreateFie C\Users\|EUser\AppData’Local \75tar\75tar\User Data
ample_5e82ca72863da 9116 FhCreateFie C:\Users\|EUser\AppData*Local \Amigo\User Data

ample_5e82ca72863da 9116 [FACreateFile C:\Users\|EUser'AppData'Local\Brave Software \ Brave-Browser\User Data

9116 FACreateFile C:\Users\|EUser'AppData'\Local\Cent Browser\User Data

9116 A CreateFie C:\Users\|EUserAppData'Local'Chedot \User Data

9116 A CreateFile C:\Users\IEUser\AppData'Local\CocCoc'\Browser\User Data

9116 BACreateFie C:\Users\|EUser\AppData'Local\Blements Browser\ User Data

9116 FACreateFie C:\Users\IEUser'AppData'\Local\Epic Prvacy Browser\User Data

3116 BACreateFie C:\Users\|EUser'AppData'\Local\ Kometa\ User Data

9116 [FACreateFile C:\Users\IEUser'AppData'Local‘Orbitum\ User Data

9116 A CreateFile C:\Users\|EUser\AppData'\Local\Sputnik \Sputnik \User Data

9116 BACreateFie C:\Users\|EUserAppData'Local‘wCozMedia\ Uran\User Data

9116 FACreateFile C:\Users\IEUser\AppData'Local\Vivaldi\User Data

9116 BACreateFie C:\Users\|EUser'AppData'Local'CatalinaGroup'Citio\User Data

9116 [FACreateFile C:\Users\IEUser'AppData'LocalVishao\ User Data

9116 FACreateFile C:\Users\|EUser\AppData'Local\Fenrir

9116 A CreateFie C:\Users\|EUser'AppData'Local'GIP Surf\User Data

9116 A CreateFile C:\Users\IEUser\AppData'Local\Coowon\Coowon \User Data

9116 BACreateFie C:\Users\|EUser'AppData'Roaming\Mozila\SeaMonkey profiles ini

9116 FACreateFie C:\Users\|EUser'AppData'\Roaming\Mozila'SeaMankey profiles ini

3116 BACreateFie C:\Users\|EUser'AppData'\Roaming\Flock \Browser \profiles ini

9116 [FAReadFle C:\Wind bly _v2.0.50727_32\mscorib’ o i ll

9116 BAReadFile C:\Windows'assembly\Nativelmages_v2.0.50727_32\Microsoft. |BasH\a4460{ 264641 186d5\M; ft. Visual Basic.ni.dil

9116 FAReadFle C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft. 1 VisualBasicni di

9116 FACreateFile C:\Users\|IEUser\AppData'Local\UC Browser

9116 BACreateFie C:\Users\|EUser\AppData'\Roaming\NETGATE Technologies\BlackHawk\profiles ini

9116 [FACreateFile C:\Users\IEUser'AppData'\Roaming\NETGATE Technologies\BlackHawk-\profiles ini

9116 FACreateFile C:\Users\|EUser'AppData'\Roaming\8pecxstudios\Cyberfor\profiles.ni

9116 A CreateFie C:\Users\|EUser"AppData'Roaming\8pecxstudios'Cyberfor\profiles ini

9116 A CreateFile C:\Users\|EUser\App Data'\Roaming\K-Meleon\profiles.ini

9116 BACreateFie C:\Users\|EUser'AppData'\Roaming\K-Meleon\profies.ni

9116 FACreateFie C:\Users\|EUser'AppData'\Roaming\Mozila'icecat \profies i

3116 BACreateFie C:\Users\|EUser'AppData'\Roaming\Mozila'icecat \profiles i

9116 [FACreateFile C:\Users\|EUser*AppData'\Roaming\Comodalce Dragonprofiles ini
ample_Se82ca72863da. 9116 BACreateFile C:\Users\|IEUser\App DataRoaming\Comode'\lce Dragon®profiles ini
ample_5e 82ca72863da 9116 BACreateFie C:\Users\|EUser'AppData'Roaming\Moonchild Productions\Pale Moon'profies ini
ample_5e82ca72863da 9116 FACreateFile C:\Users\IEUser\App DataRoaming\Moonchild Productions'\Pale Moon'profiles ini
ample_5e82ca72863da 8116 FhCreateFie C:\Users\|EUser\AppData'\Roaming \Waterfox profiles.ni

Below screenshot taken while debugging malware.
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Malware also look for below email clients. | haven’t install any of them on my machine during
analyzing this.

Email Clients:

e Outlook

e Thunderbird
e Foxmail

e Opera Mail
e Pocomall

o Claws-mail
¢ Postbox

mple_5eB2ca72863da SUCCESS
Sample_5e82ca72863da. 9116 @%RegQuervKey HKCU SUCCESS
¥ Sample_5e82ca 72863da 9116 @4RegOpenkey HKCLN Software \Aerofox\Foxmai Preview NAME NOT FOUND
W Sample_5e82¢272863da 9116 @{RegQuenyKey HKCU SUCCESS
 Sample_be82ca72863da 9116 @4RegQueryKey HKCU SUCCESS
W Sample_5¢82¢272863da 9116 @RegOpenkey HKCUASoftware'\Aerofox Faxmail\V3. 1 NAME NOT FOUND
W Sample_5eB2ca7286%da 9116 [hCreateFie C:\Storage NAME NOT FOUND
T Sample_5eB2ca72863da 9116 [hCreateFie Cmal NAME NOT FOUND
W Sample_5e82¢a72863da 9116 BhCreateFile C:\Users\IEUser\App Data* Local \WitualStore \Program Fies\Foxmaihmai PATH NOT FOLIND
 Sample_be82ca72863da 9116 [FhCreateFie €:\Users\[EUser\App Data'\Lot ogram Fies i PATH NOT FOUND
W Sample_5e82¢272863da 9116 BhCreateFile C:\Users\IEUser\Anp Dtz \Roaming\Qpera Mail\Opera Mai\wand.dat PATH NOT FOLIND
T Sample_5e82ca72863da 9116 @ RegQueryKey HKCL SUCCESS
W Sample_5¢82¢272863da 9116 @RegQueryKey HKCU SUCCESS
W Sample_5eB2ca7286%da 9116 @{ReOpenkey HKCUN Software\IncrediMail\identies NAME NOT FOUND
T Sample_5eB2ca72863da 9116 [BhReadFie C:\Windows\assembly\Nativelmages_v2.0 50727_32\mscorlb309b2c89c08b335c ¥ 3ca5 nidl SUCCESS
W Sample_5e82¢a72863da 9116 [BhReadFie C:\Windows\assembly\Nativelmages_v2.0.50727_32\mscorlb'3092c89c08335c ¥ 3ca’ nidl SUCCESS
 Sample_be82ca72863da 9116 [hReadFie C:\Windows\assembly\Nativelmages_v2.0.50727_32\mscorlb'308b2c85c08 33503 3ca’ nidl SUCCESS
W Sample_5e82¢272863da 9116 BhCreateFile C:\Users\IEUser\App Data \Roaming\Pocomai\accounts ini PATH NOT FOLIND
T Sample_5e82ca72863da 9116 @ RegQueryKey HKCL SUCCESS
W Sample_5¢82¢272863da 9116 @RegQueryKey HKCU SUCCESS
W Sample_5eB2ca7286%da 9116 @{RegOpenkey HKCLU\Software\Qualcomm Eudora'\CommandLine NAME NOT FOUND

‘B- Sample_be82c... 9728 @Creatgﬁle serst|EllserAppData‘Roaming' The Bat! NAME NOT FOUND

‘B- Sample_be82c... 9728 @CreateFile serst|Ellser'App Data'Roaming'\Postbox \profiles ini PATH NOT FOUND
‘W- Sample_Se82c.. 9728 @Createl—‘lle sersh|EUser\AppData‘\RoamingPostbox \profiles ini PATH NOT FOUND
‘B- Sample_be82c... 9728 @CreateFile sers'|Elser' App Data'\Roaming\Claws-mail NAME NOT FOUND
‘B- Sample_be82c... 9728 %Createﬁle serst|Ellser' App Data'\Roaming\Claws-mail\clawsrc PATH NOT FOUND

FTP Clients:
Malware grabs credentials from FTP clients as well. Below list.

o FileZilla
e Core FTP
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e SmartFTP
o FTPGetter
e FlashFXP

3 7676 7 \CreateFie C:\FTP Navigator\Fiplist bt PATH NOT FOUND
Sample_5e82c 7676 [hCreateFile C:\Users Al Users\App Data'\Roaming Flash FXPJquick dat REPARSE

- Sample_5e8Zc 6 EhCreateFie C:\ProgramData"App Data\Roaming \FlashFXP\Jaquick dat PATH NOT FOUND
W Sample_S5e82c. 6 [hCreateFie C:\Users\IEUser'\AppData\Raaming' Smar FTPClient 2.0\Favorites\Quick Connect\ PATH NOT FOUND
- Sample_5e82c 7676 [hCreateFile C:\Users\IE User'AppData\Roaming\SmanFTP\Client 2 0\FavortesGuick Connect PATH NOT FOUND
T Sample_Se8Zc 7676 [ZhCreateFile Co\cip'Fipiist bt PATH NOT FOUND
W Sample_Se82c. 7676 [BhCreateFile C:\Users\IEUserAppData’ Roaming \FTP Getter\servers sl PATH NOT FOUND
- Sample_5e82c 7676 @ RecQueryKey HKCU SUCCESS '
T Sample_Se82c 7676 % RecQueryKey HKCU SUCCESS I
- Sample_5etlc. 7676 % RegOpenkey HKCU\Software\DownloadManager\Passwrds NAME NOT FOUND
- Sample_5e82c 7676 hCreateFile C:\Program Fies (x86]'iDownloader\ortig'database script PATH NOT FOUND
C:\Users\ EUser'AppData’ Roaming \File Zla vecentservers aml PATH NOT FOUND

Createfile jsers\|EUser\AppData\Roaming\lpswitch\W5_FTP\Stes\ws ftp.ni

It also makes FTP web request. (Remote Server couldn’t find)

NOT FOUND

) + twd);

It uses smtp client to send information over the network using port 587 which indicates
sending data from smtp client to a particular smtp Server through mail attachments.
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(tdo !=

num = 1715

num = (num

11U:
num = {num:
3

12U:

1t attachment;
attachment.
mailk
num

num

mailMe
num

1
h

num =
1

Malware executable also make HTTPWebRequest which must be downloading SMTP client
to transfer data to remote SMTP server.
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((num2 = (num ~ 1125452476U)) & 7U)

unfortunately, it didn’t make any connection to any remote server address.

Summary:

Steal Browser Information including urls, usernames and passwords.
Steal email client credentials.

Steal credentials of FTP servers.

Computer information.

Thank you.
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