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Jeno Ransomware

Aliases: Jest, Valeria

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WKApPYeT AaHHble Nonb3oBaTenen ¢ nomouwbio AES+RSA, a
3aTtem TpebyeT Bbikyn B 0.3 BTC, 4yto6bl BepHYTb dhannbl. OpurnHansHoe Ha3BaHue: B
3anncke He ykasaHo. Ha panne HanmcaHo: HeT JaHHbIX.

O6HapyxeHuA:

DrWeb -> Trojan.Encoder.31420

BitDefender -> Gen:Heur.Ransom.Imps.1

Avira (no cloud) -> TR/Dropper.Gen

ESET-NOD32 -> Win32/Filecoder.OBM

Malwarebytes -> Ransom.Valeria

Rising -> Ransom.Agent!1.C2C9 (CLOUD)

TrendMicro -> TROJ_GEN.R067CORD220

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHpopam! XotuTte ObiTb B 3TOM CnMCKe perynsapHo nnun noebiwe? CoobwuTte mHe!

© lNeHeanorusa: FunFact ? >> Jeno (Jest, Valeria)
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N306paxkeHne — norotun ctatby
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K sawmndpoBaHHbIM darinam gobaBnaerca pacwmnpeHue: .jest

OBl-mmane! HoBble pacwmpeHus, email n TEKCTbI O BbIKyNe MOXHO HalTU B KOHLE

cTtatbu, B 0OHOBMNEHUsSX. Tam MOoryT ObITb pa3nnyn4a ¢ nepBoHa4valribHbIM BapnaHTOM.

O6pasey atoro KpunTo-BbiMoratesns obin HangeH B Havane anpens 2020 r. OpueHTMpoBaH
Ha aHrNosA3blYHbIX NOSb30BATENEN, YTO HE MELLAeT PacnpoCcTPaHATb ero no Bcemy mupy. Ha
MOMEHT HanucaHus ctaTbM 1 CNYCTA 2 HEAernu Nocne 3Toro HeT HUKakuX AaHHbIX O
pacnpocTpaHeHnn. Bo3aMOXHO, OHN ManoYUCIIEHHBI.

3-3a ownbkM B nporpaMmme Unm crneumanbHOro yMblCria He yKa3aHO HUKaKUX KOHTaKTOB AN
CBSA3U, MO3TOMY MOXHO NMPeanonoXuTb, YTO BbiIMOraTenu He cobupanucb Bo3BpaLLaTb
dannbl gaxke nocne ynnartbl Bbikyna. YnnaTa Bblkyna 6ecnonesHal

3anucka ¢ TpeboBaHneM BbiKyna HasbiBaeTcs: note.ini

3anucka ¢ TpeboBaHMeM BbiKyna 3anyckaeTcsi C MOMOLLbI KOMaHAbl, KOTopas 3anyckaet
BrnokHOT onga oTKpbITUS 3TOro panna.
Machinel:  user-pc
IconFileName: CAWindows\System3M\notepad exe
WorkingDirectory:  CA\ProgramDatah,
RelativePath: A\ \ProgramDataynote ini
LocalBasePath: CAProgmmbataynote.ini
Volumelabel:
DriveType: Fixed Disk

CopepxaHue 3anncKu:

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible
because they have been encrypted. Maybe you are
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busy looking for a way to recover your files, but do not waste your time. Nobody can recover
your files without our decryption service.

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have not so
enough time.

If you want to decrypt all your files, you need to pay.

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information, click
<How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>.

Once the payment is checked, you can start decrypting your files immediately.

We strongly recommend you to not remove this software, and disable your anti-virus for a
while, until you pay and the payment gets processed. If

your anti-virus gets updated and removes this software automatically, it will not be able to
recover your files even if you pay!

1. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:
https://cex.io/

https://www.binance.com/

https://www.coinbase.com/

2. After then, if you already have Bitcoins, pay us 0.3 BTC on following our Bitcoin address.
3. Then, press the "Check Payment" button. We will automatically decrypt your files, after
bitcoin transfer.

Send 0.3 BTC to;

1MZJgjrDz6h6 TPWRAXxuh1gEWh2AETrNBAy

MepeBoa TeKcTa 3anUCKU:

YTO Cny4mMnocb ¢ MOUM KOMMNbIOTEPOM?

Bawu BaxHble dhannbl 3aiMdpoBaHbI.

MHoruve Bawm gOKyMeHTbI, POTO, BUAeo, 6asbl 4aHHbIX 1 Apyrne dannbl bonblie He
AOCTYMHbI, MOTOMY YTO OHM 3almMdpoBaHbl. MoXeT ObiTb, Bbl ULETE CNOCO6 BOCCTAHOBUTL
BaLUW dpannbl, HO He TpaTbTe CBOE BpeMs. HUKTO He CMOXET BOCCTaHOBUTb Balum hannbl
6e3 Halero cepsuca pacLungpoBKH.

Mory nu 51 BOCCTaHOBUTb MOW dpansnbi?

KoHe4yHo. Mbl rapaHTupyeMm, 4To Bbl MOXeTe 6e30nacHO 1 fierko BOCCTaHOBUTbL BCE BalLu
dannbl. HO y Bac He Tak MHOrO BpEMEHW.

Ecnun Bbl xoTnTe pacwmndpoBaTtb BCce Balln dpanrbl, BaM HY>XXHO 3annaTuTb.

Kak mHe onnatntb?

Onnata npyHMUMaeTcs TonbKo B BuTkorMHax. [ng nonyyeHus ONOAHUTENBHOM MHopMaumm
HaxxmuTe <About bitcoin>.

Moxanyncra, NpoBepbTe TEKYLLYIO LeHy BUTKOMHa 1 Kynute HEMHOro GUTKONHOB. [ng
NosTly4eHns 4oNoSTHUTENbHOW MHopMaLmn HaxmuTe <How to buy bitcoins>.
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W oTnpaBbTe NpaBubHYO CyMMY MO agpecy, ykazaHHOMY B 3TOM OKHeE.

Mocne onnatbl HaxmuTe <Check Payment>.

Mocne Toro, Kak nnaTex NpoBepeH, Bbl MOXXETE HEMENEHHO NPUCTYNUTb K pacLundpoBKe
dannos.

Mbl HaCTOATENBHO PEKOMEHAYEM BaM He yaanaTb 3Ty NPOorpamMmmy 1 OTKMKYUTb aHTUBUPYC
Ha HEKOTOpPOE BPEMS, MOKa Bbl HE ONnaTuTe 1 nNnartex He byaeTt obpaboTtaH. Ecnu Baw
aHTMBUPYC OBHOBUTCS M aBTOMATUYECKM yaanuT 3Ty NporpamMmmy, OH HE CMOXET
BOCCTaHOBMWTb BallK hannbl, Aaxe ecnu Bbl 3annarture!

1. YTo6bl 3annaTtnTb HaMm, Bbl AOMKHbI UCMNOMb30BaTb BantoTy BUTkonH. Bbl MOXeTe nerko
KynuTb BUTKOMHbI Ha CneayLnx canTax:

https://cex.io/

https://www.binance.com/

https://www.coinbase.com/

2. [Nocne atoro, ecnu y Bac yxe ectb butkonHbl, 3annatnte Ham 0.3 BTC, Ha cneaytowmii
Haw OuTKonH-agpec.

3. 3atem HaxxmuTe KHonky "Check Payment". Mbl aBTomaTndecku paclumdppyem sawum
dannbl nocne nepesoga GUTKOMHOB.

Otnpaebtre 0.3 BTC Ha;

1MZJgjrDz6h6 TPWRAXuh1gEWh2AETrNBAy

Apyrum nHopMaTopOM XepTBbl BbICTYNAET 3KpaH BIOKUMPOBKN C TEM XKe TEKCTOM
N TanMepomMm:

o Loriock Mg ==

11:33:02 |5

Dot waste your
tima

ETIE
I—
Cltah oot et o |

AMZJgirDz8hE TPwRARuhIgEWh2AETrHNE Ay

Ewe ogHMM nHpopmatopom xepTBbl ABNSETCS n3obpaxeHue, 3ameHsowee obon Paboyero

cTtona.
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CopepxxaHue TeKCTa ¢ U300paxeHus:

IWATTENTION !!

YOUR FILES HAVE BEEN ENCRYPTED!

All of your documents, photos, databases and other important files have been encrypted with
RSA encryption.

You will not be able to recover your files without the private key which has been saved on our
server.

An antivirus can not recover your files.

View the file "Decryption Notes" on your Desktop to fix this.

Send 0.3 BTC To: 1MZJgjrDz6h6 TPWRAxuh1gEWh2AETrNBAy

MNMepeBop TeKCTa Ha PyCCKUN A3bIK:

BHMMAHUE !!

BALLN ®ANNbI SALLNOPOBAHbI!

Bce Bawwm gokymeHTbl, 0TO, 6a3bl JaHHbIX U ApYyrve BaxHble hannbl 3awmngpoBaHbl C
wncppoBaHnem RSA.

Bbl HE CMOXETE BOCCTAHOBUTL Balumn doansibl 6€3 3akpbITOro Krntova, KoTopbi Obis1 COXpaHeH
Ha HalleMm cepBepe.

AHTUBMPYC HE MOXET BOCCTAHOBUTL BaLun dhansibl.

YUTtobbl ncnpaeutb 310, NpocmoTtpute cann "Decryption Notes" Ha Pabo4yem ctone.
Otnpaeb 0.3 BTC Ha: 1MZJgjrDz6h6 TPWRAXxuh1gEWh2AETrNBAYy

TexHun4yeckue getanu

Ha MoMeHT HanucaHusa ctatbn 1 cnycrt4 2 Hegenu Nocre 3TOro HET HUKAKNX AaHHbIX O
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pacrnpocTpaHeHun. Bo3amoxHo, 4To obpaseL 6bin npobHom pa3paboTkon n He
pacnpocTpaHsrcs pa3paboTynkoM C Lienbto Nomny4YeHus Bbikyna. VMiIHade Obl Obin ykasaH XoTs
Obl OAMH KOHTAKT Ans cBsA3n. TpaH3akuumn y BTC-kolenbka, yka3aHHOro B 3arncuke, nycrble.

Mocne oopaboTkM BNOMHE MOXET HayYaTb PpacnpoCcTpaHATLCA NYTEM B3rloma Yepes
He3aluuLeHHYo koHdurypaumto RDP, ¢ nomowbio email-cnama n Bpe4oHOCHbIX BIIOXEHWUMN,
oBbMaHHbIX 3arpy3ok, 60THETOB, SKCMNIIOUTOB, BPE4OHOCHOW peKnambl, BEO-NMHXEKTOB,
danbLmnBbIX OOHOBEHMI, NEePENAKOBaHHbIX U 3apaXXEHHbIX MHCTanNATopoB. CM. Takke
"OcHOBHbIE Crocobbl pacnpocTpaHeHNsa KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuue 6nora.

OHy»(Ho BCeraa ucnonb3oBatb AKTyallbHY aHTUBMPYCHYH 3awmTy!!!

Ecnu Bbl npeHebperaete KOMMNNEKCHON aHTUBUPYCHOW 3alumTon knacca Internet Security nnm
Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

Cnucok channoBbIX paclwmMpeHni, nogseprarowmxcs WwnpoBaHuio:

.3fr, . ACCDB, .ACCDE, .ACCDR, .ACCDT, .ai, .arw, .asp, .aspx, .backupdb, .bak, .bas, .bay,
.cdr, .cer, .cfg, .class, .conf, .config, .cpp, .cr2, .crt, .crw, , cs, .css, .db, .dbf, .den, .der, .dng,
.doc, .docb, .docm, .docx, .dot, .dotm, .dotx, .dwg, .dxf, .dxg, .edb, .eps, .erf, fit, .htm, .html,
.indd, .java, .jpe, .jpeg, .jpg, .kdc, .log, .mail, .mdb, .mdf, .mef, .mrw, .ned, .nef, .nrp, .nrw,
.ntm, .odb, .odm, .odp, .ods, .odt, .orf, .ost, .ovf, .p12, .p7b, .p7c, .pdd, .pdf, .pef, .pem, .pfx,
.php, .png, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsX, .ppt, .pptm, .pptx, .proj, .psd, .pst,
Py, .pyc, .r3d, .rar, .raw, .rtf, , rw2, .rwl, .sldm, .sldx, .sin, .sql, .srf, .srw, .txt, .vb, .vmdk, .vmx,
wb2, .wpd, .wps, .xla, .xlam, .xlk, .xll, .xIm, .xlIs, .xIsb, .xlsm, .xIsx, .xlt, .xltm, .xltx, .xlw, .xml,
.zip (132 pacwmpeHus).

9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadum, bannbl 0bpasos, apxmBbl 1 Np.

dPannbl, cBsA3aHHble ¢ 3TUM Ransomware:

note.ini - Ha3BaHWe hanna c TpeboBaHMEM BbiKyna

jeno2.exe (recover.exe)

README - Decryption Note.Ink - ccbinka Ha Paboyem ctone
LNK -> C:\Windows\System32\notepad.exe

imgO0.jpg - nsobpaxeHwue, 3ameHsoLee obon Paboyero ctona
encryptedfiles.eco - cneumanbHbIi hann

<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro canna
x64.exe

rps.exe

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
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\%TEMP%\ ->
C:\ProgramData\note.ini
C:/Windows/Web/Wallpaper/Windows/img0.jpg

» [Ins 3ameHbl 060eB NCnonb3yeTcs cnegyollas kKomaHaa:
C:\Windows\System32\takeown.exe /F C:\Windows\Web\Wallpaper\Windows\img0.jpg
C:\Windows\System32\icacls.exe C:\Windows\Web\Wallpaper\Windows\img0.jpg /grant
Users:F

» BoinonHset PowerShell-cueHapun onga yganeHus nobbix XXypHarnos.

CKpUHLIOTLI CBOUCTB (hanna jeno2.exe:

CKpMHWOTLI Koga oT uccriegoBaTenen:

Mapkep 1 cogepxumoe 3awmcppoBaHHoro camna:
JEST!

il TR O TY A,
Eroni* L

A =@ TAgw L 1 *(En'LHd
3 L .:_.1|.|.|.1|:1:':|'|.'|'I.|'.\'L iE -1 JILe

0 e [FT e el Ouba 2l s BVad |0 UebCa_[]1e-£AR) | AR +Iale" {F

Co3aaHHble npouecchbl:

C:\ProgramData\recover.exe
C:\Windows\System32\wbem\WMIC.exe shadowcopy delete

C:\Windows\System32\vssadmin.exe delete shadows /all /quiet
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C:\Windows\System32\taskkill.exe /F /IM MSExchange*
C:\Windows\System32\taskkill.exe /F /IM Microsoft*
C:\Windows\System32\taskkill.exe /F /IM vmware*
C:\Windows\System32\taskkill.exe /F /IM Tomcat*
C:\Windows\System32\taskkill.exe /F /IM ora*
C:\Windows\System32\taskkill.exe /F /IM tns*
C:\Windows\System32\taskkill.exe /F /IM mysql*
C:\Windows\System32\taskkill.exe /F /IM sql*

KomaHabl o60nouku:

RD.exe /s C:\$Recycle.Bin /Q

wmic.exe shadowcopy delete

vssadmin.exe delete shadows /all /quiet
wbadmin.exe delete catalog -quiet
bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures
bcdedit.exe /set {default} recoveryenabled no
taskkill.exe /F /IM MSExchange*

taskkill.exe /F /IM Microsoft*

taskkill.exe /F /IM vmware*

taskkill.exe /F /IM Tomcat*®

taskkill.exe /F /IM ora*

taskkill.exe /F /IM tns*

taskkill.exe /F /IM mysql*

taskkill.exe /F /IM sql*

3aBepLueH|-|b|e npouecchbli:
recover.exe

C:\Windows\System32\vssadmin.exe delete shadows /all /quiet
C:\Windows\System32\wbem\WMIC.exe shadowcopy delete

C:\Windows\System32\taskkill.exe /F /IM MSExchange*
C:\Windows\System32\taskkill.exe /F /IM Microsoft*
C:\Windows\System32\taskkill.exe /F /IM vmware*
C:\Windows\System32\taskkill.exe /F /IM Tomcat*
C:\Windows\System32\taskkill.exe /F /IM ora*
C:\Windows\System32\taskkill.exe /F /IM tns*
C:\Windows\System32\taskkill.exe /F /IM mysql*
C:\Windows\System32\taskkill.exe /F /IM sql*

3anucu peecTtpa, cBAisaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanm3oB.
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CeTeBble NOAKNIOYEHUS U CBA3U:

Email: -

BTC: 1MZJgjrDz6h6 TPWRAXxuh1gEWh2AETrNBAY
CM. HMXe B OBHOBRNEHUAX apyrve agpeca N KOHTaKThbl.
CM. HMXe pesyrnbTaTbl aHanmM3oB.

Pe3ynbraTbl aHann3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBeneHust cobupatotea perynsipHo. lNpucbinante obpasupbl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHW === BLOCK OF UPDATES ===

Ewé He 6bIno oOHOBNEHMIN 3TOr0 BapmnaHTa.

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

BHumaHune !

UNLOCK

daisibl MOXHO pacumdpoBaTb C MOMOWbLKW chneunannctoB X-Force IRIS
Ana vHdopmauun neperiguTe N0 _Ccaefywuwen ccobiike >>
Mbl HUK@K He CBSiI3@aHbl C HUMW W HE KOHCYNbTWPYEM MO 3TOMYy BOMpOCY.
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https://www.blockchain.com/btc/address/1MZJgjrDz6h6TPwRAxuh1gEWh2AETrNBAy
https://www.hybrid-analysis.com/sample/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb/5e84ac4b3c9b71503a177498
https://www.virustotal.com/gui/file/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb/detection
https://analyze.intezer.com/#/files/8c628b1925412a07b99cd8c1d41264b8725953720ab4b9e3b5dcfe62988b70eb
https://app.any.run/tasks/e0dac8a4-222b-4c3d-aea0-0b581582ecd8/
https://www.vmray.com/analyses/8c628b192541/report/overview.html
https://1.bp.blogspot.com/-MSZ-QY2jDW8/Xr-s_y92CEI/AAAAAAAATFQ/8Kjz8WKphhEBUUlH5nIa9g1UOS2mTSKcACPcBGAYYCw/s1600/unlock3.png
https://securityintelligence.com/posts/X-Force-IRIS-Overcomes-Broken-Decryption-Mechanism-in-Jest-Ransomware/

http, Read to links:
L 3

+ Tweet + myTweet
ID Ransomware (ID as ***)
Write-up, Topic of Support
Added later: Write-up by X-Force IRIS (on May 15, 2020)

Petrovic, S!'Ri, Michael Gillespie
Andrew Ivanov (author)

X-Force IRIS

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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