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EXECUTIVE SUMMARY

The Maze ransomware, previously known in the community as “ChaCha ransomware”, was
discovered on May the 29th 2019 by Jerome Segura[1].

The main goal of the ransomware is to crypt all files that it can in an infected system and
then demand a ransom to recover the files. However, the most important characteristic of
Maze is the threat that the malware authors give to the victims that, if they do not pay, they
will release the information on the Internet[2].

This threat has not been an idle one as the files of one company were indeed released on
the Internet. Even though the company sued, the damage was already done. This is a
behavior increasingly observed in new ransomware[3], such as Sodinokibi, Nemty, Clop and
others.

It was highlighted last year[4] how ransomware would head in this direction to obtain money
from victims who may be reluctant to pay for decryption.

TELEMETRY MAP
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FIGURE 1. MAP OF MAZE INFECTIONS

INTRODUCTION

On the 29th of October a campaign distributing the Maze malware to Italian users was
detected. Historically, the malware has used different techniques to gain entry, mainly using
exploits kits, remote desktop connections with weak passwords or via email impersonation
or, as in the ltalian case, via different agencies or companies[5], i.e. the Italian Revenue
Agency. These emails came with a Word attachment that was using macros to run the
malware in the system.

The exploit kits used most often were Fallout and Spelevo[6].

The malware is hard programmed with some tricks to prevent reversing of it and to make
static analysis more difficult. This report covers these protections and the behavior of the
malware in an infected system.

The developers have inserted messages to provoke malware researchers, including the
email address of Lawrence Abrams, owner of “BleepingComputer”, who they contacted
directly. They are very active on social media sites such as Twitter.

McAfee protects its customers against the threats that we talk about in this report in
all its products, including personal antivirus, endpoint and gateway.

MAZE OVERVIEW
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The malware is a binary file of 32 bits, usually packed as an EXE or a DLL file. This report
focuses on the EXE file.

FileSize:  poosB200h (u] Overday:  no 00000000

£

M Exeinfo PE - ver0.0.4.7 by AS.L - 992+60 sign 2017.06.05 (o = =]
— pu) (=)

Entry Point : goo21990 00 EP Section : | text E} w

) FieOffset: 00020050 FirstBytes : E5.FB.FA.FD.FF
« Linker Info :  12.00 SubSystem : yindows GUI
®)

Image is 32bit executable RES/OVL: 0/ O %o 2019

== Unknown EXE 5td Compiler section [Smn ‘rt] [ Rip ]
Lamer Info - Help Hint - Unpadk info

Run Advanced Scan (plugin) or fry other Detector - http: //pid.gamecop @ @

FIGURE 2. INFORMATION ABOUT THE MALWARE

More information about the sample used in this report appears in this table:

Name maze.bin (sample name to make the analysis)

Size 373.248 bytes (can change between samples)

File-Type EXE 32 bits (can change between samples)

SHA 256 deeB63ffa251717b8e56a96e2f9f0b41b09897d3c7cb2e8159fchbDac0783611b
(changes between samples)

SHA1 31c3f7bh523e1e406d330958e28882227765c3c5e (changes between samples)

ol 1 1T R - 11-01-2019 (can change between samples)

TECHNICAL DETAILS

Maze is a complex piece of malware that uses some tricks to frustrate analysis right from the

beginning.

The malware starts preparing some functions that appear to save memory addresses in

global variables to use later in dynamic calls though it does not actually use these functions

later. Whether it is residual code existing in the entry point of the malware or a trick to
mislead researchers is up for debate.
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.text:a8481498
.text:a8481498
.text:00481498 MazePrepareFirstFunctionsInGlobalVarsFunction proc near

text:00481498 ; CODE XREF: .text:startlp

text:00481498 lea eax, HazeDeviceloControlFunction

text:o04014956 mou HazeGlobalUarForDeviceloControlFunction, eax
.text:00401498 lea eax, HazeHutexCheckAndCreatelfIsHeededFunction
text:o84a81401 mov HazeGlobalUarForHutexCheckAndCreatelfIsHeededFunction, eax
text:aB4B14A6 retn

.text:80481406 MazePrepareFirstFunctionsInGlobalVarsFunction endp

ook =RRLKLAA AL

FIGURE 3. SAVE ADDRESS OF FUNCTIONS TO USE LATER IN A DYNAMIC WAY

Later, the malware enters in a big block of trash code that also includes some elements to
decrypt strings and important information for later. The malware uses some tricks to detect
debuggers at this point.

The most important of those are:

A big use of the PEB field “/IsDebuggerPresent’. This field is a Boolean field that is filled
from Windows with 1 (True) if the application is running inside of a debugger or 0
(False) if it is not.

gext:afu21EM1 cmp ebx, 198h

text:B0421ELY jnz short loc_ 421E33

gext:A0421ELD mou ecx, large fs:38h ; get PEB structure
text:80421ES8 push ecx

text:@0421EG1 and eax, ecx

text:90421E53 ar edx, esi

text:00421ESS and dh, 48h

text:00421ES8 pop eax

dext:ioo421ES9 moy ah, [eax+2] ; IsDebuggerPresent
text:A0421ESC test ah, ah

text:00421ESE jz short loc_ 421E6GD

FIGURE 4. HIGH USE OF THE “ISDEBUGGERPRESENT” PEB FIELD TO DETERMINE IF
THE APPLICATION IS RUNNING IN A DEBUGGER

If the malware detects a debugger it will remain in an infinite loop without making anything
while wasting system resources.

C9ea6430da4... 50 783 KB C9eab43l...
cmd.exe *32 ] 108KE Procesad...
CErss. exe oa 2.038 KB

dwm.exe i 1.468KE  Administr...
explorer.exe an 53.592KE Ewplorado...

FIGURE 5. MAZE CATCHES THE DEBUGGER AND REMAINS RUNNING, WASTING
RESOURCES

4/36



The malware gets all processes in the system but ignores the first one (the ‘idle process’ in
Windows which is simply a tool to let the user know what percentage of system resources
are being used). Using the name of each process it makes a custom name with a custom
algorithm, along with a hash that is checked against a hardcoded list. If the hash is found in
this list the process will be terminated.

83C4 0OC add esp,iC
30 9205BOSS Cmp eax,55B00592

~ FE 73 jle c9eadc430dader2be72ce2deseecadel3. 413920
3D EBOST7O62 Cmp eax,&27005EE

~ OFBE 285010000 jle co9eaec430dader2ber2cezoeseacadel3. 4139E0
3D Z2FOGEOGD Cmp eax,&eDEOO&ZF

~ OFBF 2A020000 jg c9eac430dader2ber2ce29etcecadenl. 413AED
30 ODOGBEGE cmp eax,&BE8B0&0D
89F5 mov ebp,esi

~ OFBE 7DO40000 jle Co9eac430dad4erZberZ2cezaeseecadens. 413040
30 23061060 cmp eax,&eD100623

~ OFBF C2080000 jo c9eac420da4er2ber72ce29et6ecaden. 414190
3D OEOG&856E Cmp eax,&BS88060E

~ OF84 0ADADDDOD je c9eac430daderzbe72cezdes secadens. 4142F0

» 75 04 jne C9eae430daderZzber2cez9eseecadens. 4138EC
1C 12 sbb al,1z
0000 add byte ptr ds:[eax],al

~ 75 0OA jne c9eag430dader2bs72cezdeseecads03. 4138F8

v 74 04 Jje c9eae430dader2zber2cezoaeseecadelds. 4138F4

FIGURE 6. CHECK OF HASHES FROM CUSTOM NAME OF THE PROCESSES OF THE
SYSTEM

For example, the process of the debugger “x32dbg”, is caught at this point:

v 75 10 jne coeag430dader2be72ce29es 6ecade0s. 413F3C »|[ide Fru
je_c9ea6430date72b672ce29e56ecadsn3. 413F38
d >

4 0A
FF15 FCCD4300 €@l dword ptr ds:[<Exi
26:0800 or byte ptr es:[eax],al meax e aa
P a1
0000 add byte ptr ds:[eax],al EDX 00000000 . "
3D 38056250 cmp eax,50620538 EBP  0O55FD54 L"x3zdbg. exe’
-~ OFB4 = o ecadnd. 4142F0 ESP  0055FD2C

67 2TE25ES 61
v 75 04 ne cgeas430daterzbe7zce29es 6ecade0s. 413F 4D EST  0055FD54 L"x32dbg. exe”
8826 mov byte ptr ds:[esi],ah esi:L"x32dbg. exe” EDI 00050000 L"Z23F@E/GZG"

tProcess:]

/

50620538

| W

FIGURE 7. X32DBG PROCESS CAUGHT BY THE MALWARE WITH THE HASH

It can terminate IDA debugger, x32dbg, OllyDbg and more processes to avoid dynamic
analysis, close databases, office programs and security tools.

A partial list of the processes that can be cracked using a dictionary list terminated by the
malware is shown below:

dumpcap.exe -> 0x5fb805c5
excel.exe -> 0x48780528
fiddler.exe -> 0x5e0c05b1
msaccess.exe -> 0x6a9c05ff
mysqld-nt.exe -> 0x79ec0661
outlook.exe -> 0x615605dc
pipanel.exe -> 0x5fb805c4
procexp64.exe -> 0x78020640
procexp.exe -> 0x606805d4
procmon64.exe -> 0x776e0635
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procmon.exe -> 0x600005c9
python.exe -> 0x55ee0597
taskkill.exe -> 0x6¢c2e0614
visio.exe -> 0x49780539
winword.exe -> 0x60d805d5
x32dbg.exe -> 0x5062053b
x64dbg.exe -> 0x50dc0542

This short list shows the name of the process to kill and the custom hash from the special

name generated from the original process name.

00401AFD
00401804
00401B06
00401EB0E
00401B0D
00401B10
00401EB16
00401B18
00401B1A
00401B1C
00401B20
00401823
00401B29
00401B2E
00401B2E
00401

i

| 00401E3
| 1--—-#|[D0401B39
1 ®| 00401B3E
1 ®| 00401B3C
| L---re | D0401B3E
! ®| 00401B44
i ®| 00401B45
i ®| 00401B46
] ®| 00401B47
! ®| 00401B48
! ®| 00401B49
' ®| 00401B4A
¥ 00401B4C
T
1
1
1
1
1
1

Pmmm o e

00401B52

00401B57
00401B5E
00401B5E

L]

L

-

L
@ 00401B65
—————— >® | 00401B67
| 00401B6A
#®| 00401B6E
& 00201B72
@ 00401B75
& 00401B77
1= === & 00401B79
& 00201B7F
| 00401B83
@& 00401BET
----#(00401E83
| 00401BEF
®| 00401E94
®| 00401E3E

SBAC24 20080000
53D5

BE 71BOO7EBO
F7E&

C1EA OF

69C2 F1FFOOOOD
293

89CE

F7EG

BB7424 04
C1EA OF

63C2 F1FFOOO0OD
29C1

BB3C24

C1E1 10

0303

3IB4C24 14

74 2ZE

75 04

92

2300

00BE 5C24184E
47

47

43

43

43

43

85F6

0OF85 3EFCFFFF
ES 57010000
8B7424 04
8B3C24

BBACZ24 30080000
EB C7

OFB707

8B4C24 08
BB5424 0OC
SBO0481

01ES

39D0

0OF8z 31010000
8B4C24 10
035400 7C
39D0

OF83 21010000
B3 QOFCFFFF

662E:0OF1FB400 00000000

mov ebp,dword ptr ss:[fesp+320]
mov eax,ebx

mov esi,80078071

mul esi

shr edx,F

imul eax,edx,FFF1

sub e2bx,eax

MoV eax,ecx

mul esi

mov 251 ,dword ptr ss:fesp+4f])
shr edx,F

imul eax,edx,FFF1

sub ecx,eax

mov 2di,dword ptr ss:fespl
hl acy 10

or ecx,ebx
cmp ecx,dword ptr ss:fesp+i4]

je c9eac430dade7zber2cezoeseecadsis. 401B67

jne c3eac430dad4er2be72ce29es6ecade0l. 401B3F
xchg edx,eax

and e=ax,dword ptr ds:[eax]

add byte ptr ds:[ebx+4E18245C],c1

inc edi

inc edi

inc ebx

inc ebx

inc ebx

inc ebx

test esi,esi

jne c9eac430dad4er2be72cez29e56ecadan3. 401750
jmp c9eas430daderzber2cez9essecadsns. 401CAE
mov 251 ,dword ptr ss:fesp+4]

mov edi,dword ptr ss:[fespl

mov ebp,dword ptr ss:fesp+530]

jmp c9eas430da4erzberzcezoeseecadens. 401B2E
movzx eax,word ptr ds:[edi]

mov ecx,dword ptr ss:[fesp+E]

mov edx,dword ptr ss:fesp+Cf)

mov eax,dword ptr ds:[ecx+eax=4]

add eax,ebp

cmp eax,edx

jb c9eas430daderzber2cezoeseecadsns. 401CED

mov ecx,dword ptr ss:fesp+10]

add edx,dword ptr ss:[febptecx+7C]

cmp 2ax,edx

jas c9eas430dad4erzber2cez9eseecads0s. 401CE0
mov ecx,FFFFFCO0

nop word ptr cs:[eax+eax],ax

nop

eCcu=52370762
dword ptr [esp+14]=[00S55F09C]=52370762

FIGURE 8. TERMINATEPROCESS FUNCTION TAKEN FROM THE EXPORT ADDRESS
TABLE (EAT) OF KERNEL32 AND PASSING THE HASH NAME CHECK

The malware will kill the process with the function “TerminateProcess” that it gets from the

EAT (Export Address Table) of the module “kernel32.dll” to increase obfuscation, comparing

the name with a custom hash taken from the name in high caps.
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68 04444100
FF15 B8C04300
D118
0000
53
&8 A2050000
68 1FDOSF2F

0000000
6865 72 €E

FF75 04
EA 1300000F 85E8
DOFE

FF7404 9F

1400

0047 1E

0000

EF

1F

0000

)

11 00
0081 12000002
0F000D

17
1000
004F 11

72067 414404

ringh=]

tr ds: [
ds: [ebx],1
ds:[eax],al

rer dwor
add byte pt
push ebx

esiiL"x32dbg. exe”

edi:L"Z23FeE/GZG

| mide Feu

EAX  76FED7D2
EBX  000000CO
<ckernels:

ernels2
L"x32dbg
ESI  0055FDS4 L x32dbg.
EDI 00050000 L"223FGE/G26"
EIF  004143Fs

EFLAGS 00000202
zF o AF

OF 0 SFO DFO
CFo TFO IF1

=]

Lasterror 00000057
Laststatus C000000D

GS 0028 FS 0053
ES 0028 DS 0028
€5 0023 55 0028

<kerne132, Terminateprocess>

C5eas4300a4e72b672CE2 965 6eCadE0s. D04143FE

ST(0) 00D00000DOODODDDOODO X870 EMPTY 0.0DOODOO0D0DDO0000D
ST(1] 00000000000D00000000 X87FL EMPEY 0.000000000000000000
ST(2) 00000000000000000000 X87rZ EMPLY 0.000000000000000O0D
ST(3) 00D0D000DOODODDDOODO X87rE EMPLy 0.0DOODOD0ODDO0O00D
ST(4) 00DOD00ODDODODDDOODO X87F4 EMPTY 0.0DOODOO0DODDOOOD0D
ST(5) 00000000000D000D000O X87r5 Empty 0.0D000000DO0OOOO00D
ST(6) 000000000D0D000DO0OO X87F6 EMPTY 0.00000000000DOOOO0D
ST(7) 00DODD0ODDODODDDOODO X87F7 EMPETY 0.0DOODOO0DODDO0OD0D

FIGURE 9. CALL TO TERMINATEPROCESS IN A DYNAMIC WAY TO OBFUSCATE THIS

CALL

The malware calls Windows functions in a unique way to aid obfuscation, i.e. getting the first
process in the system to use the function “Process32FirstW”. However, instead of calling it
directly, it puts the parameters needed for the function on the stack, followed by a memory
address with a “push” opcode and then makes a direct jump to the Windows function. When
the function ends, Windows makes a “ret” opcode then gets the last memory address that
the malware pushed inside the stack, returning to this address and continuing the flow. An
example of this can be seen in this image:

004134585
00413459
D041345B
0041345F
00413467
00413468
D041346C
00413471
00413477
00413479
0041347C
0041347E
00413484
00413486
00413488

40
75 FS
8D4424 04

C74424 04 2C020000

50
FF7424 04
658 95344100

OFEB4 BD720200

75 04
B01z 00
000oF

8581 72020074

04 Al
0200

0025 06000049

inc eax

jne c9eae430dader2berF2ce29eseecadens. 413450
Tea eax,dword ptr ss:|[esp+4]]
Imow dword pir ss:flesp+ 4l 32

push eax
push dword ptr ss:|[[esp+4]

je <IMP.&Process32Firsth

push C92as430dad4er7zbe72ce2aes6ecaden. 413495

adc byte ptr ds:[edx],0
add byte ptr ds:[edi],cl

add al,al
add eax,dword ptr ds:[eax]
add byte ptr ds:[49000006]

Jjne c9eaed430dade72ber72cez29ateecade0z. 413470

test dword ptr ds:[ecx+74000272] ,eax

yah

FIGURE 10. HIGH OBFUSCATION TO TRY TO SLOW ANALYSIS AND MAKE IT MORE

DIFFICULT

Another ploy utilized by the malware (depending of the sample) is to get the function

“‘DbgUIRemoteBreakin”, using the function “GetProcAddress”, before employing a trick to
avoid having a debugger attach to it in runtime[7].

Summary | 2,551,142 calls | 93676 MB used | maze.exe

o 44 | e [700 )0 e RO

£ Time of Day Thread Module AFT
79 5:52:44.393 PM 2 KERMELBASE.dII RtlInitUnicodeString { 0x02c4fad4, “ntdil.dil”)
80 5:52:44.393 PM 2 KERMELBASE.dII LdrGetDliHandle (1, MULL, 0x02c4fad4, Oud2cdfadc)
81 55244 398 P 2 KERMELEASE dil BHIES Lini daStri ’{] :\":Iff:\?}
GetProcAddress | 0x778e0000, "DbgUiRemateBreakin” )
83 5:52:44.393 PM 2 KERMELBASE.dII RilInitString { 0x02c4felc, "DbgUiRemoteBreakin®)
84 5:52:44,393 PM 2 KERMELBASE.dII E‘"'LdrGetProcedureAddress [ 0x778e0000, 0x02cdfelc, 0, 0xd2c4fe30 )
35 5:52:44 393 PM 2 maze,.exe VirtualProtect { 0x01d&cd90, 1, PAGE_EXECUTE_READWRITE, 0x02c4fflc)
86 5:52:44,398 PM 2 KERMELBASE.dII E‘---I‘vltProtect'\:'irtuall‘.-1emory [ GetCurrentProcess(), 0x02cdfedd, 0xd2cdfel,
&7 5:52:44.393 PM 2 maze.exe VirtualProtect { 0x01d6cd90, 1, PAGE_EXECUTE_READWRITE, 002 c4f20 )
88 5:52:44,398 PM 2 KERMELBASE.dII E‘---I‘vltProtect'\:'irtuall‘.-1emory [ GetCurrentProcess(), 0x02cdfedd, 0xd2cdfel,

Q, Return Value Error

STATUS_SUCCESS

STATUS_SUCCESS
TRUE

. P STATUS_SUCCESS
TRUE

. P STATUS_SUCCESS

Duration

0.0000002
0.0000010
0.000000&

oqrorse | 00000z

0.0000003
0.0000013
0.0000035
0.0000028
0.0000013
0.0000007
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FIGURE 11. GET DBGUIREMOTEBREAKIN USING GETPROCADDRESS TO AVOID
HAVING A DEBUGGER ATTACK IT

The trick used here is “VirtualProtect” to give the function memory address of
“‘DbgUIRemoteBreakin” permission to write to it:

~ OFB85 54640000 jne <JMP.&T1sGetvalue>
stosd
1D 00000FOD sbb eax,DOFO000
0000 add byte ptr ds:[eax],al
B3 0B mov bl,EB B:'W
0000 add byte ptr ds:[eax],al
3226 xor ah,byte ptr ds:[esi]
0000 add byte ptr ds:[eax],al
C8 0000 00 enter 0,0
D31400 rcl dword ptr ds:[eax+eax],cl
0067 OB add byte ptr ds:[edi+B],ah
0000 add byte ptr ds:[eax],al
89C7 mov edi,eax
89ED mov eax,esp
0424 00000000 oy chenrd orp co-Fecod o
50 push eax
6A 40 push 40
6A 01 push 1
57 push edi
68 FE424300 push maze.4342FE
~~0F84 7C&40000 je <IMP.&VirtualProtects> |*
| 75 04 Jne maze.4342D0 | &
=T i —ferriyes
004342CF 000F add byte ptr ds:[edi],cl
004342D1 8570 &4 test dword ptr ds:[eax+64],es1
004342D4 0000 add byte ptr ds:[eax],al
004342D6 ~| 74 0A je maze.4342E2
004342D8 FF15 CCCO4300 €all dword ptr ds:[<&wWaitForSingleObjec N
nnazasne ce nnn_adi

4 [0

GC W Fru oArw
OF 0 S5F 0 DF O
CF 0O TFO IF1

LasteError 00000057
Laststatus CO0Q0000D

GS 002B F5 0053
ES 002E DS 002B
€S 0022 55 002B

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
ST({7) 00000000000000000000

x87Tagword FFFF

X87TW_0 3 (Empty) XB7TW_1
X87TwW_2 3 (Empty) XB7TW_3
X87Tw_4 3 (Empty) XBTTW_5S
X87TW_6 3 (Empty) XBTTW_7

X87r0 Empty
X87ri Empty
X87r2 Empty
X87r3 Empty
x87r4 Empty
X87r5 Empty
X87r& Empty
X87r7 Empty

(Empty)
(Empty)
(Empty)
(Empty)

W

PREOOEO0

000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000
000000000000000000

ect>

ze.exe: §342C4 #336C4

FIGURE 12. GIVE WRITE

PERMISSIONS IN MEMORY

Default (stdcall)

T Lespr
: [esp+B8] 00000001
: [esp+C] 00000040
: [esp+10] O01EDFFI1C
: sp+14] 00000000

After gaining permission, which is granted only for 1 byte, the malware patches this byte with
a 0xC3 value (the opcode of “ret”) and restores the previous permissions with
“VirtualProtect”, again in the same address and byte, removing the write permission.

SU =325
Ce07 C3 mov byte ptr ds:[edi],

0043431E 5O C=38) S

0043431C FF7424 04 push dword ptr ssiflesp+4]

00434320 &4 01 push 1

00434322 57 push edi

00434323 &8 60434300 push maze. 434360

00434328 ~ 0OFE84 18640000 je <IMP.&virtualProtect=

0043432E « TR 04 jne maze. 434334

00434330 SC pushfd

00434331 TEOT L= e Ep e e ) e v

00434333 000F add byte ptr ds:[edil,cl

00434335 BLOCGE4 test dword ptr ss:lespl,ecx

00434238 o000 add byte ptr ds:[eax],al

00434334 ~ T4 04 je maze.434340

0043433C 8923 mov dword ptr ds:[ebx],esp

0043433E 0000 add byte ptr ds:[eax],al

00434340 96 xchg esi,eax

00434341 0100 add dword ptr ds:[eax],eax

00434343 00AE 1D0000DZS add byte ptr ds:[ebx+2300001D],ch

00434249 2000 and byte ptr ds:[eax],al

0043434E oo0cC4 add ah,al

00434340 0200 add al,byte ptr ds:[eax]

0043434F 009419 OO000OEBDO add byte ptr ds:[ecx+ebx+EB0000],d1

00434356 o000 add byte ptr ds:[eax],al

00434358 AL mowvsd

00434359 1200 adc al,byte ptr ds:[eax]

00434358 00AG6 1E0Q000BE add byte ptr ds:[esi-74FFFFEZ],ah

00434361 06 push es

00434362 S9F1 mov ecx,esi

00434364 &4 01 push 1

00434366 &8 BE434300 push maze.43438E

0043436 FF20 jmp dword ptr ds:[eax]

00434360 &8 BA434300 push maze. 434384

00434372 ~ 0OF84 66620000 je <IMP.&animatewindows

00434378 ~« 0OF8: 60620000 jne <IMP.&Animatewindows=

0043437E 9B fwait

0043437F )3 push cs

00434380 0000 add bwvte ptr ds:leax1.al

FIGURE 13. PATCH THE FUNCTION WITH A RET OPCODE AND RESTORE MEMORY

PERMISSIONS




This is done to avoid having a debugger attach to it in runtime. This way, when a debugger
attaches to the process internally, the system calls this function but, instead of creating a
thread to start the debugging, the “ret” opcode forces the function to return without creating
it. In brief, it prevents a debugger from being attached correctly. It is done before
enumerating the system process.

The malware checks the language of the machine with function
“GetUserDefaultUILanguage” and saves the value in the stack; it is not checked
automatically after the call, but it is important later.

Maze creates a mutex with the name “Global\x” where x is a special value that is unique per
machine. For example, in the next screenshot (some information has been deleted to
anonymize the machine used for the analysis) is an example of this behavior. It is done to
avoid two or more executions at the same time.

# Time of Day Thread Module AP g
19906  S5249.774PM 2 KERNELEASE.dIl L-RtlinitAnsiStringEx { 0x02cdebdc, Tkerne32.dII")

19907  5:5249.774PM 2 KERNELBASE.dIl - RilAnsiStringTaUnicadeString { 0x)2chebfd, Dx02ctebac, TRUE )

19908  S5249.774PM 2 KERNELBASE.dll i~RtlInitUnicodestring [ 0x0 . kerne32.d1I" |

19909  S5Z49774PM 2 KERNELBASE.dIl i-LdrGetDIlHandle (1, , Ox02¢4 €68 )

19910  S5249.774PM 2 KERNELEASE.dIl ‘-RtlFreeUnicodeString [ Ox

19911 5:52:49.774 PM 2 maze.exe C

19913 5:52:49.774 PM 2 KERMELEASE.dII es
19914 5:52:49.774 PM 2 KERMELBASE.dII tant TANT_ALL_ACCESS, Dx02c4f638, FALSE)
19915 5:52:49.774 PM 2 KERNELBASE.dII L RtlSetlastWin32Error  ERROR_SUCCESS )
19916 5:52:49.774 PM 2 maze, exe GetlastError ()
19917 5:52:49.774 PM 2 maze.exe GetlastError ()
19913 5:52:49.774 PM 2 maze.exe 12, MEM_COMMIT | MEM_RESERVE, PAGE_READWRITE )
19919 5:52:49.774 PM 2 KERMELBASE.dIl e [ GetCurrentProcess(), 0x02c4f654, 0, Ox02c4f
19920 5:52:49.774 PM 2 maze. exe ), MEM_RELEASE )
19921 5:52:49.774 PM 2 KERMELBASE.dII y ( GetCurrentProcess(), 0x02cdfadc, 0x0

< I, KR .

#  Type MName Pre-Call Value Post-Call Value E|

1 LPSECURMY AT.. & ¢ IpMutextttributes NULL NULL

2 BOOL @ binitialOwner FALSE FALSE

3 LPCTSTR H @ IpName 0x02c4f770 “Glabal\9b4e03 0x02c4f770 “Global'9b4ed

HANDLE < Return 0x00000238

FIGURE 14. CREATION OF A MUTEX TO AVOID DOUBLE EXECUTION. UNIQUE PER
MACHINE

The malware, after creating the mutex, makes calls to the function “GetLastError” to check
against two errors:

e 0x05 -> ERROR_ACCESS_DENIED. If the malware gets this error, it means that the
mutex already exists in the system but, for some reason, the malware cannot access it
(perhaps privileges, policies, etcetera).

e Oxb7 -> ERROR_ALREADY_EXISTS. If the malware gets this error, it means that the
mutex already exists in the system and can be accessed.

If either of the above occur, the malware remains in execution but does not crypt any files in
the system or use any resources of the machine. It means that it will appear in the program
list using 0% of the processor.
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The mutex value changes either per sample or on a periodic basis to avoid the possibility of
vaccines being made against it. The malware also has a command to avoid the ‘problem’ of
vaccines which will be explained later.

After the mutex, the malware checks the language previously saved in the stack against, for
example, language 0x419 (Russian from the Russian Federation, ru-RU[8]).

The checks are done in an obfuscated way within the jumble of the code that the malware
has (in the virtual machine used here the Spanish language of Spain (es-ES) was used; it is
the code 0xCOA that appears in the stack in the screenshot):

®| 0042A03D E1 05 loope maze. 42A044
®| 0042A03F o000 add byte ptr ds:[eax],al
| 0D42A041 D11E add dword ptr ds:[esi],ebx
®| 00424043 0000 add byte ptr ds:[eax],al
& || 0042A045 4E dec esi
®| 00424045 0800 or byte ptr ds:[eax],al
®| 00424048 D051 19 add byte ptr ds:[ecx+13],d1
®| 0042A04E 0000 add byte ptr ds:[eax],al
®( D042A04D ~ EB 19 jmp maze.42A068
®| 0042A04F 0000 add byte ptr ds:[eax],al
®| 0042A051 SE pop esi
®| 00424052 16 push ss
| 0042A053 0000 add byte ptr ds:[eax],al
®| O042A055 99 cdqg
®| 0042A056 2000 and byte ptr ds:[eax],al
®| 0D42A058 D065 10 add byte ptr ss:[lebp+1ofl,ah
®| 0042A05E 0000 add byte ptr ds:[eax],al
®| 0D42A05D 291400 sub dword ptr ds:[eax+eax],edx
®| 004ZA060 00oF :Tedi],cl
e 00428062 BT SO mov bh,50
> » || DD42A064 ZE: B1FA 19040000 cmp edx, 419
[EEEEEE e D042A06E ~ OFE84 51090000 z
| r----#| 00424071 « 75 04 jne maze.42A077
] e || DD42A073 99 cdqg
0 ®| 00424074 0800 or byte ptr ds:[eax],al
| t--—re || 0D42A076 0075 33 add byte ptr ss:[ebp+3z],dh
| r-—--% 0o042A079 w74 04 12 maze.42A07F
| L--—re| 0042A07E oD 25000068 or eax,e&B000025
i ®| 0042A080 AB AD test al,al
i ®| 004240582 42 inc edx
0 ®| 0D42A083 D00F add bwte ptr ds:[edi]l,cl
I ®| 00424085 54C0 test al,al
! ®( D042a8087 05 O1000FEE add eax,850F0001
1 ® | 0042A08C EA 05010076 mov edx,shell3z. 76000105
: ®( 004248091 1t OOOOSEL2 adc eax,125E0000
i ®| 00424096 0000 add byte ptr ds:[eax],al
! ®| 0042A095 D315 rcr dword ptr ds:[eax],cl
I ®| 00424094 0000 add byte ptr ds:[eax],al
: ®( D042A03C 14 13 adc al,13
i ®| 0042A09E 0000 add byte ptr ds:[eax],al
i e 0osza040 FE sti
! ®| 0042A0A1 a7 pop es
I ® (| D04ZA0AZ 0000 add bwte ptr ds:leaxl.al
! 4| 1
BE
edx=C0A L &’
419 L'R"
LText:0042A064 maze.exe: $2A064 #29464
B4 Dump 1 by Dump 2 | iy Dump 3 | B Dump 4 | Wy Dump 5 | 3 watch 1 | lx=] Locals | ' Struct |
Address | Hex ASCIT
000D002E |0A OC OA OC |00 00 00 00|00 OO0 CF 38(61 2F 00 O00|k....nuuu. Is8a/
OCODOO3ZE (Q0D Q0 OO0 Q0|00 Q0 00 OOl 00 00 00 00|00 00 OO D0 @ v e eenannnsns
000D004E | 00 00 OO0 00|00 00 OO0 00|00 OO 00 OO[(00 OO0 DO OO ... .o unnaaans

FIGURE 15. CHECKING THE LANGUAGE AGAINST THE RUSSIAN LANGUAGE FROM
THE RUSSIAN FEDERATION

If the language matches any of those in the list below, the malware will clean the memory
and exit the main thread without wasting any resources or making any files.
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e 0x419 -> ru-RU (Russian from Russian Federation)

o 0x422 -> uk-UA (Ukranian from Ukraine)

e 0x423 -> be-BY (Belarusian from Belarus)

e 0x428 -> tg-Cyrl-TJ (Tajik (Cyrilic from Tajikistan)

e 0x42B -> hy-AM (Armenian from Armenia)

e 0x42C -> az-Latn-AZ (Azerbaijani (Latin from Azerbaijan))

e 0x437 -> ka-GE (Georgian from Georgia)

e Ox43F -> kk-KZ (Kazakh from Kazakhastan)

e 0x440 -> ky-KG (Kyrgyz from Kyrgyzstan)

o 0x442 -> tk-TM (Turkmen from Turkmenistan)

o 0x443 -> uz-Latn-UZ (Uzbek (Latin from Uzbekistan))

e 0x444 -> tt-RU (Tatar from Russia Federation)

¢ 0x818 -> ro-MD (Romanian from Moldova, NOT Romanian from Romania!)
e 0x819 -> ru-MD (Russian from Moldova)

e 0x82C -> az-Cyrl-AZ (Azerbaijani (Cyrilic from Azerbaijan))

e 0x843 -> uz-Cyrl-UZ (Uzbek (Cyrilic from Uzbekistan))

e Ox7C1A -> sr (Serbian)

e 0x6C1A -> sr-Cyrl (Serbian in Cyrilic)

e 0x1C1A -> sr-Cyrl-BA (Serbian (Cyrilic from Bosnia and Herzegovina))
e 0x281A -> sr-Cyrl-RS (Serbian (Cyrilic from Serbia))

e Ox81A -> sr-Latn-CS (Serbian (Latin)) (this language code starts from Windows Vista)

The malware tries to delete the shadow volumes in the system using the “wmic.exe” program
with the switches “shadowcopy” and “delete”. Prior to this, the malware gets the function of
“WoW64DisableWow64FsRedirection” with “GetProcAddress” and uses it to avoid
redirection by default in 64-bit operating systems and calls it in a dynamic way.

The malware tries to delete the shadow copies two times, once before crypting the files in
the infected system and secondly after crypting them.

This execution is done with the function “CreateProcessW” but, to increase the level of
obfuscation, the malware is launched with this command:
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# Time of Day Thread Maodule APL \,k Return Value Errar Duration

52536  5:52:52862PM 2 KERNELBASE.dIl “-LdrGetDIIHandle (1, NULL, 0x02c4ecd5, 0x02cdecl0) STATUS_SUCCESS 0.0000021
52537 5:52:52.862 PM 2 maze.exe GetProcAddress [ 0x76f40000, "Wowe4DisableWowb4FsRedirection™) OxTefode20 0.0000238
52538  5:52:52862PM 2 KERNELBASE.dIl - RElInitString [ 0x02c4f0ac, "Wowe4DisableWows4FsRedirection” ) 0.0000004
52539  5:52:52862PM 2 KERNELBASE.dIl - LdrGetProcedureAddress ( 0x76740000, 0x02c40ac, 0, 0x02c40¢0 ) STATUS_SUCCESS 0.0000023
52540 5:52:57.8R2 PI 2 MA7E.PYE Wiowhd DisableWowhdFeRedirection [0u02 cAf1§0 ) TRLIF 0.0000013
4 CreateProcessW | NULL, ""Chydw'\fdyqgg\..\..\Windows\nk\oykb..\..\system... m
52542  5:52:52862PM 2 kernel32.dll -RUFC
52543  5:52:52862PM 2 kernel32.dll S CreateProcessW
52544  5:52:52.862PM 2 KERMELBASE.dll - Rilacg Module LENEEzG
Category Process
52545  5:52:52862PM 2 KERNELBASE.dIl - RtlRel
52546  5:52:52862PM 2 KERNELBASE.dIl - RtlAllg
52547  5:52:52862PM 2 KERNELBASE. dll - Rtlacg | CreateProcessW(
52548 5:52:52.862 PM 2 KERMELBASE.dII - REIGu “Chydwhfdyggh. . \Windows\nk\oykb', . \system3 2y hox\. . wbemi\knbnjifxul. . \wmic.exe” shadowcopy delete”,
52549 5:52:52862PM 2 KERNELBASE. dll - RitlFre :ﬂtt
52550  5:52:52862PM 2 KERNELBASE.dIl - RtlAllg FALSE,
52551  5:52:52862PM 2 KERNELBASE.dIl - RtIQu %ULk
52552  5:52:52862PM 2 KERNELBASE.dIl - RtlRel NULL
Dozctzac ]
Pre-Call Value Paost-Call Value L

FIGURE 16. DELETION OF SHADOW COPIES IN THE INFECTED SYSTEM WITH THE
WMIC COMMAND

As you can see in the image above, the malware uses a command with the name of folders
that do not exist by default in Windows, except “Windows”, “system32” and “wbem”. It enters
these folders but then promptly exits them using the command “..”, meaning it returns to the

previous folder in the path.

For example, in the beginning it enters the folders “ydw” and “fdygg” but later returns to the
root of the Windows installation unit with two “..” commands that lead to “C:\” in this case. It
later concatenates with the “Windows” folder and continues with the same behavior to finally
enter into “system32” where it calls the “wmic.exe” program with the switches to delete the
shadow volumes. This is done to try obfuscating this call, though such suspicious behavior
may cause an antivirus program to stop it anyway, but it is proof that the malware coders

have skills in programming and a good understanding of Windows behavior.

It is important to understand that this “path” used in the command with non-existent folders is
random and does not need to use the same number of folders to make the obfuscation.

After the deletion process, the malware gets the function
“Wow64RevertWow64FsRedirection” using the function “GetProcAddress” and calls it in a
dynamic way to leave the system in the same state as before.
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52683 5:52:52.862 PM 2 KERMELEBASE.dII E‘---I‘»ltCIose [ 00000030 ) STATUS_SUCCESS 0.0000009
52654 5:52:52.862 PM 2 maze.exe CloseHandle { 0x000003bc ) TRUE 0.0000013
52685 5:52:52.862 PM 2 KERMELEBASE.dII E‘---I‘»ltCIose [ 0x:000003bc ) STATUS_SUCCESS 0.0000007
52686 5:52:52.862 PM 2 maze.exe GetModuleHandleW [ “kernel32" ) 0x76f40000 0.0000037
52687 5:52:52.862 PM 2 KERMELEBASE.dII RtlnitUnicodeString ( 0x02cdecdd, “kernel327) 0.0000003
52685 5:52:52.862 PM 2 KERMELEASE.dII >LdrGetDilHandle (1, MULL, 0x02cdecds, 0x02cdedO ) STATUS SUCCESS 0.0000021
52680 | 5:5252862PM |2 |mazeexe | GetProcAddress (076730000, Wows4RevertWows4FsRedirection’ ] lowreiédess | |o.0000033
52690 5:52:52.862 PM 2 KERMELEBASE.dII -~ Rillnit5tring [ 0x02c4flac, "Wowb4RevertWowb4FsRedirection™) 0.0000003
52691 5:52:52.862 PM 2 KERMELEBASE.dII *LdrGetProcedureAddress ( 0x76f40000, 0x02c4f0ac, 0, 0x02c4f0 a0 ) STATUS_SUCCESS 0.0000010
52692 5:52:52.862 PM 2 maze.exe Wowb4RevertWowa4FsRedirection [ MULL ) TRUE 0.0000006
52693 5:52:52.862 PM 2 maze.exe VirtualFree [ 0x03560000, 0, MEM_RELEASE ) TRUE 0.0000041
52694  5:52:52.862PM 2 KERMELBASE.dII L-NtFreeVirtualMemory [ GetCurrentProcess(, 0x02c4f098, Dx02c4709¢, M...  STATUS_SUCCESS 0.0000033
52695 5:52:52.862 PM 2 maze.exe VirtualFree  0x01f00000, O, MEM_RELEASE } TRUE 0.0000025
52696 5:52:52.862 PM 2 KERMELEBASE.dII E‘-"NtFree'\:'irtuall‘.-1emory [ GetCurrentProcess(), 0x02c4f098, 0xd2c4f09¢, M...  STATUS_SUCCESS 0.0000019
52697 5:52:52.862 PM 2 maze.exe GetTickCount { ) 783547781 0.0000003
52695 5:52:52.862 PM 2 maze.exe GetModuleHandleA [ “kernel32.dII" ) 0x76f40000 0.0000111
52699 5:52:52.885 PM 2 KERMELEBASE.dII RilInitAnsiStringEx ( 0x02c4f0be, “kernel32.d1I7) STATUS_SUCCESS 0.0000005
FIGURE 17. RECOVER THE FS REDIRECTION IN 64-BIT OPERATING SYSTEMS
Maze affects network resources too, using the functions “WNetOpenEnumW?,
“WNetEnumResourceW”, “WNetCloseEnum” and “WNetAddConnection2W”.
| J summary | 2,551,142 calls | 93676 MBused | maze.exe
H- a0 & = o R | N e R NG R i
# Time of Day Thread Maodule APL \.& Return Value Error
56663  ;:52:53.251PM 17 KERMELBASE.dll | RtlAllocateHeap | 0x00290000, 0, 422 ) 0x002¢9168
56664 55253251 PM 17 KERMELBASE.dll -LdrLoadDIl { "CAWindows\System32; C\Windows\system32;,C\Win...  STATUS_SUCCESS
56665  :52:53.251PM 17 KERMELBASE.dll RtIFreeHeap ( 0x00290000, 0, 0x002c9168 ) TRUE
56666  :52:53.251PM 17 MPR.glI “-RtlReleaseResource | 07491163 )
56667  5:52:53.251PM 17 maze.exe virtualAlloc { MULL, 16384, MEM_COMMIT | MEM_RESERVE, PAGE_READW...  0x044d0000
SeE6s 5:52:53.251 PM 17 KERMELBASE.dII NtAllocateVirtualMemory | GetCurrentProcess(), Ox046cfded, 0, 0x046cf...  STATUS_SUCCESS
56669  5:52:53.251PM 17 maze.exe | WHetEnumResourceW (0x003033b8, 0x046 cfefe, 0x044d0000, Ox046cfefd ) \ ERROR_SUCCESS
56670  :52:53.251PM 17 ntlanman.dil - RtlEnterCriticalSection ( 0x72ed1170 ) STATUS_SUCCESS
56671  :52:53.251PM 17 ntlanman.dil e STATUS_SUCCESS
WNetOpenEnumW  RESOURCE_GLOBALNET, RESOURCETYPE_DISK, RESO... | ERROR_SUCCESS | |
56673 55253251 PM 17 MPR.dII —WaitFarsingleObject [ Ox00000088, 0) WAIT_TIMEQUT
56674 55253251 PM 17 KERMELBASE.dll L-NtWaitForSingleObject ( 0x00000083, FALSE, 03046 cfbed ) STATUS_TIMEOUT
56675 5253251 PM 17 MPR.dlI RtlAcquireResourceShared ( 0x74f9f168, TRUE) TRUE
56676  5:52:53.251PM 17 MPR.dlI -~ RtlnitUnicodestring ( 0x046 cfd6e,
56677  :52:53.251PM 17 MPR.dII -~ LocalAlloc [ LMEM_FIXED, 16 ) 0x002fb170
56678 55253251 PM 17 KERMELBASE.dll L-RtlAllocateHeap | 0x00290000, HEAP_CREATE_ENABLE_EXECUTE |10... 0x002fb170
q i ) |[56679  5:5253.251PM 17 wksli.dll ~NdrClientCall2 { 0x72¢91¢ 2e91eba, ) { Pointer = NUL...
|
#  Type Name Pre-Call Value Post-Call Value =] Q S E EI2 EI4 EIE BQ
1 DWORD @ dwScope RESOURCE_GLOBALMET RESOURCE_GLOBALMET 0000 00 Bc ze 00
2 DWORD @ dwlype RESOURCETYPE_DISK RESOURCETYPE_DISK
3 DWORD @ dwlsage RESOURCEUSAGE_ALL RESOURCEUSAGE_ALL
4 LPNETRESOURCE [ @ IpNetResource 0x044d0000 = { dwScope = RESOU..,  0x044d0000 = { dwScope = RESOU...
5 LPHANDLE # @ IphEnum 0x046cfecd = 0301d502d3 0x046cfecd = 030026800
DWORD & Return ERROR_SUCCESS

FIGURE 18. ENUMERATING THE NETWORK RESOURCES OF THE DISK TO CRYPT
FILES INSIDE OF THEM

The malware uses two algorithms to crypt the files, ChaCha which is based on the Salsa20

algorithm that is symmetric and, for protection, an RSA algorithm that is asymmetric

In each execution the malware creates a Public BLOB of one RSA key that will be used to
crypt the part that holds the information to decrypt the files, and one Private BLOB with an
RSA key that allows decryption of the information crypted with the public RSA blob created
previously.
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= Time of Day Thread  Module At Q_ Retum Value  Error Duration
49264 5:I5252382FPM 2 CRYFTSP.dil InterlockedIncrement ( 0x002¢745¢) 2 00000002
49265  5:15252382PM 2 CRYPTSP.dil ~Interlockedinerement (0x002¢7520 ) 2 00000002
49266  5:5252382PM 2 CRYPTSP.dil InterlockedDecrement {0x002c745¢ ) 1 00000002
49267 5:I5252382FPM 2 CRYFTSP.dil InterlockedDecrement  0x002c7520) 1 00000003
49268 2 maze exe VirtualAlloc ( NULL, 277, MEM_COMMIT | MEM,_RESERVE, PAGE_READWRITE) _0x01€10000 00000031
49269 2 KERNELBASE.dil 4 STATUS _SUCCESS 00000021
49270 maze exe 00000
49271 2 CRYPTSP.dil Tnterio ckedincrement (0x002C745¢) z 00000003
49272 5:5252382PM 2 CRYPTSP.dil Interlockedincrement 0x002¢7520 ) 2 00000003
49273 5i5252382FPM 2 CRYFTSP.dil InterlockedDecrement { 0x002c745¢ ) 1 00000003
49274 5:5252382PM 2 CRYPTSP.dil InterlockedDecrement (0x002¢7520 ) 1 00000002
I ey 7 omer 3 AT e T o
49276 5:5252382PM 2 CRYPTSP.dl - Interlockedinerement { 0x002c745¢ ) 2 00000003
49277 5:5252382PM 2 CRYPTSP.dil Interlockedincrement  0x002¢7520 ) 2 00000003
49278 5:5252382PM 2 rsaenh.dil EnterCriticalSection (0x750b51a0 ) 00000003
40279 5:5252382PM 2 rsaenh.dil - LeaveCriticalSection  0x750b51a0) 00000003

o i BN i ] »

£ Type Hame Pre-Call Value Post-Call Value. = By

1 HCRYPTKEY @ hKey 00027428 0x0027428 00 41 31 00 08 00 00 01 00 01 00 45 e2 d3 €2 €3

T : Ginnizouiciinas

3 DWORD @ dwBlobType PUELICKEVELOB a1 05 1f 25 1b 43 3c S 32 1d 1o ee 02 4o d5 74

A T : ; DrInmEIINEOLIND

E- &l @ pbData 00170000 001610000 = 6 03 21 B0 08 09 81 2= d3 3£ e8 34 O b7 0f ba 39

6 DWORD* [ @ pdwDatalen 0x02cdeBed = 276 0x02c4eBcd = 276 | :§ ’;: ;i 2: f: :; ;‘: ;: ;: :: ;2 :: gé P :2 iz

a7 24 22 02 bd 53 17 Ge Oc d2 3a 60 49 £1 d8 7b
<1 in, | ' 74 ar 9e £73F 07 03 01 01 £ 1F 25 97 £4 A £7

FIGURE 19. EXPORT OF THE RSA PUBLIC KEY BLOB GENERATED IN RUNTIME

| summary | | 936.76 MB used | mazi
.80 %2 @ > 84 = R [E RGN R U R

* Time of Day Thread Module APL Q, Return Value Error Duration
19776  55252382PM 2 CRYFTSP.dIl Interlockedincrement ( 0x002c745¢) 2 00000003
19277 55252382PM 2 CRYPTSP.dll Interlockedincrement (040027520 ) z 00000003
49278 55252382PM 2 rsaenh.dil EnterCriticalSection (0x750051a0) 00000003
19279 55252382PM 2 rsaenh.dil LeaveCriticalSection [ 0x750b51a0 ) 0.0000003
19280 55252382PM 2 CRYPTSP.dll InterlockedDecrement { 0002(745¢ ) 1 00000002
49281  55252382PM 2 CRYPTSP.dll InterlockedDecrement 0x002¢7520) 1 00000003
49262 55252382PM 2 maze.exe VirtualAlloc { NULL, 1172, MEM_COMMIT | MEM_RESERVE, PAGE READWRITE 0x03560000 00000023
19283 55252382PM 2 KERNELEASE.dil § ( GetC: STATUS_SUCCESS 00000016
o288 _[ss2503820m_[2 [ moze m—_ 0000253
WIS 55252302FM 2 CRYFTSF.dIl Tnterlockedinerement (0X002¢745¢ ) z 00000003
19286 55252382PM 2 CRYPTSP.dll Interlockedincrement (040027520 ) z 00000002
49287 55252382PM 2 rsaenh.dil EnterCriticalSection (0x750b51a0 ) 00000003
49265 55252382PM 2 rsaenh.dil LeaveCriticalSection ( 0x750p51a0 ) 00000003
49289 55252382PM 2 rsaenh.dil SystemFunction041 (0x02c4deec, 1328, 0) STATUS_SUCCESS 00000179
49290 55252382PM 2 CRYPTBASE dil L-NtDeviceloControlFile [ 0x000003b4, NULL, NULL, NULL, 0:02c4dbb8, > STATUS_SUCCESS 00000132
49291 55252382PM 2 rsaenh.dil RtINtstatusToDosError ( STATUS_SUCCESS ) ERROR SUCCESS 00000005

i I |

n

# Type Name Pre-Call Value Post-Call Value o ™
1 HCRYPTKEY @ hkey 0X002€7428 0X002¢7428 52 53 41 32 00 08 00 00 01 00 01 00 45 eZ a3 &2 &8
€b 5z 72 54 7e 85 T Se 2o 0d 2B &f 33 £f 33 od &5
2 | HCRVPTREY @ hExpey UL UL F 18 28 df a2 57 £5 S 57 b7 25 £4 ce 4b 14 4d di 40
3 DWORD @ dwBlobType PRIVATEKEYBLOB PRIVATEKEYBLOB £4 53 05 1f 25 1b 43 3c Je %2 1d 1c ee 02 4c d3 74
b3 37 00 51 27 23 ed 3d 30 £d 27 2d 63 4% 22 8a 30
4 | DWORD @ duflags 0 0 ca 07 1b Sb 25 e5 &8 ef af af =7 39 14 6F 4c 96 o7
5 BYIE* i @ pbData 003560000 0x03560000 = 7 4c £5 21 b0 08 09 B1 ae d3 3£ =8 34 Os b7 OF ba 39 | .a).._.AL.I._.
. . _ N 4 40 be le Se 9 c4 cd £9 ab lc £0 bf 62 ce 0 99| /. Hil B..~i
6  DWORD’ H @ pdwDatalen 0x02c4eBcl = 1172 0x02c4eBcl) = 1172 i Sb 7 72 DE Ba 45 a5 21 09 e E7 B 54 & fe 4F 17| .
22 2d e a2 02 bd 53 17 €= Oc d2 82 60 d9 £1 d8 b
< . | % 44 37 Ar 3 ££ 9% 07 03 01 01 £~ 1 25 97 £4 5A €7

FIGURE 20. EXPORT OF THE RSA PRIVATE KEY BLOB GENERATED IN RUNTIME

Just like other ransomware, this malware has an RSA Public BLOB embedded that will be
imported to protect the RSA private BLOB of the victim. Only the malware developers have
the RSA private blob to decrypt their public RSA Blob.

Q, Return Value

B3 Time of Day Thread  Module APL
55252427 PM 2 maze.exe CryptimpartKey 030027428, 0x000704b8, 276, NULL, 0, 0x03570008 )
55252427 PM 2 ADVAPBZ.dll GetProcAddress ( 0x750c0000, “CryptimportKey”)
552:52427 PM 2 KERNELBASE.dll - Rillnitstring (0x02¢ o ")
55252427 PM 2 KERNELBASE il L-LdrGetProcedureAddress (075000000, 0x02c4e5¢8, 0, D¥02e4eStc )
55252477 PM 2 CRYPTSE.dIl InterlockedIncrement { 0x002¢7520 )
55252427 PM 2 CRIPTSP.dIl i~ LocalAlloc { LMEM_ZEROINIT, 56 )
55252427 PM 2 KERNELBASE.dll *-RtlAllocateHeap (0x00290000, HEAP_CREATE_ENABLE_EXECUTE | HE.
55252421 PM 2 rsaenh.dil GetProcessHeap [ )
55252427 PM 2 rsaenn.dil ~HeapAlloc (0¥00290000, HEAP_ ZERO_MENORY, 428 )
55252427 PM 2 rsaenh.dil GetProcessHeap [ )
55252421 PM 2 rsaenh.dil HeapAlloc (000290000, HEAP_ZERO_MEMORY, 8
55252421 PM 2 CRYPTSP.dil InterlockedDecrement ( 0x002¢7520 )
55252427 PM 2 [ mazeexe (0027438, 32, x02ckeBsc]
55252421 PM 2 ADVAPGZ.dll GetProcAddress ( 0x750<0000, “CryptGenRandom” )
55252421 PM 2 KERNELBASE.dl RelInitstring [ 0x02¢4 #6510, “CryptGenRandom’ )
55252427 PM 2 KERNELBASE.dll - LdrGetProcedureAddress [ 037500000, 0x02c4¢610, 0, 0x02c4e624 )

TRUE
0x750¢51dd

STATUS_SUCCESS
2

0%002¢7428
0x00267428
0x00290000
0x00301038
0x00290000

OxTS0CAT3

STATUS_SUCCESS

Errar

Duration
0.0000116
0.0000024
0,0000003
0.0000010
0.0000003
0,0000015
0.0000008
0.0000003
0.0000012
0.0000003
0.0000006
0.0000003
0.0000069
0.0000020
0.0000003
0.0000008

m

= Type Name PreCall Value Post-Call Value = REENA Ez B, By
1 HCRYETRROV @ hProv 000267435 00027428 0000 06 0z 00 00 00 a4 53 41 31 00 02 00 00 01 00 01 00 <7 <0 &7 07 =
0015 S5 5d £3 70 Be b3 4 6 6% b1 a0 3= 24 05 =4 =6 75 05 70 87 S5 Zc

. o - -

2 | BYE il @ poata 0:00070368 =& 0:00070468 =| 003z 37 az od 93 3¢ 15 6L G4 51 2a BE B3 38 £3 b7 52 BF 53 ST bS <6 Sa
3 DWORD # dwbatalen 276 Sc &6 ea 25 27 bt O Bc 2% dd ed €0 =3 25 4c b 2d 4a ee £ fb 33
48 &b 1c 2b Se 43 65 40 80 7= 5= 4l 23 %b 71 53 22 be e9 €b ca =c
4 | HCRYPIREY @ nPubkey Ut UL 21 a7 53 €6 £9 56 22 76 aB dS SE £a 4% L= Ea db 3e aa 99 3c 82 ea
5 DWORD @ dwFlags 0 0 le d9 e9 6b 21 0Z 42 el d6 3 17 07 Se 34 cl 42 dd fb 43 ea 3f b4
. . _ _ ec 54 40 b b 76 6033 52 b7 6= ad 4b £3 4z 22 b4 o9 2d 85 2= ce
6  HCRYPTKEY B ¢ phkey 0:03570008 = NULL 0403570008 = 0x00267425 I nnnrr Rttt b an g
11 ez a5 €@ s 45 e 4 3 42 bo o4 Sb 51 a2 24 bE 13 Sb 77 fa 96
a 0 ] ’ 2R Na 81 26 71 Ad fh 23 de hN N3 h3 e s 15 11 08 26 73 Aa a4 ha &n 33 £a
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FIGURE 21. IMPORT OF THE RSA PUBLIC BLOB FOR THE MALWARE DEVELOPERS

This key is protected with a crypto using a key of 32 bits and iv of 8 bytes using the function
“CryptGenRandom” to avoid memory dumps but, later, it will need to be decrypted before

use.

After this, the malware starts the procedure of crypting the files, searching in units, before
importing the RSA public BLOB key generated in runtime. After this, it creates the ransom
note prepared for this infected machine in the root folder and then starts looking for folders
and files to crypt.

e
.80 8,2 | i > 8 SR (e RRC2N - U R
# Time of Day Thread Module AP Q_ Retur Value Error Duration
¥ CreateFileW (“C:\\DECRYPT- NERIC_WRITE, 0, NULL, CREATE_M. . [ [owoos0ar |
53148 5:5. .908 PM 15 ki 132.dil REINitL { 0x0: C\\DECRYPT-FILES txt” ) STATUS_SUCCESS 0.0000005
53149 5:52:52.908 PM 15 kerne32.dll RtllsDosDeviceName_U ( "C\\DECRYPT-FILES bxt" ) 0 0.0000006
53150 5:52:52.908 PM 15 ke 132.dil - REIE i (0x0 675404 ¢, TRUE) FALSE 0.0000002
53151 5:52:52.908 PM 15 kerne32.dil RtIEquall (0x0 6154054, TRUE ) FALSE 0.0000003
5152 55252908PM 15 kemeB2.dll RtlEqualUni (00 6154056, TRUE) FALSE 0.0000002
53153 5:52:52.908 PM 15 KERMELBASE.dIl RtlinitUnicodeStringEx { 0x0: DECRYPT-FILES.txt™ ) STATUS_SUCCESS 0.0000003
53154 5:52:52.908 PM 15 KERNELBASE.dII RtiDosPathNameToRelativeNtPathName_U_WithStatus ( “"C:\\DECRYPT-. STATUS_SUCCESS 0.0000026
3155 SS252008PM 15 KERNELBASE.dlI - NiCreateFile 0:0: FILE_READ_ATTRIBUTES | GENERIC WRITE | 5... STATUS_SUCCESS 0.0002301
53156 5:52:52.908 PM 15 KERMELBASE.dIl RtiReleaseRelativeName 0.0000003
53157 5:52:52.908 PM 15 KERNELBASE.dII RtIFreeHeap { 0x0( TRUE 0.0000014
53158 5:52:52.908 PM 15 KERNELBASE.dlII - RtiFreeHeap ( ), NULL ) TRUE 0.0000003
53159 5:52:52.908 PM 15 KERNELBASE.dII RtlISetLastWin32Error  ERROR_SUCCESS ) 0.0000003
[160  sszszomePm 15 maze.exe WiiteFile (000000304, 0, 5445, DXD43T410, NULL) TRUE 0.0000463
53161  5:5252908PM 15 KERNELBASE.dll L twriteFile { 0X000003d4, NULL, HULL, NULL, 0, 0¥041¢0000, 9...| STATUS_SUCCESS 0,0000452
53162 5:52:52.908 PM 15 maze.exe CloseHandle ( 0x000003d4 ) TRUE 0.0000240
3163 S5252008PM 15 KERNELBASE.dlI L-Nitclose (0200000344 ) STATUS_SUCCESS 0.0000231
53164 5:52:52.908 PM 15 maze.exe FindFirstFileW { "C:\*", 0: dl4) 0x00304f70 0.0000604
53165 5:5252908PM 15 KERNELBASE dil - RilInitl 31958, G\ ) 0.0000003
53166 5:52:52.908 PM 15 KERNELBASE.dlII RtiDosPathNameToRelativeNtPathName_U [ "C\*, 0x0443978, 0x04431...  TRUE 0.0000021
| 531‘67 5:52:52.908 PM 15 KERNELBASE.dII H NtOoenFile  0x0443f970. FILE READ DATA/FILE LIST DIRECTORY | SYNC... STATUS SUCCESS 0. 0000179
« i vl ,
[
= Type Name Pre-Call Value Post-Call Value = NEEREa | E'z By By B.a
1 PSR @ ¢ IpFileName 004137472 “C\DECRVPT FILES bt 030443414 “C:\\DECRVPT FILES it L9 6000 23 00 32 00 Sc 00 Sc 00 44 60 45 00 &3 00 52 00 53 G0 50 00 S& 00 2d 00 46 C.: A N.DECAYPT.-F
+ Towom 4 cwbesredaccess ENERIC VIRITE SENERIC WRITE 0015 00 45 00 4c 00 45 00 53 00 Ze 00 74 00 78 0O 74 00 00 00 ILEs txeo .
e - — = »

FIGURE 22. CREATION OF RANSOM NOTE IN ROOT FOLDER AND LOOKING FOR

FOLDERS AND FILES

An example ransom note, with some data anonymized, is shown below:
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Attention!

| what happened?

A1l your Tiles, documents, photos, databases, and other important data are safely encrypted with reliable algorithms.
You cannot access the files right now. But do not worry. you have a chance! It is easy to recover in a few steps

| How to get my files back?

The only method to restore your files is to purchase a unigue for you ﬁtivate key which is securely stored on our servers
To contact us and purchase the key you have to visit our website in a hidden TOR network.

There are general 2 ways to reach us:
1) [rRecommended] using hidden TOR network
a) bDownload a special TOR browser: https://www.torproject.org/
b) Install the TOR Browser.
c) open the ToOR Browser.
d) open our website in the TOR browser: http://acacugmutagkwctu.onion/
e) Follow the instructions on this page
2) 1f you have any problems connecting or using TOR network

a) open our website: https://mazedecrypt.top/
b) Follow the instructions on this page

warning: the second (2) method can be blocked in some countries. That is why the first (1) method is recommended to use.

on this page, {qu will see instructions on how to make a free decryption test and how to pay.
Also it nas a live chat with our operators and support team.

| what about guarantees?

wWe understand your stress and worry.
S0 you have a FREE oqportunit¥ To Test a service by instantly decrypting for free three files on your computer!
If you have any problems our friendly support team is always here to assist you in a live chat!

HIS IS A SPECIAL BLOCK WITH A PERSONAL AND CONFIDENTIAL INFORMATION! DO NOT TOUCH IT WE NEED IT TO IDENTIFY AND AUTHORIZE YOU

——BEGIN MAZE KEY———
o w

zbh]ewSQCxURNMBstXKPmprsxscweEmZom4A cH+mv¢gKU&mKTAN1wwa11Ehw+HpR725hJeWBQCXORNMBXYSXKPme3xBcweEm;0m4A7cH+mv4okO&kaANIwwEW11k7ronnquk
xoUIpDYTOL,/QuWdCukSURFeYFSHXAEYLAUOWKSET/ /X5r Gvg2exXDfIerQythzShjew3QC xORNMEXY s XKPmpT 3xBcWweEmZomd A7 cH+mv4 gk O8mK TANTwwbWi T £

FIGURE 23. EXAMPLE OF A MAZE RANSOM NOTE
The procedure to crypt the files is easy, with the malware taking the following steps:

o Check the existence of the file with the function “SetFileAttributesW” with the attribute
“FILE_ATTRIBUTE_ARCHIVE”.

» Reserve memory to the file with a call to “Virtual Alloc” for the key and iv.

e Open the file with read and write permissions with the function “CreateFileW” with the
flag “OPEN_EXISTING”.

o Get the file size with the function “GetFileSizeEX” (it is important for managing big files,
“GetFileSize” is not good for bigger files).

o Create a file mapping with the functions “CreateFileMappingW” and “MapViewOfFile”

o Generate a random key of 32 bytes with the function “CryptGenRandom”.

e Generate a random iv of 8 bytes with the function “CryptGenRandom”.

* Reserve 264 bytes of memory with the function “VirtualAlloc”.

o Generate a new random extension for the victim file. Each file has a different extension
but does not lose the original extension; the new one is appended to the old one. For
example, “1.zip” becomes “1.zip.gthf”.

e Crypt the file with the ChaCha algorithm and the key and iv with the RSA public key
generated in runtime.

o Write this new block with the key and iv to decrypt at the end of the file.
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¢ Rename the file with the function “MoveFileExW”. That way it is not possible to use
forensic tools to recover the files because they use the same sector on the raw disk.
The malware does not delete the file using the function “DeleteFileW” and later create
a new one with the crypted data. Instead, all changes are applied in the mapping
directly, in memory, without using a file pointer on the disk to read and write, which
makes the process much quicker.

e The image of the file is unmapped, and handles closed.

o The process is repeated with new files.

The list of folders that the malware avoids are:

¢ Windows main directory.
e Games

o Tor Browser

e ProgramData

e cache2\entries

e Low\Content.IE5

o User Data\Default\Cache
o All Users

o Local Settings

o AppData\Local

e Program Files

The malware ignores these file extensions:

e LNK
« EXE
o SYS
« DLL

The malware also has a list of filenames that will not be crypted:

e inf

e ini

e ini

e dat

e db

e bak

» dat.log

e db

e bin

e DECRYPT-FILES.txt
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However, it does crypt the file “ntuser.ini” to prevent other ransomwares from crypting it. It
creates the ransom note in each folder that it can.

When the malware finishes crypting all files it changes the desktop wallpaper to this image:

FIGURE 24. THE MALWARE CHANGES THE DESKTOP WALLPAPER AFTER CRYPTING
THE FILES

The malware tries to make connections to IP addresses that have been crypted in the binary
to send information about the infected machine, as seen below:

hxxp://91.218.114.4/nwjknpeevx.action?
pw=g1y652I&kyn=21y3vvhh&dvr=5e&us=g25e3582a

hxxp://91.218.114.11/forum/siaib.jspx?v=h&xyna=0vip863&eul=xsn3q0
hxxp://91.218.114.26/view/ticket/pigut.jspx?0=664quo0s&fp=0t52
hxxp://91.218.114.25/xrr.jspx?ygad=r35e2cx&e=6as6ta

hxxp://91.218.114.4/j.php
hxxp://91.218.114.11/payout/view/fa.aspx?y=y&qbx=4&kws=n2&iuy=8k7
hxxp://91.218.114.25/Ixh.asp?mtxm=17&r=836wy5
hxxp://91.218.114.26/signin/ticket/eq.action?x=yk6rr&e=50b&q=327dr5&ofk=065cdp
hxxp://91.218.114.31/signin/rnmnnekca.jsp?kdn=6snl5&e=7a50cx4hyp

hxxp://91.218.114.31/forum/a.aspx?byx=56&bc=62t0h&u=75w6n6&sot=2v0I7610r6
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hxxp://91.218.114.32/withdrawal/checkout/l.do?nuny=qj6&sdv=45g2boyf5q&dnr=rh8lk31ed
hxxp://91.218.114.77 task/bxfbpx.jspx?nq=cge63
hxxp://91.218.114.38/account/payout/ujwkjhoui.shtml
hxxp://91.218.114.37/imrhhjitop.phtml?wto=344dsc84 &sp=x&oml=c173s7 1u&iy=m3u2
hxxp://91.218.114.38/auth/login

hxxp://91.218.114.79/logout/hfwdmugdi.php?upaj=mj7g
hxxp://91.218.114.38/sepaljuel.php?ars=51qsedp3y&xjag=r504t4dp
hxxp://91.218.114.32/fwno.cgi?yd=410&0=y7x5kx371&p=m3361672

hxxp://91.218.114.37/sepa/signout/mjsnm.aspx?
r=7047wri&rtew=uu8764ssy&bri=51gxx6k5&opms=72gy0a

hxxp://91.218.114.77/payout/analytics/Irkaaosp.do?y=62h&aq=3jq8k6&v=0svt
hxxp://91.218.114.79/create/dpcwk.php?u=28qy0dpmt&gwbh=k&f=g1ub5ei&ek=3ee

It is important to take into consideration that the malware forges the POST string to make the
connection with a random choice from a list of possible strings such as “forum”, “php”, “view”,
etc., to make detection harder with IPS or other filters on the network.

The IP addresses are detected as from the Russian Federation but that does not prove that
the malware came from this country; it could be deliberate misdirection but, with the
language checks of CIS countries, it certainly appears possible.

The use of IP addresses instead of domain names is to avoid DNS resolutions that can be
altered or redirected to a loopback, for example using the “host” file in Windows. This makes
the trace of IPs more complicated and avoids having the connection blocked.

The malware uses this agent to make the connection, but it can change between samples:
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@ CAUsers\Arturoy

Fi

1

\CPeabd30dz | &

Q, Return Value

ERROR_SUCCESS

GetCurrentThre..,

Time of Day Thread Maodule AFL
25715 5:52:50.185 PM 8 maze.exe GetModuleHandleA [ “kernel32.dII™) 0x76f40000
25716 5:52:50.185 PM 8 KERMELBASE.dII - RillnitAnsiStringEx [ 0x039bfEbE, “kernel32.d1I™)
25717 5:52:50.185 PM 8 KERMELBASE.dII RtlAnsiStringToUnicodeString { 0x039bf3d0, 0x039bf3bE, TRUE )
25718 5:52:50.185 PM 8 KERMELBASE.dII ~ RtllnitUnicodestring [ 0x038bf44c, “kernel32.d1I7)
25719 5:52:50.185 PM 8 KERMELBASE.dII - LdrGetDIIHandle (1, MULL, 0x039bf44c, 0x039bf414 )
25720 5:52:50.185 PM i) KERMELBASE.dII RilFreeUnicodeString { 0x039bf5d0 )
5721 5:52:50.165 PM & mMaze. exe InternetOpenA [ "Mozilla/5.0 (Windows NT8.1; WOW64; Trident/7.0; A5; rv...| 0x00cc0004
25722 5:52:50.185 PM 8 WINIMET. dll - GetLastError { )
25723 5:52:50.185 PM 8 WINIMET. dll ~TlsGetValue [ 24 ) NULL
25724 5:52:50.165 PM & WINIMET. dll ~HeapAlloc (0100290000, HEAP_ZERO_MEMORY, 56 ) 0x002cbfb0
25725 5:52:50.185 PM 8 WINIMET. dll - GetCurrentThreadld ( ) 4656
25726 5:52:50.185 PM 8 WINIMET. dll ~TlsSetValue ( 24, 0x002cbfb0 ) TRUE
25727 5:52:50.165 PM il WINIMET. dIl -~ EnterCriticalSection ( 0x763a79cc)
25728 5:52:50.185 PM 8 WINIMET. dll -~ LeaveCritical5ection [ 0x763a79¢cc )
257289 5:52:50.185 PM 8 WINIMET. dll - SetlastError [ ERROR_SUCCESS )
25730 5:52:50.185 PM 8 WINIMET. dll GetCurrentThread ( )
b | (25731 5:52:50.185 PM 8 WINIMET. dil o O_DenThreadToken [ GetCurrentThread(, TOKEN_READ, TRUE, 0:x039bf9... FALSE

STATUS_SUCCESS
STATUS_SUCCESS

STATUS_SUCCESS

Parameters: InternetOpend (Wininet.dll}

Post-Call Value

[ I R A

Type Mame

LPCTSTR [H @ Ipszhgent
DWORD @ dwhccessType
LPCTSTR [H ¢ IpszProxyName
LPCTSTR [H @ IpszProxyBypass
DWORD @ dwFlags

Pre-Call Value

0x039bfdb3 "Mozilla/5.0 (Windows...
INTERNET_OPEMN_TYPE_PRECOMNFIG

MULL
MULL
i}

MULL
MHULL
a

0:039bfdb3 "Mozilla/5.0 (Windows NT6.1; WOWe4; Trident/7.0; AS; nv11.0) like Gecko™
INTERMET_OPEN_TYPE_PRECONFIG

FIGURE 25. AGENT USED TO MAKE CONNECTIONS TO THE C2C IP ADDRESSES

From a memory dump we can extract the IPs used by these connections, as well as a
curious string that talks about Lawrence Abrams, the admin of the web site

“bleepingcomputer” who was contacted directly by the developers. It is not known why they
included this email address because it has no relation to the ransom note and is not used
anywhere else. Perhaps it is a means of mocking the administrator of a site that frequently

reports on ransomware?
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FIGURE 26. C2C IP ADDRESSES EXTRACTED FROM THE MEMORY

The connections to the C2C IP addresses, in a pcap using Wireshark, can be seen perfectly:
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.284529

192.168.100.234

66 49325 > 80

[SYN]

Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

] 49325 » 1] 2

6 20.312504 192 234 91 8 C L etransmi 0 5 > 80 [SYN] il 2 Len=0 MSS=1460
80 21.735507 192.168.100.234 91.218.114.4 TcpP 66 49410 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
81 21.759951 91.218.114.4 192.168.100.234 TCP 66 89 > 49410 [SYN, ACK] Seq=8 Ack=1 Win=64249 Len=8 MSS=1206 SACK_PERM=1 WS=128
82 21.761713 192.168.100.234 91.218.114.4 TcpP 54 49410 » 80 [ACK] Seq=1 Ack=1 Win=66304 Len=0
83 21.762299 192.168.100.234 91.218.114.4 HTTP 381 POST /nwjknpeevx.action?pw=gly6521&kyn=21y3vvhh&dvr=5e8us=g25e3582a HTTP/1.1 (application
84 21.762335 192.168.100.234 91.218.114.4 TcpP 54 49410 » 80 [FIN, ACK] Seq=328 Ack=1 Win=66304 Len=0
85 21.786759 91.218.114.4 192.168.100.234 TCP 54 80 » 49410 [ACK] Seq=1 Ack=328 Win=64128 Len=0
86 21.833165 91.218.114.4 192.168.100.234 TCP 54 89 » 49410 [ACK] Seq=1 Ack=329 Win=64128 Len=0
87 21.880305 91.218.114.4 192.168.100.234 TCP 54 89 » 49410 [FIN, ACK] Seq=1 Ack=329 Win=64128 Len=0
88 21.880386 192.168.100.234 91.218.114.4 TcpP 54 49410 > 80 [ACK] Seq=329 Ack=2 Win=66304 Len=0
890 22.063793 192.168.100.234 91.218.114.4 TcpP 66 49414 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
90 22.088200 91.218.114.4 192.168.100.234 TCP 66 89 > 49414 [SYN, ACK] Seq=8 Ack=1 Win=64249 Len=8 MSS=1206 SACK_PERM=1 WS=128
91 22.088287 192.168.100.234 91.218.114.4 TcpP 54 49414 » 80 [ACK] Seq=1 Ack=1 Win=66328 Len=0
92 22.089060 192.168.100.234 91.218.114.4 HTTP 382 POST /nwjknpeevx.action?pw=gly6521&kyn=21y3vvhh&dvr=5e8us=g25e3582a HTTP/1.1 (application
94 22.113437 91.218.114.4 192.168.100.234 TCP 54 89 » 49414 [ACK] Seq=1 Ack=329 Win=64128 Len=0
95 22.224544 91.218.114.4 192.168.100.234 HTTP 461 HTTP/1.1 404 Not Found (text/html)
96 22.225165 192.168.100.234 91.218.114.11 TcpP 66 49417 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
97 22.249537 91.218.114.11 192.168.100.234 TCP 66 89 » 49417 [SYN, ACK] Seq=8 Ack=1 Win=64240 Len=8 MSS=1206 SACK_PERM=1 WS=128

Internet Protocol Version 4, Src: 192.168.100.234, Dst: 91.218.114.4
Transmission Control Protocol, Src Port: 49410, Dst Port: 80, Seq: 1, Ack: 1, Len:
~ Hypertext Transfer Protocol
POST /nwjknpeevx.action?pw=gly6521&kyn=21y3vvhh&dvr=5e&us=g25e3582a HTTP/1.1\r\n
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.0; AS; rv:11.8) like Gecko\r\n
Host: 91.218.114.4\r\n

327

Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 48\r\n
Connection: Keep-Alive\r\n

[HTTP request 1/1]
File Data: 48 bytes

FIGURE 27. CONNECTION IN PCAP WITH THE C2C IP ADDRESSES

Maze has some strings in memory that are interesting and something that may be worth
further analysis in the future:

Q001E3FO OO0 OO OO0 OO 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 ... eeviiennnns
000l1E400 OO OO OO0 OO 00 OO OO0 OO0 OO0 00 08 OD 10 02 14 OS5

0001E410 B2 2E 31 2E 31 22 1F 72 &5 73 65 72 76 65 64 20 PSRRI Y%V

0001E420 |6 &6F 72 20 €1 20 66 75 74 75 72 65 20 74 72 6F [Filaa-TEarinths-S ey

0001E430 |BC &C &5 6E &7 00 22 20 58 &D FA 8D 78 24 DE 71

0001E440 &4 OD E4 DE B2 22 16 FF B4 EE 25 B1 31 CT BE 23 = = z i

0001E450 &5 ER 14 F7 D& B7 22 DC 40 00 48 01 50 01 5A 94 e =0-"UR.H.P.Z"
0001E480 02 Oe 02 OO0 00 OO A4 OO0 OO0 52 53 41 31 00 08 0O ......®,..R521...

FIGURE 28. CURIOUS STRING FOR FUTURE INVESTIGATION

The webpage for making the payment requested in the ransom note gives a price and
verifies that all is correct.
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To recover your files, you must pay the fee. S ————

VieuT G e
Your current fee 1059:02 AM | Today

You must hurry up because yo % nt will expire after the counter at the top of this page will reach
zero. If you fail to pay until that t will be increased x2 (doubled), so if it was 300 USD it will become

600 USD.
You can send the money in chunl 5), the fee will be recalculated on each successful transaction.
Transaction will be complete nfirmations from the network.

To pay the fee you must buy bitcoin, and send exactly this amount of btc BTC to address:
To see how to buy the bitcoins, dlick at the tab menu on top of the page.

We are providing 3 test decrypts, to prove that we can recover your files.
Click at the menu on top of this the page to decrypt 3 files for free.

FIGURE 29. MAZE PAYMENT WEBPAGE AFTER DECRYPTING THE RANSOM NOTE

Maze has a chat function to contact the operators and receive information about how to
obtain the cryptocurrency required to make payment.

Of course, as with many types of ransomware, there is an offer to decrypt three images for
free and that service has been verified as working:

Test Decrypt

We are providing 3 test decrypts per machine. That means you can automatically decrypt 3 files here.
This option is provided to prove to you, that we can decrypt your files.

Maximum file size is 2 MB ( megabytes ).

Attention! As a free proof, we are decrypting only image files (bmp, jpg, gif, png).

Decrypted!

Decrypt Another

FIGURE 30. FREE DECRYPTION WORKS SO THE MALWARE SAMPLE IS CORRECT

SWITCHES

The malware has some switches that can be used in the command line to launch. These
switches can either disable some elements or enable logging.

The switches are:
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e —nomutex -> This switch prevents checking the mutex so that it can run more than one
instance on the same machine. It can also be used to avoid vaccines that are made
before the malware creates the mutex name in the machine.

e —noshares -> With this switch the malware will not crypt network shares, only the local
machine.

o —path x -> Where x is a full path. In this case the malware will crypt all files in all folders

starting from this path unless they are blacklisted names, extensions or folder names.

This is useful for the malware developers to attack a special path instead of losing time

going after a full machine and it makes the attack more targeted.

—logging -> If this switch is enabled the malware will log all the steps it makes. Useful to

the malware developers in debug environments, or in the attack phase to know that all

was ok, step by step. Here is a small example of this information:

[s] .rdata:002396EE 00000034 unic.. Encrypting whole system'oin
|Z| roata:00239722 00000064 unic.. Encrypting specified folder in --path parameter.\rin
‘s’ rdata:0023978C 0000002C unic... !Finished in %d mshrin

FIGURE 31. EXAMPLE OF THE INFORMATION THAT THE MALWARE CAN GIVE WITH
THE LOG SWITCH

OTHER SAMPLES

In January 2020 a new version of the malware appeared with a special text dedicated to
some researchers in the security field. The malware developers appear to have chosen
those individuals to be provocative and make fun of them.

The sample was discovered by malwrhunterteam[9] on the 28th of January 2020. The
sample has some differences when compared with the previous one that was analyzed in
this report. Those differences will be covered later via another sample that was found by
Luca Nagy[10] on the 30th of January 2020.

The most important thing here is that the developers appear to have carefully selected the
researchers and waited for them to answer as a psychological trick, and it worked, because
all of them replied, trolling the malware developers over the version of their malware
detected on the 28th.

Here is one response from a malware developer to this trolling that contains some interesting
facts:
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FIGURE 32. RESPONSE FROM A MALWARE DEVELOPER

e Itis not known if one person is behind the malware or not. It is curious that they said
instead of “we” twice in their answer. So, perhaps it was written by one person for
trolling purposes, or perhaps the developer of the malware really is only one person (or
they want researchers to think that is the case).

o Another important fact in the note is the talk about the tools used by one of the
researchers for regular malware analysis. Why are they mentioning regular malware
analysis? Is it because they are reversing malware themselves for fun or could it be
their day job? Could it be that perhaps the developer is a researcher (because of the
way that they talk with others and provoke them)? Secondly, malware analysis is
mentioned more than once and, thirdly, they said that they made an IDAPython script
to remove all obfuscated code that the malware has (the ransomware may have got the
name ‘Maze’ because of how analysis of it is like walking through a labyrinth). So, it
may be either a researcher who knows IDAPro very well or is an advanced developer
(and the obfuscated code in Maze is very well done) or perhaps it is a developer that
has another job in normal life besides the creation of malware? Of course, these are
just possibilities, not facts.

o The malware developer achieved their goal with this interaction as their target audience
saw the answer and talked about their malware, as noted in the final line of their
response “ ...but you need to know that we love you researchers without you our job
also would be fuc**** boring as hell”.

“I”

It is curious that here they said “we” instead of
about all malware development?

as before but perhaps they were talking

The differences that these samples have are:

e Usually comes as a DLL instead of an EXE file. It does not run on Windows operating
systems older than Vista as this makes analysis harder. By using the malware as a
DLL, they can inject this module into a target process more easily than if they use an
EXE sample of the malware.

« Instead of deleting the “Shadow Volumes” the developers instead use WMIC with the
special trick of the path as mentioned earlier, using WMIC classes to control the
Shadow Volumes. An example of this use can be seen in the next image.
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FIGURE 33. USING WMIC CLASSES IF NEEDED TO GET THE SHADOW VOLUMES

00000008
0000002E
00000016
0000003E
00000008
00000006
00000032
00000032
0000001LE
0000002E
00000006
00000034
0000004C

unic...
unic...
unic...
unic...
unic...
unic...
unic...
URiC...
unic...
unic...
unic...
unic...
unic...

AN

__Provider&rchitecture

ROOT\\cimv2

select * from Win32_ShadowCopy
waL

id

Win32_ShadowCopy.id="%s'
Win32_ShadowCopylD="%s"
Viwbem\owmic.exe
W' %s\" shadowcopy delete

f?

Sowindir®e\\system3 2V owhernowmic
process call create \"emd fc start 26s\"

Each sample of the malware uses different strings as PDB to send messages or to make the
sample unique, for example:

e C:\somerandomsh**\sh**\obama.pdb
o C:\kill\yourself\<nickname>\chinese\idio*.pdb

(In these examples some things were removed or changed to remove sensitive information

in the report).

The new samples discovered in January 2020 make these connections to the C2 (or try to

make them):
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Network activity Connects to

TCP
HTTP POST requests

FIGURE 34. CONNECTIONS TO C2 IP OF THE NEW SAMPLES
As we can see, they are the same IPs as seen in the previous versions of the malware.

The samples’ compile dates are from the 24th of January 2020 (the first version with the
strings that provoked the researchers) to the 28th of January 2020 (the version with the
answers to the researchers), meaning they were made on the same day the responses to
the previous version were published on Twitter.

Another interesting fact from the later sample is that, besides it saying that the language
code used to program it was Korean, the IPs where it connects belong to the Russian
Federation as before, as can be seen in the next two images.
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ExifTool File Metadata

CharacterSet
CodeSize
CompanyMName
EntryPoint
FileDescription
FileFlagsMask

Unicode
73216
DjDjdfodgs
Oxbelc
ergwidby
0x003f

FileOS Windows NT 32-bit
FileSubtype 0

FileType Win32 EXE
FileTypeExtension exe

FileVersion 1.0.01
FileVersionMumber 1.0.01
ImageFileCharacteristics  Exescutable, 32-bit
ImageVersion 0
InitializedDataSize 1076224
InternalName argfdg

LanguageCode Korean

FIGURE 35. LANGUAGE CODE “USED” IN THE PACKER SAMPLE, NOT THE MALWARE

Scanned
2020-01-30

2020-01-30
2020-01-30
2020-01-30
2020-01-30
2020-01-30
2020-01-30
2019-11-26
2020-01-30
2020-01-30

Contacted IPs

P
91.218. 1144

91.218.114.11
51.218.114.25
91.218.114.26
51.218.114.32
91.218.114.37
51.218.114.38
91.218. 1477
91.218.114.79
91.218.114. 31

LegalCopyright
LinkerVersion

Detections
9772

ar72
9/72
ar72
/72
ar72
9/72
7iT1
as/72
ar72

Detections
9/76

B8/76
9/76
a/78
8/76
9/76
9/76
/78
a/76
9/76

Copyright (C) 2024
12

URL
http-'91.218.114.4leginkwbt. php?xgt=jri 3mfy 0 b3&swai=|

http:i91.218. 114 11/nldervkhi.do?i=kic58yk0 8ag=6de38w=3mpp
http:iY91.218.114_250egin/createlogwirfe_shtml?koy=65xtsokppdlhe=18r=22waqquéptgh=673
http=if%1.218.114_26/icket/messagesivekuww himl?n=0emTol8Tswlrpn=c53
hitp:/91.218.114.32/h_action

http-/91.218.114.37/odgbx. php?gds=k&cjge=40ypm&nxss=hiviap=5g
http:i¥91.218.114_38forumichackiggyvy html?Pr=4e306&dhm=8nxn3h28gm=o0d d2m&exif=p1ThgcTTv
http:/#91.218.114.38/authvlagin

http:i%1.218. 114 77 Aicket/'cip. aspx Pmje=wif3

hitp-/91.218.114.79/signout/content/rubgkdkkma. jsp Hko=fai7 28 &wx=334ng52& Mi=83qup2d

Autonomous System Country
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
49335 RU
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FIGURE 36. ALL C2 DOMAINS BELONG TO THE RUSSIAN FEDERATION

It is impossible to know the truth, but this could be a trick to try misleading researchers into

thinking that the malware comes from some country when in truth it originates in another. It is

known that malware developers often check the language on potential victim’s machines to
avoid the CIS countries, so we can guess that the check for the “Korean” language was a
trick designed to mislead, but it is impossible to know that for sure. Of course, the “Korean”
language can be changed manually, or it could be a Korean packer, but it is impossible to
say with certainty.

CONCLUSION

Maze is a ransomware created by skilled developers. It uses a lot of tricks to make analysis
very complex by disabling disassemblers and using pseudocode plugins.

It poses a big problem to individuals and enterprises that do not pay as the developers
threaten to release the information if they do not receive payment and they do indeed keep
their word on that. More and more ransomwares are exhibiting the same behavior and we
expect to see more of it this year and perhaps further into the future too.

The malware developers are active on social media sites, such as Twitter, and they are
familiar with the work of malware researchers. They also know how to provoke them
perfectly and they like to play cat and the mouse with them.

We recommend making periodic backups of files and keeping them isolated off the network
and having an always updated antivirus in place. The latest software patch should also be
applied. Remote Desktop Connections that are not needed should be avoided.

Avoid suspicious emails and do not open attachments that come from anyone that you do
not know. The same goes for links in emails and, even if they come from a known source,
check with the sender if you have any doubts. Also, disable macros in Office programs and
never enable them unless it is essential to do so.

COVERAGE

McAfee protects against this threat in all its products, including personal antivirus, endpoint
and gateway.

The names that it can have are:

Ransom-Mazel<hash>

YARA RULE

rule maze_unpacked {
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meta:
description = “Rule to detect unpacked Maze samples”
author = “Marc Rivero | McAfee ATR Team”
strings:

$opcode_sequence = { 5589e583ec208b450c8b4d08c745fc00 }
$opcode_sequence_2 = { 5589e553575683e4f883ec28c7042400 }
$opcode_sequence_3 = { 5589e55dc3662e0f1f84000000000090 }
$opcode_sequence_4 = { 5589e553575683e4f081ec600200008b }
$opcode_sequence_5 = {5589e¢553575683e4f081ecc00000000f }
$opcode_sequence_6 = { 5589e583ec208b45108b4d0c8b550883 }
$opcode_sequence_7 = { 5589e5575683ec388b45108b4d0c8b55 }
$opcode_sequence_8 = { 5589e5575683e4f883ec088b45088b48 }
$opcode_sequence_9 = { 558b6c241468997a41000f84bdc50000 }
$opcode_sequence_10 = { 5589e553575683e4f883ec588b5d088b }
$opcode_sequence_11 = { 5589e553575683e4f083ec408a42048b }
$opcode_sequence_12 = { 5589e583ec188b4508837d08008945fc }
$opcode_sequence_13 = { 5589e553575683e4f8b8d05b0000687f }
$opcode_sequence_14 = { 5589e5508b450831c98945fc89c883c4 }
$opcode_sequence_15 = { 5589e553575683e4f883ec708b5d0889 }
$opcode_sequence_16 = { 5589e583ec308b45088b4d08894df883 }
$opcode_sequence_17 = { 5589e553575683e4f881ec18030000f2 }
$opcode_sequence_18 = { 5589e583ec188b45088b4d08894df48b }
$opcode_sequence_19 = { 5589e583ec2056be74c14400566a0068 }
$opcode_sequence_20 = { 5589e553575683e4f081ec900000008b }

$opcode_sequence_21 = { 5589e583e4f083ec208b4d108b450c0f }
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$opcode_sequence_22 = { 5589e55383e4f883ec108b4d0c8b4508 }
$opcode_sequence_23 = { 558b8e150409133f03fd08f81b0c4f22 }
$opcode_sequence_24 = { 5589e553575683e4f883ec7031f68379 }
$opcode_sequence_25 = { 5589e553575683e4f881ec3001000089 }
$opcode_sequence_26 = { 5589e553575683e4f881ece00000000f }
$opcode_sequence_27 = { 558b589608361d1943a57d0ba6492beb }
$opcode_sequence_28 = { 5589e553575683e4f883ec1089ce6a0l0 }
$opcode_sequence_29 = { 5589e5575683e4f883ec688b75088b7d }
$opcode_sequence_30 = { 5589e553575683e4f883ec386a006a00 }
$opcode_sequence_31 = { 558b7c240868dca8440057683d484300 }
$opcode_sequence_32 = { 5589e55683e4f881ec2801000089ce8d }
$opcode_sequence_33 = { 5589e583ec188b450831c98b5508c704 }
$opcode_sequence_34 = { 5589e583ec308b450c8b4d088b55088b }
$opcode_sequence_35 = { 5589e583ec348b450831¢c983c1188b55 }
$opcode_sequence_36 = { 5589e553575683e4f881ec78040000f2 }
$opcode_sequence_37 = { 5589e583ec108b4508837d08008945f8 }
$opcode_sequence_38 = { 5589e583ec348b4508837d08008945dc }
$opcode_sequence_39 = { 5589e55683ec548b45088b4d08894df0 }
$opcode_sequence_40 = { 558bec5de9ad48efeffe9ef8efeffccce }
$opcode_sequence_41 = { 5589e553575683ec108b45108b4d0c8b }
$opcode_sequence_42 = { 5589e5575683ec348b4508¢c745f40100 }
$opcode_sequence_43 = { 558bec8325a0c345000083ec1c5333db }
$opcode_sequence_44 = { 5589e553575683e4f083ec208b750c0f }
$opcode_sequence_45 = { 5589e583ec348b450c8b4d088b55088b }

$opcode_sequence_46 = { 558b6fd8d843ef516154e2526781aecd }
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condition:

( uint16(0) == 0x5a4d) and 38 of them

I0OCs

SHA256
SHA1
SHA256

SHA1
SHA256
SHA1

dee863ffa251717b8e56a96e2f3f0b41b09897d3c7cb2e8159fch0ac0783611b

31c3f7b523ele406d330958e28882227765c3c5e

b345697c16f84d3775924dc17847fa3ff61579%ee793a95248e9c4964da586dd1

£5938ec75e5b655be84eb94d73adecOf63fheelb

5a900fd26adece38de5ca319b5893f96c7e9e2450dbac796c12f85099238ec18

1e994b5ac039alc7612bab93248532bf3ed7ebde

Network

Domain mazedecrypt.top
IP 91.218.114.11
IP 91.218.114.25
IP 91.218.114.26
IP 91.218.114.31
IP 91.218.114.32
IP 91.218.114.37
IP 91.218.114.38
IP 91.218.114.4
IP 91.218.114.77
IP 91.218.114.79
MITRE ATT&CK COVERAGE

e CommonlyUsedPort
o StandardApplicationLayerProtocol
o SecuritySoftwareDiscovery
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o SystemTimeDiscovery

o CommandLinelnterface
e DataEncrypted

o DataEncryptedForimpact
e Query registry

e Hooking

[1] https://twitter.com/jeromesegura/status/1133767240686288896

[2] https://www.bleepingcomputer.com/news/security/maze-ransomware-demands-6-million-
ransom-from-southwire/

[3] https://www.bleepingcomputer.com/news/security/nemty-ransomware-to-start-leaking-
non-paying-victims-data/

[4] https://twitter.com/McAfee_Labs/status/1206651980086685696

[5] https://www.bleepingcomputer.com/news/security/new-threat-actor-impersonates-govt-
agencies-to-deliver-malware/

[6] https://securityintelligence.com/news/spelevo-ek-exploits-flash-player-vulnerability-to-
deliver-maze-ransomware/

[7] https://github.com/revsic/AntiDebugging

[8] https://ss64.com/locale.html

[9] https://twitter.com/malwrhunterteam/status/1222253947332841472
[10] https://twitter.com/luca_nagy_/status/1222819371644522500
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