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Nhw da dé& cap & phan trwédc, unsecapp.exe sé nap http_dIl.dll, code tai http_dIl.dll doc di¥ liéu da ma héa

trong http_dIl.dat va tién hanh gidi ma payload cudi vao bd nh¢, sau doé goi thang téi payload nay dé thuc thi. Co thé noi
v&i KT thuat fileless malwarenay, payload cudi ciing sé khéng hé dé lai ddu vét trén & dia.

Payload néi trén ban chat 1a mot dll (name: HT.dll), trong qua trinh phan tich chuing t6i nhan thdy day 1a mot bién thé cla
dong PlugX. Trong bai viét nay, chiing ti s& mo ta mdt sb hoat ddng co ban ciia bién thé nay.

1. M6 phéng hoat dong Windows Loader

Cach thire thue thi payload nay kha gidng kiéu thuc thi shellcode. N6 dwoc goi thang téi ImageBase, tir day sé goi t&i
ham dwoc export la Loader (0x10001710).

Ham Loader |lam nhiém vu:

Truy xuét PEB l4y tén cac module, tinh toan hash twong tng.

o Néu tén module trung v&i hash da tinh toan trwdc, 14y tén cac ham thuéc module d6. Tinh toan hash clia cac ham.
Né&u tén ham trung v&i hash da tinh toan trwéec, thuee hién Iéy ra dia chi cta ham.

Thwe hién cac bwéc twong tw nhiém vu ciia Windows Loader dé nap chinh xac dll va sau d6 nhay théng

t¢i DIIEntryPoint.

L]

Danh sach cac hash twong (rng v&i module va tén ham ma ma ddc st dung:

Hash Module / Function

0x6A4ABC5B  kernel32.dll

0x3CFA685D  ntdll.dll

OXECOE4E8E LoadLibraryA

0x7CODFCAA GetProcAddress

0x91AFCA54  VirtualAlloc

0x534C0AB8  NtFlushlinstructionCache

Hinh 2: Nhady t&i DIIEntryPoint

2. Cac cach thwe thi chinh

T DIIEntryPoint sé goi t&i chivc néng chinh clia ma ddc. Tai day, thwe hién gidi ma cau hinh ctia ma doc (chira théng tin
thwr muc, C2, ports), sau do6 sé co6 hai hwéng thwe thi chinh nhw sau:

Hwéng Muc dich
thwe thi

Khéng co  Tao thu muc dé lvu ma déc, ghi cac files vao thw muc da tao, thiét lap persistence key trong registry dé
tham so chay malware v&i tham s6 ngau nhién va thye thi lai ma déc véi tham so 1a “6”.

Cotham  Tao mutex, két ndi, giao tiép vai dia chi C2 va thuc hién céc 1énh.
sO

Hinh 3: Céac hinh thirc thwe thi cia ma doéc
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Trong qua trinh phan tich, ching t6i thdy payload nay goi t&i cac ham APIs théong qua cac ham wrapper nhdm muc dich

lam réi. Cac ham wrapper st dung ki thuat stackstrings dé& xay dwng tén API, goi ham GetProcAddress dé lay dia chi that,

sau do thwe thi ham chinh.

3. Giai ma cau hinh

Nhw mé t& & trén, trwde khi thue thi chire ndng chinh, ma déc sé thuc hién giai ma ciu hinh lién quan téi tén thu muc
dung dé Iwu cac files, dia chi C2, port str dung (80, 443, 8080, 8000). Ham giai ma tai 0x1000AD10 thwc hién nhiém vu:

« Copy toan bd ving dir liéu d& ma héa vao bd nhé (Néu cé file payload nhw & phéan truée thi ving di liéu nay ndm tai

offset 0x1D000).
o S(r dung XOR dé thuc hién vong lap gidi ma toan bé dir liéu coé kich thwdc 0x724 bytes véi khoda gidi ma la
“123456789".

Hinh 4: Giai ma ciu hinh ctia ma doc
Hinh anh trwéc va sau khi giai ma:
Hinh 5: Két qua trwéc va sau khi gidi ma thanh cong

4. Tao files va thiét lap persistence key

Nhw da phan tich trong phan trwéc, ban dau ma doc tao cac files trong thu muc %LocalAppData%Temp va khéi chay
file 3.exe. O’ 1&n thwc thi dau tién, do khong truyén tham sé nén ma doc sé thwe hién ma tng véi huwong “khéng c¢é tham
s6”. Tém lwgc nhiém vu clia hwéng nay:

LAy théng tin tén thw muc tir ciu hinh da gidi ma, cu thanh cac chubi %userprofile%; %allusersprofile%, tao thw
muc “Microsoft Malware Protectionydy” va xay dwng duwdng dan dé luu files:

Hinh 6: C4u thanh dwong dan phuc vu lvu ma doc
L4y thong tin cac files da tao & thu muc %LocalAppData%Temp, tao cac files m&i & thuw muc da chi dinh:
Hinh 7: Tao files tai thw muc do ma déc chi dinh

CAu thanh chubi gdm dudng dan téi %AllUsersProfile%Microsoft Malware Protectionydy unsecapp.exe kém
theo mot tham sé ngadu nhién dé lwu vao Registry:

Hinh 8: CAu thanh dwéong dan téi file thwc thi kém tham sb ngéu nhién

Tao cac registry run key

tai HKLMSoftwareMicrosoftWindowsCurrentVersionRun va HKCUSoftwareMicrosoftWindowsCurrentVersionRun:

Hinh 9: Tao persistence run key
Hinh 10: Key tao thanh céng tai HKLMSoftwareMicrosoftWindowsCurrentVersionRun
Hinh 11: Key tao thanh céng tai HKCUSoftwareMicrosoftWindowsCurrentVersionRun
Cudi cuing, thwe thi malware mét 1&n nira v&i tham sé méc dinh 1a “6”:
Hinh 12: Thyc thi lai ma doc véi tham sé méc dinh

Hinh 13: Ma doc thwe thi véi tham sé méc dinh

5. Két néi va giao tiép véi C2

Béng cach thuc thi lai kém theo tham sb, ma doc sé thwc hién [&nh tai huéng “cé tham s6”. Hwéng nay tao mutex, két nbi
t&i dia chi C2 va thuwe hién cac Iénh. M& ddc sé khai tao dé str dung Winsock théng qua ham WSAStartup, bat cac quyén
lién quan t&i “Privilege Escalation”: SeDebugPrivilege, SeTcbPrivilege, SeTcpPrivilege.
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Ma doc xay dwng cac TLS (Thread Local Storage) cho phép nhiéu ludng cta tién trinh cung st dung chung mét gia
tri index dwoc cip phat bdi ham TlsAlloc. Cac gia tri TLS ma ma doc st dung trong bién thé nay bao gdm:

Tén Muc dich

CXOnline::OlStartProc Thue thi thread CXOnline::OlStartProcPipeKhéi tao giao tiép véi C2

CXOnline::OlStartProcPipe  Khdi tao pipe, phan tich va thyc hién cac C2 commands.

CXSoHttp::SoWorkProc GUi yéu cau téi C2. Mbi két ndi thwe hién 03 1an.

CXFuncShell::ShellT1 Thuc hién shell, lién quan t&i ReadFile

CXFuncShell::ShellT2 Thuc hién shell, lién quan t&i WriteFile

Ma doc két hop nhiéu cach khac nhau dé két ndi téi C2, st dung HTTP POST request hodc théng qua raw TCP. Ludng
code str dung HTTP POST request dé& khéi tao két néi t&i C2 nhw sau:

Hinh 14: Ludng thwc thi st dung HTTP POST request
Dé giao tiép v6i C2, ma doc xay dung cac thong tin sau trong Request Headers:

« User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1;
o Thiét lap “Pragma: no-cache” théng qua viéc bat

co INTERNET_FLAG_PRAGMA_NOCACHE|INTERNET_FLAG_KEEP_CONNECTION
» B sung cac tham sbé:

- x-debug
- X-request

- x-content
- X-storage

URL st dung d& gti yéu cau téi C2 c6 dang: lupdate?wd=%8.8x (%8.8x 13 8 s6 ngau nhién).

Ma doc thuc hién gl tdi thidu 03 request t&i C2, néu khong thanh cong sé st dung port khac dé két ndi. Cac port st dung
gbm: 80, 443, 8080, 8000.

Hinh 15: Téi thiéu 03 14n cho méi request t&i C2

Hinh 16: Minh hoa 03 két néi v&i URL ngau nhién théng qua port 80
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Request Headers
POST fupdate dwd=08dd4321 HTTP/1 1

Cache
Pragma: no-cache
Client
Accept: */*
User-Agent: Mozillaf4.0 (compatible; MSIE 6.0; Windows NT 5, 1;5V1;
Entity
ContentLength: 0
Miscellaneous
x-content: 61456
w-debug: 0
x-request: 0
x-storage: 1
Transport
Connection: Keep-Alive
Host: vietnam. zing.photos

Hinh 17: Request Headers gi t¢i C2 tr may nan nhan

Trong trwong hop két ndi thanh céng téi C2, qua trinh twong tac véi nan nhan sé dwoc diéu khién bdi C2. Vai bién thé ma
chung t6i phan tich, khi nhan dwoc thong tin tir C2, né sé thwe hién I1énh theo hai nhém Iénh khac nhau phu thudéc vao qua

trinh giao tiép. Cac nhém lénh c6 id 1an luot 14 0x1001 va 0x1002

Hinh 18: Cac nhom 1&énh sé thwe hién néu giao tiép thanh cong véi C2

Cac lénh &ng v&i nhém 1énh c6 id 0x1001:

Lénh Muc dich

0x1001 L&y thong tin hé thdng ctia nan nhan: théng tin tinh trang str dung b nho; thong tin phién ban vé hé diéu hanh
dang hoat déng; théng tin vé tén may, tén nguwoi dung; théng tin vé CPU; thdng tin vé kich thuwdc man hinh; tao
CSLID cta méa doc (HKLMSoftware CLASSESms-pu / HKCUSoftware CLASSESms-pu)

0x1002 Tao thread lién quan t&i giao tiép Pipe (CXOnline::OlStartProcPipe)

0x1003 Unknown

0x1004 ExitProcess

Hinh 19: Nhém Iénh &ng v&i id 0x1001

Céc Iénh tng v&i nhdm I1énh co id 0x1002:
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Lénh Muc dich

0x7002 Tao pipe name, khéi chay cmd.exe dwai pipe name, thiyc hién remote shell véi cac
thread CXFuncShell::ShellT1 & CXFuncShell::ShellT2

0x3000 LAy théng tin 6 dia, dung luvong.

0x3001  Tim kiém file.

0x3004 M file, 1ay thong tin ngay thang, kich thuwéc va doc noi dung file.

0x3007  Ghifile.

0x300A Tao thw muc.

0x300B Kiém tra ton tai file.

0x300C Khéi chay tién trinh ma&i duwdi mot Desktop an.

0x300D  Goi ham SHFileOperationW nhdm thuc hién copy, move, rename, hodc delete mét file.

0x300E M@ rong bién mai trwdng va thay thé béng cac gia tri ma ké tdn cong mong muén.

0x300F LAy thw muc chira ma doc.

Hinh 20: Nhém Iénh (rng v&i id 0x1002

Qua trinh thyc hién cac nhém lénh noi trén, ma doc sé trao d6i ndi dung théng qua viéc ma hoéa/gidi ma (s& dung XOR) va
nén/giai nén di liéu (st dung thuét toan nén LZ):

Hinh 21: Nhém 1énh s& dung ma héa/gidi ma trong qua trinh giao tiép
Hinh 22: Nhém Iénh s&r dung ma héa/gidi ma trong qua trinh giao tiép

Thuat todn ma hoéa/giai ma dir liéu str dung & bién thé nay dé giao tiép gitra nan nhan va C2 Ia XOR, kém theo mét gié tri
cb dinh 1a ‘6666’ (0x36363636):

Hinh 23: Thuat toan XOR str dung dé& ma héa/giai ma

6. Ghi log

Trong qua trinh thyc hién, néu cé exception xay ra, ma déc sé st dung thread CXSalvation::SalExceptionHandler dé ghi
log véo file c6 tén 1a SS.log v&i cac thong tin co ban gém:

* “EName: %s”: tén cla exception
o “EAddr: 0x%p”: dia chi gay ra exception
o “ECode: 0x%p”: ma clia exception

Poan code dwoc ma doéc st dung dé thuc hién ghi log nhw sau:
Hinh 24: Ma doc ghi log vao file SS.log

Bai phan tich xin duoc dirng lai tai day, qua day co thé thdy day Ia mét dong méa déc phirc tap véi nhiéu chirc ndng. Ma déc
théng qua nhiéu budc dé cé thé khéi chay duoc payload cudi cung, déng thoi di¥ liéu trao déi véi C2 déu duoc nén va ma
héa, gitip cho ma déc co thé vurot qua duoc cac gidi phép phong vé mét cach kha hiéu qua.

Pé tién theo doi, ching téi cung cap bai phan tich day da dwéi dang PDF:
File Name: CSS-RD-ADV-200319-012_Phan tich ma doc loi dung dich Covid-19 dé phat tan gid mao “Chi thj cta thu

twdng Nguyén Xuan Phac” v1.0 Final

File Hash (SHA-256): 3b0af20f01e2a543cdd43e47e57553bd42d6103e670de2ef75fe5383a2cccdab
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R&D Center — VinCSS (a member of Vingroup)

2 Tré lai
Bai viét lien quan

Fie : |9d71c01a2e63e041ca58886eba792d3fc0c0064198d225f2f0
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0014B299h n 00004699
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(3 17/12/2023

[REO16] Malware Analysis: ModiLoader

1. Gidi thiéu Gan day, tdi co tim hiéu mot dong loader cé tén 1a ModiLoader. Loader nay dwoc phat tan théng qua cac dich
vu Malspam dé Ilra ngudi ding thuwc thi ma déc. Twong tw nhw cac dong loader khac, ModiLoader ciing théng qua nhiéu
bwdc (stage) dé tai vé& payload cudi cling cé nhiém vy danh [...]

Tai VinCSS, chung téi lién tuc chi ddng theo ddi tinh hinh an ninh mang, san tim cac mau ma doc va danh gia mirc do
nguy hiém clia chuing, dac biét 1a cac mau ma doc nham téi Viet Nam. Gan day, trong qua trinh thwc hién hunting trén nén
tang cla VirusTotal, thuwc hién tim kiém cac mau byte d&c trwng lién quan t&i nhém Mustang Panda (PlugX), ching toi da
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phat hién mét loat mau ma déc ma chuing t6i nghi ng® 1a cia nhém nay dwoc tai [én to Viét Nam.

(53 24/04/2022

[RE026] A Deep Dive into Zloader — the Silent Night

Zloader, mot banking trojan con biét dén véi nhivng tén goi khac nhu Terdot hay Zbot. Dong trojan nay dwoc phat hién 1an
dAu tién vao ndm 2016, va theo thdi gian sé lwong phat tan clia né lién tuc gia tdng. Code cuia Zloader duoc cho Ia xay
dwng dwa trén ma ngudn bj rd ri ctia ma ddc ZeuS ndi tiéng. Vao nam 2011, khi ma ngudn cla ZeuS dwoc cong khai thi tir
d6 t&i nay né duwoc st dung trong nhiéu mau ma doc khac nhau.
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s 11/10/2021

[RE024] Tim hiéu vé IDA Microcode

Gi6i thieu Tdng quan khi bién dich mét chwong trinh, compiler sé thic hién nhw sau: Cac budc co ban clia mét chuong
trinh compiler Khi decompile mét chwong trinh sang mé gia C, hexrays sé& lam diéu nguoc lai: Cac buédc co ban ctia mot
chwong trinh decompiler Mot trong nhirng bwéc quan [...]
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(3 27/09/2021

[REO25] TrickBot ... many tricks

Puwoc phat hién 1an dau vao nam 2016, t&i thdi diém hién tai TrickBot (con dwoc biét dén véi nhirng tén goi khac nhw
TrickLoader hay Trickster) da tr& thanh mot trong nhi*ng méa ddc nguy hiém va phé bién nhat hién nay. Nhirng ké dirng
d&ng sau TrickBot lién tuc phat trién d& thém cac tinh nang va tha thuat méi. Ma doc nay dwoc phat trién duwdi dang mé-
dun, theo d6 payload chinh sé& chiu trach nhiém tai cac plugin khac c6 kha nang thuc hién cac tac vu cu thé, bao gébm danh
cap tai khoan va théng tin nhay cam, cung cap kha nang truy cap tir xa, lay lan qua mang cuc bo, va tai xudng phan mém
doc hai khac.
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