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Sekhmet Ransomware

Sekhmet Doxware

(wndppoBanbLMK-BbIMOraTesnb, NyonmkaTop) (nepBOMCTOYHMK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNGpPYET AaHHble BU3HeC-NoNb3oBaTeNnen n KOMNaHum ¢
nomowbio RSA-2048 + ChaCha, a 3atem TpebyeT Bbikyn B # BTC, 4ToGbI BEPHYTL dhannbl.
OpuvrnHanbHoe Ha3BaHMe: B 3anncke He ykasaHo. Xakepbl-BbiMoratenu: Twisted Spider
Extortion Group. Cpegu BbiMoratenen ectb rpaxgaHe YKpauHbl, No pyrmm AaHHbIM 3TO
MeXxayHapoa4Hasa xakepckad rpynna.

BbimoraTtenu, pacnpoctpaHstowme Sekhmet, yrpoxatot onybnmnkoBaTtb YKpageHHble JaHHbIe
C LieNblo yCUNEeHUs LaBreHns Ha XepTBy (oTcloga AOMNOMHUTENbHOE Ha3BaHWe —
nybnukartop). Kak nssectHo n3 gpyrmx Ransomware, ans 3Toro oneparopbl-BbiIMoratenu
Ha4YMHaIOT Kpaxy OaHHbIX ewwé nepeq wudpoaHnem gannoB. O6 aTnx akumnax
BbIMoratenen coobwanocs B CMW. Ha momeHT nybnukaumm ctatbun, He BbIN1I0 M3BECTHO O
nyoénvkaumnax yKpageHHbIX AaHHbIX, BbIMOraTenu TofbKOo yrpoxanu, 4To gaHHble 6yayT
onybnukoBaHbl Ha nX cneynanbHoM canTe. [ToToM OHM co3fganu crneunanbHbln canT "Leaks
leaks and leaks" ansa Takmx ny6nukauunin.

OO6HapyxeHus:

DrWeb -> Trojan.Encoder.31322, Trojan.Encoder.32301

BitDefender -> Trojan.GenericKD.42872102, Gen:Variant.Jatif.1394

ESET-NOD32 -> A Variant Of Generik. GYISLCY, A Variant Of Win32/Kryptik. HEDE
Malwarebytes -> Trojan.MalPack, Ransom.Sekhmet

Rising -> Ransom.Cryptor!8.10A9 (CLOUD)

Symantec -> Ransom.Gen
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TrendMicro -> Ransom.Win32.SEKHMET.A, TROJ_GEN.R002CORH720

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObITb B 9TOM CNUCKE perynsapHo unm nosblwe? Coobwmnte mHe!

© lNeHeanorus: Maze > Sekhmet > Egregor

N306paxeHne — norotmn ctatby

K sawmndpoBaHHbIM dharinam gobaBnaTCa pasHble CryyYalHble pacluMpeHUs. Hanpumep:
.cSIFg

.RXfbY

.jHXeqt

.DtiM

.wixVM

BHumaHue! HoBble paclumpeHus, email n TeKCTbI O BbIKyne MOXHO HanTU B KOHUE CTaTb, B
obHoBnNeHnax. Tam MoryT 6bITb pa3nuynsi C NepBoHaYaribHbIM BapuaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTesns npuwnaceb Ha cepeanny mapta 2020 r.
OpureHTUpoBaH Ha aHrMosA3bl4HbIX NOMb30BaTENENn, YTO He MeLLaeT PacnpoCTPaHSTL ero rno
BCEMY MUPY.

3anucka c TpeboBaHneM Bbikyna HasbiBaeTcsi: RECOVER-FILES.txt
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CopepxaHue 3anuckun o BbiKyne:

Your company network has been hacked and breached. We downloaded confidential and
private data.

In case of not contacting us in 3 business days this data will be published on a special
website available for public view.

Also we had executed a special software that turned files, databases and other important
data in your network into an encrypted state using RSA-2048 and ChaCha algorithms.
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A special key is required to decrypt and restore these files. Only we have this key and only
we can give it to you with a reliable decryption software.

| How to contact us and be safe again |

The only method to restore your files and be safe from data leakage is to purchase a private
key which is unique for you and securely stored on our servers.
After the payment we provide you with decryption software that will decrypt all your files, also
we remove the downloaded data from your network and never post any information about
you.
There are 2 ways to directly contact us:
1) Using hidden TOR network:

a) Download a special TOR browser: https://www.torproject.org/

b) Install the TOR browser

c) Open our website in the TOR browser:
xxxx://lo3n4bhhtybbtwqggs.onion/C4BA3647FD0D6918

d) Follow the instructions on this page.
2) If you have any problems connecting or using TOR network

a) Open our website: xxxxs://sekhmet.top/C4BA3647FD0D6918

b) Follow the instructions on this page
On this web site, you will get instructions on how to make a free decryption test and how to
pay.
Also it has a live chat with our operators and support team.

|Questions and answers|

We understand you may have questions, so we provide here answers to the frequently
asked questions.

Q: What about decryption guarantees?

A: You have a FREE opportunity to test a service by instantly decrypting for free 3 files from
every system in your network.

If you have any problems our friendly support team is always here to assist you in a live chat.

Q: How can we be sure that after the payment data is removed and not published or used in
any nefarious ways?

A: We can assure you, downloaded data will be securely removed using DoD $220.22-M
wiping standart.

We are not interested in keeping this data as we do not gain any profit from it. This data is
used only to leverage you to make a payment and nothing more.

On the market the data itself are relatively useless and cheap.

a/14



Also we perfectly understand that using or publishing this data after the payment will
compromise our reliable business operations and we are not interested in it.

Q: How did you get into the network?
A: Detailed report on how we did it and how to fix your vulnerabilities can be provided by
request after the payment.

This is techinal information we need to identify you correctly and give decryption key to you,
do not redact!

---SEKHMET---
51VkH70JKf5e6gh+7BW2KgfGSr/yibdEps7Bea720GS***BPAFUAUAAAAA== [Bcero 2504
3Haka]

---SEKHMET---

MepeBoA 3anUCKN Ha PYCCKUN A3bIK:

CeTb Bawen komnaHuy Gbina B3nioMaHa un HapylweHa. Mbl 3arpy3vmnm kKoHuaeHUManbHble U
NUYHbIE OAHHbIE.

B cnyuyae, ecnu HET KOHTaKkTa ¢ Hamu B TeyeHune 3 paboumx gHewn, aTn gaHHble byayT
onybnukoBaHbl Ha cneumanbHOM Beb-canTe, AOCTYNHOM Ans BceobLuero 0603peHuns.

Takke Mbl 3anyCTuUnM cneyunanbHy0 NnporpaMmmy, kKotopas npeobpasoBana gannbl, 6a3bl
AAHHbIX 1 Apyrne BaXkHble JaHHble B BalLeln CETU B 3alumMdpoBaHHOE COCTOSAHNE C
ncrnonb3oBaHnem anroputmoB RSA-2048 n ChaCha.

CneumanbHbIN KY HY>XEeH AN paclumdpoOBKU U BOCCTAHOBNEHUS 3TUX hannoB. TonbKo y
Hac eCTb 3TOT KN4, N TONbKO Mbl MOXXEM AaTb €ro Bam C HageXXHOW NporpaMmmon ans
pacLmMdpoBKH.

| Kak ¢ Hamu cBsazaTbCa 1 cHoBa ObITb B 6e3onacHOCTy |

EQuHcTBEHHBIN cnocob BOCCTaHOBUTL Balln dannbl 1 ob6esonacuTtb cebsa OT yTeukn AaHHbIX
- 9TO NPMOBPECTM 3aKPLITLIN KITHOY, KOTOPbIA ABMSIETCS YHUKAINbHbLIM 4S5 Bac U HagEeXHO
XPaHUTCS Ha HallMX cepBepax.
[Mocne onnatbl Mbl NPeoCTaBsieM Bam NporpaMmmy Ans pacundpoBKn, KoTopas
pacmdpyeT Bce Balln dpaunribl, @ Takke Mbl yaanum 3arpyxeHHble JaHHble U3 Ballen ceTu
N HUKorga He nybnukyem nHgopmMauuio o Bac.
EcTtb ABa cnocoba cBs3aTbCsl C HAMX HaMNPsIMYHO:
1) Ucnonb3oBaHue ckpblTon cetn TOR:

a) 3arpysuTe cneumanbHbin 6pay3ep TOR: https://www.torproject.org/

6) YctaHoBuTe 6paysep TOR
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c) OTtkponTe Haw Beb-canT B 6paysepe TOR:
xxxx://lo3n4bhhtybbtwqggs.onion/C4BA3647FD0D6918
r) CneaynTte MHCTPYKLUMSIM Ha 3TOM CTpaHuLe.
2) Ecnu y Bac BO3HMKNM NpobnemMbl ¢ NogkItoyeHnemM nnum ncnons3osaHmem cetm TOR
a) OTkponTe Haw Beb-canT: xxxxs://sekhmet.top/C4BA3647FD0OD6918
6) CnegynTte MHCTPYKUUAM Ha 3TOW CTpaHuLe
Ha atom BebG-caiiTe Bbl NONy4YmMTE MHCTPYKLMM O TOM, Kak caenatb 6ecnnaTtHyto TecT-
pacmngpoBKy 1 Kak onnatuThb.
Takke ecTb XMBOW YaT C HALIMMK onepaTopamMm 1 cnyx60m NOAAEPKKN.

| Bonpochkl 1 0TBETHI |

Mol noHMMaem, 4to Y BaC MOryT BO3HUKHYTb BOMNPOCHI, MO3TOMY Mbl AaeM 34eCb OTBEThI HaA
4acCcTO 3agaBaeMbl€ BOMPOCHI.

Q: Kak HacyeT rapaHTuin gelingpoBaHnsa?

O: Y Bac ectb BECITATHAA BO3MOXHOCTb NPOTECTMPOBATL CEPBUC, MTHOBEHHO
pacwmdpoBas 6ecnnatHo 3 danna n3 Kaxxgonm CUCTEMbI B BalLen CETU.

Ecnu y Bac ecTb kakne-nmbo npobnemsbl, Halwa Apy>xHas KomaHga nogaepkkn Bcerga 3nech,
4TO6LI NOMOYbL BaM B YyaTe.

B: Kak Mbl MOXXeM ObITb YBEpPEHbI, YTO NOCHE TOro, KaK nnaTexHble AaHHble ByayT yaaneHsbl,
a He onybnukoBaHbl NN UCMNOMNb30BaHbl KAKUMU-NMBO rHYCHbIMK cnocobammn?

A: Mbl MOXeM 3aBepuTb Bac, 3arpykXeHHble faHHble 6yayT HaoeXHOo yaaneHbl ¢
ncnonb3oBaHueM ctaHgapta ounctkm DoD 5220.22-M.

Mbl He 3anHTepecoBaHbl B COXPaHEHUN 3TUX AaHHbIX, MOCKOSbKY Mbl HE MOfyYaeM HUKaKoW
NPUBLINM OT HUX. TN JaHHbIE UCMNONb3YKTCS TOMLKO AN TOro, YTOObI Bbl MOIN COBEPLUNTL
nnarex n Hmuyero bonee.

Ha pblHke caMu gaHHblE OTHOCUTENBLHO BECnoNesHbl N OELIEBSI.

Takke Mbl NpeKpacHO NOHMUMAEM, YTO UCNONb30BaHME NN Nybnukaums aTMX gaHHbIX Nocne
onnartbl NOCTaBUT NOA Yrpo3y Halv HageXHble AenoBble onepauuu, U Mbl He
3anHTepecoBaHbl B HUX.

Q: Kak Bbl nonanu B ceTb?
A: MoapobHbI OTYET O TOM, KaK Mbl 3TO cAernanu 1 kak MCNpaBuUTb BalUW YsI3BUMOCTH,
MOXET ObITb NPeaoCTaBneH Mo 3anpocy nocre onnatbl.

OTO TexHmyeckasa nHpopmauus, KoTopas Ham HyxxHa, YTobbl NPaBUNbHO NAEHTUOMUMPOBaATb
Bac M JaTb BaM KJ1HOM paclindpoBKy, He peaakTupynte!
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---SEKHMET---
51VKkH70JKf5e6gh+7BW2KgfGSr/yibdEps7Bea720GS***BPAFUAUAAAAA== [Bcero 2504
3Haka]

---SEKHMET---

SEKHMET

WAKE UP SAMURAI

CopepxaHue ocuumanbHOro canta BbiMoraTesnemn:

WAKE UP SAMURALI!

If you've come to this page, don’t waste your time searching for how to solve this problem
and do not try to entrust the solution to third parties.

Upload the ransom note RECOVER-FILES.txt and We will tell you how to quickly and reliably
recover all your files.

MepeBoA TeKcTa Ha PYCCKUMN A3bIK:

MpocHuce Camypan!

Ecnu Bbl 3aWunun Ha 3Ty CTpaHuLy, He TpaTbTe CBOE BPEMSA Ha MOUCKN peLleHUst 3TOM
npobnemMbl 1 He NbITakTeCb AOBEPUTL PELLEHNE TPETBUM NLAM.

3arpysute 3anucky ¢ TpebosaHnem Bbikyna RECOVER-FILES.txt, n Mbl pacckaxem Bam, Kak
ObICTPO U HAOEXHO BOCCTAHOBUTL BCE BalUW dhansbl.

TexHUYeckKkue getanm

MoxxeT pacnpocTpaHAaTbLCA NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCMNMNOMTOB, BPEOOHOCHOW peknamMbl, BE6-NMHXEKTOB, hanblUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX U 3apaXXEHHbIX MHCTanNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuue bnora.
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Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO awmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLumnTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» [1ns obecnedveHuns 3anycka ncnonbdyerca Regsvr32 — ato cnyxebHas nporpamma
KOMaHZHOW CTPOKM ANs1 PEMNCTPaLMM U OTMEHbI permctpauum anemeHToB ynpaeneHust OLE,
Hanpumep ActiveX n 6ubnmnotekn DLL B peectpe Windows.

3anyck obecneymBaeTcs C MOMOLLbIO crieayoLen KomaHabl:
"C:\Windows\System32\regsvr32.exe" /s sekhmet.dll.exe

Cnucok hannoBbIX paclwmMpeHni, nogseprarowmxcs W poBaHnio:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUaeo, hannsl o6pasos, apxmebl 1 Mp.

®dannbl, cBsA3aHHbIe ¢ 3TMM Ransomware:
RECOVER-FILES.txt - Ha3BaHue hanna c TpeboBaHneM BbiKyna
sekhmet.dll.{exe} - ucnonHaembin pann Ransomware
<random>.exe - crly4yanHoe Ha3BaHWe BpegoHOCHOro (hanna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
G:\aaaa\bbbb\cccc\dddd\eeee.pdb

3anucu peecTpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HWXKe pesynbTaTbl aHanmn3os.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanm3oB.

CeTeBble NOAKITIOYEHUSA U CBA3MU:
URL: hxxxs://sekhmet.top/
URL: hxxxs://sekhmet.top/C4BA3647FD0D6918

SERHEET SEHHEET

BLIY BITCOINS
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SEKHMET

DECRYPTE LEFT: 2

Tor-URL: hxxx://o3n4bhhtybbtwqqgs.onion/C4BA3647FD0D6918

SCHEHM™TET e . SFHEHNTT

BUY BITCOING

SCKH=TET

DECRYPTS LEFT. 3

Brmeean | rea b kst

Email: -

BTC: -

CM. Hwxe B 0BHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HMXe pesynbTaTbl aHanm3o0B.

Pe3ynbraTbl aHanM3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>
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https://www.virustotal.com/gui/file/0a739f4ec3d096010d0cd9fc0c0631f0b080cc2aad1f720fd1883737b6a6a952/detection
https://analyze.intezer.com/#/files/0a739f4ec3d096010d0cd9fc0c0631f0b080cc2aad1f720fd1883737b6a6a952
https://app.any.run/tasks/a0df4f38-267a-465a-88e0-cc7fdbd17c91/
https://www.joesandbox.com/analysis/217988/0/html

CTeneHb pacnpoCcTPaHEHHOCTU: CpeaHss.

MoapobHble cBeaeHnst cobupatotea perynsipHo. Npucbinante obpasupbl.

=== UICTOPUA CEMEWUCTBA === HISTORY OF FAMILY ===
Maze Ransomware - man 2019 - Hosa6pb 2020

Sekhmet Ransomware - mapTt 2020 - okTs16pb 2020
Egregor Ransomware - ceHTa6pb 2020 - dheBpansb 2021

=== BJIOK OGHOBJIEHWU/ === BLOCK OF UPDATES ===

O6HoBnNeHue ot 24 mapTa 2020:

Bbimoratenu cosganu canT "Leaks leaks and leaks" gnga nyonvkaunn ykpageHHbIX JaHHbIX

TeX KOMMNaHWN, KOTOpble OTKa3anucb NNaTUTb UM BbIKYM.
Cratbsa Ha canTte BleepingComputer >>

o %2 O | Q Search » =

Leaked data from vulnerable companies. MENU =

Leaks leaks and leaks

O6HoBneHue ot 7-9 aBrycTa 2020:
[ocT B TBUTTERE >>

Pacwwupenus: .xgVWib, .UQgH
3anucka: RECOVER-FILES.txt
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Tor-URL: hxxx://o3n4bhhtybbtwqqgs.onion/C4BA3647FD0D6918
URL: hxxxs://sekhmet.top/C4BA3647FD0D6918
®ann: KB083486A.msi - VT + |A + AR

dann: patch_may13869.dll - VT + IA

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.32301

BitDefender -> Gen:Variant.Jatif.1394
ESET-NOD32 -> A Variant Of Win32/Kryptik. HEDE
Malwarebytes -> Ransom.Sekhmet

Kaspersky -> Trojan-Ransom.Win32.Cryptor.dox
TrendMicro -> TROJ_GEN.R002CORH720

- a - a
SCENMET - SCHNMET -

BUY BITCOINS

- a
SEKMRET - s

DECRYPTSLEFT. 0
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» CopepxaHue canTta (Cpok ynnatbl BblKyna UCTEK):

SEKHMET

Price for recovering your files should be negotiated

That means we will provide you the amount after consensus is reached.

Let's start a constructive dialogue.

Looks like you were banned from the chat.

It is the time to reconsider your position and start again.

Check this page later, maybe we will unban you.

BUY BITCOINS

Bank Account / Transfer:

Bitfinex, Coinmama, Korbit, Coinfloor, Coinfinity, Coinbase, BitPanda, Paymium, Bity,
CoinCorner, HappyCoins, Poloniex, BTCDirect

Credit / Debit Card:

BitPanda, CEX.io, Coinhouse, Coinmama, Safello, Huobi, Bittylicious, BTCDirect, CoinCafe
DECRYPTS LEFT: 0

Maximum file size is 2 MB ( megabytes ).

We are decrypting only image files (bmp, jpg, gif, png).

No more decrypts left.

Download decrypted files here

Error incorrect magic: 2139205805 file is probably not encrypted or encrypted with other
software

Error incorrect magic: 1212537294 file is probably not encrypted or encrypted with other
software

Error incorrect magic: 2139205805 file is probably not encrypted or encrypted with other
software

O6HoBneHue ot 29 okTAGpA 2020:

CTtaTtbs 0 3aKkpbiTUK BbIMOraTenbckoro npoekTa "Maze Ransomware" n nepexog onepartopos
BbIMoratenen Ha "Egregor Ransomware".

BbiMoraTenu Takke nogreepxaunu, 4to Maze, Sekhmet, Egregor asnsatwTtca nx
BbIMOraTenbCKMMM NporpaMmmamu.
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https://www.bleepingcomputer.com/news/security/maze-ransomware-is-shutting-down-its-cybercrime-operation/

Selchmet Decryptor [ |

After pressing O, decryptor will scan all your attsched local drives as
well as neteeork shares available for current wser. Please consider to
close all programs such 2= databases so nothing blocks decryption

Fer successfull restoration, DO NOT:

* do nat close decryptor before you see message shout successfull
completion

* do not execute at the same time multiple decryptoos to decrypt BNAS
storages from different machines

* do not detach etemal storage while decryptor waorks

* do not restart computber

.

Bonee Toro, noctpagasLlume ot Egregor nocne ynnatbl Bbikyna nony4datiT Sekhmet
Decryptor.
=== 2022 ===

HoBocTb oT 9 dpeBpansa 2022

MpeacTaBuTens rpynnbl BoiIMOraTenen Bbinoxun B obLwmin goctyn Ha dopyme
BleepingComputer knouun gewmdpoBaHms ansa noctpagaswmx ot Maze, Sekhmet, Egregor
Ransomware.

Cchbinika Ha CKPUHLLOTE CKpbITa, YTOObI HE AaTb BO3MOXHOCTb MCMOMNb30BaTb BPEAOHOCHLIE
dannbl nHpektopa mOyv, KoTopble HbINK B apXxmBe.

g e g P

n [LEAK] Maze + Egrager + Sakhmal kays alang wilh iy (sxping) scufsa B
coda

i

BHumaHue!
Tenepb ecTb AewncpoBLUUK >>
Ckavaute Emsisoft Decryptor for Maze/Sekhmet/Egregor >>

=== BJIOK CCbIJTIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===
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https://1.bp.blogspot.com/-iWX3ohJVJdI/X5sMmoy_HYI/AAAAAAAAWSY/kBeuNAxpjxYfjlWYR7r5F4wSqnfKvlTXwCLcBGAsYHQ/s480/egregor-decryptor.jpg
https://www.bleepingcomputer.com/forums/t/768330/
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
https://www.emsisoft.com/ransomware-decryption-tools/maze-sekhmet-egregor

Thanks:

dnwls@719, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

