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ProLock Ransomware

(wundpoBanbLKUK-BbIMOratesb) (NepBOUCTOYHMUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WndpyeT AaHHble BuaHec-nonb3oBatenen ¢ nomowblo AES+RSA,
a 3atem TpebyeT Bbikyn oT 35 oo 255 BTC, utobbl BepHyTb harnbl. OpurnHanbHoe
Ha3BaHue: ProLock (ykasaHo B 3anucke).

BaxHo! OpurnHanbHbii AewmndpoBLLNK U3-3a OLLIMBKK HE MOXET paclundpoBaTb dannbl
pasmepom bonee 64 M6, noaTomy ynnaTa Bblkyna B 9ToM criydae 6ecrnonesHa. BoamoxHo
370 OyaeT ucnpaeneHo No3xe, HO ecnv Bbl PELLMN 3annaTuTb BblKyn, Tpebynte
noaTBepXaeHus, 4to gannbel 6onee 64-100 M6 6yayT KOPPEKTHO paclimdpoBaHbl. Bbl
MoOXeTe 3aKa3aTb pacwmndcppoBky B Emsisoft no ccbinke >> .

O6HapyxeHus:

DrWeb -> Trojan.Packed2.42421, Trojan.Encoder.32444

BitDefender -> Trojan.GenericKD.42886619

Kaspersky -> Trojan-Ransom.Win32.Pwnd.c

Qihoo-360 -> Win32/Trojan.Ransom.7de

Tencent -> Win32.Trojan.Pwnd.Sxxx

TrendMicro -> Ransom.Win32.PROLOCK.AA

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHaopam! XoTuTte ObiTb B 3TOM CNMCKe perynsapHo nnu nosbiwe? CoobwmuTte mHe!

© lNeHeanorusa: PwndLocker > ProLock
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PROLOCK

N306pakeHne — norotmn ctatby

K 3awmndpoBaHHbIM dharnam gobaensietcs pacwmpenue: .ProLock

Takke ncnonb3yTca Bapauuu:
.proLock
.prOLock
.proLOck

BHumaHue! HoBble pacluimpeHus, email n TeKCTbI 0 BblKyne MOXHO HanTU B KOHLEe

cTtatbu, B 0OHOBMNEHUsAX. Tam MOryT ObITb pa3nnynga c nepBoHa4dalribHbIM BapnaHTOM.

AKTUBHOCTb 3TOro KpUnTo-BbIMOraTens npuwnack Ha cepeguHy mapta 2020 r. Npegbiaywmnn
BapuaHT BbIMoratens, Kotopbii 6bin Ha3BaH PwndLocker, nven ysi3BMMOCTb, NO3BONSABLLYHO
paclmdpoBaTb (hannbl Y HEKOTOPLIX NOCTpPaAaBLUNX, MO3TOMY ObifT MOAMGULMPOBAH
3M10yMbILUIIEHHMKAMM C y4EeTOM UMEBLLEN ya3BUMOCTU. ProLock opueHTupoBaH Ha
aHrMosA3blYHbIX NOSIb30BaTENEN, YTO HE MeLUaeT PacnpoCTPaHATbL ero no Bcemy

mupy. Tonbko B CLUA OH HaueneH Ha opraHM3aumn B CreayroLmMX CEKTOpaX:
30paBOOXpaHeHne, NPaBUTENbLCTBO, (PUHAHCHI U PO3HUYHAs TOProBIs.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaeTcs: [HOW TO RECOVER FILES].txt

CopepxaHue 3anMcKu o BbiKyne:
Your files have been encrypted by ProLock Ransomware using RSA-2048 algorithm.
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[.:Nothing personal just business:.]
No one can help you to restore files without our special decryption tool.
To get your files back you have to pay the decryption fee in BTC.
The final price depends on how fast you write to us.
1. Download TOR browser: https://www.torproject.org/
2. Install the TOR Browser.
3. Open the TOR Browser.
4. Open our website in the TOR browser:
msaoyrayohnp32tcgwcanhjouetb5k54aekgnwg7dcvtgtecpumrxpqd.onion
5. Login using your |D 234*****xx*xwxkexx* [total 20 characters]
***If you have any problems connecting or using TOR network:
contact our support by email chec1kyourf1les@protonmail.com.
[You'll receive instructions and price inside]
The decryption keys will be stored for 1 month.
We also have gathered your sensitive data.
We would share it in case you refuse to pay.
Decryption using third party software is impossible.
Attempts to self-decrypting files will result in the loss of your data.

MNepeBopA 3anMUCKM Ha PYCCKUM A3bIK:
Bawwu dannel 3awmdgpoBaHbl ProLock Ransomware ¢ ucnones3oBaHuem anroputma RSA-
2048.
[.:Hn4yero nuyHoro npocto 6usHec:.]
HWKTO He MOXeT NOMOYb BaM BOCCTaHOBUTL dpansibl 6e3 Hallero cneynansHOro
WHCTPYMEHTAa pacLlngpOBKM.
UTo6bl BEpHYTb Baluun dansnbl, Bbl 4OMMKHbI 3annaTtutb 3a pacmndgposky B BTC.
OkoH4aTenbHas LeHa 3aBUCUT OT TOro, Kak BbICTPO Bbl HANULLUTE HaM.
1. 3arpysute 6paysep TOR: https://www.torproject.org/
2. YctaHoBuTte bpaysep TOR.
3. OTkpownTte 6paysep TOR.
4. OTkponTe Haw Beb-cant B 6paysepe TOR:
msaoyrayohnp32tcgwcanhjouetb5k54aekgnwg7dcvtgtecpumrxpqgd.onion
5. Bonante nog cBouMm |D 234 *****xxxxixtsx* Igcero 20 CMMBOSOB]
*** Ecnn y Bac ecTb npobnemsbl ¢ nogkntoydeHnem nnm ¢ cetbto TOR:
CBSDKUTECH C Hawen cnyxobon nogaepxkm no email chec1kyourflles@protonmail.com.
[Bbl nonyynTte MHCTPYKLUMN U LIeHY BHYTPU]
Kritoumn pacwmdpoBkm ByayT xpaHuTbCs B TedeHne 1 mecsua.
Mbl Takke cobpanu Bawm KOHMAEHUMANbHbIE OAHHbIE.
Mbl nogenumMca 3TnM, ecnu Bbl OTKaXXeTeCb NNaTuThb.
PaclumdpoBka ¢ nCnonb3oBaHNEM CTOPOHHUX NPOrpamMM HEBO3MOXHaA.
[MonbITKM camMoCTOATENBHO pacLungpoBaTh annbl NPUBEAYT K NOTEPE BalLMX AAHHbIX.
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CKpUVHLLOTBLI canTa BbiMoOraTesnem:
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CopepxxaHue TeKCTa Ha cauTe BbIMoraTesnen:

Hello, you are a victim of ProLock ransomware.

Your files have been encrypted using RSA2048 algorithm.

This algorithm is one of the strongest, it is impossible to decrypt files without known key.
As you understand, situation is very important.

You can decrypt 1-2 files for free as a proof of work.

We know that this computer is very valuable for you.

So we will give you appropriate price for recovering.

DON'T try to change files by yourself, DON'T use any third party software for restoring your
data or antivirus solutions - these actions may entail damage of the private key and, as
result, the loss of all your data.

All your sensitive data was downloaded on remote servers. If you do not pay in several days
all these sensitive files will be published in social networks and public media.

To get your files unlocked, pay.

If you want to make test unlock, contact support.

Payment information

80 BTC

UNPAID

Send 80 BTC (in ONE payment) to:

don't include transaction fee in this amount

16Dr9JbevWqur7qPCkfxC6hj3ku7stbZGE

[Check payment]

Available once every 12 hours

[Need help? Chat with support!]
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MNepeBoa TekcTa Ha PyCCKUM A3bIK:

MpwuBerT, Bbl XepTBa ProLock Ransomware.

Bawwm hannbl 3awumdpoBaHbl ¢ ncnonb3oBaHnem anropntma RSA2048.

OTOT anropuTm ABNSAETCA OOHUM M3 CaMbIX CUIbHbIX, HEBO3MOXHO paclumMdpoBaTtb annbl
6e3 n3BeCTHOro Knova.

Kak Bbl MOHMMaeTe, CUTyaLmsi O4EHb BaXkHa.

Bbl moxeTe pacwmdpoBatb 1-2 darna 6ecnnaTtHo Kak Aoka3aTenbCTBO paboThl.

Mbl 3HaeM, 4TO 3TOT KOMMbIOTEP OYEHb LIEHEH A11s Bac.

MoaToMy Mbl JaanM BaM COOTBETCTBYIOLLYHO LIEHY AN BOCCTAHOBIEHMS.

HE MbITAVUTECb uamenuTs dhainsl camoctositensHo, HE MCMOJNb3YWUTE kakyto-To
CTOPOHHIOK NPOrpaMmmy 451 BOCCTAHOBNEHUS BalUMX AAHHbIX WY aHTUBUPYCHbIE PELLUEHWS -
3TV AENCTBUSI MOTyT NOBIieYb 3a COOO0M NOBpEXAEHNEe NUYHOIO KNoYva 1, Kak CneacTseume,
NnoTepH BCEX BalLMX AAHHbIX.

Bce Bawm koHGMAeHUManbHble AaHHbIE BbINKM 3arpy>KeHbl Ha yaaneHHble cepBepbl. Ecnun Bbl
He 3annaTuTe B Te4eHMe HECKOSbKNX AHEN, BCe 3TU KOHmaeHumanbHble hannsl dyayT
onybnukoBaHbl B coLmanbHbIX ceTax n obwenoctynHbix CMIA.

YTo6bl NONy4MTb AOCTYN K dpannam, 3annatuTe.

Ecnun Bbl xoTute coenartb TeCT-pa3bnokmMpoBky, 06paTtntecsb B Cry0by nogaepkku.
[MnarexHasa nHpopmauyus

80 BTC

HEOMNMNAYEHO

Otnpaesre 80 BTC (OOWH nnatex) Ha:

He BKNHYanTe KOMUCCUIO 3a TPaH3aKLUuIo B 3Ty CyMMy
16Dr9JbevWqur7gPCkfxC6hj3ku7stbZGE

[MpoBepuTb onnaty]

[ocTynHo pa3 B 12 yacos

[Hy>xHa nomowb? ObwanTtech 3a nogaepkkon!]

TexHn4yeckune getanu

[nsa pacnpocTtpaHeHus ncnonb3yetrcs QakBot (Qbot, 6aHKkoBCKkMI TPOSIH,
pPacnpoCTPaHSAOLLMNCA C MOMOLLbIO PULLMHIOBbLIX KaMnaHuin, email-cnama n v BrioXKeHHbIX
BpeOoHoCHbIX gokyMmeHToB Microsoft Word). PaHee QakBot 6b1n cBsizaH

MegaCortex. QakBot 3arpy>xaet nakeTHble cLueHapum 13 06ra4yHoro XxpaHunuuia u
BbINOMHAET MX C NMOMOLLbIO KOMaHAbI:

schtasks.exe /CREATE /XML C:\Programdata\WinMgr.xml /tn WinMgr

schtasks.exe /RUN /tn WinMgr

del C:\Programdata\WinMgr.xml

del C:\Programdata\run.bat
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ProLock kpageT gaHHble U3 CKOMNPOMETUPOBaHHOM ceTu. [nga akcunsTpaumm dannsl
apXMBUPYHOTCA C NOMOLLbIO apxmBaTopa 7-zip 1 3arpy>arTcsa B 0brnadHble XpaHunuiia
(OneDrive, Google Drive, Mega) ¢ nomoLLblo nporpammMbl KOMaHAHOM cTpokn Relone,
KOTOpas CUHXPOHU3UPYET AaHHbIe C BOMbLINMM KONMYECTBOM 00radHbIX XpaHunuy. MNocne
3KchunbTpauumn onepaTopbl BbINOMHAT cueHapui PowerShell, 4ytobbl n3sneys ABOUYHbIN
dann ProlLock, BCTpoeHHbIn B hann obpasa, n pasBepHyTb €ro B KOPNOpaTUBHOM CETU ANs
LWnNhpoBaHNS AaHHbIX B AOCTUXKMMbIX CUCTEMAX.

Kpome Toro, ProLock MoxeT pacnpocTpaHaTbCs NyTEM B3floMa Yepes3 He3alUMLLEHHYHO
KoHdpurypaumto RDP co cnabbimmn naponsimm, ¢ nOMOLLb0 06MaHHbIX 3arpy3oK, 60THETOB,
9KCNIONTOB, BPEAOHOCHOM peKnambl, BEB-UHXEKTOB, dhanbLUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXéHHbIX MHCTannATopoB. CM. Takke "OCcHOBHbIE cnocobbI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuue 6nora.

Hy>HO Bcerga ncnosnb3oBaTb AKTyalbHYO aHTUBURYCHYO0 3awmnTy!!!

Ecnu Bbl npeHebperaeTe KOMNIEKCHOM aHTUBMPYCHON 3alLmMTon knacca Internet Security unu
Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaAHNE BaXKHbIX dannoB No metoay. 3-
21.

» ProLock ncnonbsyet PowerShell ons BHegpeHust B namMsaTb cneumanbHOro
danna WinMgr.omp. ®ain B 3aronoske sisnsietca gannom BMP vnn JPG, 3a koTopbiM nayT
HynuW, a 3aTeM Ko BbiMoraTens.

By

Bbl MOXeTe BMAETb 3TO Ha ckpuHwoTtax. Pann WinMgr.omp npu npocmoTpe BbIrMAguT Kak
YEPHbIN POH C HECKONBKMMU BernbiMn TOYKaMmn B NpaBoOM BepxHeM yrny. Ero aHanus Ha
cante VT NpunoxeH Huxe.

Ecnun nocmoTtpeTb Ha dhann B hex-pegakrope, TO MOXHO YBUAETb, YTO OH

COOEPXUT BCTPOEHHbIE B HEMO ABOUYHbIE JaHHble. IMEHHO 3TV ABOUYHbIE AaHHbIe
cuuTbiBatoTcs PowerShell-ckpuntom, KOTOPbIM BHEAPSET UX B NaMATb.
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Takast ataka BO3MOXHa Npu OTKPbITOM JOCTYMe K cepBepam NpeanpusaTus Unm opraHnsaumm
C NoMoLLbo cry0bl yaaneHHoro paboyero ctona. [lanee passepTbiBaHUM NO BCEWN CETU
ocyuiecTBnsieTcs ¢ ucnonb3oBaHnem PowerShell Empire nnn PSExec.

» ProLock ynanser TeHeBble konun pannos KoMaHgaMu:

vssadmin.exe delete shadows /all /quiet

vssadmin.exe resize shadowstorage /for=D: /on=D: /maxsize=401MB
vssadmin.exe resize shadowstorage /for=D: /on=D: /maxsize=unbounded

Cnucok channoBbIX paclwMpeHnin, nogseprarowmxcs WnpoBaHUIo:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBbie thannbl, 6a3bl 4aHHbIX,
doTorpadun, Myabika, BUAeO, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:

[HOW TO RECOVER FILES].txt - HasBaHuMe danna c TpeboBaHneM Bbikyna
WinMgr.bomp - 4épHbin hann ¢ 6enbiMm To4KaMu U KOOOM BbIMOraTesisi BHyTPW.
WinMgr.xml

run.bat

clean.bat

<random>.exe - crly4yanHoe Ha3BaHWe BpeOoHOCHOro (hanna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\ProgramData\WinMgr.omp
C:\Programdata\WinMgr.xm|
C:\Programdata\clean.bat
C:\Programdata\run.bat
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3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITIOYEHUA U CBA3MN:

Tor-URL: msaoyrayohnp32tcgwcanhjouetb5k54aekgnwg7dcvtgtecpumrxpqgd.onion

Email: chec1kyourf1les@protonmail.com

BTC: 16Dr9JbevWqur7qPCkfxC6hj3ku7stbZGE

CM. Hwxe B 0BHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HMXe pe3ynbTaThl aHanm3oB.

Pe3ynbraTbl aHanM3oB:

@ Hybrid analysis >>

Y VirusTotal analysis (WinMgr.bmp) >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CrteneHb pacnpoCTpaHEHHOCTU: CpeaHAA.
MoapobHble ceeaeHust cobupatotea perynsipHo. Npuckinante obpasubl.

=== \CTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHU/ === BLOCK OF UPDATES ===

O6HoBneHue ot 14-18 masn 2020:

Cratba Ha caunTte Group-IB >>

Cratbsa Ha canTte BleepingComputer >>
2-a cTtaTbq Ha caute BleepingComputer >>

O6HoBneHue ot 28 aBrycTta 2020:

[Moct B TBUTTERE >>

Pacwwupenue: .prOLock

3anucka: [HOW TO RECOVER FILES].TXT
Email: chec1kyourf1les@protonmail.com
PesynbraTthl aHanusos: VT + AR
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https://www.virustotal.com/gui/file/a6ded68af5a6e5cc8c1adee029347ec72da3b10a439d98f79f4b15801abd7af0/detection
https://www.joesandbox.com/analysis/218130/0/html
https://www.group-ib.com/blog/prolock
https://www.bleepingcomputer.com/news/security/prolock-ransomware-teams-up-with-qakbot-trojan-for-network-access/
https://www.bleepingcomputer.com/news/security/fbi-warns-of-prolock-ransomware-decryptor-not-working-properly/
https://twitter.com/GrujaRS/status/1299285337412382720
https://www.virustotal.com/gui/file/4c51a104fa1bca7b0523fd1998474b74e8893cef48f877e43cef582ec84ab640/detection
https://app.any.run/tasks/d94573ab-b13f-41dc-af00-fc27ddfebccf/

O6HoBneHue ot 10 ceHTAGpsa 2020:
Cratba ot Group-IB (in English) >>
Pycckas Bepcusa ctatbm >>

=== BJIOK CCbIJIOK n CI[TACUBOK = BLOCK OF LINKS AND THANKS ===

Bbl MOXeTe 3aKasaTb WHAMBUAYaANbHYW pacumndpoBKy B Emsisoft.

UNLOCK

Ans 3Tol nepengute Ha cailT Emsisoft po ccebiike >>

httpk’ Read to links:
+ Tweet + myTweet

ID Ransomware (ID as ProlLock)
Write-up (March 20, 2020), Topic of Support

Thanks:

PeterM, Michael Gillespie

Andrew Ivanov (author)

Lawrence Abrams

to the victims who sent the samples
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© Amigo-A (Andrew lvanov): All blog articles. Contact.
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