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Nefilim Ransomware

Nefilim Doxware

Variants: Nephilim, Offwhite, Sigareta, Telegram, Nef1lim, Mefilin, Trapget, Merin,
Fusion, Infection, Milihpen, Derzko, Gangbang, Kiano, Mansory

(wndpoBanbLKMK-BbIMOraTenb, NybnukaTop) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTENDL LWINMPYET OAaHHbIE BU3HEC-NoNb30oBaTENen n KomnaHui ¢ nomoLublo AES-128 + RSA-
2048, a 3atem TpebyeT HanucaTtb Ha email BbiMoraTenen, 4Tobbl y3HaTb Kak 3annatutb Bbikyn B # BTC n
BepHyTb Gannbl. OpurnHansHoe Ha3BaHue: Nefilim. Ha dganne HanucaHo: yto nonano. HanvcaH Ha s3bike Go.

Bbimoratenu, pacnpoctpaHsitowme Nefilim-Nephilim, yrpoxatot onybnvkoBaTtb yKpageHHbIe fAaHHbIE C LEMbIO
yCUNEeHWs AaBreHnst Ha XepTey (oTcloga JOMONHUTENBHOE Ha3BaHue — nybnukatop). Kak n3secTHo 13 gpyrnx
Ransomware, ons aToro onepatopbl-BbiIMOraTerniv Ha4uMHalT Kpaxy OaHHbIX eLlé nepeq WwngpoBaHnem

davinos. Ha MoMeHT nybnvkauum ctaTbu, He ObINIO N3BECTHO O NyONMKaUNAX yKpaaeHHbIX AaHHbIX, BbIMOraTenu
TONbKO yrpoxanu, Ho B MapTe 2020 oHn co3ganu canT ans nyenukaunm ykpageHHbIX JaHHbIX.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.31246, Trojan.MulDrop11.51385, Trojan.Encoder.31414, Trojan.Encoder.31491,
Trojan.Encoder.31726, Trojan.MulDrop12.50861,

Trojan.PWS.Siggen2.49647, Trojan.Encoder.32146, Trojan.Encoder.32161,

Trojan.Encoder.32607, Trojan.Encoder.32608, Trojan.Encoder.32811, Trojan.Encoder.33298, Trojan.Encoder.33444

BitDefender -> Trojan.GenericKD.42843933, Gen:Trojan.Heur.RP.cmHfaSRzti

ALYac -> Trojan.Ransom.Nefilim

Avira (no cloud) -> TR/RedCap.ihege, TR/RedCap.ufyno, Trojan.GenericKD.44062454

ESET-NOD32 -> Win32/Filecoder.Nemty.D, Win32/Filecoder.Nemty.J, A Variant Of Win32/Filecoder.Nemty.M ...
Kaspersky -> Trojan.Win32.Zudochka.edyv, Trojan-Ransom.Win32.Cryptor.ddi

Malwarebytes -> Ransom.Nefilim

Rising -> Ransom.NEFILIM!1.C3E7 (CLOUD), Trojan.MalCert!1.C3E8 (CLOUD)

Symantec -> Trojan.Gen.MBT, ML.Attribute.HighConfidence, Ransom.Nefilim!gm1

Tencent -> Win32.Trojan.Filecoder.Eerg, Win32.Trojan.Filecoder.Ahyi, Win32.Trojan.Filecoder. Tbik
TrendMicro -> Ransom.Win32.NEFILIM.A, Ransom.Win32.NEFILIM.B, Ransom_Genasom.R011C0DJB20
VBA32 -> TrojanRansom.JSWorm.d
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N306paxkeHne — norotun cratby

K 3awwmdpoBaHHbIM Gannam gobaensietcs pacwmpenne: .NEFILIM

Takxe ucnonb3yetcs mapkep dannos: NEFILIM

BHumanue! Hosble paclumperus, email n TeKCTbl O BbIKyne MOXHO HanTu B KOHLUE cTaTbu, B OBHOBNEHMsAX. Tam
MOryT ObITb PasnUung ¢ NepBoOHaYanbHbIM BapUaHTOM.

AKTMBHOCTb 3TOrO KPUNTO-BbIMOraTens npuLlnach Ha NepByko NonoBuHy - cepeauHy mapta 2020 r. LTamn gatbl:
10 mapta 2020 r. OpMeHTMpOBaH Ha aHrNos3blYHbIX NOMb30BATENEN, YTO HE MELLAET pacnpoCTpPaHATb ero no
BCEMY MUPY.

3anucka c TpeboBaHuem Bbikyna HasbiBaeTcsi: NEFILIM-DECRYPT.txt
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CopepxaHue 3anucKkn o BbiKyne:

All of your files have been encrypted with military grade algorithms.

We ensure that the only way to retrieve your data is with our software.

We will make sure you retrieve your data swiftly and securely when our demands are met.
Restoration of your data requires a private key which only we possess.

A large amount of your private files have been extracted and is kept in a secure location.
If you do not contact us in seven working days of the breach we will start leaking the data.
After you contact us we will provide you proof that your files have been extracted.

To confirm that our decryption software works email to us 2 files from random computers.
You will receive further instructions after you send us the test files.
jamesgonzaleswork1972@protonmail.com

pretty _hardjob2881@mail.com

dprworkjessiaeye1955@tutanota.com

MepeBoAa 3annCKM Ha PYCCKUM A3bIK:

Bce Bawum ¢annbl 3awmdgpoBaHbl ¢ anropuTMaMmm BOEHHOTO YPOBHS,

Mbl pydaemcst, 4YTO eANHCTBEHHbIV CMOCOO BOCCTAHOBUTL BalUM JAHHbIE — C NMOMOLLLbIO HALLEN NporpamMmbl,
Mbl no3aboTmumcs o ToM, 4Tobbl Bbl ObICTPO 1 6e30MacHO BEPHYNM Baluy AaHHbIe, KOraa Hawm TpeboBaHus
OyOyT BbINOMHEHBI.

[nsi BOCCTAHOBMEHMS BalUMX AaHHbIX TPeOyeTCst 3aKpbIThIN KoY, KOTOPbIM BrageeM TONMbKO Mbl.

BornbLuoe konumyecTBo BalnX NMYHbIX harnoB Bbino N3BMEYEHO U XpaHnTcs B 6e3onacHom mecTe.

Ecnu Bbl He CBS>XETECH C HaMU B Te4YeHNe cemn pabourx AHEeN ¢ MOMEHTa HapyLLEeHUs, Mbl HAYHEM nepefaBaTb
OaHHble.

Mocne TOro, kKak Bbl 06paTUTECh K HaM, Mbl PeOCTaBUM BaM NOATBEPXKAEHWE TOrO, YTO Balln hansibl MOXHO
BEPHYTb.

YTtob6bl NoaTBEPANTL, YTO Halla NporpaMmma gns gewndgpoBaHusa paboTtaert, oTnpaBbTe Ham 2 danna co
CryyariHbIX KOMMbIOTEPOB.

Bbl nonyynte ganbHeunwmne MHCTPYKL MY Nocre OTrnpaBku HaMm TecT-hansos.
jamesgonzaleswork1972@protonmail.com

pretty hardjob2881@mail.com

dprworkjessiaeye1955@tutanota.com

TexHU4Yeckue getanu

MoxeT pacnpocTpaHsaTbCa NyTEM B3rloMa Yepes HesallumLeHHyo KoHdpurypaumo RDP, ¢ nomolsto email-
crnama 1 BpedOHOCHbIX BITOXEHWA, 0OMaHHbIX 3arpy30K, O60THETOB, 3KCMIOWTOB, BPEAOHOCHOW peknambl, Be0-
NHXXEKTOB, dhanbLUMBbIX 0GHOBMEHMI, NepPENaKOBaHHbIX U 3apaXXEHHbIX MHCTaNNATOpoB. CM. Takke "OCHOBHbIE
cnocobbl pacnpoCcTpaHeHUs KpUnToBbIMOraTenen" Ha BBOAHOW CTpaHuue bnora.

Ecnu Bbl npeHebperaeTe KOMMNIEKCHOM aHTMBUPYCHOM 3aLumTon knacca Internet Security unum Total Security, To
X0Ts Obl fenanTe pe3epBHOE KONMPOBaHWE BaXkHbIX harnos no metoay 3-2-1.

» llcnonb3yeT reHepaTop Cry4yanHoro Krya Ans Kkaxaoro darna.
» cnonb3yeT Yyxue nognucaHHble cepTudukaThbl Ans exe-annos.
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Cnucok dannoBbIX pacluMpeHui, nogBeprarowmxcs WnugpoBaHUIo:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl aHHbIX, hoTorpadmm, Myabika, BUAEO,
oannbl 06pa3oB, apxmBbl U Mp.

®dannbl, cBA3aHHbIe ¢ 3ITUM Ransomware:
NEFILIM-DECRYPT.txt - HasBaHue canna c TpeboBaHNEM BbIKyna
<random>.exe - cny4yanHoe Ha3BaHne BpegoHOCHOro tharna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

C:\Users\Administrator\Desktop\New folder\Release\NEFILIM.pdb

3anucu peecTtpa, cBA3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaTbl aHanms3os.

MbloTekcbi:
Den'gi plyvut v karmany rekoy. My khodim po krayu nozha...

CKpPUHLLOTLI OT uccnepoBartenen:
B Nefilim ncnonb3ayetcs kog, novtn naeHtuuHbIn kogy n3 Nemty Bepcum 2.5. Takke nmeetcs 3y6 Ha KOPECKyto
aHTUBMpYCHYHO kKomnaHuio Ahnlab, kak 6bino B Nemty n JSWorm Ransomware.

Bl 5 wehar U aHowlaF uckallin

0l aHouTeFuckAliTh: WATH KREF: sub_ & E9a=18ETo
unicode @, <how to Fuck all the world?> .0

align &

B cTpokax ecTb cnoBa Ha pyCCKOM A3blke, HanncaHHbIe aHIMMNCKUMU ByKBamK, a Takke YNOMUHAHWS
aHTUBMpPYCHbIX KomnaHui AhnLab 1 SophoslLabs, HancaHHble ¢ owmbkamu.

CeTeBble NOAKIMIOYEHUA U CBA3U:

Email: jamesgonzaleswork1972@protonmail.com
pretty hardjob2881@mail.com
dprworkjessiaeye1955@tutanota.com

BTC:

CM. Hmxe B 0BHOBNEHMAX Apyrne agpeca U KOHTaKTbl.
CM. HWXe pesynbTaTtbl aHanmM3o0B.

Pe3ynbTaTbl aHanu3oB:
® Hybrid analysis >>

4 Intezer analysis >>

X VMRay analysis >>
W VirusBay samples >>
[1 MalShare samples >>
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&2 AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CreneHb pacnpocTpaHEHHOCTU: CPeaHsA.

Moapo6GHble cBedeHns cobupatoTcs perynspHo. MpuckinaiTe o6pasubl.

=== AICTOPUSA CEMEUCTBA === HISTORY OF FAMILY ===

Nemty 1.x - aBryct 2019

Nemty Revenge 2.0 - Hos6pb 2019

Nefilim Ransomware - mapt 2020

CM. HWXe OBHOBMEHWS C aNeMeHTaMun naeHTUdrKaumm.

=== BJIOK OBHOBJIEHUMN === BLOCK OF UPDATES ===

O6HoBneHue ot 19 mapta 2020:

[ocTt B TBUTTEPE >>

Pacwwupenve: .NEFILIM

MebloTekc:

Den'gi plyvut v karmany rekoy. My khodim po krayu nozha...

Mutex Name

®dann: kinodomino.exe

» OGHapyxeHus:

DrWeb -> Trojan.Encoder.31414

BitDefender -> Generic.Ransom.Nemty.5E50AD57
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.F
Malwarebytes -> Ransom.Nefilim

Microsoft -> Ransom:Win32/Nemty.MMV!MTB

O6HoBneHue ot 24 mapTa 2020:

Bbimoratenu cosganu cant "Corporate Leaks" gns nyénvkaumm ykpageHHbIX JaHHbIX TEX KOMMNaHui 1 busHec-

nonb3oBaTeneii, KoTopble 0TKa3anuch NaTUTb BbIKYM.
Cratba Ha cauite BleepingComputer >>
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About - Corporate Leaks x | tof-o s

<« c o O é w91 O # | Q search » =

Q Corporate Leaks oo

Search Menu

About

This website will contain information that was downloaded from cor

porate networks that were breached and failed to negotiate with us. T

he information will usually be leaked in parts, so the company has a

chance to stop the leak before all the information is released. All co

mpanies have our contacts, other ways to contact us are listed here: h
2page_id=7.

O6HoBneHue ot 25 mapTta 2020:
[MocTt B TBUTTEPE >>

Pacwwupenuve: .NEPHILIM

3anucka: NEPHILIM-DECRYPT.txt

god.jpg - nsobpaxeHue, sameHsioLLee obon Paboyero ctona
Email-ransom: Bernardocarlos@tutanota.com
Deanlivermore@protonmail.com

robertatravels@mail.com

Mapkep 3awwmdpoBaHHbix dannos: NEPHILIM

URL-leaks: hxxx://hxt254aygrsziejn.onion/
Email-leaks: Derekvirgil@protonmail.com
Samanthareflock@mail.com
Gerardbroncks@tutanota.com
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CORPORATE LEAKS

o 6 | FSHED | ABEAN

WET Offshore, Part 1, B CATEGORIES
MECENT POETS
MAS Holdings, Part 1-2. a
» MbloTekc:

ONA MOYA ROZA | YA EE LUBLUUUUUUUU, ONA MOYA DOZA - SEGODNYA ZATYANU

Mutex Name

Cawrt leaks: hxxx://corpleaks.net

Canrt Tor: hxxxp://hxt254aygrsziejn.onion

Email: SamanthaKirbinron@protonmail.com
DenisUfliknam@protonmail.com
RobertGorgris@protonmail.com

®ann: sync.bad.exe

Pesyneratel aHanusos: VT + HA + 1A + VMR + AR
» O6HapyXeHus:

DrWeb -> Trojan.Encoder.31726

Avira (no cloud) -> TR/RedCap.pdjht

BitDefender -> Gen:Heur.Trickbot.3
ESET-NOD32 -> A Variant Of Generik.BZKRWVJ
McAfee -> GenericRXKC-OAI86E048D2EAE9
TrendMicro -> TROJ_FRS.VSNWO04E20

O6HoBneHue ot 12 mas 2020:

LWrtamn gatbl: 30 anpens 2020.

Pacwupexne: .OFFWHITE

3anucka: OFFWHITE-MANUAL .txt

scam.jpg - n3obpaxeHue, 3ameHsitoee obon Paboyero ctona

» MbloTekc:

ONA MOYA ROZA | YA EE LUBLUUUUUUUU, ONA MOYA DOZA - SEGODNYA ZATYANU

Mutex Hame

Cawrt leaks: hxxx://corpleaks.net

Canrt Tor: hxxx://hxt254aygrszie.jn.onion
Email: PepperTramcrop@protonmail.com
TigerLadentop@protonmail.com
JeromeRotterberg@protonmail.com
Pesyneratel aHanusos: AR + VT + VMR
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O6HoBneHue oT 28 mas 2020:

Wramn gatel: 30 anpens 2020.

[loct B TBUTTERE >>

Pacwwnpenune: .OFFWHITE

3anucka: OFFWHITE-MANUAL.txt
N3ob6paxeHue, 3ameHsowee obon Pabouero ctona: scam.jpg
Leaks-URL: hxxx://corpleaks.net

TOR-URL: hxxx://hxt254aygrsziejn.onion
Email: KeithTravinsky1985@protonmail.com
HermioneHatchetman@protonmail.com
WilliamShrieksword@protonmail.com

®ann EXE: winnit.exe

Pesynesratel aHanmsos: AR + VT + JSB

bGHOBneHMe ot 1 nroHa 2020:
[locTt B TBUTTERE >>
Pacwwnpenune: .SIGARETA
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3anucka: SIGARETA-RESTORE.ixt
dann npoekTta: C:\define path\pahan\Release\SIGARETA.pdb
Mapkep cannos: SIGARETA

TR 44

HoBbI MblOTEKC:
moya mama govorit: sina, ti bezdelnik. a mne kak to pohui, ya kury rasteniya ;)

Mutexes Opened

a mama govort: sina, ©i bazdelnk. 3 mne kak to pohun, va kury rastensya

Email: DineshSchwartz1965@protonmail.com
RupertMariner1958@protonmail.com
StephanForenzzo1985@protonmail.com

URL leaks: hxxx://corpleaks.net

Tor URL: hxxx://hxt254aygrsziejn.onion

QEECES CORPORATE LEAKS
"-""'";‘ Fart " Stadiar Hail Fart 1 B ooz
CORPLEAKS B _— —
e OW PEn o der | Eee e e e — —
Contact =

®ann EXE: red.exe
Pesyneratel aHanusos: VT + HA + ]JA + AR + TG
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https://1.bp.blogspot.com/-KvMi34TqiIs/XukcHMP5btI/AAAAAAAATlU/uVIA-0J4guUgbtVVfcZxad0SEDbBuDXjQCLcBGAsYHQ/s1600/leaks-1.png
https://1.bp.blogspot.com/-M6R_1vSVbys/XukcHOOOMYI/AAAAAAAATlY/-jKyWxZ5zV8DET7K6TIiDEMlo75NXBAJACLcBGAsYHQ/s1600/leaks-2-tor.png
https://1.bp.blogspot.com/-yxMSgHYFYXA/XukcO3IQ93I/AAAAAAAATlg/jvH-K3UbR9ULFpmqQtw4CuLKm2ZpwMy-QCLcBGAsYHQ/s1600/leaks-1-emails.png
https://1.bp.blogspot.com/-fYWvNFY3ERo/XukcO_5ZlWI/AAAAAAAATlk/gD-erAGwd3UjZ6XgsALPG4xN8f3BMTtmACLcBGAsYHQ/s1600/leaks-2-info.png
https://www.virustotal.com/gui/file/24ada19b269279612370bdf16f2becc1d5b7e0f69821050e2d9b48cfc874dca0/detection
https://www.hybrid-analysis.com/sample/24ada19b269279612370bdf16f2becc1d5b7e0f69821050e2d9b48cfc874dca0?environmentId=100
https://analyze.intezer.com/#/analyses/8a62f61c-a5b5-4bea-80b3-ebe60c2c8709
https://app.any.run/tasks/25cf071e-6038-48ef-b202-8bce341eda63#
https://tria.ge/reports/200601-wlx4aga8px/behavioral1
https://1.bp.blogspot.com/-XFifCsfnzMM/Xukb-ZI8zyI/AAAAAAAATlM/X3HlWcAsfGoEAqFiiEY9YhvbWRlYE5VtgCLcBGAsYHQ/s1600/wallp-note-1-6-20.png

» CopgeprxaHue 3anmcku:
Two things have happened to your company.

All of your files have been encrypted with military grade algorithms.
The only way to retrieve your data is with our software.
Restoration of your data requires a private key which only we possess.

Information that we deemed valuable or sensitive was downloaded from your network to a secure location.
We can provide proof that your files have been extracted.
If you do not contact us we will start leaking the data periodically in parts.

To confirm that our decryption software works email to us 2 files from random computers.
You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and that your data is not leaked when our
demands are met.

If we do not come to an agreement your data will be leaked on this website.

Website: hxxx://corpleaks.net

TOR link: hxxx://hxt254aygrsziejn.onion

Contact us via email:

DineshSchwartz1965@protonmail.com

RupertMariner1958@protonmail.com

StephanForenzzo1985@protonmail.com

O6HoBneHue ot 15 nroHa 2020:

[ocTt B TBUTTEPE >>

Pacwwupenve: .TELEGRAM

3anucka: TELEGRAM-RECOVER.txt

Email: EdsonEpsok@protonmail.com, Alfredhormund@protonmail.com, timothymandock@tutanota.com
HoBbI MblOTEKC:

na mne prigaet zhopa, pamc, pamc, pamc, pamc, pamc, ya vse

Pesyneratel aHanusos: VT + HA + VMR

[id
S
..
B
a
B
L
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https://1.bp.blogspot.com/-RZijdnkmZyI/XukcBkgfExI/AAAAAAAATlQ/zAARJGOTYp81rNdgmWkpy64btgW6XuoSwCLcBGAsYHQ/s1600/txt-note-1-6-20.png
https://twitter.com/GrujaRS/status/1272484919227420672
https://www.virustotal.com/gui/file/004F67C79B428DA67938DADEC0A1E1A4/detection
https://www.hybrid-analysis.com/sample/eb9a7ce77f7475b7652a66e548af6d7271ccadb35f2f947a4dfe63e522274374?environmentId=120
https://www.vmray.com/analyses/eb9a7ce77f74/report/overview.html
https://1.bp.blogspot.com/-2w1avwslhxA/Xue8CqLO5eI/AAAAAAAATjA/oewITrbd-JYV4sBFWg5nKLhi7ftuUBhOQCLcBGAsYHQ/s1600/wallp-note.jpg

O6HoBneHue ot 24 nioHs 2020:

MocTt B TBUTTEPE >>

Pacwwupenue: . TELEGRAM

3anucka: TELEGRAM-RECOVER.txt
Email: Pameladuskhock@protonmail.com
Tamarabuildpop@protonmail.com
GilbertoPortaless@tutanota.com

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Pesynbratbl aHanumsos: VT + A

O6HoBneHue ot 9 nrons 2020:

[loct B TBUTTERE >>

Pacwwnpenune: .NEFILIM

3anuncka: NEFILIM-DECRYPT.txt

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: bobbybarnett2020@protonmail.com
friedashumes@protonmail.com
markngibson10@protonmail.com

CORPORATE LEAKS

B ACINT | FHSSLD | ABOUT | GOWTAD
MAS Holdings. Fart 6 O carecomes
Arteris 34, Part 5. o

Pesynstatel aHanusos: VT + HA + |A

» O6HapyXeHus:

DrWeb -> Trojan.Encoder.32096

BitDefender -> Trojan.GenericKD.34145812
ESET-NOD32 -> A Variant Of Generik. MWSLZGA
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https://1.bp.blogspot.com/-4Oe0Zb8Sr8M/Xue8FOzcvjI/AAAAAAAATjE/2E0zu4l9St4qqjg0zPkij3uF0KV6vM9TQCLcBGAsYHQ/s1600/txt-note.png
https://twitter.com/xiaopao80087499/status/1275687236936306688
https://www.virustotal.com/gui/file/706a4b0e0b4fd4a2347e0c3ee1281182a04b4a89631aa934e6b48673c463fba4/detection
https://analyze.intezer.com/#/analyses/625c1282-d23a-4ddc-93ba-cbca730dd514
https://twitter.com/GrujaRS/status/1282789130422886401
https://1.bp.blogspot.com/-8OOjIRTzL5c/Xzkz13gX-iI/AAAAAAAAU88/_XhdKrHZZRY1AJ_ATTNkPUxKhkkGbqmOgCLcBGAsYHQ/s1600/note.png
https://1.bp.blogspot.com/-TJIMp0TPUEo/Xzkz6jChV1I/AAAAAAAAU9A/kzLOAvujW1cYtW8VwctXmabG6b2xcuJ5wCLcBGAsYHQ/s1600/leaks.png
https://www.virustotal.com/gui/file/8501eb770da38523728b8cecc73cb49c863d368ed1d047fd2c25771b921fdb06/detection
https://www.hybrid-analysis.com/sample/8501eb770da38523728b8cecc73cb49c863d368ed1d047fd2c25771b921fdb06?environmentId=100
https://analyze.intezer.com/analyses/49634c4a-8490-4237-b65c-8e2dcb607367

Kaspersky -> Trojan-Ransom.Win32.Encoder.jmf
Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Symantec -> Downloader

Tencent -> Win32.Trojan.Encoder.Pfjj
TrendMicro -> TROJ_FRS.VSNTGB20

O6HosneHue ot 14 niona 2020:

Moct B TBUTTERE >>

Pacwwupenue: .NEF1LIM

3anucka: NEF1LIM-DECRYPT.txt
Cant: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: AlanMorbenhal@protonmail.com
Killianoprahh@protonmail.com
MonicaTuskmarka@tutanota.com

dann alt.exe. MNoanucaHHbIN 06paseL.
Pesynbratel aHanmsos: VT +JA + HA + AR+ TG
» OGHapyXeHus:

DrWeb -> Trojan.Encoder.32146

ALYac -> Trojan.Ransom.Nefilim

BitDefender -> Trojan.GenericKD.43496098
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.H
Malwarebytes -> Ransom.Nefilim

Microsoft -> Ransom:Win64/NefiCrypt. MKIMTB
Rising -> Trojan.MalCert!1.C912 (CLOUD)
Symantec -> Trojan.Gen.2

TrendMicro -> Ransom.Win64.NEFILIM.AA

O6HoBneHue ot 1 aBrycta 2020:
[loct B TBUTTERE >>

Pacwwnpenune: .NEF1LIM

3anucka: NEF1LIM-DECRYPT.txt
Cant: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
contact us via email:

Email: laraholmort@protonmaill.com
Geenakormann@protonmail.com
ChiaraKolkmann@tutanota.com
Pesynbratel aHanusos: VT + A
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https://twitter.com/malwrhunterteam/status/1283344679925415936
https://1.bp.blogspot.com/-rE3rCGhoBT8/XzU273-fkYI/AAAAAAAAU3I/2b3ZI3fSt_ARrcaWNSMfzKWeubxuvtpsgCLcBGAsYHQ/s1600/note-14-7-20.png
https://www.virustotal.com/gui/file/c2b9f3b84e3e990e2c225e05ea65e7a3aaaf5a688864d0ee68ed2eece557fac0/detection
https://analyze.intezer.com/analyses/e7ffe535-d3ce-427e-ae67-d2ac826308df
https://www.hybrid-analysis.com/sample/c2b9f3b84e3e990e2c225e05ea65e7a3aaaf5a688864d0ee68ed2eece557fac0/5f0f046862ba5b75381f9036
https://app.any.run/tasks/5c1c2f62-018a-4232-bd5c-7913627e6de5/
https://tria.ge/200813-9dxdx6s52x/behavioral1
https://twitter.com/iamwinstonm/status/1289614314484064262
https://www.virustotal.com/gui/file/f9ed3c070a2731acbfef6d4b2af980b6e922b2dda0e9227e02f4b4f3821f4b17/detection
https://analyze.intezer.com/#/files/f9ed3c070a2731acbfef6d4b2af980b6e922b2dda0e9227e02f4b4f3821f4b17

O6HoBneHue ot 26 aBrycrta 2020:
Moct B TBUTTEPE >>

Pacwupenune: .NEF1LIM
Pesyneratel aHanmsos: VT + JSB
O6HoBneHue ot 1 ceHTAGPA 2020:
[locT B TBUTTEPE >>

Pacwupenune: .MEFILIN

3anucka: MEFILIN-README.txt
Mapkep cpannos: MEFILIN

O6HoBneHue ot 21 ceHTAGpPsA 2020:
[ocTt B TBUTTEPE >>

[oct B TBuTTEpPE >>

Moct B TRUTTERE >>

Pacwwupenne: .TRAPGET

Mapkep dpannos: TRAPGET

3anucka: TRAPGET-INSTRUCTION.txt

Email-1: befittingdavid@protonmail.com
luizunwrite2020@protonmail.com
paologaldini2020@tutanota.com

Email-2: Mariajackson2020williams@protonmail.com
MariaJackson2019williams@protonmail.com
StephanVeamont1997C@tutanota.com
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https://1.bp.blogspot.com/-WJ__KVLddPc/XzUtoVnw6RI/AAAAAAAAU20/qEWQWi7ioW0R_7jTW-SSG4nAUEymoashgCLcBGAsYHQ/s1600/note-1-8-20.png
https://1.bp.blogspot.com/-Brv4H82QXyc/XzUtrZV-3hI/AAAAAAAAU24/HoHh6SXXrdoJPQ37XV6xn8rLxlb22XnkwCLcBGAsYHQ/s1600/files.png
https://twitter.com/joakimkennedy/status/1298554039240732672
https://www.virustotal.com/gui/file/0bafde9b22d7147de8fdb852bcd529b1730acddc9eb71316b66c180106f777f5/detection
https://www.joesandbox.com/analysis/279962/0/html
https://twitter.com/demonslay335/status/1305620578569728000
https://1.bp.blogspot.com/-Pi7lkKyEZ_A/X2WitpXNkrI/AAAAAAAAVoY/z65R4gmCbMI99h6C4v6UXkDqPi0bZS4XgCLcBGAsYHQ/s680/filemarker.png
https://twitter.com/Kangxiaopao/status/1307950280886026241
https://twitter.com/demonslay335/status/1308058796254736384
https://twitter.com/GrujaRS/status/1308482003445129218
https://1.bp.blogspot.com/-DRenj9N_t3U/X3TPuOhJ41I/AAAAAAAAV1s/Fmhw45w-GNIXeaObyI_mxs87_6Unl-uywCLcBGAsYHQ/s840/note-21-9-20.png

CORPORATE LEAKS

- VE | PrED | ABONT | G

CORPORATE LEAKS

reean | anour [

|1ho Dussmann Group. Fart 2. B cemwssa | ll'_':lnh‘_:l CATRRORIE |

Toll Greup, Part & 4]

URL: hxxx://corpleaks.net
Tor-URL: hxxx://hxt254aygrsziejn.onion
Pesynbratel aHanusos: VT + VMR + A

O6HoBneHue ot 13 ceHTAGpPsA 2020:
[loct B TBUTTERE >>

Pacwwnpexne: .MERIN

3anucka: MERIN-DECRYPTING.txt
Email: Johnmoknales@protonmail.com
Thomposmirk@protonmail.com
Jeremynorton@tutanota.com
Pesynbratel aHanusos: VT + A

ERRCECRAT TR - B ot =l e
Fothier Bt P ‘

O6HoBneHue ot 7 HosI6pa 2020:
MocTt B TBUTTEPRE >>

Pacwwupenuve: .FUSION

3anucka: FUSION-README .txt
Mapkep cannos: FUSION

Cant: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: markZ9910@protonmail.com
donald972@protonmail.con
Yess99334412@tutanota.com
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https://1.bp.blogspot.com/-yiZSKEq1Np0/X3TPz0izMTI/AAAAAAAAV1w/XEodBQf7aq0A09L7TfY_2qd0OHZ3yQSjgCLcBGAsYHQ/s1014/site-page1.png
https://www.virustotal.com/gui/file/e3dfc0485c5ecbeeb9a71473a25a6a8cdf616b7f05d66788ed6e6ade%20%2076aaf1af/detection
https://www.vmray.com/analyses/e3dfc0485c5e/report/overview.html
https://analyze.intezer.com/analyses/42b9387a-6005-4730-9fe5-538ea3c23545
https://twitter.com/siri_urz/status/1315633418017796097
https://www.virustotal.com/gui/file/e508f4cda8e32c9b0b6112865b955ff88fbc5b2cfdd27cc09121108a782badc5/detection
https://analyze.intezer.com/#/files/e508f4cda8e32c9b0b6112865b955ff88fbc5b2cfdd27cc09121108a782badc5
https://1.bp.blogspot.com/-qrGU5Lk3SD0/X4h49-Z8fnI/AAAAAAAAWCQ/aLDCOy5Ki8sES9lsgVflBo_-z4PZ82M0QCLcBGAsYHQ/s680/note-merin.png
https://twitter.com/demonslay335/status/1324835483302744064

T Tr— ===y

[P S S ————

O6HoBneHue ot 9 aekabpa 2020:
CoobuieHune >>

Pacwwupenve: .INFECTION

Mapkep darinos: INFECTION

3anucka: INFECTION-HELP.txt

Email: christopherlampar1990@tutanota.com
rodtherry1985@tutanota.com
lewisldupre@protonmail.com

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion

dann: aes.exe

Pesyneratel aHanmsos: VT + HA + VMR + TG
» OGHapyxeHus:

DrWeb -> Trojan.Encoder.33298

ALYac -> Gen:Variant.Bulz.232846

Avira (no cloud) -> TR/Agent.lesdm
BitDefender -> Gen:Variant.Bulz.232846
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.|
Kaspersky -> Trojan-Ransom.Win32.SuspFile.d
Microsoft -> Trojan:Win32/Wacatac.B!ml
Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Dvzl
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https://1.bp.blogspot.com/--WOGqsfsWLA/X6l-ZMu73hI/AAAAAAAAWfc/uGrxGN9E964X88nJX0rLUoGqLjVO-fDzgCLcBGAsYHQ/s947/note-7-11-20.png
https://1.bp.blogspot.com/-M5Q6FE5aYYI/X6l-cZY922I/AAAAAAAAWfg/KsAJ5cwO-Sc6e2f61cZOB1_8XFeNy1T3gCLcBGAsYHQ/s672/filemarker.png
https://twitter.com/demonslay335/status/1337069322343211011
https://1.bp.blogspot.com/-Cgrwov6K-hg/X9Mm4tDQ5lI/AAAAAAAAXTw/O40nZ3swYuAs5f82t_fVIU4JA-T50SNQgCLcBGAsYHQ/s1022/note-9-12-20.png
https://www.virustotal.com/gui/file/c81c2c539ccba4c38add72e271fe63a2e389f2f645050289257fc6af4f47a82e/detection
https://www.hybrid-analysis.com/sample/c81c2c539ccba4c38add72e271fe63a2e389f2f645050289257fc6af4f47a82e?environmentId=100
https://www.vmray.com/analyses/c81c2c539ccb/report/overview.html
https://tria.ge/201210-bknpcabj6e/behavioral1

BapwuaHT ot 3 cheBpans 2021:
CoobuieHne >>

Pacwwupenne: .MILIHPEN
3anucka: MILIHPEN-INSTRUCT.xt
Metotekc: MILIHPEN

BapuaHT ot 3 dheBpansa 2021:
CoobuleHne >>

Pacwwnpexne: .DERZKO

3anucka: DERZKO-HELP.txt
Mbtotekc: DERZKO

BapwuaHT ot 5 mapta 2021:

CoobuieHne >>

Pacwwnpenne: .GANGBANG

Mapkep dainos: GANGBANG

3anuncka: GANGBANG-NOTE.txt

Email: Jeremyspineberg11@tutanota.com
GeromeSkinggagard1999@tutanota.com
Jeremyspineberg11@protonmail.com
Pesynbrathl aHanusos: VT + A

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.32607

BitDefender -> Gen:Variant.Ransom.Nefilim.6
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.L
Malwarebytes -> Malware.Al.3980850489
Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Tencent -> Win32.Trojan.Falsesign.Dwtm
TrendMicro -> TROJ_FRS.VSNTCN21

BapuaHnT ot 20 anpens 2021:
CoobuieHne >>

Bepcus Ha a3bike Go.

Pacwupenune: .BENTLEY

3anucka: BENTLEY-HELP.txt

Email: BENTLEY@icloud.com

CanT: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion

®ann nognucaH: S.0.M GmbH

Pesynbrathl aHanusos: VT + A

» O6HapyxeHus

DrWeb -> Trojan.Encoder.33444

BitDefender -> Gen:Variant.Bulz.232846

ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M
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https://twitter.com/malwrhunterteam/status/1356712363995627524%20
https://twitter.com/malwrhunterteam/status/1356714157035446274
https://twitter.com/demonslay335/status/1367898100753461252
https://www.virustotal.com/gui/file/2e434bd96b08293786cd010883adfeacce5a30f5743d89c5187f38966b2e5d21/detection
https://analyze.intezer.com/analyses/fff0b387-5be7-4fab-90ad-d584d983a8d8
https://twitter.com/fbgwls245/status/1384826809150181378
https://1.bp.blogspot.com/-4t8NIRnzy9k/YIK0DMcRz_I/AAAAAAAAZJE/9VkgTFKJylsD5n6TyE2ihRrZySkelx6FgCLcBGAsYHQ/s1423/note-20-4-21.png
https://www.virustotal.com/gui/file/a4d9cf67d111b79da9cb4b366400fc3ba1d5f41f71d48ca9c8bb101cb4596327/detection
https://analyze.intezer.com/analyses/f0776081-6f3b-4ced-bf92-257aaa48f16d

Microsoft -> Ransom:Win32/Nemty.STA
Rising -> Trojan.MalCert!1.D23C (CLOUD)
Symantec -> Trojan.Gen.MBT

TrendMicro -> Ransom_Nemty.R002C0DDK21

BapwuaHT ot 13 mas 2021:

CoobuieHne >>

Pacwwupenune: .NEFILIM

3anucka: NEFILIM-HELP.txt

Pesynbratel aHanusos: VT + A

» OGHapyxeHus

DrWeb -> Trojan.Encoder.33945

ALYac -> Trojan.Ransom.Nefilim

BitDefender -> Trojan.GenericKD.36895898
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M
TrendMicro -> Ransom.Win64.NEFILIM.SMA

BapuaHT ot 12 nioHs 2021:

CoobuieHne >>

Pacwwnperue: .KIANO

3anucka: KIANO-HELP.txt

Email: michaeldrumman1977@tutanota.com
jamescowworkingsa1988@tutanota.com
michaeldrumman1977@protonmail.com

dann: mma.exe

Pesynbrathl aHanusos: VT

» O6HapyxeHus

DrWeb -> Trojan.Encoder.34021

BitDefender -> Trojan.GenerickKD.37085840
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.|
Kaspersky -> Trojan-Ransom.Win32.SuspFile.n
TrendMicro -> TROJ_FRS.VSNTFC21
BapuaHT ot 17 utoHsa 2021:

Coob6uieHne >>

Pacwwnpexne: .MANSORY

3anucka: MANSORY-MESSAGE.ixt

Email: selawilsen2021@tutanota.com
dennisdqalih35@tutanota.com
josephpehrhart@protonmail.com

Cant yteuek: hxxx://corpleaks.net

TOR-canT: hxxx://hxt254aygrsziejn.onion
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https://twitter.com/fbgwls245/status/1393168372087410695
https://www.virustotal.com/gui/file/511fee839098dfa28dd859ffd3ece5148be13bfb83baa807ed7cac2200103390/detection
https://analyze.intezer.com/files/511fee839098dfa28dd859ffd3ece5148be13bfb83baa807ed7cac2200103390
https://twitter.com/fbgwls245/status/1403612023636647936
https://1.bp.blogspot.com/-HV4QdtG1W4c/YMZOpljCXiI/AAAAAAAAZrY/7zeKumNSv6Y4JyZwRtQq97EMUoFjB5zSwCLcBGAsYHQ/s947/note-12-6-21.jpg
https://www.virustotal.com/gui/file/45e35c9b095871fbc9b85afff4e79dd36b7812b96a302e1ccc65ce7668667fe6/detection
https://twitter.com/petrovic082/status/1405580157629472769

» OGHapyXeHus

DrWeb -> Trojan.Encoder.34043
BitDefender -> Trojan.GenericKD.37123924
Malwarebytes -> Ransom.Nemty

Microsoft -> Ransom:Win32/NefilimGo.STA
TrendMicro -> TROJ_GEN.R002HODFH21

BapuaHT ot 25 ntoHs 2021:

CoobuieHne >>

Pacwwupenue: .f1

3anucka: f1-HELP.txt

dann: xxx.exe

Pesynbrathl aHanusos: VT

» O6HapyxeHus

DrWeb -> Trojan.Encoder.34087

ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M
TrendMicro -> Ransom.Win32.NEFILIM.SMJC

BapwuaHT oT 2 ceHTA6ps 2021:

CoobuieHne >>

Pacwwuperune: .LEAKS

3anucka: LEAKS!'DANGER .txt

Email: Dwightschuh@tutanota.com, Joannbeavers@protonmail.com, Ralphshaver@onionmail.org

BapwuaHT oT 27 okTA6pa 2021:

CoobuieHne >>

Pacwupenne: .PUSSY

Banucka: PUSSY!!'DANGER.txt

Email: Angiemerryman@tutanota.com, Robertoferris@protonmail.com, Allenmalone@onionmall.org
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https://1.bp.blogspot.com/-yrU0QatD30Q/YNB9p_IAWKI/AAAAAAAAZ0Q/Nh5C7bkdC0UFgo0hIgWUtWPI6TjT_DWDgCLcBGAsYHQ/s1037/note-17-6-21.png
https://twitter.com/fbgwls245/status/1408942300244287490
https://www.virustotal.com/gui/file/245844af9b89e3b65126c6c8470f406c0d19d8cb85ee38a6091846efe10e3f45/detection
https://1.bp.blogspot.com/-Xmt9RAL1UJk/YR0RyMJI5UI/AAAAAAAAaR8/tY4YIDRBs0ogcVQDKZQuRwCSbQnB2P3JgCLcBGAsYHQ/s1159/25-7-21.png
https://twitter.com/fbgwls245/status/1433645689456582663
https://1.bp.blogspot.com/-VAi2oo5Z4xA/YXBoT0iIdmI/AAAAAAAAajQ/sC8Vvjua5cAEyotapCLJsGgI5weAUpHUQCLcBGAsYHQ/s947/note-2-9-21.png
https://twitter.com/fbgwls245/status/1453262988790620161

dann: xxx.exe
Pesyneratel aHanumsos: VT + TG

» CopgepkaHune 3arnmcku:
Two things have happened to your company.

Gigabytes of archived files that we deemed valuable or sensitive were downloaded from your network to a
secure location.

When you contact us we will tell you how much data was downloaded and can provide extensive proof of the
data extraction.

You can analyze the type of the data we download on our websites.

If you do not contact us we will start leaking the data periodically in parts.

We have also encrypted files on your computers with military grade algorithms.
If you don't have extensive backups the only way to retrieve your data is with our software.
Restoration of your data with our software requires a private key which only we possess.

To confirm that our decryption software works send 2 encrypted files from random computers to us via email.
You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and your data that we downloaded will be securely
deleted when our demands are met.

If we do not come to an agreement your data will be leaked on this website.

Website: hxxx://corpleaks.net

TOR link: hxxx://hxt254aygrsziejn.onion

Contact us via email:

Angiemerryman@tutanota.com

Robertoferris@protonmail.com

Allenmalone@onionmail.org

=== BJIOK CCbIJTOK n CNNACUBOK = BLOCK OF LINKS AND THANKS ===

MalwareHunterTeam, Michael Gillespie, GrujaRS
Andrew Ivanov (author)

Lawrence Abrams, Petrovic, xiaopao

to the victims who sent the samples
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https://www.virustotal.com/gui/file/148845af1fc1221f27992cac24273aada38ef2482624850897bce87413f79888/
https://tria.ge/211027-jaa19aahb7/behavioral1
https://1.bp.blogspot.com/-9PJUk_WVX4E/YX4-YzIE77I/AAAAAAAAaoU/vchIa5_4HGY7Cby6oFajlNL_asc5sVAHQCLcBGAsYHQ/s1076/note-27-10-21.png
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://id-ransomware.blogspot.com/p/contact.html

