Teslarvng, Yakuza

. id-ransomware.blogspot.com/2020/03/teslarvng-ransomware.html

TeslaRVNG Ransomware

Tesla Revenge Ransomware

TeslaRVNG2 Ransomware

Aliases: Teslarvng, Yakuza

(wndppoBanbLUMK-BbIMOraTenb) (MePBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNGPYET AaHHbIE Nonb3oBaTtenen ¢ nomowbio AES+RSA, a 3atem
Tpebyert Bbikyn B # BTC, 4tobbl BepHYTb (harnbl. OpurmHanbHoe Ha3BaHWe: B 3anucKe He
ykasaHo. Ha cpanne HanucaHo: defrag.exe. Vcnonbayet 6ubnuoteky Crypto++.
OGHapyxeHus:

DrWeb -> Trojan.Inject3.36148, Trojan.MulDrop11.51585

BitDefender -> Gen:Variant.Ransom.Ouroboros.29

ESET-NOD32 -> A Variant Of Win32/Filecoder.OBE, A Variant Of Win32/Filecoder.Teslarvng.A

Malwarebytes -> Ransom.Teslarvng

Symantec -> Trojan.Gen.2, Trojan Horse, Ransom.Teslarvng, Ransom.Teslarvng!g1

TrendMicro ->

TROJ_GEN.R002COPCF20, Trojan.Win32.MALREP.THCBCBO, Ransom.Win32.0UROBOROS.SMA

© lNeHeanorusa: Ouroboros? >> Teslarvng (Yakuza)
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https://id-ransomware.blogspot.com/2020/03/teslarvng-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F03%2Fteslarvng-ransomware.html
https://id-ransomware.blogspot.com/2019/04/zeropadypt-ransomware.html

l/I306pa>KeHV|e — J1oroTun ctaTtbm

K 3awmndgpoBaHHbIM hanam JobaBnaTCs pacluMpeHuns:
.teslarvng
.yakuza

dPaKkTU4ECKM NCMNOMb3YETCA COCTAaBHOE pacLUMPEHNE:
.[de-crypt@foxmail.com].teslarvng
.[de-crypt@foxmail.com].yakuza

BHumaHume! HoBble paclumpeHusi, email n TEKCTbI O BbIKyne MOXHO HanlTW B KOHLIE CTaTbW, B
obHoBneHnax. Tam MoryT BbITb pa3nuyuns ¢ nepBoHaYvarnbHbIM BAPUAHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens rnpuvnacb Ha Hadano-cepeaundy mapta 2020 r. lTamn
aatbl: 9 mapta 2020. OprMeHTUpPOBaH Ha aHrMoA3bIYHbIX NOMb30BATENEN, YTO HE MeLlaeT
pacnpoCcTpaHsaTb ero No BCeMy Mupy.

3anucka ¢ TpeboBaHmeM Bbikyna HasbiBaeTca: How To Recover.txt

CopeprkaHue 3anuUcKu o BblKyne:

[+] What's happened ? [+]

all your files have been encrypted(locked) by us
[+] what should i do [+]

keep calm and message us

2/9


https://1.bp.blogspot.com/-mNSROhLv398/XntcFIBVybI/AAAAAAAASSw/eoB4CUmokHEOU33Kb4UGxZhxjBvUtO2LQCLcBGAsYHQ/s1600/logo-123.gif
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://1.bp.blogspot.com/-TfHjNDXz5gs/XnpHDyjJ0FI/AAAAAAAASSg/Kz_uWhktcBAuBnGR-FC-5UWD7SpYwPMiwCLcBGAsYHQ/s1600/note2w.png

[+] do you guarantee recovery of my files?[+]

it's our job, we can decrypt like we did encrypt and we'll prove that

(unfortunately it's not free, and have to pay a small amount for it )

you'll receive decryption program witch makes your files and system just like they were

[+] well then how should i contact you [+]

email : de-crypt@foxmail.com

email2 : helptounlock@protonmail.com

just mail us with you teslarvngID file in attachment (the file on all you folders besdie this file )
you should receive answer in 24h max

[+] how can i trust you[+]

you get what you pay for, this is our business and we have customer satisfaction rates witch
affects later customers decision

we decrypt one file for free for ensuring recoverability of your files

you'll sure do recover your files after payment because

if we don't our repopulation will go bad and others won't make payment. sure we don't want that
[+]should i try third party tools[+]

we use very strong military-grade encryption method

you're free to try but none can work without our privatekeys,

make sure to make a backup of encrypted files before trying tools because they can corrupt your
files and make them undecryptable

MNMepeBopA 3anNCKM Ha PYyCCKUN A3bIK:

[+] YTO cnyunnocb? [+]

BCe BallK hannbl 3awmdpoBaHbl (3abrnokmpoBaHbl) HAMK

[+] 4TO MHe pgenaTb [+]

COXpaHs CNoKoncTeme un coobLuam Ham

[+] BbI rapaHTUpyeTe BocCTaHOBNEHNE MOuX bannos? [+]

3TO Hawa paboTa, Mbl MOXeM paclungpoBaTh, Kak Mbl 3TO 3alMdpoBanNu, U Mbl JOKAXKEM 3TO

(k coxkaneHuto, aTO He BecnnaTHO, 1 3a 3TO HYXXHO 3annaTuTb HEGOMbLLYIO CyMMY)

Bbl NONy4YnTE NpOrpaMmmy paclmdpoBKK, KOTopasa caenaet Bawm anbl 1 CUCTEMY TaKUMU XKe,
Kak OHU

[+] Hy Toraa kak MHe ¢ Tobown cBs3aTbCA [+]

email: de-crypt@foxmail.com

email2: helptounlock@protonmail.com

NPOCTO HanuLwKnTe Ham ¢ Bawwmm annom teslarvnglD Bo BnoxxeHun (cparn Bo BCex BalLMX nankax,
Kpome aToro canna)

Bbl AOMKHbBI NONYYMTb OTBET B TEYEHUE 24 4acoB MaKCUMyM

[+] kak g mory Tebe noBepaTb [+]

Bbl nonyyaete 10O, 3a 4YTO NNaTuTe, 3TO Hal BM3HEC, N YPOBEHb YAOBNETBOPEHHOCTN KIMEHTOB
BMUSIET Ha peLLeHne ByayLUMX KINMEHTOB

Mbl paclmngposbiBaem oguH cann becnnaTtHo Ana obecneyeHns BO3MOXHOCTM BOCCTaHOBNEHUS
Bawunx dannos

Bbl 06s3aTenbHO BOCCTAHOBMTE CBOU (haisbl Nocne onnatbl, MOTOMY YTO

€Cnn Mbl 3TOr0 He caenaem, Halla penyTtauus NocTpagaeT, a Apyrue He 6yayT NnaTUTb. KOHEYHO,
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Mbl 3TOFO HE XOTUM
[+] 8 pormkeH nonpoboBaTb CTOPOHHUE UHCTPYMEHTBI [+]

Mbl UCMOSb3YEM OYEHb CUIbHbIV METOA LUNGPOBAHNSA BOEHHOIO YPOBHS

Bbl moxeTe nonpoboBaTb, HO HAKTO HE MOXET paboTaTb 6€3 HaLMX YaCTHbIX KINoYewn,
ybeantecnb, 4TO caenanv pe3epBHyr KOMMo 3aindpoBaHHbIX dannos, NOMbITKON UCMOMb30BaTb
WHCTPYMEHTbI, MOTOMY YTO OHW MOTYT NOBPEeaUTb Bawln dhannbl U caenartb X He4oNyCTUMbIMUA

TexHU4ecKue getanu

MoxeT pacnpoCTpaHAaTbLCS NyTEM B3fiOMa Yepes HesaluLweHHY KoHdurypaunio RDP, ¢
nomoLLbo email-cnama n BpeAOHOCHbIX BMOXEHUA, OBMaHHbIX 3arpy30K, BOTHETOB, 3KCMIOMNTOB,
BPEAOHOCHOW peKnambl, BEB-UHXEKTOB, dharbLUMBbIX OOHOBNEHWN, NepenakoBaHHbIX U
3apaxEHHbIX MHcTannaTtopoB. CM. Takke "OCcHoBHbIE cnocobbl pacnpocTpaHeHus
KpunToBbIMoOratenen" Ha BBOAHOW CTpaHuLe bnora.

Ecnu Bbl NnpeHebperaete KOMMNMAEKCHOM aHTMBUPYCHOM 3awwmnTon knacca Internet Security nnu Total
Security, To x0T 6bl AenanTe pe3epBHOE KONMPOBaHWE BaXHbIX hannos no Mmetoay. 3-2-1.

» YpoansieT TeHeBble konun channos. [lobaenset B MeHto nyck chann defrag.exe
Mcnonbayet ytunuty sdelete.exe.

» Ob6a BapuaHTa C pacwmpeHnus .teslarvng n .yakuza ncnonb3yoTca 0OAUH U TOT e hann 3anucku
(How To Recover.txt) n metky cannos: "93 9F 7B A9"

Cnucok pannoBbIX pacluMpeHuin, nogeeprarowmxca W poBaHUIO:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble hannbl, 6a3bl 4aHHbIX, doTorpadum,
My3blKka, BUAeo, hannsl o6pasos, apxmBbl 1 Mp.

dannbl, cBA3aHHble ¢ 3ITUM Ransomware:

[=| How To Recover

|| INSTALL.EXE.[de-crypt@foxmail.com].teslarvng

|| license.tet.[de-crypt@foxmail.com].teslarvng

|| readme.docbd.[de-crypt@foxmail.com].teslarvng

|_|teslarvnglD

How To Recover.txt - HazBaHue anna c TpeboBaHMeM BbiKyna
defrag.exe
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://1.bp.blogspot.com/-AHyAS21wnF4/XnpMUgEH9SI/AAAAAAAASSo/225xWgxTdQ42Y39hPxdazzik0Vtbb_XGwCLcBGAsYHQ/s1600/files.jpg

tempkey.teslarvngkeys

teslarvngID

consoleoutput2287 .txt

wbadmin.O.etl

pos.txt

fails.txt

<random>.exe - cny4yanHoe Ha3BaHue BpedoHOCHOro danna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\admin\AppData\Local\Temp\consoleoutput2287 .txt
C:\teslarvng\tempkey.teslarvngkeys

C:\teslarvng\How To Recover.txt
%PROGRAMDATA%\datakeys\tempkey.teslarvngkeys
%PROGRAMDATA%\datakeys\pos.txt
%WINDIR%\logs\windowsbackup\wbadmin.0.etl

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:
CM. HUXe pesynbsTaThbl aHanu3os.

MbloTeKehbl:
CM. HWxKe pesynbTaThl aHanms3os.

CeTeBble NOAKNIOYEHUSA U CBA3MN:

Email: de-crypt@foxmail.com, helptounlock@protonmail.com
BTC: -

CM. Hxe B OOHOBMNEHMSIX Apyrue agpeca n KOHTaKTbl.

CM. Hxe pe3ynbraTbl aHann3oBs.

Pe3ynbTaThl aHanu3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>
# Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

[l MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpocTpaHEHHOCTU: CpeaHsA.

MogpobHble ceeaeHnsa cobupatrotcsa perynsapHo. MNMpucbinante obpasubl.
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https://www.hybrid-analysis.com/sample/9ca0776e3c226e4ebb4c8c08ea750e6dbc22e447dea68e1e8795b5d5691472c0/5e7904dde8824400b42a90d6
https://www.virustotal.com/gui/file/9ca0776e3c226e4ebb4c8c08ea750e6dbc22e447dea68e1e8795b5d5691472c0/detection
https://analyze.intezer.com/#/analyses/179028b4-60de-4fb8-9f33-c2b20ef935ed
https://app.any.run/tasks/3af0289f-2bc6-4617-801c-9fa028eb9f49/
https://www.vmray.com/analyses/9ca0776e3c22/report/overview.html

=== ICTOPW/A CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 22 mapta 2020:

[MocT B TBUTTERE >>

PacwwupeHue: otcytcTeyet

3anucka: How To Recover.txt

Email: helper571@protonmail.com, rdp571@protonmail.ch
Pesyneratel aHanusos: VT + AR + VMR + |A

S

OOHOBREeHUA UKOHA:

Email: Black.Berserks@yakuzacrypt.com, Black.Berserks@protonmail.com
Email:ScorpionEncryption@yakuzacrypt.com, ScorpionEncryption@Protonmail.com

O6HoBneHue ot 1 uonsa 2020:

[MocT B TBUTTEPE >>

3anucka: teslarvng.hta

Email: maedeh81@yakuzacrypt.com, maedeh81@firemail.cc

| ]

O6HoBReHue uoONA:
Email: newbang@protonmail.com, newbang@cock.li

O6HoBneHue aBrycra:
Email: Founder94@yakuzacrypt.com, Founder94@tutanota.com

O6HoBneHue ceHTAGPs 2020:
Email: alfryy@yakuzacrypt.com, alfryy@cock.li
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https://twitter.com/GrujaRS/status/1241687593495990272
https://www.virustotal.com/gui/file/2459b0437f28b5a0d98e10342e80b56fbb6f10c848fe942bb695bdc36f9c7114/detection
https://app.any.run/tasks/23dbfa76-d12f-43f6-9b89-f21a1469137c/
https://www.vmray.com/analyses/2459b0437f28/report/overview.html
https://analyze.intezer.com/#/analyses/52d93800-07a7-48a1-aebe-31299cc00e73/sub/49289f0f-d1af-4219-b1cd-02875e2817ce
https://1.bp.blogspot.com/-EiEK-wXtBug/XntoMMZOOWI/AAAAAAAASTI/uk6dPnY0oS0Kt_m_df0FcYkcbMAdOf48ACLcBGAsYHQ/s1600/note-22-3-20.png
https://1.bp.blogspot.com/-GPiwWVerG4M/XntmCAcVl9I/AAAAAAAASS8/lZrMzqs5Hi4OOakDyBa1D-HAclcf7jLMwCLcBGAsYHQ/s1600/gens.png
https://twitter.com/xiaopao80087499/status/1278258624507215872
https://1.bp.blogspot.com/-6PS_SohL40w/XvyKATUC1aI/AAAAAAAAT3Q/vhwXpq1g9Hs_Hanc_WFbf0Uy8b-uLHutACLcBGAsYHQ/s1600/note-1-7-20.png

BapwuaHnT ot 31 gekabps 2020:

CoobuieHne >>

Pacwwupenue: .teslarvng1.5

Email: aes256@criptexst.com, thetaprogram@keemail.me
VT: 960C10FF27C9BB488DAA2DC405E04967

wal] rwiear of e ey ey ey v el e hapers 1B o o, s bt vl v ] s n e
P o o, (il G, S WA 0l ol Yl T A e TR e 0 B T

vt g il s [ s B b kb

BapwuaHT ot 1 anpens 2021:

CamoHasBaHue: Tesla Revenge Ransomware, TeslaRVNG1.5
Pacwwupenue: .teslarvng2

Pesynbratel aHanusos: VT + A

BapuaHT ot 8 mas 2021:

Tonuk Ha chopyme >>

PacwwupeHue: .teslarvng2

LWabnoH 3awmndgposaHHoro cdanna: id[GENERATED_ID].
[tesladecryption@cyberfear.com].Filename.teslarvng2

Mpumep 3awmdposaHHoro avna: id[EiAIBPSt].
[tesladecryption@cyberfear.com].Media.xlss.teslarvng2
3anucka: teslarvng2.hta

Email: tesladecryption@cyberfear.com, tesladecryption@cock.li

BapuaHT ot 24 mas 2021:
CoobuieHne >>

PacwwupeHue: .teslarvng2
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https://twitter.com/siri_urz/status/1344570922506792962
https://1.bp.blogspot.com/-CUop6eYNaQM/X-98a_f5vGI/AAAAAAAAXyE/n8Ncs0mz2zYJMD67it6jyZDHfAfhRH30wCLcBGAsYHQ/s1052/note-31-12-20.png
https://www.virustotal.com/gui/file/0da8e834814825abac2f083bde990dc662f28c7d0141062b5400d32808542a48/detection
https://analyze.intezer.com/analyses/f6996a09-1ce2-4ec6-8104-54a691d05d50
https://www.bleepingcomputer.com/forums/t/751820/teslarvng2/
https://1.bp.blogspot.com/-FLQVrgb4Dfc/YKlfx9kT0sI/AAAAAAAAZc8/7-0CtvltjHUfTU_E-IMcP1CLGZk46IsCgCLcBGAsYHQ/s878/screen.png
https://1.bp.blogspot.com/-6Q_XBBn2Dz4/YKn0k-SVFVI/AAAAAAAAZeU/YtfNm3pU2CYNUbk836iWJsKKNTg5BvpewCLcBGAsYHQ/s1200/note-8-5-21.png
https://twitter.com/Finch39487976/status/1398222162406817793

LWabnoH 3awmndgposaHHoro davna: id[GENERATED_ID].
[angelmorales0123@mailfence.com].Filename.teslarvng2
3anucka: teslarvng2.hta

Email: angelmorales0123@mailfence.com

Pesynbratel aHanusos: VT + TG + JSB

Cunctema MOXeT nepesarpy3uTbCs.

BapuaHT ot 8 ceHTA6pA 2021:

Tonuk Ha dhopyme >>

Pacwwupenue: liquid

Mpumep 3awmdcpoBaHHoro cganna: id[xGCg1FQ4].
[unknownteam@criptext.com].document.doc.liquid

Email: unknwonteam@criptext.com, fixbyfinch@tutanota.com
Pesyneratel aHannsos: VT

BapuaHT ot 13 Hos16ps 2021:
CoobuieHne >>

Pacwwupenue: .teslarvng3
Pesynbratel aHanuaos: VT + A

=== 2022 ===

BapuaHT ot 14 mapTta 2022:

CoobuleHne >>

Pacwwupenue: .Ranger3X

Mpumep 3awmdposaHHoro gamna: id[MxbXXXXX].
[solution@mailfence.com].License.txt.Ranger3X

3anucka: DecryptFiles.txt

Email: solution@mailfence.com, Filedecryptor@cock.li, yoursolution@tutanota.com
Pesynbratel aHanusos: VT + A

BapMaHT ot 3 mas 2022:

8/9


https://www.virustotal.com/gui/file/edf9912bf2c8c7d9048bc6322900231810de7cc34267acc12e1a256fbecdbbdf/detection
https://tria.ge/210528-zedj8r96b2/behavioral1
https://www.joesandbox.com/analysis/426176/0/html
https://1.bp.blogspot.com/-PU-CsYJ5iyA/YLc9njwrgqI/AAAAAAAAZh8/UkV-1WXsSjUDUOV6Y1uXR81AdFq2rF0VwCLcBGAsYHQ/s640/bsod.png
https://www.bleepingcomputer.com/forums/t/758022/telsarvng-liquid-ransomware-support-topic/
https://www.virustotal.com/gui/file/720dda988f52c63aa949df9a7b4c5d3e7bd1aa52eda88f965f1d62385f18eaf1
https://twitter.com/fbgwls245/status/1459430413877727233
https://www.virustotal.com/gui/file/a4555c6896ec27c3f0fb00c8487c69fcb9e49b9dda684e1351bae975baf0d3d7/detection
https://analyze.intezer.com/analyses/4ae9b673-645b-4e84-80b7-2fa03a34853b
https://www.bleepingcomputer.com/forums/t/769837/help-id-ranger3x-ransomeware/?p=5332987
https://www.virustotal.com/gui/file/b4b97aa67e2fbfa344053be1c101cbd6560b0a5cfe2de8e2e637ba90c4df2ca9/detection
https://analyze.intezer.com/analyses/234724b2-6a06-4682-bd3b-a809478874d3/sub/2b08dcb0-fc99-47c8-aad0-234036d5d671
https://blogger.googleusercontent.com/img/a/AVvXsEjOAtS8_1rxXJ5hgmLcQz3OHql_N3OI59FaJMwXWpdPMTRu5TOvNktEZgKQomxS2NtPojKJfZk-hvEM5nsicQE5pU2fC2chL4Nkyw_JX-VwLEk8Rs4A9nPcMI9HQlY9SLqwncNYC4KLOXBMXMTaEEYHXMMuMfhrjGcwPA2lvpiq8RVaPhu174VQOsgC=s898

CoobuleHne >>
Tonvk Ha chopyme >>
PacwwunpeHue: .selena

Mpumep 3awmdpoaHHoro danna: id[NCq9lpot].[Selena@onionmail.org].13.01.22.jpg.selena

3anucka: selena.txt
Email: Selena@onionmail.org, Selena@cyberfear.com
Pesynbratel aHanusos: VT + A

=== BJIOK CCbINTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

http , Read to links:
Message + Message + myMessage
ID Ransomware (ID as Teslarvng)
Write-up, Topic of Support

*

-
A=

Thanks:

e

Raby, AkhmedTaia, Michael Gillespie, Bart
Andrew Ivanov (author)

* k *

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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https://twitter.com/pcrisk/status/1521743570218143744
https://forum.kasperskyclub.ru/topic/96305-selenaonionmailorg/
https://www.virustotal.com/gui/file/a86316d223861553b48d068acde5104d9c03c2106fb1edb774415ce274611349/detection
https://analyze.intezer.com/files/a86316d223861553b48d068acde5104d9c03c2106fb1edb774415ce274611349?vt
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7z6HTZScD0dAnm5rvsslqZGT-8Zh4vble7qo8O0r7PNuTxc46w0qjhuEQrAFUpKNPj1mpec7jY2ncsPurkjVdu4W8ijITO1X7uBs_1PaWaTx003YYvRaq-bTinH_Beb9chuSp3R0enJ_d28E4NrBi_MFZ8irT_A9q-KAsCrKneGpUgfSguc3JXbTg/s1279/note-3-5-22.png
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/raby_mr/status/1238008985854152705
https://twitter.com/demonslay335/status/1242079149931577345
https://twitter.com/Amigo_A_/status/1242794777076170757
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

